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Abstract— Consider a large-scalewir elesssensornetwork of n nodes,
where a fraction k out of n generatedata packets of global interest. As-
suming that the individual nodeshave limited storageand computational
capabilities, we addressthe problem of how to enable ubiquitous access
to the distrib uted data packets.

Speci�cally, we assumethat each node can store at most one data
packet, and study the problem of diffusing the data so that by querying
any k nodes, it is possible to retrieve all the k data packets of interest
(with high probability).

We intr oduce a class of erasure codes and show how to solve
this problem ef�ciently in a completely distrib uted and robust way.
Speci�cally we show that we can ef�ciently diffuse the data by “pr e-
routing” only O(ln n) packetsper data nodeto randomly selectedstorage
nodes. By using the proposed scheme, the distrib uted data becomes
available “at the �ngertips” of a potential data collector locatedanywhere
in the network

I . INTRODUCTION

Thepopularapproachto retrieving datain wirelesssensornetworks
is for the query unit to ask for the data from the sensornodes
of interest.The desireddata is then routed from the sourcenodes
to the data collector. This may be categorized as a “pull-based”
strategy. In certain scenariosof interest,a pull-basedapproachat
querytime mayhave limitations.Primarily, therecanpotentiallybea
large latency in gettingthe desireddataout of a multitudeof source
nodesscatteredrandomly acrossthe network due to the multi-hop
routing phasefollowing the query. There is a tradeoff betweenthe
work performedat the time thedatais generatedrelative to thework
performedat query time. In general,processingdoneat query time
introduceslatency and unreliability that may not be acceptablefor
certainapplications.

This work is accordinglymotivatedat trying to reducelatency and
unreliability betweenquery time and the time that the desireddata
is madeavailable to the datacollector. In the spirit of “smart dust”
sensornetworks [6], we considera very large scalenetwork with in-
dividual nodesseverelyconstrainedby communication,computation,
andmemory. Whenoneenvisionslargenumbersof cheap,unreliable
sensorsit is very reasonableto introduceredundancy to ensurethat
the whole network is actingasa robust distributedstoragedatabase.
Of particularimportanceis theassumptionthatmemorycannotscale
with the sizeof the network.

We study the interestingcasewherea datacollection query can
be posedanywhere in the network (e.g. a mobile query unit) and
require quick and reliable accessto the data of interest, which
is scatteredrandomly throughoutthe network. Clearly, this would
requiresomesortof a “pre-routing” phasewhereinthenetwork needs
to be preparedso as to allow for this low latency query answering
capability. Thekey issue,of course,is whetherit is possibleto achieve
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this robust distributedstorageunderthe communicationandstorage
constraintsimposedby the natureof wirelesssensors.

Our main result is a novel schemefor data disseminationthat
can guaranteeubiquitousaccessto distributed databy having only
O(ln n) pre-routedpacketsper datanode.In the proposedsolution,
each node operatesautonomouslywithout any central points of
control.Our solutionis basedon a new classof erasurecodescalled
decentralized erasure codes. Thesecodeshave the uniqueproperty
that they can be createdin a distributed way without gatheringall
the input dataat onecentralizedlocation.

Theremainderof thepaperis organizedasfollows: In Section2 we
give theexactproblemformulation,stateourassumptionsanddiscuss
relatedwork. In Section3 we introducedecentralizederasurecodes
and presentthe theoremsdescribingtheir performance.In Section
4 we give someexamplesof using decentralizederasurecodesin
speci�c network settingsandpresentsomeexperimentalperformance
evaluation.We alsopresentsomeinterestingextensionsof the basic
model.Finally, Section5 containsthe proofsof our theorems.

I I . PROBLEM SETTING

We assumethat thereare k data-generatingnodesthat are mea-
suringa physicalquantityof interest(e.g.temperature).Without loss
of generalitywe will assumethat eachdatanodegeneratesonedata
packet of large size containing the measurementsover sometime
interval.

In our initial problem setting we will assumethe data packets
are independent. In most interestingsensingscenariosthe datawill
be highly correlatedand we show how our schemecan perform
distributed sourcecoding to compresscorrelateddata. Essentially,
after distributed compression,the large correlateddatapackets can
be replacedby smaller packets that are independentand have the
theoreticallysmallestpossiblesize,equalto the joint entropy of the
physical sources.

Further, assumewe have n > k storage nodesthatwill beusedas
storageandrelaydevices.Sensornodeshave limited memoryandwe
modelthatby assumingthateachnode(of any kind) canstore,(wlog)
only one datapacket (or a combinationhaving the samenumberof
bits as a data packet). This is a key requirementto the scalability
of the network. A data packet containsmeasurementsover a time
interval andcanhave signi�cant size.

Theratio k=n < 1 is assumed�x edask andn scale.For example
we canassumethat some�x ed ratio (for example10%) of nodesin
a sensornetwork are measuringwhile the rest are usedfor storage.
To avoid confusionone can think that the total numberof sensors
is n + k or that somek out of the n sensorshave an extra sensing
device which is operatingcompletelyindependentlyfrom thestorage
device.However, aswill becomeapparentin subsequentsections,our
framework is muchmoregeneralandthek datanodesandn storage



nodescan be any arbitrary (possiblyoverlapping)subsetsof nodes
in a larger network of N nodes.

Throughoutthis paper we will be interestedin answeringdata
collection queries that involve gathering all k data packets to a
collector. Finding ef�cient algorithms for answeringother queries
like aggregateandrangequeriesundertheproposedencodedstorage
schemeremainsas future work.

We want to store the information containedin the k data nodes
in a redundantway in all the n storagenodes.As thereare k data
packets of interest,and eachnode can store no more than 1 data
packets worth of bits, it is clear that one has to query at least k
nodesto get the desireddata.

The problem is to store the data in such a way that usersmay
queryany k nodesand usethe resultsto reconstructthe original k
packets(with high probability).For instance,a datacollectorcanget
this dataout of somek neighboringstoragenodesin its immediate
vicinity to minimize the latency.

Finally we assumethat the datacollector hasenoughmemoryto
storek packets and enoughprocessingpower to run the maximum
likelihood decodingalgorithm, which as we will show corresponds
to solving a systemof k linear equationsin a �nite �eld.

Our proposedsolution requires no routing tables, centralized
processingor globalknowledgeof any sort.We only assumea packet
routing layer that can route packets from point to point (basedfor
exampleongeographicinformation).Thiscanbeeasilyachievedwith
only local geographicknowledgewith greedygeographicor GPSR
[16] routing. We further assumethat thereare packet acknowledge-
mentsandtherefore,nopacketsarelost.This lastassumptionhowever
canbe very easily relaxed due to the completelyrandomizednature
of the solution.

Our solution usesdecentralizederasurecodes,which we prove
have minimal data node degree, which correspondsto a minimal
numberof pre-routedmessages.Note however, that we do not claim
optimality of the distributed storagesystem as a whole. This is
becausewerely onapacket routinglayerinsteadof jointly optimizing
acrossall network layers.

A. Comparisonwith CentralizedScheme

Theproblemof reconstructingthek measurementsfrom any k out
of n storagenodescanbeseenasanerasurechannelcodingproblem.
If we assumetheexistenceof a centralizedsuper-nodethatcangather
all thedata,we coulduseany (n; k) capacityachieving erasurecode
andtreatthedatanodepacketsasinputsymbolsandthestoragenodes
as encodingsymbols.More speci�cally, the centralizednodewould
gatherthek datapackets,useanerasurecodeto generaten encoded
packets(with the samesizeplus a small overheadfor identi�cation).
Then, it would assignand sendone encodedpacket to eachstoring
node. If we use a good erasurecode we will be guaranteedto
reconstructthe original packets by asking any k encodedstorage
nodes.

The most common erasurecodesare Reed-Solomonwhich are
very widely employed in many applicationslike computernetwork
distributedstoragesystems[18], andredundantdisk arrays[3].

Also, LDPC codesand more recently fountain codes[19] were
proposedas alternatives with randomizedconstructionand faster
encodingand decodingtimes. See[22] for a practical investigation
on using thesecodesfor distributedstorage.

The key featureof our problemthat makesthesecodesunsuitable
is the fact that the data is distributed. We could convert the problem
to a centralizedone by gathering all the data in one super-node
and using any erasurecode.This would have someadvantagesand

somedisadvantagescomparedwith thedecentralizedscheme.On the
positive side, a centralizedsolution would allow the use of Reed
Solomoncodeswhichhavedeterministic(asopposedto probabilistic)
guaranteesfor decoding.Also, the useof LT or LDPC codeswould
allow for faster decoding times relative to the proposedcodes.
However, on the negative side, this doesnot constitutea scalable
solution from a computationalpower, storageand communication
point of view. Speci�cally gatheringall the datain oneplacewould
createa network hotspot,and introduce security and unreliability
problemsif thesuper-nodefails. In summary, thecentralizedsolution
might be preferablefor small networks but would de�nitely have
problemsas the numberof nodesincreases.

B. Relatedwork

The standardapproachin query processingis to �ood queries
to all nodes,and constructa spanningtree by having each node
maintain a routing table of their parents.This is the approach
currently used in both TinyDB and Cougar [20]. Flooding can be
pruned by constructingan analog to indexes in the network. An
ef�cient indexing schemeis the GeographicHash Table (GHT),
which mapsIDs andnodesto a metric space[26]. Theseapproaches
yield different tradeoffs betweenreliability over network changes,
latency and communicationcost. Decentralizederasurecodescan
be usedto addstorageredundancy in any existing queryprocessing
schemewhenreliability is required.

There has been signi�cant work on multiresolution distributed
storagefor sensornetworks. Ganesanet al. [9], [10] proposethe
DIMENSIONS systemwhich useswaveletsto ef�ciently summarize
sensordatain a naturalhierarchicalstructure.Gaoet al. [12] exploit
theprincipleof fractionallycascadedinformationto provide ef�cient
algorithmsandtheoreticalboundsfor answeringrangequeries.

Our work can be combinedwith multiresolutionstoragemecha-
nisms as an interestingway of storing information in sensornet-
works. We brie�y addressthis issueon Section4 but more explicit
investigationson jointly optimizingsummarizationanddecentralized
erasurecodeconstructionremainaspart of our ongoingwork.

Thefamily of adaptive protocolscalledSensorProtocolsfor Infor-
mationvia Negotiation(SPIN) [17] disseminatesall the information
to every nodein the network. This enablesa userto queryany node
andgettherequiredinformationimmediatelyby only communicating
with onenode.This is similar in spirit of the currentwork but relies
on theassumptionthateachsensornodehasenoughmemoryto store
all the datain the network, clearly not a scalablesolution.

The proposedcodesarelinearcodeswith a structuredrandomized
constructionand are thereforerelatedwith LDPC [8] and LT codes
[19]. In addition, there are some interestingconnectionswith the
ratelessproperty of digital fountain codes.Theseconnectionsare
madeexplicit in a subsequentsection.

C. Connectionsto NetworkCoding

Decentralizederasurecodescan be seenas linear Network codes
[13], [14], [15] on the (random)bipartite graphconnectingthe data
and the storagenodes(where each edge correspondsto one pre-
routed packet). Network coding is an exciting new paradigmfor
communicationin networks. This paper investigatessomeconnec-
tions betweennetwork coding and codesfor distributed storage.A
relatedinvestigation on applicationsof network coding on random
graphscanbe found in [7].

An equivalent way of thinking of the distributed storageproblem
is that of a random bipartite graph connectingthe k data nodes
with the n storage nodes and then adding a data collector for



every possiblesubsetof size k of the n storagenodes.Then the
problemof multicastingthek datapacketsto all thedatacollectorsis
equivalentto makingsurethatevery collectionof k storagenodescan
reconstructtheoriginal packets.It hasbeenshown thatrandomlinear
network codes[15] aresuf�cient for multicastingproblemsaslong as
the the underlyingnetwork cansupportthe requiredthroughput.The
key differencebetweenclassicalnetwork codingandour problemis
that in network coding,oneis givena �x edmulticastingnetwork and
triesto maximizethroughput.In ourproblem,thecodeis createdover
the random,bipartitegraphconnectingdataandstoragenodes.Note
that this graphdoesnot correspondto any physical communication
links but to virtual routingselectionsthataremadeby thealgorithm.
Thereforethis graphis not given, but can be explicitly designedto
minimize communicationcost. Essentiallywe are trying to make
this randombipartitegraphassparseaspossible(becauseeachedge
correspondsto communication)while keepingthe �o w high enough
and also enforcing each data node to act independently, without
coordination.

The key technical condition we need to prove to establishthat
decentralizederasurecodeswill be decodableis that the random
bipartitegraphswe constructhave a perfectmatching[1] with high
probability. The existence of a perfect matching guaranteesthat
the max �o w that can go through the network is suf�cient. Our
main theoretical contribution is in quantifying how sparsethese
randombipartitegraphscanbe undertheseconstraints.The proof is
obtainedby usinganextensionof a combinatorialcountingtechnique
introduced by P. Erd�os and A. Rényi in [5], [2] for analyzing
matchingsin randombipartitegraphs.The extensionstemsfrom the
dependencieson thedatanodeswhich destroy thesymmetryassumed
in [5], [2] andtherebycomplicatingmatters(seeSection5 for more
details).

I I I . DECENTRALIZED ERASURE CODES

Fig. 1. A simple example of a linear code over GF (28 ). Here k = 2,
n = 3; k=n = 2=3, q = 256. The primitive polynomial of the �eld is
D 8 + D 4 + D 3 + D 2 + 1

DecentralizedErasureCodesarerandomlinear codesover a �nite
�eld GF (q) with a speci�c generatormatrix structure.

A toy example of a linear code over GF (28) is given in �gure
(1). In the examplethereare two datanodesX 1 and X 2 and three
storagenodesY1 ; Y2 ; Y3 . We assumethe datanodeshave gathered
a numberof measurements.In the examplewe chooseu = 8 bits
to representeachnumberin our �eld which correspondsto GF (28).
The bits of the datameasurementsaredivided into blocksof u bits
which correspondto elementsin GF (28) (for example X 1(1) =
002; X 1(2) = 080; X 1(3) = 220). Now the datapacket X 1 is pre-
routedto storagenodesY1 ; Y3 andX 2 to Y2 ; Y3 . Oncea storagenode

receivesoneor moredatapackets,it selectscoef�cients f i uniformly
and independentlyin GF (28). Eachcoef�cient thenmultiplies each
blocksindependently, multiple blocksareadded(underthearithmetic
of the Galois Field) and the resultsare cascadedinto a new block
packet Yi that hasexactly the samesize as all the datapackets.So
for exampleY3 hasstoreda packet that correspondsto 2X 1 + 1X 2 .
Using this notation we mean that Y3(i ) = 2X 1(i ) + 1X 2(i ) for
i = 1; 2; 3. Eachstoragenodewill alsostorethe coef�cients f i that
it selected.This introducesan overheadstoragethat can be made
arbitrarily small by codingover larger blocks,this issueis discussed
in moredetail in a subsequentsection.

Notice that in Figure1 any two out of the threeencodingpackets
canbe usedto reconstructthe original data.In general,linear codes
canbe representedusingtheir generatormatrix in the form u = mG
whereu is an 1 £ n encodingvector, m is 1 £ k input vector and
G is a k £ n matrix. In generalthe vectorsandthe generatormatrix
aregeneral�eld elementsin someGF (q). For the example

G = (
1 0 2
0 3 1

) (1)

to retainm the receiver must invert a k £ k submatrixG0 of G. The
key property requiredfor successfuldecoding(that is also true for
the example)is that any selectionof G0 forms a full rank matrix.

A. CodeConstruction

To constructa decentralizederasurecode, each data symbol is
independentlypre-routedto d(k) storagenodes.More speci�cally,
it picks one out of the n storagenodes,pre-routesthe packet and
repeatsd(k) times.Eachstoragenodemultiplieswhatever it happens
to receive with coef�cients selecteduniformly and independentlyin
GF (q). A schematicrepresentationof this is given in �gure 2. This
correspondsto generating each row of the G matrix independently
by placingat mostd(k) nonzeroelementsin randompositions.

Fig. 2. Decentralizederasurecodesconstruction.Thereared(k) = c ln( k)
edgesstartingfrom eachdatanodeandlandingindependentlyanduniformly
on the storagenodes(If two edgeshave the samestartingandendingpoint,
we identify them)

Thenumberof messagespre-routedby eachdatanodeis d(k) and
the total numberof packets that will be pre-routedis O(kd(k)) . To
minimize the communicationcost for a sensornetwork we want to
�nd thesmallestpossibled(k) thatguaranteesthatk £ k submatrices



G0 of the random G we generatewill be full rank with high
probability.

The following theoremsare the main resultsof the paper:
Theorem1: d(k) = c ln( k) is suf�cient so that collecting any

randomk £ k submatrixG0 of G is full rankwith probabilityat least
(1 ¡ k

q )c2(k). ( wherec2(k) ! 1 ask ! 1 andc > 5n
k )

Theorem2: (converse) If each row of G is generatedindepen-
dently (Decentralizedproperty),at leastd(k) = ­(ln( k)) is neces-
sary to have G0 invertible with high probability.

From the two theoremsit follows that d(k) = c ln( k) is (order)
optimal. Therefore,decentralizederasurecodeshave minimal data
nodedegree.

Decentralizederasurecodescan be decodedusing ML decoding
which correspondsto solving a linear system of k equationsin
GF (q). This has a decodingcomplexity of O(k3). This is not as
ef�cient asthe belief propagation decodingusedin LD PC andLT
codes.It is perhapspossibleto have a fasterdecodingalgorithmsbut
the focusin this paperis the decentralizedpropertysincewe assume
that the data collector can have large computationalpower. Notice
that if somedatanodeshave failed andonly k0 < k nodespre-route
packets,askingany k0 will still yield an invertiblematrix. Therefore,
theproposedschemeis robust in bothdataandstoragenodefailures.

B. DistributedDigital Fountains

Onekey propertyof Digital Fountaincodes(for exampleLT codes
[19]), is thefactthatthey arerateless.ThismeansthatLT codescreate
every encodedpacket independently. In other words, every column
of the generatormatrix of an LT codeis independentof the others
(with logarithmic averagedegree, very similarly to our result). In
this context, one can think of the decentralizedproperty as being
the transposeof the ratelessproperty of digital fountains.This is
becausein our caseit is the rows of the the generatormatrix that
are independentand this correspondsto having each data source
actingindependently. The equivalenceto the ratelesspropertyin our
caseis that sourcescan fail (or even be added)without affecting
the performanceof the code.Thereforeeachsourceis independently
sprayingthe storagenodeswith information. If a collector acquires
enoughencodedpackets, its possibleto retrieve all the sources.

C. Storage Overhead

Noticethatotherthanstoringthelinearcombinationof thereceived
data packets, each node must also store the randomly selected
coef�cients f i . One can easily seethat eachstoragenode will be
storing only O(ln k) coef�cients w.h.p. Therefore,as long as the
total data packet size is much larger than u ln k bits the overhead
is negligible. The overheadis also relatedwith the probability of
decoding.Theorem1 boundstheprobabilityof failureby k=q. Recall
that sinceq = 2u whereu is the numberof bits requiredto store
each f i , one can reducethe probability of error exponentially in
the overheadbits. As a numericalexample,say we set k = 1000
data nodesand u = 20 bits. Say, one data packet is 200 bytes
of data.Therefore,it requiresan overheadstorageof approximately
138=1600¼ 8:6% to guaranteea probability of failure smallerthan
1000
220 ¼ 9 £ 10¡ 4 .

IV. SENSOR NETWORK SCENARIOS

In this section we show how decentralizederasurecodes can
be applied to various sensornetwork scenariosand analyzetheir
performance.It is very important to realize that one can pick the
k datanodesandthe n storagenodesto be any arbitrary subsetsof
nodesof a larger network. The exact choicesdependon the speci�c

sensingapplication.Theonly requirementthatwe imposeis thatn=k
shouldremain�x ed as the network scales.

In generalit is easy to determinethe total communicationcost
involved in creatinga decentralizederasurecode.Eachdatasymbol
pre-routesto 5n

k ln k storagenodes,thereforethe total numberof
packetssentwill be5n ln k. To determinethecommunicationcostin
termsof radio transmissionswe needto imposea speci�c network
model for routing. For example, if the diameterof the network is
D (n) then the total communicationcost to build a decentralized
erasurecode will be at most O(D (n)n ln k). To become more
speci�c we needto imposeadditional assumptionsthat dependon
the speci�c application. If D (n) = O(

p
n) for example in a

grid network, the total communicationcost would be boundedby
O(n1:5 ln k) to make the dataavailable in k = O(n) storagenodes.

Since each data node is essentiallymulticasting its packet to
O(ln k) storagenodes,multicast treescan be usedto minimize the
communicationcost. Theseissuesdependon the speci�c network
modelandgeometryandwe do not addressthemin this paper.

A. Perimetric Storage

To perform some experimentalevaluation and also to illustrate
how the decentralizederasurecodescanbe usedasa building block
for more complex applicationswe considerthe following scenario.
Supposewe have N total nodesplacedon a grid in the unit square
(densescaling)and we are only interestedin storing information in
the 4

p
N nodeson the perimeterof the square(see�gure 3). This

is an interestingextensionsince in most casesthe sensornetwork
will be monitoring an environmentand potentialusersinterestedin
the datawill have easieraccessto the perimeterof this environment.
Thereforewe will have n = 4

p
N storagenodesand k = ½

p
N

datanodesfor someconstant½< 4. Thek datanodescanbeplaced
in the grid randomlyor by using someoptimizedsensorplacement
strategy [11]. Notice that we only have O(

p
N ) nodesmeasuringor

storing.The restareusedasrelaysandperhapsit is moreinteresting
to assumethat the k data nodesare duty-cycled to elongate the
lifetime of the network. Note that in a densenetwork scenario

p
N

canbecomesuf�ciently large to monitor the environmentof interest.
Again, we want to query any k nodesfrom the perimeterand be
able to reconstructthe original k data packets w.h.p. The problem
now is that thediameterof thenetwork (assuminggreedygeographic
routing) is O(

p
N ) = O(n) asopposedto

p
n.

Fig. 3. Perimetricstorage:The n = 4
p

N nodeson the perimeterareused
asstorage,andk = O(

p
N ) nodesinside the grid are the datanodes.

We assumethat the transmissionradius is scaling like O( 1p
N

)
andmeasurecommunicationcostasthe total numberof 1-hopradio
transmissions(each transfersone packet for one hop) required to
build thedecentralizederasurecode.It canbeeasilyseenthatthetotal
communicationcostis at mostO(N ln N ) whichyieldsa logarithmic
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Fig. 4. Experimentsfor perimetricstoragescenario.For eachsubgraph,we plot k=n = 10% (so k = 0:4
p

N ) andk=n = 33% (so k = 4=3
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N ). In both
casesn = 4
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N

a) Total communicationcost to preparethe decentralizederasurecode.b) Total numberof packets pre-routed.c) Averageand standard
deviation plots for the numberof packets that arestoredat storagenodes.e) Total communicationcostper node.

boundO(ln N ) on the transmissionsper node.Figure 4 illustrates
someexperimentson the performanceunder the perimetricstorage
scenario.Notice that the communicationcost per node is indeed
growing very slowly in N .

B. Multiresolution

Assumewe have a mechanismto createspatial summarization
of data, perhapsusing wavelets as in [9]. Then we can imag-
ine a scenariowhere the network will be separatedinto regions
R1 ; R2 ; ¢¢¢Rm anda summarydatapacket (correspondingto “head-
line news”) is computedfor eachregion at somefusion point. Then
we can use decentralizederasurecodeswith k = m, i.e. setting
the data nodes to be the fusion points and n = N . This will
disseminatethesummarydataeverywherein thenetwork. A potential
usercanthenqueryany m nodesto obtainthesummaries.Therefore,
“headline news” for all the regions is available everywhereand if
further details are requiredabout one speci�c region, the user can
query nodesfrom that region. This, of coursecan be donein many
layers, yielding an interestingtradeoff betweenlatency, reliability,
andresolution.

C. CorrelatedData

Whenthe dataat the measuringnodesarecorrelated,this correla-
tion can be exploited to improve the performance.It was shown by
Slepianand Wolf [27] that in theoryno loss of performanceresults
from the fact that the sourcesare distributed and the total rate of
the code requiredis equal to the joint entropy rate of the sources.
Distributed SourceCoding Using Syndromes(DISCUS) [23] is a

practicalmeansof achieving this.Thedatanodesform thesyndromes
of the datapackets they observe undersuitablelinear codes.These
syndromesaretreatedasthe datawhich the nodespre-routeto form
the decentralizederasurecodewords at the storagenodes.The data
collectorreconstructsthesyndromesby gatheringthepacketsfrom k
storagenodes.UsingDISCUSdecodingthecollectorcanrecover the
original datafrom the syndromes.The correlationstatistics,which is
requiredby DISCUScanbelearnedby observingpreviousdataat the
collectionpoint.Thedatanodesonly needto know theratesat which
they will compresstheir packets. This can be either communicated
to themor learnedadaptively in a distributednetwork protocol.The
syndromescanbeconsiderablyshorterthantheoriginal datapackets
if thedataobservedby thedifferentnodesaresigni�cantly correlated
as is usually the casein sensornetworks. Note that this approachis
separatingthe sourcecodingproblemfrom the storageproblemand
this is not be optimal in general[24]. However, this constitutesa
practicalandef�cient way to considerablyreducethe packet sizes.

Anotherpossibility that remainsto be investigatedis for thenodes
to sendout the correlatedpackets they observe to the storagenodes
as in section 3.1. The storagenodes could form random linear
combinationsof the packets they receive. Sincethe datapacketsare
correlatedit is possiblefor thecollectorto queryfewer thank storage
nodesto recover the data.Note however this would not reducethe
network traf�c but would help the datagatheringprocedure.

V. ANALYSIS AND PROOFS

The main body of this sectioninvolves the proof of Theorem1,
statingthat d(k) = c ln( k) is suf�cient to guaranteethat a random



k £ k submatrixG0 of G is full rank w.h.p. To prove that G0 is
full rank it suf�ces to show that the determinantdetG0 6= 0. There
is a close connectionbetweendeterminantsof matricesand graph
matchingswhich for thebipartitecaseis givenby Edmonds'theorem
[21]. A bipartite graphwill have a perfectmatching(P.M.) if there
existsa subsetE 0 µ E of its edgesso thatno two edgesin E 0 share
a commonvertex andall the verticesconnectto an edgein E 0. For
our problemwe have a randombipartite graphformed by the data
nodesandthestoragenodesasin �gure 2. Eachdatanodehasc ln k
edgesthat land randomly on the storagenodes.The combinatorial
countingtechniquewe usewasintroducedby P. Erd�os andA. Rényi
in [5], [2].

More speci�cally, we de�ne the graph B lnk ¡ lef t ¡ out as the
randombipartitegraphwith two setsof vertices,V1 , V2 , wherejV1 j =
k, jV2 j = n , n = ®k; (® > 1). Every vertex in V1 connectswith
c ln( k) verticesof V2 eachonechosenindependentlyanduniformly
with replacement.If two edgesconnectthe sametwo verticeswe
identify them.Thenwe pick a subsetV 0

2 ½ V2 wherejV 0
2 j = k and

form the randombipartitegraphB 0
lnk ¡ lef t ¡ out = jV1 j [ jV 0

2 j. Edges
that connectto V2 n V 0

2 aredeleted.
This graphcorrespondsto the submatrixG0 and the key property

we requireto establishour result is that B 0
lnk ¡ lef t ¡ out hasa perfect

matchingw.h.p.
Theorem 3: Let B 0

ln k ¡ lef t ¡ out be a bipartite graph with jV1 j =
jV 0

2 j = k obtainedfrom B ln k ¡ lef t ¡ out by taking a randomsubset
of k storage nodes.B 0

ln k ¡ lef t ¡ out has a perfect matching with
probability 1 ¡ o(1) as k ! 1 .

Proof:
For a set of nodesA ½ Vi of a bipartite graph B, we denote

¡( A)=f y : xy 2 E (B ) x 2 Ag. So ¡( A) is simply the setof nodes
that connectto nodesin A.

A key theoremusedin this proof is Hall's theorem.We useit in the
following form (which is easily derived from the standardtheorem
[1], [2]):

Lemma 1: Let B be a bipartite graphwith vertex classesV1 ,V 0
2

and jV1 j = jV 0
2 j = k. If B hasno isolatedverticesand no perfect

matching,then thereexists a setA ½ Vi (i = 1; 2) suchthat:
i) j¡( A)j = jAj ¡ 1
ii) The subgraphA [ ¡( A) is connected
iii) 2 · jAj · (n + 1)=2.

The event that B has no perfect matchingcan be written as the
union of two events.Speci�cally, let E0 denotethe event that B has
oneor moreisolatedvertices:P (no P:M :) = P(E0 [ 9A) (for some
set A satisfyingLemma(1)) Thereforeby a union boundwe have:
P (no P:M :) · P (E0) + P(9A): We will treat the isolatednodes
event later. We know from Lemma(1) that the size of A can vary
from 2 to (k + 1)=2, so we obtain the union bound:

P (9A) = P(
( k +1) =2[

i =2

(9A; jAj = i )) ·
( k +1) =2X

i =2

P(9A; jAj = i ): (2)

We canfurther partition into two cases,that the setA belongsto V1

(the datanodes)or V 0
2 (the k storagenodesusedto decode).

P (9A) ·
( k +1) =2X

i =2

P(9A ½ V1 ; jA j = i ) + P(9A ½ V 0
2 ; jA j = i )

(3)
So we now bound the probabilities P(9A ½ V1 ; jA j = i ) and
P(9A ½ V 0

2 ; jA j = i ) using a combinatorialargument.CaseI: A
belongsin the data nodes:Supposewe �x i nodesA 1 ½ V1 and
i ¡ 1 nodeson A2 ½ V 0

2 . Then the probability that a set A = A 1

satis�estheconditionsof lemma(1) with ¡( A) = A 2 is equalto the
probability that all the edgesstartingfrom A 1 will endin A2 or are
deleted.Note however that every nodein V1 picks c ln( k) neighbors
from the setV2 (which is the large setof n = ®k nodes).We bound
the probability by allowing all edgesstarting from A 1 to land in
A2 [ V2 n V 0

2 . Thereforewe have ci ln( k) edgesthat must land in
A2 [ V2 n V 0

2 and jA2 [ V2 n V 0
2 j = i ¡ 1 + (® ¡ 1)k. Note that all

the otheredgescanland anywhereandthat would not affect j¡( A)j.
Therefore,sincethereare

¡
k
i

¢
choicesfor A1 and

¡
k

i ¡ 1

¢
choicesfor

A2 we have:

P (9A ½ V1) ·
( k +1) =2X

i =2

µ
k
i

¶µ
k

i ¡ 1

¶
(
i ¡ 1 + (® ¡ 1)k

®k
)ci ln ( k )

(4)
We canalwaysboundthis sumby its maximumvaluetimesk (since
there are less than k positive quantities added up). Therefore it
suf�ces to show that

kP(9A ½ V1 ; jA j = i ) = o(1); 8i 2 [2; (k + 1)=2] (5)

ask ! 1 .
From Stirling's approximationwe obtain the bound [2]

¡
k
i

¢
·

( ek
i ) i andalso it is easyto seethat ( ek

i ¡ 1 ) i ¡ 1 · ( ek
i ) i when i · k.

If we denoteX =
¡

i ¡ 1+( ®¡ 1) k
®k

¢
< 1 and usethesetwo bounds

we obtain :

P (9A ½ V1 ; jA j = i ) · exp
³

ln( k)(2i + ic ln(X )) + 2i (1¡ ln(i ))
´

(6)
If we multiply by k we get from (5) that it suf�ces to show

exp
³

ln( k)(2i + ic ln( X ) + 1) + 2i (1 ¡ ln(i ))
´

= o(1) for all

i 2 [2; (k + 1)=2], as k ! 1 . Therefore,for this exponential to
vanish it is suf�cient to have the coef�cient of ln k be negative:
2i + ic ln( X ) + 1 < 0; which gives us a boundfor c: c > ¡ (1+2 i )

i ln ( X )
NoticethatX < 1 andthereforeit is possibleto satisfythis inequality
for positive c. This boundshouldbetrue for every i 2 [2; (k + 1)=2].

Therefore,a suf�cient condition for P (9A ½ V1) to vanishis

c >
¡ 5

2 ln( ®¡ 1=2
® )

' 5®: (7)

CaseII: A belongsin the encodingnodes:With the sametech-
nique,we obtaina boundif thesetA is on thedatanodes.This time
we pick A ½ V 0

2 with jAj = i andwe want j¡( A)j = i ¡ 1. So we
requirethatall edgesthatconnectto A endin a speci�c setA 2 2 V1 .
The extra requirementthat A [ ¡( A) shouldbe connected,further
reducestheprobabilityandis boundedaway. We thereforeobtainthe
bound:

P (9A ½ V2 ; jA j = i ) ·

µ
k

i ¡ 1

¶µ
k
i

¶ ³ ®k ¡ i
®k

´ c( k ¡ ( i ¡ 1)) ln( k )

(8)
Which yields the condition for c : c > ®k

i
2i +1
k ¡ i = 2® k

k ¡ i +
® k

i ( k ¡ i ) Now notice that this is a convex function of i so the
maximumis obtainedat i = 2 or i = k +1

2 .
By substitutingi = 2 and i = k +1

2 we �nd that theseinequalities
arealwaysdominatedby (7). So �nally we requirethat c > 5®.
Case III: There exist no isolated nodes: We will say that a data
or storagenode is isolatedwhen it connectsto no storageor data
node respectively. Bounding the probability of this event P (E 0)
is easier to deal with. Notice that data nodescannot be isolated
by construction.The ®k encodingnodes receive totally kc ln( k)
independentconnectionsand we need to show that they are all
coveredby at leastoneencodingnodew.h.p.Usinga standardbound



we obtain the following result: ([21]):Let C denote the number
of connectionsrequired to cover all ®k encoding symbols. then
P [C > ¯ ®k ln(®k)] · (®k) ¡ ( ¯ ¡ 1) Which shows that any ¯ > 1
(we require ¯ > 5) will suf�ce to cover all the encodingsymbols
with high probability.

Thereforefrom combiningall the requiredboundsfor c we �nd
that c > 5® = 5n

k is suf�cient for the bipartite graph to have a
perfectmatchingwith high probability.

Proof of Theorem 1 (Sketch) We wantto show that thematrix G0

is full rank with high probability. Recall that by constructionevery
row of G0 hasa logarithmic numberof non-zerocoef�cients chosen
uniformly andindependentlyfrom a �nite �eld GF (q). Denotethese
coef�cients by f 1 ; f 2 ; ¢¢¢f L Their actualnumberL is randomand
approximatelyequal(and in fact, smaller than) ck ln( k). It suf�ces
to show that the determinantof G0 is nonzero w.h.p. Note that
det jG0j =

P
¼ sgn(¼)

Q k
i =1 g0

i;¼ ( i ) where we are summingover
all the permutationsof f 1; 2; ¢¢¢kg and g0

i;j is the i; j th element
of G0. Notice that this is a multivariate polynomial det(G0) =
P(f 1 ; f 2 ; ¢¢¢; f L ). Thereare two fundamentallydifferent casesfor
the determinantto be zero. If for eachterm correspondingto each
permutationthereexistedoneor morezeroelementsthen the deter-
minant would be identically zero (for any choiceof f 1 ; f 2 ; ¢¢¢f L ).
Now the key stepis to notice that eachpermutationcorrespondsto
exactly onepotentialmatchingof thebipartitegraph.Thereforeif the
graphhasa perfectmatching,det(G0) will not be identically zero.
(Edmonds'Theorem[21]) The othercaseis whendeg(G0) is a non-
zeropolynomialbut the speci�c choicesof f 1 ; f 2 ; ¢¢¢f L correspond
to one of its roots. It is clear that this is a rare event and we can
boundits probabilityusingtheSchwartz-ZippelTheorem[21]. Notice
that the degreeof det(G0) is exactly k when thereexists a perfect
matching(which by Theorem3 is true with probability c2(k) ! 1
as k ! 1 ) so we obtain a bound on the probability of failure:
P r (det(G0) = 0jdet(G0) 6´ 0) · k

q and the event det(G0) 6´ 0 is
exactly thesameashaving a perfectmatchingwhich we have shown
happenswith high probability ask goesto in�nity .

Proof of Theorem 2 (Converse) It is a standardresult in balls
andbins analysis[21] that in orderto cover n bins w.h.p.oneneeds
to throw O(n ln n) balls (SeealsocaseIII in proof of Th. 1). Notice
that in our case,coveringall thestoragenodesis necessaryto have a
full rankdeterminant(sincenot coveringonecorrespondsto having a
zerocolumnin G). Thereforeany schemethatconnectsdatasymbols
to encodingsymbolsrandomlyandindependentlywill requireat least
­(ln k) connectionsper datanode.

VI . CONCLUSIONS AND FUTURE WORK

Wehaveproposeddecentralizederasurecodesandshown how they
canbeusedto introducereliabledistributedstorage.Our futurework
involves jointly optimizing summarizationandcodeconstructionfor
multiresolution storagescenarios.Other issuesof interest involve
investigating the effect of pre-routinga constantnumberof packets
per data node as well as devising more ef�cient algorithms for
decoding.
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