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int[] mergeSort (int[] input, int n) {
if ( n == 1 ) return input;
return merge(    mergeSort (input[0:n/2-1]), 

mergeSort (input[n/2:n-1]), n);
}
int[] merge (int[] a, int b[], int n) {

int j=0; int k=0;
for (int i = 0; i < n; i++)

if ( a[j] < b[k] ) 
result[i] = a[j++];  

else  
result[i] = b[k++];

return result;
}

Merge sort:  by hand
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Merge sort:  corrected, by hand

int[] mergeSort (int[] input, int n) {
if ( n == 1 ) return input;
return merge(    mergeSort (input[0:n/2-1]), 

mergeSort (input[n/2:n-1]), n);
}
int[] merge (int[] a, int b[], int n) {

int j=0; int k=0;
for (int i = 0; i < n; i++)

if ( j<n/2 && ( !(k<n-n/2) || a[j] < b[k]) ) 
result[i] = a[j++];  

else  
result[i] = b[k++];

return result;
}
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Verification, synthesis, sketching

• Verification:  does your program implement the spec?

– user (still) responsible for low-level implementation details

– redundancy:  implementation restates aspects of spec

• Synthesis: produce a program that implements the spec

– say what not how;  say it only once

– but expert-driven;  uses complicated formalisms

• Sketching:  synthesis for the people?

– implementation with holes, 

– filled in by a general-purpose synthesizer
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The sketching experience

sketch implementation 

(completed sketch)

spec

specification

+
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int[] sort (int[] input, int n) {
for (int i=0; i<n; ++i)

for (int j=i+1; j<n; ++j)
if (input[j] < input[i]) 

swap(input, j, i);
}

The spec: bubble sort
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int[] mergeSort (int[] input, int n) {
if ( n == 1 ) return input;
return merge(    mergeSort (input[0:n/2-1]), 

mergeSort (input[n/2:n-1]), n);
}
int[] merge (int[] a, int b[], int n) {

int j=0; int k=0;
for (int i = 0; i < n; i++)

if ( synthesize(a, b, j, k, n, n/2 ) ) 
result[i] = a[j++];  

else  
result[i] = b[k++];

return result;
}

Merge sort:  sketched

hole



11
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Merge sort:  synthesized, by compiler

int[] mergeSort (int[] input, int n) {
if ( n == 1 ) return input;
return merge(    mergeSort (input[0:n/2-1]), 

mergeSort (input[n/2:n-1]), n);
}
int[] merge (int[] a, int b[], int n) {

int j=0; int k=0;
for (int i = 0; i < n; i++)

if ( j<n/2 && ( !(k<n-n/2) || a[j] < b[k]) ) 
result[i] = a[j++];  

else  
result[i] = b[k++];

return result;
}
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SKETCH

• A new language with built-in sketching support

– simple imperative language

– sketching support by allowing programs with holes



14

Ex1: Isolate rightmost 0-bit.   1010 0111 � 0000 1000

bit[W] isolate0 (bit[W] x) {      // W: word size
bit[W] ret = 0;
for (int i = 0; i < W; i++)  

if (!x[i]) { ret[i] = 1; break; } 
return ret; 
}

bit[W] isolate0Fast (bit[W] x) implements isolate0 { 
return ~x & (x+1);

}
return ~(x+1) & x;return ~x & (x-1);
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bit[W] isolate0Fast (bit[W] x) implements isolate0 { 
return ~x & (x+1);

}

bit[W] isolate0Sketched (bit[W] x) implements isolate0 {
return ~(x + ??) & (x + ??);

}

Ex1: Isolate rightmost 0-bit.   1010 0111 � 0000 1000

bit[W] isolate0 (bit[W] x) {      // W: word size
bit[W] ret = 0;
for (int i = 0; i < W; i++)  

if (!x[i]) { ret[i] = 1; break; } 
return ret; 
}
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bit[W] isolate0Fast (bit[W] x) implements isolate0 { 
return ~x & (x+1);

}

Ex1: Isolate rightmost 0-bit.   1010 0111 � 0000 1000

bit[W] isolate0 (bit[W] x) {      // W: word size
bit[W] ret = 0;
for (int i = 0; i < W; i++)  

if (!x[i]) { ret[i] = 1; break; } 
return ret; 
}

return ~(x + 0 ) & (x + 1  );
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Ex2: Population count.      0010 0110 � 3

int pop (bit[W] x)
{

int count = 0; 
for (int i = 0; i < W; i++) {

if (x[i]) count++;
}
return count;

} 

1 0 0 1 1 1 1 0

01 01 10 01

0010 0011

00000101

Spec Idea
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Ex2: Population count.      0010 0110 � 3

int pop (bit[W] x)
{

int count = 0; 
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if (x[i]) count++;
}
return count;
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Spec Idea
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int popSketched (bit[W] x) implements pop {
loop (??) {   x = (x & ??) + ((x >> ??) & ??);  }
return x;

} 
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Ex2: Population count.      0010 0110 � 3

int popSketched (bit[W] x) implements pop {
loop (??) {   x = (x & ??) + ((x >> ??) & ??);  }
return x;

} 

Sketch

int popSketched (bit[W] x) implements pop {
x = (x & 0x5555) + ((x >> 1) & 0x5555);
x = (x & 0x3333) + ((x >> 2) & 0x3333);
x = (x & 0x0077) + ((x >> 8) & 0x0077);
x = (x & 0x000F) + ((x >> 4) & 0x000F);
return x;

}
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Expression Holes

• What about expression holes?

– coded as functions with integer holes

– further optimization turns them into simple expressions

• Ex: Expression involving a , b, +, -

– Like   a, b, a+b, a-b, a+b+a, …

expr(a, b){

switch(??){

case 0: return a;

case 1: return b;

case 2: 

return expr(a,b) + expr(a,b);

case 3: 

return expr(a,b) - expr(a,b);

}       }

expr(a, b)



Under the hood
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How it works

• Step 1: Turn holes into control inputs

• Step 2: Translate spec and skretch to boolean functions

• Step 3: Formulate synthesis as generalized SAT

• Step 4: Solve with counterexample guided search

• Step 5: Plug controls into the sketch

Step 1:



31

Turn holes into inputs

• The ?? Operator is modeled as a special input

– we call them control inputs

• What about loop(??) and recursion

– rembember: unrolled/inlined

– hence different controls for each iteration

bit[W] isolSk(bit[W] x)
{

return ~(x + ??) & (x + ??);
}

bit[W] isolSk(bit[W] x, bit[W] c1, c2)
{

return ~(x + c1) & (x + c2);
}
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How it works

• Step 1: Turn holes into control inputs

• Step 2: Translate spec and skretch to boolean functions

• Step 3: Formulate synthesis as generalized SAT

• Step 4: Solve with counterexample guided search

• Step 5: Plug controls into the sketch

Step 2:
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Ex : Population count.      

int pop (bit[W] x)
{

int count = 0; 
for (int i = 0; i < W; i++) {

if (x[i]) count++;
}
return count;

} 

x count 0 0 0 0 one 0 0 0 1

+

mux

count

+

count

mux

+

count

+

count

mux

mux

F(x) =
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How it works

• Step 1: Turn holes into control inputs

• Step 2: Translate spec and skretch to boolean functions

• Step 3: Formulate synthesis as generalized SAT

• Step 4: Solve with counterexample guided search

• Step 5: Plug controls into the sketch

Step 3:
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• This problem is hard

– Harder than NP Complete

Formulate sketch resolution as generalized SAT

F(x)   =   S(x,c)c.             x.

AE
=

c
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How it works

• Step 1: Turn holes into control inputs

• Step 2: Translate spec and skretch to boolean functions

• Step 3: Formulate synthesis as generalized SAT

• Step 4: Solve with counterexample guided search

• Step 5: Plug controls into the sketch

Step 4:
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Counterexample guided search

• Idea: Only a few inputs are needed to fully constrain the control

F(x)   =   S(x,c)c.             x.

AE
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Counterexample guided search

• Idea: Only a few inputs are needed to fully constrain the control

F(x)   =   S(x,c)c.             x in E.

AE

where E  = {x1, x2, …, xk}
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Counterexample guided search

• Idea: Only a few inputs are needed to fully constrain the control

– We need to discover set E

• Counterexample driven solver:

F(x)   =   S(x,c)c.             x in E.

AE

where E  = {x1, x2, …, xk}

E = {}
x = random()
do

E = E U {x}
c = synthesizeForSomeInputs(E)
if c = nil then exit(“buggy sketch'')
x = verifyForAllInputs (c)           // x: counter-example

while x != nil
return c

c.     S(x1, c)=F(x1)^…^ S(xk, c)=F(xk) 

E



40

Counterexample guided search

• Idea: Only a few inputs are needed to fully constrain the control

– We need to discover set E

• Counterexample driven solver:

F(x)   =   S(x,c)c.             x in E.

AE

where E  = {x1, x2, …, xk}

E = {}
x = random()
do

E = E U {x}
c = synthesizeForSomeInputs(E)
if c = nil then exit(“buggy sketch'')
x = verifyForAllInputs (c)           // x: counter-example

while x != nil
return c

c.     S(x1, c)=F(x1)^…^ S(xk, c)=F(xk) 

E

x.  S(x, c) != F(x)

E
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How it works

• Step 1: Turn holes into control inputs

• Step 2: Translate spec and skretch to boolean functions

• Step 3: Formulate synthesis as generalized SAT

• Step 4: Solve with counterexample guided search

• Step 5: Plug controls into the sketchStep 5:
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Case study

• Implemented AES

– the modern block-cipher standard 

– 14 rounds: each has table lookup, permutation, GF-multiply

– a good implementation collapses each round into table lookups

• Our results

– we synthesized 32Kbit of controls! 

– synthesis time: about 1 hour

– counterexample-driven synthesizer iterated 655 times

– performance of synthesized code within 10% of hand-tuned
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Sketching AES

word[4] roundSK(bit[128] in, bit[128] rkey) impl round{
word[4][3.4e38] T = ?? ;
return T[in] ^ rkey;

}
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Sketching AES

word[4] roundSK(bit[128] in, bit[128] rkey) impl round{

word[256] T1 = ?? ;
word[256] T2 = ?? ;
word[256] T3 = ?? ;
word[256] T4 = ?? ;
word[4] out;

return out ^ rkey;
}
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word[4] roundSK(bit[128]                                                           ,
bit[128] rkey) impl round{

word[256] T1 = ?? ;
word[256] T2 = ?? ;
word[256] T3 = ?? ;
word[256] T4 = ?? ;
word[4] out;

return out ^ rkey;
}

Sketching AES

out[0] = T1[         ] T2[         ] T3[         ] T4[         ]

out[3] = T1[         ] T2[         ] T3[         ] T4[         ]

out[2] = T1[         ] T2[         ] T3[         ] T4[         ]

out[1] = T1[         ] T2[         ] T3[         ] T4[         ]
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Scalability

• In theory, SKETCH is complete for all finite programs:

– specification can specify any finite program

– sketch can describe any implementation over given instructions

– synthesizer can resolve any sketch

• In practice, SKETCH scales for small finite programs

– what about large finite?
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Help the solver by refining sketches

loop (??) 
x = (x & ??) + ((x >> ??) & ??);

1593 sec

loop (4) 
x = (x & ??) + ((x >> ??) & ??);

318 sec

loop (??) 
m = ??
x = (x & m) + ((x >> ??) & m);

177 sec

loop (??) 
x = (x & ??) + ((x >> s) & ??);
s = s * ??

21 sec

loop (??) 
x = (x & ??) + ((x >> s) & ??);
s = s * 2

20 sec

• Eliminate holes

• Express known correlations
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Conclusion

• With Sketching

– Programmer writes Spec without concern for performance

– Sketch provides high level insight on implementation

– Compiler fills in the tricky details

• Correctness is guaranteed

• Sketching scales to real benchmarks

• Unbounded programs: The Next Fronteer

– SKETCH can already help you synthesize them



The End


