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Abstract. We presenHMM attacks anew typeof cryptanalysishasecon mod-
elingrandomizeaidechannetountermeasuresHiddenMarkov Models(HMM' s).
We alsointroducelnput Driven HiddenMarkov Models(IDHMM' s), a general-
izationof HMM' s thatprovidesa powerful anduni ed cryptanalyticframevork
for analyzingcountermeasureshoseoperationalbehaior canbe modeledby
a probabilistic nite statemachine.IDHMM' s generalizeprevious cryptanaly-
sesof randomizedidechannekountermeasureandthey alsooftenyield better
results.We presentef cient algorithmsfor key recovery usingIDHMM' s. Our
methodscan take advantageof multiple tracesof the side channeland are in-
herentlyrohust to noisy measurementd.astly, we apply IDHMM' s to analyze
two randomizedexponentiatioralgorithmsproposedy Oswald andAigner. We
completelyrecorer the secretkey usingasfew astentracesof thesidechannel.

1 Intr oduction

Randomizedcountermeasurgd—8] for side channelattacks[8—10] are a promising,
inexpensve alternatve to hardwarebasedcountermeasuref orderto gainstrongas-
surancen randomizedschemesye needsomewayto analyzetheir securityproperties,
andideally, we would like general-purpostechniquesTo this end,we presentHMM
attadks a new type of cryptanalysisbasedon modelingcountermeasureas Hidden
Markov Models(HMM' s) [11]. We alsointroducelnput DrivenHiddenMarkov Mod-
els(IDHMM' s), ageneralizatiorof HMM' s. IDHMM' s areparticularlywell suitedfor
analyzingany randomizedtountermeasunghoseinternaloperationcanbe modeledy
aprobabilistic nite statemachine.

Hidden Markov Models (HMM's) [11] are a well-studiedmodel for nite-state
stochastigprocessesAn executionof anHMM consistsof a sequencef hidden,un-
obsened statesanda correspondingequenc®f related,obsenableoutputs. HMM' s
arememorylessgiventhe currentstate the conditionalprobability distribution for the
next stateis independenof all previousstatesThe mainproblemof interesin HMM' s
is theinferenceproblem to infer the valuesof thehhidden,unobseredstategjivenonly
the sequencef obsenableoutputs.The Viterbi algorithm[12] is anef cient dynamic
programmingalgorithmfor solvingthis problem.

At rst glance,HMM's seemperfectfor analyzingrandomizedcountermeasures
which can be modeledby a probabilistic nite statemachine:the hidden statesof
theHMM representhe internalstatesof the countermeasureendthe obsenableout-
puts represenbbsenationsof the side channel.However, HMM' s have de ciencies



Table 1. Summary of attacks on OA1 and OA2, two randomized side channelcountermea-
suresproposedby Oswald and Aigner. Notethatour new attacksarethe rst to work evenwith
anoisysidechannel.

Relevant Obsenation Numberof tracesneeded
Attack countermeasurte error (pe) | to recover thesecretkey [Workfactor

Okeya-Sakura[13] OAl 0 292 minimal

C.D.Walter[14] OA1l, OA2 0 2-10 minimal
HMM attackg(new)| OAL, OA2 0 10 minimal
HMM attackgnew)| OA1, OA2 0 5 2%
HMM attacks(new)| OA1L, OA2 0.1 10 2%
HMM attacks(new)| OA1L, OA2 0.25 50-500 2%

which preventthemfrom beingdirectly applicable Firstly, HMM's do not modelin-

puts.HMM' s modelprocesseasa sequencef statesHowever, theinternaloperation
of arandomizedcountermeasuris likely to be dependenbn boththe currentinternal
stateaswell asaninput: the secretkey. IDHMM' s extendHMM' s to handleinputsso
we canaccuratelymodelrandomizedkeyed countermeasure&econdly standardn-

ferencetechniquedik e Viterbi's algorithmcannotieveragemultiple outputtracesof an
HMM. However, theability to handlemultiple outputtraceswill make ourkey recovery
attacksmore powerful. To addresghis, we presentan ef cient approximatdnference
algorithmfor IDHMM' sthathandlesmultiple outputtraces.

To demonstratdhow HMM attackscanbe usedin practice we shav how to break
two randomizedexponentiationalgorithmsproposedoy Oswald and Aigner [2]. Pre-
viously known attackg13, 14] againsthesealgorithmsassumehe ability to perfectly
distinguishbetweerelliptic curve pointadditionsanddoublingsin thesidechannelWe
presentmore powerful attackswhich arerobustto noise.A summaryof our attacksin
comparisorto previouswork is shavn in Table1.

2 Modeling Randomized Side Channel Countermeasuesas
Probabilistic Finite State Machines

Many authorshave proposed-andomizatiorasa way to limit the securityrisks from
informationleakedover sidechannel§1-8,15]. However, the securityaffordedby ran-
domizationin this settingis not clear Sidechannelattacksaretypically successfube-
causeof the high correlationbetweernthe informationleaked over the sidechanneland
theinternalstateof thedevice, mostnotablya secretkey usedin variouscryptographic
operationsThe hopebehindrandomizedcountermeasures that the side channelin-
formationwill becomerandomizedaswell, thusmakingit harderto analyze An ideal
randomizedcountermeasure/ould completelydisassociat¢he side channelinforma-
tion from theinternalstateof thedevice, or moreformally, for any setof measurements
of the sidechannelthelikelihoodof anadwersaryguessingary informationaboutthe
internalstateof the device would be the sameasif theadwersaryhadobsenedno side
channeinformationatall. Someexamplesof randomizedountermeasurescluderan-
domizedexponentiatioralgorithmg[1-4], randomwindow methodq5, 6], randomized



[lnput: kK; M Output: K M

Q=M
P=0
[lnput: K; M Output. K M | lfori = 1toN
Q=M R=P
P=20 b= rand _bit ()
fori = 1toN if (ki == 0) then
if (ki == 1) thenP = P + Q if (b == 1) then
Q=2Q R = R + Q //resultis discarded
returnP else
P=P+Q
. . Q=20
(a) The Binary Algorithm for | .etump

ECCscalamultiplication.

(b) A randomizedrariantof the Binary
Algorithm for ECC multiplication.

Fig. 1. Intr oducingrandomnessinto the Binary Algorithm for ECC scalar multiplication.

instructionexecution[7], randomizediming shifts[8], randomizedlinding of the se-
cretkey [15], andrandomizedrojective coordinateg15].

Weintroduceanew cryptanalytidechniquebasednHiddenMarkov Modelsto an-
alyzesuchrandomized:ountermeasure3o helpgive theintuition behindour analysis,
we rst give asimpleexampleof afabricatedcountermeasunhatusesrandomization,
shav how to modelits operationusing a probabilistic nite statemachine,andthen
motivatethe useof HiddenMarkov Modelsto analyzeits security

2.1 A Simple RandomizedCountermeasure

Considetherandomizedrariantof the standardinaryalgorithmfor doingscalamul-
tiplicationsover elliptic curvesshovn in Figurel(b). Assumek = ky ky 1 :::koky is
theN bit secrekkey andM andP arepointsontheelliptic curve.
Themajordifferencebetweerthe algorithmin Figurel(b) andthe standardBinary
Algorithm is asfollows: in eachiteration,if the next key bit is 0, thenwith probability
1=2 our algorithmwill executea discardedspuriousaddition, but if the next key bit
is 1, it beharesthe sameasthe standardBinary Algorithm. This randomizedvariant
of the Binary Algorithm is completelyarti cial andby no meanssecurelt wascreated
solelyto demonstratbow randomnesmightbeusedn theconstructiorof sidechannel
countermeasurendwill sene asarunningexampleto illustrateourtechniques.
Now, assumehatit is possiblefor an adwersaryobservingthe sidechannelo dis-
tinguishbetweenelliptic curve point additionsandelliptic curve point doublingsin a
single scalarmultiplication. Thenthe adwersarys obsenation of a single scalarmul-

D representsn elliptic curve point doublingandA representsn elliptic curve point
addition.Eachy; representshe operationsobsened during the processingf a single
bit of the key. We referto suchasequencasatrace

Note thereis no longera one-to-onecorrespondencbetweeneachpossibletrace
andeachpossiblekey. Rather eachgivensequencef obsenableoperationds consis-



Fig.2. A probabilistic nite state machine that models the operation of the randomized
exponentiationalgorithm in Figure 1(b).

tentwith several possiblekeys. For example,if the tracefrom a scalarmultiplication
usingthe algorithmin Figure1(b)is (AD ; AD ; D), thentherearefour possiblekeys
consistentvith thistrace:namely 011,001,010, or 000.

2.2 Probabilistic Finite State Machines

Althoughthereareclearly mary ad-hocwaysto breakthe algorithmin Figure1(b), its
primary purposeis to illustrate the developmentof a generalttechniquefor analyzing
randomizedcountermeasureSeveralweaknesseksave beendiscoseredin someexist-
ing randomizedountermeasurdg&3, 14,16], but theanalysigechniquesisedareoften
speci ¢ to the particularcountermeasurendit is not obvioushow to generalizéhem
to aframework applicableto alargerclassof algorithms.Theprimarybene t of agen-
eralanalyticalframawork is thatit enableghe analysisof a large classof randomized
countermeasureshile minimizing the overheacheededo analyzearny oneparticular
algorithm. Although sucha framework by itself may not in generalbe ableto prove
the security of every concevable countermeasurét can help quickly determineif a
countermeasurns insecure potentiallysaving a cryptanalysmary hoursof work.

A key componenfor agenerabknalyticalframevork is agoodoperationamodelof
thecountermeasuref. simplemodelapplicableto mary randomizedountermeasures
is a probabilistic nite statemadine Theresulting nite statemodelfor our running
example can be easily constructedrom its algorithmic descriptionandis shavn in
Figure 2. Eachstatecorrespondso a full iterationof theloop in Figure1(b) (i.e, the
processingf onekey bit in its entirety)andis labeledwith the operationdD or AD)
thatmay be obsernedwhenthatstateis visited. Eachedgeis annotatedvith a bit from
the key anda probability. In general,one of the stateswould be designatedsinitial,
but in this exampleary statecansene asthe initial state.The modelof executionis
simple:giventhecurrentstateq andthe next bit of thekey k;+1 , thenext stateg+; is
determinedprobabilisticallyaccordingto the probabilitieson thoseoutgoingedgesof
g thatareannotatedvith ki, .



While the edgescapturethe control structureof the algorithm,the statesabstract
awaythedetailsof thecalculation However, thelabeloneachstateindicategheobserv-
ableinformationthatleaksthroughthe sidechannelwhenthe procesentersthe state.
In this example the obsenationsarewhattype of operationgelliptic curve pointaddi-
tionsand/ordoublings)areexecutedwhile in a particularstate Note however, sincethe
statemachineis randomizedsomeparticulartracescould arisefrom several different
pathsthroughthe machine For example,thetrace(AD ; AD ; D) could arisefrom ary
of the following pathsthroughthe statemachinein Figure?2: s,5,Sp, $251S0, S152S0,
Or S1S1Sp.

More formally, we de ne a probabilistic nite statemachineto bea sextuple

M = (S;l; ;0;s0; )
where

Sisa nite setof internalstates,
| isa nite setof inputsymbols,
:S S I'! [0;1]isafunctioncalledthetransitionfunction,
O isa nite setof symbolsthatrepresenbperationsbsenableoverthesidechannel,
So 2 S istheinitial state,
: S Oisafunctionassociatinganobsenableoperatiorwith every state,

andthefollowing conditionis satis ed:

X
8si 2 S;8b2 |; (si;sj;b) = 1:
sj2S
In our setting,the setof input symbolsis | = f0; 1g, representinghe bits of a secret

key.
Forakey k = knkn 1:::koky, de ne anexecutiongof M = (S; ;0;so; )

be asequence/ = (y1;¥2;:::;Yn), Wherey; = (g);8i 6 0. In the caseof our
example,anexecutioncorrespondso the sequencef internalstatesraversedduringa
scalarmultiplication of the secretkey k, andthe traceof thatexecutionrepresentshe
sequencef obsenrableelliptic curve pointadditionsanddoublings.

2.3 The KeyRecovery Problemfor Probabilistic Finite StateMachines

Sinceoneof the primarygoalsof sidechannehttackss to recoserthesecrekey stored
within atargetdevice, we wish to solve thefollowing problem:

KEY RECOVERY PROBLEM FOR PROBABILISTIC FINITE STATE MACHINES

LetM beaprobabilistic nite statemachine GeneratearandomN bit key k and
anexecutiongof M onk. Lety bethetraceof g. TheKey Recwery Problemfor
probabilistic nite statemachinessto nd k givenM andy.




One approachto solving the Key Recwery Problemfor probabilistic nite state
machiness thefollowing: 1) Givenatracey andmachineM , try to infer the execution
g it resultedfrom, andthen2) infer k from g. Step2 becomesasyif werestrictM to
befaithful. A probabilistic nite statestatemachineM = (S; ;O;sp; ) is saidto be
faithful if it satis esthefollowing property:

8si;s; 2 S;if (si;s;;0) > 0; then (si;s5;1)= 0:

For faithful machinesthereis a one-to-onecorrespondencbetweenan executionq
andthekey k usedin thatexecution.Thisis becauséor every pair of consecutie states
Si;Sj in anexecution,thereis no ambiguityin what bit annotatedhe corresponding
directededgethatwastakenfrom s; to s; . Note thatthis conditiondoesnot limit the
expressvenesof our framework by restrictingM in ary signi cant way. If for a ma-
chineM thereexistss;;s; suchthat v (si;sj;0) > Oand m (si;s;;1) > 0, thenan
obsenationally equivalentmachineM ° can be constructedhat is identicalto M ex-
ceptstates; is replacedoy two statess;, ; s;, suchthat v o(si;sj,;0) = wm(Si;sj;0),

mo(Si;sj;;1) = 0, mo(Si;sj,;0) = 0,and wmo(si;sj,;1) = wm(si;si;1). Thus,
withoutlossof generalitywe will only considerprobabilistic nite statemachineghat
arefaithful.

2.4 The StateInfer enceProblemfor Probabilistic Finite State Machines

We de ne the StatelnferenceProblemfor probabilistic nite statemachinesasfollows:

STATE INFERENCE PROBLEM FOR PROBABILISTIC FINITE STATE MACHINES

LetM beaprobabilistic nite statemachine GeneratearandomN bit key k and
anexecutiongof M onk. Lety bethetraceof g. The StatelnferenceProblemfor
probabilistic nite statemachinessto nd qgivenM andy.

Becauseof the one-to-onecorrespondencbetweenqg andthe key k usedin that
execution,solvingthe StatelnferenceProblemfor M andy is equivalentto solvingthe
Key Recavery Problemfor M andy?.

Oneway an adwersarymight try to solve the StatelnferenceProblemfor M =
(S;1; ;0;s0; ) andy of lengthN is to treatthe unknonvn executionq asa random
variableQ with samplespaceSN *1 andusemaximumlikelihooddecoding A simple
implementatiorof maximumlik elihooddecodingnvolvestwo steps:

Input: tracey, machineM
1. CalculatePr[Q = sjy]; for eachs 2 SN+,

2. Outputq = argmaxPr[Q = sjy].
s2 SN +1

The adwersarys outputis the mostlik ely executionq for the giventracey, which then
yieldsthemostlikely key k.

! Although we have formulatedboth problemsin a way that implies deterministicsolutions,
randomizedalgorithmswith signi cant succesgrobabilityareacceptablaswell.



A naiveimplementatiorof stepl will have arunningtime exponentialin thelength
of thetrace.However, we will seehow to transforma probabilistic nite statemachine
into a Hidden Markov Model, in which thereis an equivalent StateInferenceProb-
lem with a polynomialrunningtime solution.In additionto having ef cient inference
algorithmswe will seethatHiddenMarkov Modelshave otheradvantagesswell.

In this section,we introducedprobabilistic nite statemachinesanintuitive tech-
niguefor modelingthe operatiorof randomizeadountermeasureandwe demonstrated
theuseof themodelwith anarti cial yetinstructive example.In the remainderof this
paperwewill shov how HiddenMarkov Modelsnotonly provideasoundwell-studied
framework, but alsohow they canbe extendedinto even more powerful and e xible
cryptanalyticatoolsfor analyzingrandomizedountermeasures.

3 Assumptions

Beforeformally describingour analyticalframework for randomizectountermeasures
usingHiddenMarkov Models,we will make ourassumptionsnoreprecise Ouranaly-
sisdepend®n thefollowing assumptions:

— We have collecteda setof L tracesfrom the side channel,correspondingo L
executionsof the countermeasur@ll usingthe samesecretkey.

eachy; is anelementof some nite obsenationsetO. In the examplepresentedn
Section2,0 = fD;ADg.

— Theoperationsn O canbe probabilisticallydistinguishedrom eachother

— Eachobsenationy; from O canbe associatedvith the processingf a singlekey
bit position,andvice versa.

If the attacler is lucky, the side channelrevealsexactly which actionfrom O has

the modelsomeprevious work hasused,andit doessimplify analysis.However, this
assumptiormay not alwaysberealistic.

In the more generalcase,obsenationsmay only yield partial informationon the
actualtrace,henceour measurementsay containerrors.As we will seein Section4,
ourtechniquesrestill applicabldn thissetting. Whenthereareonly two differenttypes
of obsenations,asimplemodelof this behavior is thateachobsenationhasprobability
1 pe of beingcorrectandprobability pe of beingmischaracterizedlhis settingmay
bemorerealisticin practice particularlyfor devicesthattry to make all operationsook
alike.

4 Input Driven Hidden Mark ov Models as a Model for
RandomizedSide Channel Countermeasues

In Section2, we outlinedanapproacHor analyzingrandomizeatountermeasurashich
infersthe mostlikely secretkey from the sequencef obsenableoperationsHowever,
this approachs not only intractable but hasotherde cienciesaswell. Four mainchal-
lengesremain:



Fig. 3. An executionof a Hidden Mark ov Model, representedin a probabilistic graphical
model. This gure depictsoneexecutionof the HMM. Eachnoderepresents randomvariable,
and the directededgesindicate conditionaldependenciesh shadednodeindicatesthe corre-
spondingvariableis obsered(i.e. outputswe canobsere), while unshadedodesareunobsered
(i.e. whatwe wish to recover).

1. Ef cient inferencealgorithms are needed A naive implementatiorof maximum
likelihooddecodingfor a singletracehasrunningtime exponentialin thelengthof
thetrace.In orderto be useful,inferencealgorithmsmustscalebetter

2. Side channel measuementsmay be noisy. As we mentionedin Section3, our
measurementsf the side channelmay be noisy andcontainerrors.It is desirable
to havetechniqueghattoleratenoise.

3. We needa model that handlesinputs. Hidden Markov Modelswill sene asa
startingpoint for our techniquesbut HMM' s only have outputsanddo not model
inputs.In orderto accuratelymodelthe secrekey, we needa framework thatmod-
elsprocessewith bothinputsandoutputs.

4. One trace is typically not enough.For ary reasonableountermeasurdhe set
of possiblekeys consistentwith a single tracewill be large. Hence,attacksthat
examineonly a singletraceare unlikely to be successfulHowever, by gathering
multiple tracesthatresultfrom useof the samekey, we maybe ableto narrow the
list of likely candidatesThus,it is desirableto have techniqueghat cananalyze
an arbitrarynumberof traces.This will make our analysisboth more generaland
morepowerful.

First, we will shav how Hidden Markov Models can be usedto solve problems
1 and 2. Then, we introducean extensionto HMM' s, Input Driven Hidden Markov
Models thataddresgproblems3 and4.

4.1 Hidden Mark ov Models

HiddenMarkov Models(HMM' s) [11] area well-studiedmethodfor modeling nite-

statestochastigprocessesThe word “hidden” indicatesthat the statesof the process
arenot directly obsenable.Insteadrelatedto eachstateis an outputwhich is observ-
able.Oneof the main problemsof interestfor HiddenMarkov Modelsis theinference
problem:to infer themostlik ely sequencef valuesfor the hiddenstategjivenonly the
obsenations.Sincethereexist ef cient algorithmsfor solvingtheinferenceproblemin

HMM' s, this motivatestrying to model randomizedcountermeasuress HMM' s in a



way sothatthe key recovery problemfor a randomizedcountermeasurbecomeghe
inferenceproblemin anHMM.
HMM' s inducetwo sequencesf nite randomvariables:the hiddenstatesQ;,

Thatis, thedistribution of Qy, is conditionallyindependendf Q1;Q>;:::; Qn 2 given
Qn 1. Inaddition,it is assumedhatthedistribution of Y, is conditionallyindependent
of everythingelsegivenQ,,.

HMM' s are parameterizethy thelocal conditionaldistributionsPr[Qn,jQn 1] and

theconditionaldistribution Pr[QnjQn 1] is parameterizedyaM M transitionma-
trix A, whereAj = Pr[Q, = s;jQn 1 = si]. Sincein our settingthe samplespace
of the obsenationsY, is a nite obserationsetO = fo;;0;;:::;0;50, the condi-
tional distribution Pr[Y,jQ,] is parameterizedby aM  J outputmatrix B, where
Bj = Pr[Yn = jQn = si].

In summaryfor our setting,a HiddenMarkov Modelis de ned by the quintuple

H = (S;0;A; B;so)
where

Sisa nite setof internalstates,

O isa nite setof symbolsthatrepresenbperationsobsenableoverthesidechannel,
AisajSj jSjmatrixwhereA; = Pr[Qn = s;jQn 1 = Sil;

BisajSj jOj matrixwhereBjj = Pr[Y, = 0;jQn = sil;

So 2 S istheinitial state.

executionsaregenerallynot.

HiddenMarkov Modelshave a graphicalrepresentatioasthe probabilisticgraphi-
calmodel[11] shovnin Figure3. Probabilisticgraphicalmodelsarea graphicalrepre-
sentatiorof asetof randomvariablesvhereeachnoderepresentarandomvariableand
thedirectededgesndicateconditionaldependencie®\ shadechodeindicatesthecor
respondingvariableis obsened, while unshadedhodesareunobsered. In the caseof
HMM' s, the shadedhodescorrespondo the obsenationsY,,, andthe unshadechodes
correspondo the hidden,unobseredstateQ,, .

Considera probabilistic nite statemachinewith noinputs,i.e.,with nokeys. That
is,forM = (S; ;0;so; ),thetransitionfunctionisgivenby :S S! [0;1]rather
than :S S 1! [0;1] If wewishtoinferthemostlikely executionfor M given
atracey of lengthN , we canconstructa HiddenMarkov ModelH = (S;0;A; B; so)
wherethe unknown statesin the executioncan be modeledby the randomvariables
Q1;Q2;:::; Qn andthecorrespondingbsenationsarerealizationf Yq; Yo;:::; YN .

2 HMM' s canhandlereal-waluedobsenrationsaswell.



The transitionmatrix A canbe easily constructedrom , andthe outputmatrix B is
completelydeterministicj.e., eachrow of B hasonel and(jOj 1)0's.

Solvingthe StatelnferenceProblemfor M andy reducedo solvinga similar state
inferenceproblemfor H andy. The StatelnferenceProblemfor a Hidden Markov

STATE INFERENCE PROBLEM FOR HIDDEN MARKOV MODELS

Let H be HiddenMarkov Model. Generatean executionq of H andlety bea
traceof g. The StatelnferenceProblemfor HiddenMarkov Modelsis nd g given
H andy.

The standardapproachor nding q in the StatelnferenceProblemfor HMM' s is
maximumlik elihood decoding.However, aswe have seenbefore,naive implementa-
tionsfor nding

g= argmaxPr[Q = sjY = y]
s2 SN
will haverunningtime exponentialin N . However, the Viterbi algorithm[12] is awell-
known dynamicprogrammingsolutionto the StatelnferenceProblemfor HMM' swith
runningtime O(jSj> N). This addressethe rst challengethe needfor ef cient in-
ferencealgorithms.

HMM' s canalsoaddresghe secondoroblemof noisy sidechanneimeasurements.
This canbe handledby properparameterizatioof the distribution Pr[Y, jQn]. For ex-
ample,in the toy examplepresentedn section2, for perfectobsenations,Pr[Y, =
ADjQn = sz] = 1. Noisy obsenationscanbe modeledby assumingobsenations
areonly probabilisticallycorrect,e.g.,Pr[Y, = ADjQ, = s2] = 0:7 andPr[Y, =
DjQn = s2]1= 0:3.

4.2 Input DrivenHidden Mark ov Models

HMM' sarenotcompletelyadequatéor modelingmostcountermeasurels mostcoun-
termeasureshenext statedependsiotonly onthecurrentstate put alsoon thenext bit
of the key. In the context of HMM' s, we would lik e the key to sene asa sortof input
to theHMM. However, HMM' sunfortunatelydo nothaveinputs.Thereforewe extend
the notion of HMM' s to includethe possibility of inputsby introducinglnput Driven
HiddenMarkov Models(IDHMM' s).

IDHMM' s extend HMM' s in two fundamentalways. First, the unknown input is

underlyingHMM at stepn. The local conditionaldistribution are updatedto re ect
this, i.e., we replacePr[QnjQn 1] with Pr[QnjQn 1;Kn]. Secondsinceone of the
motivations behind developing IDHMM' s was to analyzemultiple traces,we need
to add additionalrandomvariablesto model additional execution/tracepairs. Thus,

Y1, Y20 YR will representlist of L traceswhereY! = (Y{;Y2;:::;Y)). Also,
Q%; Q?;:::; Q- will representhe correspondingd. sequencesf hiddenstateswhere
Q' = (Q1;QL;:::; Q). IDHMM' s assumehe sameinput is usedin every execu-

tion, which correspondxactly to the assumptiorthatthe samekey is usedin every
executionof the countermeasure.



Thegraphicaimodelshavnin Figure4 representasingleexecutionof anIDHMM.
Theinputwasapplieda singletime to a producea singleoutputtrace.Figure5 shows
agraphicalmodelrepresenting. tracesfrom L executionsof anIDHMM in whichthe

samenputis appliedin eachexecution,for somel > 1.
An Input DrivenHiddenMarkov Modelis de ned by theseptuple

H = (S;1;0;A; B;C;sp)
where

Sisa nite setof internalstates,

| isa nite setof inputsymbols,
O isa nite setof symbolsthatrepresenbperationsbsenableoverthesidechannel,

AisajSj jlj jSjmatrixwhereA; = Pr[Ql = scjQl ;= si;Kn = kj];
BisajSj jOj matrixwhereB; = Pr[Y, = qjQ} = si;
CisaN jlj matrixrepresentinghe prior distributionsfor (K 1; K2;:::1;Kn);

whereCjx = Pr[Kj = ix];
So 2 S istheinitial state.

Sincein oursettingtheinputis abinarykey choseruniformly atrandomthesetof input
symbolsis| = f0; 1gandtheprior distributionsarePr[K , = 0] = Pr[K, = 1]= 0:5.

Our nal goalis theinferenceproblemfor IDHMM' s:wewantto infer theinputkey
K ratherthanthe sequencesf hiddenstatesQ. We de ne the Key InferenceProblem
for Input DrivenHiddenMarkov Model asfollows:

KEY INFERENCE PROBLEM FOR INPUT DRIVEN HIDDEN MARKOV MODELS
LetH beanlInputDrivenHiddenMarkov Model. Generat@a N bit randominput

bethe correspondind. traces.TheKey InferenceProblemfor Input DrivenHid-
denMarkov Modelsisto nd k givenH andy.




k = argmaxPr[K = kjY = (yL:y%: 099 (*)
k2f 0;1gN
However, we do not know how to computethis ef ciently . Thereforewe introducean
approximationwe infer the posteriorprobabilitiesfor eachbit of the key separately
andthenwe usethe mostlikely valueof eachbit to infer the entirekey. This amounts
to computing

b2f 0;1g

However, even this wastoo hardfor us. Our rst attemptsat an algorithmto calcu-
late Pr[K ,jy] usingdynamicprogrammingn a mannersimilar to thatin theinference
algorithmfor HMM' s encounterea signi cant problem:the resultingalgorithmhad
runningtime exponentialin L, thenumberof traces Sinceour goalis to scalewith the
numberof tracesthisis unacceptable.



SINGLETRACEINFERENCE(H ; D; y9:
Input: An IDHMM H , adistributionD, assumedPr[K = k] = D(k), andatrace
0_ O..... 0
y = (yliyZv"'vyN)
Output:A distribution D whereD (k) = Pr[K = kjY°= y9, usingD asour priorsonK
1) Useamodi ed versionof the Viterbi algorithmto computeD °(k) := Pr[K = kjY %=y,
assumind (k) = Pr[K = k]. Referto AppendixA for details.

MULTITRACEINFERENCE(H ;y):
Input: An IDHMM H andasety = (y;y?;::::y") of L traces
Output:D |, anapproximatiorto thedistribution Pr[K = kjY = vy]
1) LetDy := theuniform distributiononf 0; 1g" .
2)fori:=1;2;:::;L do
Di := SINGLETRACEINFERENCE(H;D;i 1;y')
3) OutputDy .

INFER(H ;y):

Output:k, aguessatthekey
1) Let Pr[KijY = y] beasgivenby MULTITRACEINFERENCE(H ;Yy).
2)fori:=1;2;:::;N do
if Pr[Ki; = 1jY = y] > 0:5thenk; := lelseki := 0
3) Outputkguess= kn kn 1101 kaKs.

Fig. 6. An approximate inferencealgorithm using belief propagation Given a setof traces
y = (y*;y%:::;y") of aninput DrivenHiddenMarkov Model H , we computea guesKguess=
INFER(H ;y) atthekey.

To dealwith thesechallengesye introducea new techniquebasecbn beliefpropa-
gation Thekey ideais to separaté. executionsof anIDHMM onthesamenputinto L
executionsof anIDHMM wherethereareno assumptiongabouttheinput usedin each
execution.In termsof the graphicalmodels this correspondso transformingFigure5
into L copiesof Figure4. We canderive an ef cient exactinferencealgorithmfor a
singleexecutionof anIDHMM with runningtime O(jSj? N). By applyingthis exact
inferencealgorithmseparatelyo eachof theL executionswe obtainanalgorithmwith

nal runningtime of O(jSj> N L).

The problemwith this approachis that we are not taking advantageof the fact
that the executionsall usethe samekey. Using L tracesasinput, this approachwill
outputL separaténferencesof the key, eachderived independenthof the others.We
canlink themby usingbelief propagationinsteadof usingthe uniform distribution as
our prior Pr[K ] for eachkey bit in the L analyseswe usethe posteriordistribution
Pr[K »jy'] calculatedfrom analysisof the |-th traceasthe prior distributions Pr[K ]
while analyzingthel + 1-sttrace Hencewe propagatarny biasenthekey bitslearned
fromthel-th traceto theanalysisof thel + 1-sttrace.A detaileddescriptiorof ourbelief
propagatioralgorithmfor inferringthesecrekey from L tracesof anIDHMM is shavn
in Figure6. Althoughthe outputof this algorithmis only anapproximatiorto whatwe
ideally wantin (*), we have foundthatit workswell in practice.



5 Application to RandomizedAddition-Subtraction Chains

Oswald and Aigner have proposedwo randomizedexponentiationalgorithms[2] for
scalarmultiplicationin ECCimplementationsThesealgorithmsarebasedon theran-
domizationof addition-subtractiorchains.For example,insteadof the usualbinary
decompositiordl5P = 8P + 4P + 2P + 1, 15P canalternatvely becalculatedasas

15P = 16P P = 2(22Q2(P))) P:

More generally a seriesof morethantwo 1's in the binary representationf k canbe
replacedby a block of O'sanda 1, i.e.,012 7! 10* 11 wherel represents 1. A
secondransformatiomotedby Oswald andAigner treatsisolated0's insidea block of
1's,i.e.,01201° 7! 10P10P 11.

Bothof thesdransformationsanbemodeledby deterministicnite statemachines.
Oswald and Aigner constructtwo randomizedexponentiatioralgorithmsby introduc-
ing randomneséinto thesestatemachineswhile still preservingthe end semanticof
the two transformationsAt eachstepwherea transformationmay apply, we ip a
cointo decidewhetheror notto applythattransformationWe referto therandomized
constructionbasedon the transformatior012 7! 107 11 asOA1 andthe randomized
constructiorbasedon thetransformatior01201° 7! 10710° 11 asOA2. Therandom-
ized statemachinedescribingthe operationof OA1 (asit appearsn [2]) is shovn in
Figure7(a).

Therandomizedstatemachinesn [2] thatdescribethe operationof OAL1 andOA2
do not conformto our de nition of probabilisticstatemachinesn Section2, but this
is easilyremedied.The rst hurdleis that tracescannotbe parseduniquelyaswords
in fD; AD g . Althoughit would be corvenientif our obsenablealphabetwasO =
fD; AD g, the transitionfrom s, to s; executesa doubling rst andthenanaddition,
resultingin aD A outputsymbolcorrespondingo thatkey bit. This is undesirablée-
causeracesfail to be uniquelydecodeablefor example,D AD D could beinterpreted
aseither(DA; D;D) or (D;AD; D). We remedythis problemby interpretingthe au-
tomatonin Figure7(a)slightly differently. We relabelthe D A transitionfrom s, to s
tosimplyaD (i.e.,Q = 2Q) andnow associatehe “owed” additionwith eachoutgo-
ing transitionfrom states;. Our outputalphabetbecome€ = fD; AD ; AAD g, and
theneachsequencef D andA operationsandeterministicallype decomposethto a
sequencef symbolsfrom O. Theresultingstatemachines shavn in Figure7(b).

A secondhurdle is that Oswald and Aigner place obsenable operationson the
edges ratherthan on the states.Fortunately edge-annotatedtatemachinescan eas-
ily betransformednto a semanticallyequivalentstate-annotatechachine(of thetype
de nedin Section2) by treatingeachedgein Figure7(b) asa statein the probabilistic
FSA. This yields a faithful probabilistic nite statemachineto which our algorithms
canbeapplied.SeeFigure7(c) for theresultof this processappliedto OA1.

Oncewe have probabilistic nite statemachinerepresentationfor thecountermea-
sures,applying our techniquess straightforvard. We simulatedthe operationof both
exponentiatioralgorithmsin software.First, we generateé random192bit key k. Us-

the tracesconsistenwith obsenation error p. With probability 1  pe, eachoutput



1:(0.5) P=P+Q
Q=2Q

1:(0.5) P=P=C
Q=2Q

0:Q=2Q 1:(0.5) Q=2Q

(@) A randomizedstate ma-
chine that representsandom
applicationof the transforma-
tion 012 7! 1071 of a key
k in the scalarmultiplication
k M.QisinitializedtoM .

1:(0.5) P=P+Q
Q=2Q
1:(0.5) P=P+
P=P+Q
Q=2Q

0:Q=2Q 1:(0.5) Q=2Q

(b) A reinterpretatiorof Fig-
ure 7(a) suchthatthe observ-
able operationlabeling each
edgeis a memberof O =

fD;AD ; AAD g.

(c) A faithful probabilisticstatemachine(conformingto the de nition in
Section2) thatmodelsthe behaior of Figure7(b).

Fig. 7. The rst Oswald-Aigner construction (OA1).



symbolis obsenedcorrectly andwith probability pe, it is changedo someotherout-
put symbol (chosenrandomly).We assumedhe error probability pe is known to the
attacler, andwe incorporatedt into the outputdistribution (i.e., Pr[Y, j Qn]) of the
resultingDHMM. Treatingthe OA1 or OA2 countermeasurasan|DHMM drivenby
k, we thenappliedthe INFER algorithmfrom Figure6 to compute

Kguess= (Kn; Kn 150115 Ko;Kk1); where
ky = argmaxPr[K, = bj Y = (yi;y%:::;y5)]
bof 0:1g

Thefollowing tablesummarizesheresultsof our attacksagainstOA1 andOA2:

Number of key bits correctly recovered

Numberof tracesused
Countermeasutepe | 1 | 5 | 10| 25| 50]100500
OAl 0 {|170187/192192192192/192
OAl 0.1]|157/178184,185/187/192/192
OAl 0.25(143163173|180/182/183|184
OAl 0.4(|120147/159168(172173174
OA2 0 {|165188/192/192/192/192/192
OA2 0.1]|156(174{184187|189192192
OA2 0.25(135161|174{177/180/181/182
OA2 0.4]|1126(146/154168171/172173

Eachentryin thetable speci esthe numberof key bits (out of 192) thatwe correctly
recoveredusingthe correspondingnumberof tracesandgivenobsenationerrorpe.

BothOA1 andOA2 areclearlyinsecuraunderour assumptions Section3. With a
perfectsidechannelpe = 0), we recoveredthe entiresecretkey perfectlywith asfew
asl0tracesalso,ourtechniquesemaineffective in the presencef noise.

One canalsoreducethe numberof tracesby combiningour attackwith a semi-
exhaustve attackover the mostlikely key candidateslt sufces to recover 182 of the
192key bits correctly on averagethenwe canapply a meet-in-the-middlesearchover
all possible10-bit error patternsto identify the correctprivate key, using 2% work®.
Hencewith a0.1 probability of obsenationerror, theentirekey canberecoveredwith
only 10tracesandfor a0.25errorprobability, the datacomplexity increaseso 50-500
traces.

% Supposawe knaw elliptic curve pointsx; v, relatedby y = kx, wherek is the private key.
Assumewe know k° wherek®= k e andeis anunknavn 10-biterrorpattern Breakthese
192-bitvaluesinto two 96-bitchunkssok = kzki,etc.Theny 2% (k3 e)x = (ki e1)x,
hencewe canuseameet-in-the-middlattack A fraction( % + % + % )=2'°  0:66 of
all 10-bit error patternssplit sothatboth halveshave hammingweightat most6, sowe hope
for sucha lucky split; then,thereare 966 2% possiblevaluesto enumeratdor eachside
of theabore equationjeaving anattackwith 2°” workfactorand0:66 probability of success.

Theattackcanberepeatedvith a differentsplit of e if it is notsuccessfuthe rst time.



6 RelatedWork

Several authorshave analyzedthe security of selectedrandomizedcountermeasures
againstside channelattacks[13,14,16], including the Oswald-Aigner constructions.
However, the analysistechniquegpreviously usedhave beenad-hocin sensehatthey
aretailoredspeci cally to the countermeasurbeinganalyzedandit is not clearhow
to generalizahemto analyzeotherrandomizedcountermeasurg this is evenpossi-
ble).In contrastpurtechniquesrebroadlyapplicableto randomizedcountermeasures
whoseoperationcanbe modeledby a probabilistic nite statemachine.

Basedon a comprehensie caseanalysis Okeya andSakurai[13] presentanattack
againstOA1 thatwith high probabilityrecoversa 192 bit key usingapproximately\292
tracesof the side channel.They assumehe ability to perfectly distinguishbetween
elliptic curve pointadditionsanddoublingsanddo not considetthe casewhentheside
channeis noisy.

C.D. Walter[14] presentan attackagainstOA2 basedon a detailedanalysisof its
operationWith high probability, his attackrecosersa 192 bit key usingO(10) traces
of the sidechannel This attackcanbe generalizedo work againstOA1 aswell. Then,
Walter alsodiscusse$iow to partitiontracesinto smallersubsectionandexhaustvely
search(independentlyjor thekey correspondingo eachsubsectionDependingonthe
key size, it is possiblefor his secondechniqueto succeedvith asfew astwo traces.
Both his attacksassumehe ability to perfectlydistinguishbetweerelliptic curve point
additionsanddoublings.

Songetal. [17] useHidden Markov Modelsto exploit weaknessesf the widely
usedSSH protocol. By observingthe inter-keystroke timings of a users key presses
during an SSH sessionthe authorsare able to recover signi cant information about
the key stroke sequencesThey usethis techniqueto speedup exhaustie searchfor
passwerdsby afactorof 50. Otherthanthework of Songetal., we arenotawareof ary
previouswork thatusesHMM' s for sidechannekryptanalysis.

7 Conclusion

WeintroducedHMM attacksa general-purposeryptanalysigechniqueor evaluating
thesecuritypropertieof randomizeadtountermeasurashoseoperatiorcanbemodeled
by aprobabilistic nite statemachineWe alsointroducednputDrivenHiddenMarkov
Models,anextensionof HMM' sthatmodelinputs,andwe presenteef cient approxi-
mateinferencealgorithmsfor recoveringtheinputto anIDHMM givenmultiple output
traces.Our work improveson existing attacksagainstrandomizeccountermeasurées
two fundamentalways. Firstly, previous attacksagainstrandomizeccountermeasures
typically consistof detailedcaseanalyseswvhich are not clearhow to generalizeto
attackson larger classeof countermeasuredVe presenta cryptanalyticalframenork
applicableto a generalclassof randomizedcountermeasure§econdly previous at-
tacksagainstrandomizedcountermeasureassumehe ability to perfectly distinguish
betweenoperationdn the side channel.Our techniquesarestill applicableif the side
channeis noisy.

We demonstratehe applicationof HMM attacksandIDHMM' s in an analysisof
RandomizedAddition-SubtractiorChainsproposedy Oswald and Aigner. Whenour



obsenationsof thesidechannehreperfectwe areableto completelyrecoverthesecret
key usingasfew as5-10traces. Our attacksarerobustto noisein the sidechannelas
well. For instancewhenthe probability of eachobsenationbeingincorrectis 0.25,we

arestill ableto recoverthesecretkey by using50-500traces.
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A An Efcient ExactInferenceAlgorithm for a Single Execution
of an IDHMM

In this sectionwe presentan ef cient dynamicprogrammingalgorithmwith running

time O(jSj?

N) for calculatingthe posteriordistributions Pr[K jy] given a single

traceof anIDHMM. For the sale of brevity in thederivation,we usep(x) to represent
Pr[X = x] andp(xjy) torepresenPr[X = xjY = y].

The goalis to ef ciently computep(knjy) for eachn. We rst useBayesrule to
breakapartp(knjy):

p(knjy)

where

P
_ g (Ghikn) ()

p(yjkn)p(kn)

p(y)
a POY; thikn)p(kn)

p(y)
g P(Yith;Kn)p(Ch;Kn)

p(y)
o POYLI Y25 25 Y 0h s Kn)P(Yn+1 5 Yn+2 5 25 YN JOh  Kn ) P(0h ; Kn)

p(y)

P :
g POYL Y25 25 Y thi K )P(Ynet s Ynez s 5 YN Gh)

p(y)

p(y)

(Ghikn) £ P(Y2;Y2i 35 Yni G Kn)
4 )
(h) = p(Yn+1;Yn+2: 5 YN IOh)



Therecursve derivationfor the (gn; kn) termsis asfollows:

(Ghikn) 2 (YL Y2: 125 Yns G Kn)
= p(Y1; Y2525 Ynith; Kn)p(th s Kn)
= P(Ynith)P(Y1;Y2: =5 Yn 1J0h; Kn)P(Gh; Kn)
= p(ynjqw)p)((yl:y(z;:::;yn 1,0h; kn)

= p(Ynjth) P(Y1;Y2; 55 Yn 1,00 1;KnsKn 1)
%n( 1kn 1

= p(Ynjth) P(Y1:Y2; 55 Yn 1,6 Ko ke 1joh 1)p(h 1)
%ﬂ( 1kn 1

= p(Ynjth) P(Y1;Y2; 25 Yn 15Kn 1J0h 1)P(ch;Knjoh 1)P(Ch 1)
%ﬂ( 1kn 1

= p(Ynjth) P(Y1;Y2: 55 Yn 150 15Kn 1)P(Ghjth 1:Kn)p(Kn)
%ﬂ( 1kn 1

= p(Ynjth) (h 1:kn 1)P(Chjth 1;kn)p(kn)
ql‘l lkn 1

Therecursve derivationfor the (g,) termsis asfollows:

(h) ggYn+1;yn+2;Z:Z;yqu1)
P(Yn+1 ;Yn+2 YN Oh+1 iCh)
%

= P(Yn+1sYn+2 5 5 YN jOh+1 3 On )P(Ch+1 jOh)

%

= P(Yn+1;Yn+2 55 YN JOh+1 )P(Ch+1 JCh)

% X
= P(Yn+1JGh+1)P(Yn+2 3 25 YN JOh+1) P(Ch+1 ; Kn+1 j0n)

On +1 Kn +1
X

X
= P(Yn+1Jth+1) (Ch+1) P(Ch+1 J0h; Kn+1 )P(Kn+1)

On +1 Kn +1

By corvention, (g) = 1forallq2 Sif n = N.The recursionis initialized as
follows:

(th; k1) = p(yajon)p(chjco; ki)p(ki)
whereq is the startstateof the IDHMM.



