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Abstract. We presentHMM attacks, anew typeof cryptanalysisbasedon mod-
elingrandomizedsidechannelcountermeasuresasHiddenMarkov Models(HMM' s).
We alsointroduceInput DrivenHiddenMarkov Models(IDHMM' s),a general-
izationof HMM' s thatprovidesa powerful anduni�ed cryptanalyticframework
for analyzingcountermeasureswhoseoperationalbehavior canbe modeledby
a probabilistic �nite statemachine.IDHMM' s generalizeprevious cryptanaly-
sesof randomizedsidechannelcountermeasures,andthey alsooftenyield better
results.We presentef�cient algorithmsfor key recovery using IDHMM' s. Our
methodscan take advantageof multiple tracesof the side channelandare in-
herentlyrobust to noisy measurements.Lastly, we apply IDHMM' s to analyze
two randomizedexponentiationalgorithmsproposedby Oswald andAigner. We
completelyrecover thesecretkey usingasfew astentracesof thesidechannel.

1 Intr oduction

Randomizedcountermeasures[1–8] for sidechannelattacks[8–10] area promising,
inexpensivealternative to hardwarebasedcountermeasures.In orderto gainstrongas-
surancein randomizedschemes,weneedsomewayto analyzetheirsecurityproperties,
andideally, we would like general-purposetechniques.To this end,we presentHMM
attacks, a new type of cryptanalysisbasedon modelingcountermeasuresas Hidden
Markov Models(HMM' s) [11]. We alsointroduceInput DrivenHiddenMarkov Mod-
els(IDHMM' s),a generalizationof HMM' s. IDHMM' sareparticularlywell suitedfor
analyzingany randomizedcountermeasurewhoseinternaloperationcanbemodeledby
a probabilistic�nite statemachine.

Hidden Markov Models (HMM' s) [11] are a well-studiedmodel for �nite-state
stochasticprocesses.An executionof an HMM consistsof a sequenceof hidden,un-
observedstatesanda correspondingsequenceof related,observableoutputs.HMM' s
arememoryless:giventhecurrentstate,theconditionalprobabilitydistribution for the
next stateis independentof all previousstates.Themainproblemof interestin HMM' s
is theinferenceproblem, to infer thevaluesof thehidden,unobservedstatesgivenonly
thesequenceof observableoutputs.TheViterbi algorithm[12] is anef�cient dynamic
programmingalgorithmfor solvingthis problem.

At �rst glance,HMM' s seemperfectfor analyzingrandomizedcountermeasures
which can be modeledby a probabilistic �nite statemachine:the hiddenstatesof
theHMM representthe internalstatesof thecountermeasuresandtheobservableout-
puts representobservationsof the side channel.However, HMM' s have de�ciencies



Table 1. Summary of attacks on OA1 and OA2, two randomized sidechannelcountermea-
suresproposedby Oswaldand Aigner. Notethatournew attacksarethe�rst to work evenwith
a noisysidechannel.

Relevant Observation Numberof tracesneeded
Attack countermeasure error(pe) to recover thesecretkey Workfactor

Okeya-Sakurai[13] OA1 0 292 minimal
C.D.Walter[14] OA1, OA2 0 2–10 minimal

HMM attacks(new) OA1, OA2 0 10 minimal
HMM attacks(new) OA1, OA2 0 5 238

HMM attacks(new) OA1, OA2 0.1 10 238

HMM attacks(new) OA1, OA2 0.25 50–500 238

which prevent themfrom beingdirectly applicable.Firstly, HMM' s do not model in-
puts.HMM' s modelprocessesasa sequenceof states.However, theinternaloperation
of a randomizedcountermeasureis likely to bedependenton boththecurrentinternal
stateaswell asan input: thesecretkey. IDHMM' s extendHMM' s to handleinputsso
we canaccuratelymodel randomizedkeyed countermeasures.Secondly, standardin-
ferencetechniqueslikeViterbi'salgorithmcannotleveragemultipleoutputtracesof an
HMM. However, theability to handlemultipleoutputtraceswill makeourkey recovery
attacksmorepowerful. To addressthis, we presentanef�cient approximateinference
algorithmfor IDHMM' s thathandlesmultiple outputtraces.

To demonstratehow HMM attackscanbeusedin practice,we show how to break
two randomizedexponentiationalgorithmsproposedby Oswald andAigner [2]. Pre-
viously known attacks[13,14] againstthesealgorithmsassumetheability to perfectly
distinguishbetweenelliptic curvepointadditionsanddoublingsin thesidechannel.We
presentmorepowerful attackswhich arerobustto noise.A summaryof our attacksin
comparisonto previouswork is shown in Table1.

2 Modeling RandomizedSideChannel Countermeasuresas
Probabilistic Finite StateMachines

Many authorshave proposedrandomizationasa way to limit the securityrisks from
informationleakedoversidechannels[1–8,15]. However, thesecurityaffordedby ran-
domizationin this settingis not clear. Sidechannelattacksaretypically successfulbe-
causeof thehighcorrelationbetweentheinformationleakedover thesidechanneland
theinternalstateof thedevice,mostnotablya secretkey usedin variouscryptographic
operations.The hopebehindrandomizedcountermeasuresis that thesidechannelin-
formationwill becomerandomizedaswell, thusmakingit harderto analyze.An ideal
randomizedcountermeasurewould completelydisassociatethesidechannelinforma-
tion from theinternalstateof thedevice,or moreformally, for any setof measurements
of thesidechannel,the likelihoodof anadversaryguessingany informationaboutthe
internalstateof thedevice would bethesameasif theadversaryhadobservedno side
channelinformationatall. Someexamplesof randomizedcountermeasuresincluderan-
domizedexponentiationalgorithms[1–4], randomwindow methods[5,6], randomized



Input: k ; M Output: k � M

Q = M
P = 0
for i = 1 to N

if (k i == 1) thenP = P + Q
Q = 2Q

returnP

(a) The Binary Algorithm for
ECCscalarmultiplication.

Input: k ; M Output: k � M

Q = M
P = 0
for i = 1 to N

R = P
b = r and bit ()
if (k i == 0) then

if (b == 1) then
R = R + Q // resultis discarded

else
P = P + Q

Q = 2Q
returnP

(b) A randomizedvariantof theBinary
Algorithm for ECCmultiplication.

Fig.1. Intr oducingrandomnessinto the Binary Algorithm for ECC scalarmultiplication.

instructionexecution[7], randomizedtiming shifts[8], randomizedblinding of these-
cretkey [15], andrandomizedprojectivecoordinates[15].

Weintroduceanew cryptanalytictechniquebasedonHiddenMarkov Modelsto an-
alyzesuchrandomizedcountermeasures.To helpgivetheintuition behindouranalysis,
we �rst giveasimpleexampleof a fabricatedcountermeasurethatusesrandomization,
show how to model its operationusinga probabilistic�nite statemachine,and then
motivatetheuseof HiddenMarkov Modelsto analyzeits security.

2.1 A SimpleRandomizedCountermeasure

Considertherandomizedvariantof thestandardbinaryalgorithmfor doingscalarmul-
tiplicationsoverelliptic curvesshown in Figure1(b).Assumek = kN kN � 1 : : : k2k1 is
theN bit secretkey andM andP arepointson theelliptic curve.

Themajordifferencebetweenthealgorithmin Figure1(b) andthestandardBinary
Algorithm is asfollows: in eachiteration,if thenext key bit is 0, thenwith probability
1=2 our algorithmwill executea discardedspuriousaddition,but if the next key bit
is 1, it behavesthe sameasthe standardBinary Algorithm. This randomizedvariant
of theBinaryAlgorithm is completelyarti�cial andby nomeanssecure.It wascreated
solelyto demonstratehow randomnessmightbeusedin theconstructionof sidechannel
countermeasuresandwill serveasarunningexampleto illustrateour techniques.

Now, assumethat it is possiblefor anadversaryobservingthesidechannelto dis-
tinguishbetweenelliptic curve point additionsandelliptic curve point doublingsin a
singlescalarmultiplication. Then the adversary's observation of a singlescalarmul-
tiplication canbe representedasa sequence(y1; y2; : : : ; yN ); yi 2 f D ; AD g, where
D representsan elliptic curve point doublingandA representsan elliptic curve point
addition.Eachyi representstheoperationsobservedduring theprocessingof a single
bit of thekey. We referto suchasequenceasa trace.

Note thereis no longera one-to-onecorrespondencebetweeneachpossibletrace
andeachpossiblekey. Rather, eachgivensequenceof observableoperationsis consis-
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Fig.2. A probabilistic �nite state machine that models the operation of the randomized
exponentiationalgorithm in Figure1(b).

tent with several possiblekeys. For example,if the tracefrom a scalarmultiplication
usingthealgorithmin Figure1(b) is (AD ; AD ; D), thentherearefour possiblekeys
consistentwith this trace:namely, 011,001,010,or 000.

2.2 Probabilistic Finite StateMachines

Althoughthereareclearlymany ad-hocwaysto breakthealgorithmin Figure1(b), its
primary purposeis to illustratethe developmentof a generaltechniquefor analyzing
randomizedcountermeasures.Severalweaknesseshavebeendiscoveredin someexist-
ing randomizedcountermeasures[13,14,16],but theanalysistechniquesusedareoften
speci�c to theparticularcountermeasure,andit is not obvioushow to generalizethem
to a framework applicableto a largerclassof algorithms.Theprimarybene�t of agen-
eralanalyticalframework is that it enablestheanalysisof a largeclassof randomized
countermeasureswhile minimizing theoverheadneededto analyzeany oneparticular
algorithm.Although sucha framework by itself may not in generalbe able to prove
the securityof every conceivablecountermeasure,it canhelp quickly determineif a
countermeasureis insecure,potentiallysaving a cryptanalystmany hoursof work.

A key componentfor ageneralanalyticalframework is agoodoperationalmodelof
thecountermeasures.A simplemodelapplicableto many randomizedcountermeasures
is a probabilistic �nite statemachine. Theresulting�nite statemodelfor our running
examplecan be easily constructedfrom its algorithmic descriptionand is shown in
Figure2. Eachstatecorrespondsto a full iterationof the loop in Figure1(b) (i.e, the
processingof onekey bit in its entirety)andis labeledwith theoperations(D or AD )
thatmaybeobservedwhenthatstateis visited.Eachedgeis annotatedwith a bit from
the key anda probability. In general,oneof the stateswould be designatedasinitial,
but in this exampleany statecanserve asthe initial state.The modelof executionis
simple:giventhecurrentstateqi andthenext bit of thekey ki +1 , thenext stateqi +1 is
determinedprobabilisticallyaccordingto theprobabilitieson thoseoutgoingedgesof
qi thatareannotatedwith ki +1 .



While the edgescapturethe control structureof the algorithm,the statesabstract
awaythedetailsof thecalculation.However, thelabeloneachstateindicatestheobserv-
ableinformationthat leaksthroughthesidechannelwhentheprocessentersthestate.
In this example,theobservationsarewhattypeof operations(elliptic curvepointaddi-
tionsand/ordoublings)areexecutedwhile in aparticularstate.Notehowever, sincethe
statemachineis randomized,someparticulartracescouldarisefrom severaldifferent
pathsthroughthemachine.For example,thetrace(AD ; AD ; D) couldarisefrom any
of the following pathsthroughthestatemachinein Figure2: s2s2s0, s2s1s0, s1s2s0,
or s1s1s0.

More formally, we de�ne a probabilistic�nite statemachineto beasextuple

M = (S; I ; � ; O; s0; � )

where

S is a �nite setof internalstates,

I is a �nite setof input symbols,

� : S � S � I ! [0; 1] is a functioncalledthetransitionfunction,

O is a �nite setof symbolsthatrepresentoperationsobservableover thesidechannel,

s0 2 S is theinitial state,

� : S ! O is a functionassociatinganobservableoperationwith everystate,

andthefollowing conditionis satis�ed:

8si 2 S;8b 2 I ;
X

sj 2 S

� (si ; sj ; b) = 1 :

In our setting,thesetof input symbolsis I = f 0; 1g, representingthebits of a secret
key.

For a key k = kN kN � 1 : : : k2k1, de�ne an executionq of M = (S; � ; O; s0; � )
on k to be a sequenceq = (q0; q1; : : : ; qN � 1; qN ), whereq0 = s0 andqi 2 S, such
that for 0 � i < n, � (qi ; qi +1 ; ki +1 ) > 0. De�ne a trace y of an executionq to
be a sequencey = (y1; y2; : : : ; yN ), whereyi = � (qi ); 8i 6= 0. In the caseof our
example,anexecutioncorrespondsto thesequenceof internalstatestraversedduringa
scalarmultiplicationof thesecretkey k, andthe traceof thatexecutionrepresentsthe
sequenceof observableelliptic curvepointadditionsanddoublings.

2.3 The KeyRecovery Problemfor Probabilistic Finite StateMachines

Sinceoneof theprimarygoalsof sidechannelattacksis to recoverthesecretkey stored
within a targetdevice,we wish to solve thefollowing problem:

KEY RECOVERY PROBLEM FOR PROBABIL ISTIC FINITE STATE MACHINES

Let M beaprobabilistic�nite statemachine.Generatea randomN bit key k and
anexecutionq of M onk. Let y bethetraceof q. TheKey RecoveryProblemfor
probabilistic�nite statemachinesis to �nd k givenM andy.



One approachto solving the Key Recovery Problemfor probabilistic�nite state
machinesis thefollowing: 1) Givena tracey andmachineM , try to infer theexecution
q it resultedfrom, andthen2) infer k from q. Step2 becomeseasyif we restrictM to
befaithful. A probabilistic�nite statestatemachineM = (S; � ; O; s0; � ) is saidto be
faithful if it satis�esthefollowing property:

8si ; sj 2 S; if � (si ; sj ; 0) > 0; then� (si ; sj ; 1) = 0 :

For faithful machines,thereis a one-to-onecorrespondencebetweenan executionq
andthekey k usedin thatexecution.This is becausefor everypairof consecutivestates
si ; sj in an execution,thereis no ambiguity in what bit annotatedthe corresponding
directededgethatwastaken from si to sj . Note that this conditiondoesnot limit the
expressivenessof our framework by restrictingM in any signi�cant way. If for a ma-
chineM thereexistssi ; sj suchthat � M (si ; sj ; 0) > 0 and� M (si ; sj ; 1) > 0, thenan
observationally equivalentmachineM 0 canbe constructedthat is identical to M ex-
ceptstatesj is replacedby two statessj 1 ; sj 2 suchthat� M 0(si ; sj 1 ; 0) = � M (si ; sj ; 0),
� M 0(si ; sj 1 ; 1) = 0, � M 0(si ; sj 2 ; 0) = 0, and � M 0(si ; sj 2 ; 1) = � M (si ; sj ; 1). Thus,
without lossof generality, we will only considerprobabilistic�nite statemachinesthat
arefaithful.

2.4 The StateInfer enceProblemfor Probabilistic Finite StateMachines

Wede�ne theStateInferenceProblemfor probabilistic�nite statemachinesasfollows:

STATE INFERENCE PROBLEM FOR PROBABIL ISTIC FINITE STATE MACHINES

Let M beaprobabilistic�nite statemachine.Generatea randomN bit key k and
anexecutionq of M onk. Let y bethetraceof q. TheStateInferenceProblemfor
probabilistic�nite statemachinesis to �nd q givenM andy.

Becauseof the one-to-onecorrespondencebetweenq and the key k usedin that
execution,solvingtheStateInferenceProblemfor M andy is equivalentto solvingthe
Key RecoveryProblemfor M andy1.

One way an adversarymight try to solve the StateInferenceProblemfor M =
(S; I ; � ; O; s0; � ) andy of lengthN is to treatthe unknown executionq asa random
variableQ with samplespaceSN +1 andusemaximumlikelihooddecoding. A simple
implementationof maximumlikelihooddecodinginvolvestwo steps:

Input: tracey, machineM
1. CalculatePr[Q = sjy]; for eachs 2 SN +1 .
2. Outputq = argmax

s2 SN +1
Pr[Q = sjy].

Theadversary'soutputis themostlikely executionq for thegiventracey, which then
yieldsthemostlikely key k.

1 Although we have formulatedboth problemsin a way that implies deterministicsolutions,
randomizedalgorithmswith signi�cant successprobabilityareacceptableaswell.



A naiveimplementationof step1 will havearunningtimeexponentialin thelength
of thetrace.However, we will seehow to transforma probabilistic�nite statemachine
into a Hidden Markov Model, in which thereis an equivalentStateInferenceProb-
lem with a polynomialrunningtime solution.In additionto having ef�cient inference
algorithms,wewill seethatHiddenMarkov Modelshaveotheradvantagesaswell.

In this section,we introducedprobabilistic�nite statemachines,an intuitive tech-
niquefor modelingtheoperationof randomizedcountermeasures,andwedemonstrated
theuseof themodelwith anarti�cial yet instructive example.In theremainderof this
paper, wewill show how HiddenMarkov Modelsnotonlyprovideasound,well-studied
framework, but alsohow they canbe extendedinto even morepowerful and�e xible
cryptanalyticaltoolsfor analyzingrandomizedcountermeasures.

3 Assumptions

Beforeformally describingour analyticalframework for randomizedcountermeasures
usingHiddenMarkov Models,wewill makeourassumptionsmoreprecise.Ouranaly-
sisdependson thefollowing assumptions:

– We have collecteda set of L tracesfrom the side channel,correspondingto L
executionsof thecountermeasure,all usingthesamesecretkey.

– Eachtraceof the sidechannelcanbe uniquelywritten as(y1; y2; : : : ; yN ) where
eachyi is anelementof some�nite observationsetO. In theexamplepresentedin
Section2, O = f D ; AD g.

– Theoperationsin O canbeprobabilisticallydistinguishedfrom eachother.
– Eachobservationyi from O canbeassociatedwith theprocessingof a singlekey

bit position,andviceversa.

If the attacker is lucky, the sidechannelrevealsexactly which actionfrom O has
beentaken,andthustheobservationtraces(y1; y2; : : : ; yN ) arefreeof errors.This is
the modelsomepreviouswork hasused,andit doessimplify analysis.However, this
assumptionmaynotalwaysberealistic.

In the moregeneralcase,observationsmay only yield partial informationon the
actualtrace,henceour measurementsmaycontainerrors.As we will seein Section4,
ourtechniquesarestill applicablein thissetting.Whenthereareonly two differenttypes
of observations,asimplemodelof thisbehavior is thateachobservationhasprobability
1 � pe of beingcorrectandprobabilitype of beingmischaracterized.This settingmay
bemorerealisticin practice,particularlyfor devicesthattry to makeall operationslook
alike.

4 Input Dri ven Hidden Mark ov Models as a Model for
RandomizedSideChannelCountermeasures

In Section2,weoutlinedanapproachfor analyzingrandomizedcountermeasureswhich
infersthemostlikely secretkey from thesequenceof observableoperations.However,
thisapproachis notonly intractable,but hasotherde�cienciesaswell. Fourmainchal-
lengesremain:



....
Q3 QN � 1 QNQ2Q1

YN � 1 YNY3Y2Y1

Fig.3. An executionof a Hidden Mark ov Model, representedin a probabilistic graphical
model.This �gure depictsoneexecutionof theHMM. Eachnoderepresentsa randomvariable,
and the directededgesindicateconditionaldependencies.A shadednodeindicatesthe corre-
spondingvariableis observed(i.e.outputswecanobserve),while unshadednodesareunobserved
(i.e.whatwe wish to recover).

1. Ef�cient inferencealgorithms areneeded.A naive implementationof maximum
likelihooddecodingfor asingletracehasrunningtimeexponentialin thelengthof
thetrace.In orderto beuseful,inferencealgorithmsmustscalebetter.

2. Side channel measurementsmay be noisy. As we mentionedin Section3, our
measurementsof thesidechannelmaybenoisyandcontainerrors.It is desirable
to havetechniquesthattoleratenoise.

3. We needa model that handles inputs. HiddenMarkov Modelswill serve asa
startingpoint for our techniques,but HMM' s only have outputsanddo not model
inputs.In orderto accuratelymodelthesecretkey, weneeda framework thatmod-
elsprocesseswith bothinputsandoutputs.

4. One trace is typically not enough.For any reasonablecountermeasure,the set
of possiblekeys consistentwith a single tracewill be large. Hence,attacksthat
examineonly a singletraceareunlikely to be successful.However, by gathering
multiple tracesthatresultfrom useof thesamekey, we maybeableto narrow the
list of likely candidates.Thus,it is desirableto have techniquesthat cananalyze
anarbitrarynumberof traces.This will make our analysisbothmoregeneraland
morepowerful.

First, we will show how Hidden Markov Models can be usedto solve problems
1 and 2. Then,we introducean extensionto HMM' s, Input Driven Hidden Markov
Models, thataddressproblems3 and4.

4.1 Hidden Mark ov Models

HiddenMarkov Models(HMM' s) [11] area well-studiedmethodfor modeling�nite-
statestochasticprocesses.The word “hidden” indicatesthat the statesof the process
arenot directly observable.Instead,relatedto eachstateis anoutputwhich is observ-
able.Oneof themainproblemsof interestfor HiddenMarkov Modelsis theinference
problem:to infer themostlikely sequenceof valuesfor thehiddenstatesgivenonly the
observations.Sincethereexist ef�cient algorithmsfor solvingtheinferenceproblemin
HMM' s, this motivatestrying to model randomizedcountermeasuresasHMM' s in a



way so that the key recovery problemfor a randomizedcountermeasurebecomesthe
inferenceproblemin anHMM.

HMM' s inducetwo sequencesof �nite randomvariables:the hiddenstates,Q1,
Q2, : : :, QN , andtheobservations2, Y1; Y2; : : : ; YN . Like regularMarkov Models,the
valueof thenext stateis dependentonly onthecurrentstateandnotany previousstates.
Thatis, thedistributionof Qn is conditionallyindependentof Q1; Q2; : : : ; Qn � 2 given
Qn � 1. In addition,it is assumedthatthedistributionof Yn is conditionallyindependent
of everythingelsegivenQn .

HMM' s areparameterizedby thelocal conditionaldistributionsPr[Qn jQn � 1] and
Pr[Yn jQn ], bothof whichareassumedto beindependentof n. If S = f s1; s2; : : : ; sM g,
theconditionaldistributionPr[Qn jQn � 1] is parameterizedby aM � M transitionma-
trix A, whereA ij = Pr[Qn = sj jQn � 1 = si ]. Sincein our settingthesamplespace
of the observationsYn is a �nite observation set O = f o1; o2; : : : ; oJ g, the condi-
tional distribution Pr[Yn jQn ] is parameterizedby a M � J outputmatrix B , where
B ij = Pr[Yn = oj jQn = si ].

In summary, for our setting,aHiddenMarkov Model is de�ned by thequintuple

H = (S;O; A; B ; s0)

where

S is a �nite setof internalstates,

O is a �nite setof symbolsthatrepresentoperationsobservableover thesidechannel,

A is a jSj � jSj matrix whereA ij = Pr[Qn = sj jQn � 1 = si ];

B is a jSj � jOj matrix whereB ij = Pr[Yn = oj jQn = si ];

s0 2 S is theinitial state.

We refer to a realizationq1; q2; : : : ; qN of the randomvariablesQ1; Q2; : : : ; QN

asan executionof the HMM, andto a realizationy1; y2; : : : ; yN of the randomvari-
ablesY1; Y2; : : : ; YN asa traceof theHMM. Recallthattracesareobservablewhereas
executionsaregenerallynot.

HiddenMarkov Modelshaveagraphicalrepresentationastheprobabilisticgraphi-
calmodel[11] shown in Figure3. Probabilisticgraphicalmodelsareagraphicalrepre-
sentationof asetof randomvariableswhereeachnoderepresentsarandomvariableand
thedirectededgesindicateconditionaldependencies.A shadednodeindicatesthecor-
respondingvariableis observed,while unshadednodesareunobserved.In thecaseof
HMM' s, theshadednodescorrespondto theobservationsYn , andtheunshadednodes
correspondto thehidden,unobservedstatesQn .

Considera probabilistic�nite statemachinewith no inputs,i.e.,with nokeys.That
is, for M = (S; � ; O; so; � ), thetransitionfunctionis givenby � : S � S ! [0; 1] rather
than� : S � S � I ! [0; 1]. If we wish to infer themostlikely executionfor M given
a tracey of lengthN , we canconstructaHiddenMarkov Model H = (S;O; A; B ; s0)
wherethe unknown statesin the executioncanbe modeledby the randomvariables
Q1; Q2; : : : ; QN andthecorrespondingobservationsarerealizationsof Y1; Y2; : : : ; YN .

2 HMM' s canhandlereal-valuedobservationsaswell.



The transitionmatrix A canbe easilyconstructedfrom � , andtheoutputmatrix B is
completelydeterministic,i.e.,eachrow of B hasone1 and(jOj � 1) 0's.

SolvingtheStateInferenceProblemfor M andy reducesto solvinga similar state
inferenceproblemfor H and y. The StateInferenceProblemfor a Hidden Markov
Model H givena tracey = (y1; y2; : : : ; yn ) is asfollows:

STATE INFERENCE PROBLEM FOR HIDDEN MARKOV MODELS

Let H be HiddenMarkov Model. Generatean executionq of H andlet y be a
traceof q. TheStateInferenceProblemfor HiddenMarkov Modelsis �nd q given
H andy.

Thestandardapproachfor �nding q in theStateInferenceProblemfor HMM' s is
maximumlikelihooddecoding.However, aswe have seenbefore,naive implementa-
tionsfor �nding

q = argmax
s2 SN

Pr[Q = sjY = y]

will haverunningtimeexponentialin N . However, theViterbi algorithm[12] is awell-
known dynamicprogrammingsolutionto theStateInferenceProblemfor HMM' swith
runningtime O(jSj2 � N ). This addressesthe�rst challenge,theneedfor ef�cient in-
ferencealgorithms.

HMM' s canalsoaddressthesecondproblemof noisysidechannelmeasurements.
This canbehandledby properparameterizationof thedistribution Pr[Yn jQn ]. For ex-
ample,in the toy examplepresentedin section2, for perfectobservations,Pr[Yn =
AD jQn = s2] = 1. Noisy observationscan be modeledby assumingobservations
areonly probabilisticallycorrect,e.g.,Pr[Yn = AD jQn = s2] = 0:7 andPr[Yn =
D jQn = s2] = 0:3.

4.2 Input Dri ven Hidden Mark ov Models

HMM' sarenotcompletelyadequatefor modelingmostcountermeasures.In mostcoun-
termeasures,thenext statedependsnotonly onthecurrentstate,but alsoonthenext bit
of thekey. In thecontext of HMM' s,we would like thekey to serve asa sortof input
to theHMM. However, HMM' sunfortunatelydonothaveinputs.Therefore,weextend
thenotion of HMM' s to includethepossibility of inputsby introducingInput Driven
HiddenMarkov Models(IDHMM' s).

IDHMM' s extendHMM' s in two fundamentalways.First, the unknown input is
treatedas a randomvariableK = (K 1; K 2; : : : ; K N ) suchthat K n is input to the
underlyingHMM at stepn. The local conditionaldistribution are updatedto re�ect
this, i.e., we replacePr[Qn jQn � 1] with Pr[Qn jQn � 1; K n ]. Second,sinceoneof the
motivationsbehind developing IDHMM' s was to analyzemultiple traces,we need
to add additional randomvariablesto model additionalexecution/tracepairs. Thus,
Y 1; Y 2; : : : ; Y L will representa list of L traces,whereY l = (Y l

1 ; Y l
2 ; : : : ; Y l

N ). Also,
Q1; Q2; : : : ; QL will representthecorrespondingL sequencesof hiddenstates,where
Ql = (Ql

1; Ql
2; : : : ; Ql

N ). IDHMM' s assumethe sameinput is usedin every execu-
tion, which correspondsexactly to the assumptionthat the samekey is usedin every
executionof thecountermeasure.
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Fig.4. Input Dri ven Hidden Mark ov Models.This �gure depictsoneexecutionof anIDHMM
on input K 1 ; K 2 ; : : : ; K N .

Thegraphicalmodelshown in Figure4 representsasingleexecutionof anIDHMM.
Theinput wasapplieda singletime to a producea singleoutputtrace.Figure5 shows
agraphicalmodelrepresentingL tracesfrom L executionsof anIDHMM in which the
sameinput is appliedin eachexecution,for someL > 1.

An InputDrivenHiddenMarkov Model is de�ned by theseptuple

H = (S; I ; O; A; B ; C; s0)

where

S is a �nite setof internalstates,

I is a �nite setof input symbols,

O is a �nite setof symbolsthatrepresentoperationsobservableover thesidechannel,

A is a jSj � jI j � jSj matrixwhereA ij k = Pr[Ql
n = sk jQl

n � 1 = si ; K n = kj ];

B is a jSj � jOj matrix whereB ij = Pr[Y l
n = oj jQl

n = si ];

C is aN � jI j matrix representingtheprior distributionsfor (K 1; K 2; : : : ; K N );

whereCj k = Pr[K j = i k ];

s0 2 S is theinitial state.

Sincein oursettingtheinputisabinarykey chosenuniformlyatrandom,thesetof input
symbolsis I = f 0; 1g andtheprior distributionsarePr[K n = 0] = Pr[K n = 1] = 0:5.

Our�nal goalis theinferenceproblemfor IDHMM' s:wewantto infer theinputkey
K ratherthanthesequencesof hiddenstatesQ. We de�ne theKey InferenceProblem
for InputDrivenHiddenMarkov Model asfollows:

KEY INFERENCE PROBLEM FOR INPUT DRIVEN HIDDEN MARKOV MODELS

Let H beanInputDrivenHiddenMarkov Model.Generatea N bit randominput
key k andL executionsq = (q1; q2; : : : ; qL ) of H onk. Let y = (y1; y2; : : : ; yL )
bethecorrespondingL traces.TheKey InferenceProblemfor Input DrivenHid-
denMarkov Modelsis to �nd k givenH andy.
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Fig.5. Modeling Multiple Executionsof an Input Dri venHidden Mark ov Model. This �gure
depictsL executionsof anIDHMM on inputK 1 ; K 2 ; : : : ; K N .

Ideally, wewould like to compute

k = argmax
k2f 0;1gN

Pr[K = kjY = (y1; y2; : : : ; yL )] : (*)

However, we do not know how to computethis ef�ciently . Therefore,we introducean
approximation:we infer the posteriorprobabilitiesfor eachbit of the key separately,
andthenwe usethemostlikely valueof eachbit to infer theentirekey. This amounts
to computing

k = (kN ; kN � 1; : : : ; k2; k1); wherekn = argmax
b2f 0;1g

Pr[K n = bjY = (y1; y2; : : : ; yL )] :

However, even this was too hard for us. Our �rst attemptsat an algorithmto calcu-
latePr[K n jy] usingdynamicprogrammingin a mannersimilar to that in theinference
algorithmfor HMM' s encountereda signi�cant problem:the resultingalgorithmhad
runningtime exponentialin L , thenumberof traces.Sinceour goalis to scalewith the
numberof traces,this is unacceptable.



SINGLETRACEINFERENCE(H ; D ; y0):
Input: An IDHMM H , a distributionD , assumedPr[K = k] = D (k), anda trace

y0 = (y0
1 ; y0

2 ; : : : ; y0
N )

Output:A distributionD 0, whereD 0(k) = Pr[K = kjY 0 = y0], usingD asour priorsonK
1) Useamodi�ed versionof theViterbi algorithmto computeD 0(k) := Pr[K = kjY 0 = y0],

assumingD (k) = Pr[K = k]. Referto AppendixA for details.

MULTITRACEINFERENCE(H ; y):
Input: An IDHMM H anda sety = (y1 ; y2 ; : : : ; yL ) of L traces
Output:D L , anapproximationto thedistributionPr[K = kjY = y]

1) Let D 0 := theuniform distributionon f 0; 1gN .
2) for i := 1; 2; : : : ; L do

D i := SINGLETRACEINFERENCE(H ; D i � 1 ; y i )
3) OutputD L .

INFER(H ; y):
Input: An IDHMM H anda sety = (y1 ; y2 ; : : : ; yL ) of L traces
Output:k, a guessat thekey

1) Let Pr[K i jY = y] beasgivenby MULTITRACEINFERENCE(H ; y).
2) for i := 1; 2; : : : ; N do

if Pr[K i = 1jY = y] > 0:5 then ki := 1 elseki := 0
3) Outputkguess= kN kN � 1 : : : k2k1 .

Fig.6. An approximate inferencealgorithm using belief propagation. Given a setof traces
y = (y1 ; y2 ; : : : ; yL ) of anInputDrivenHiddenMarkov ModelH , wecomputeaguesskguess=
INFER(H ; y) at thekey.

To dealwith thesechallenges,we introduceanew techniquebasedonbeliefpropa-
gation. Thekey ideais to separateL executionsof anIDHMM onthesameinput into L
executionsof anIDHMM wheretherearenoassumptionsabouttheinput usedin each
execution.In termsof thegraphicalmodels,this correspondsto transformingFigure5
into L copiesof Figure4. We canderive an ef�cient exact inferencealgorithmfor a
singleexecutionof anIDHMM with runningtime O(jSj2 � N ). By applyingthis exact
inferencealgorithmseparatelyto eachof theL executions,weobtainanalgorithmwith
�nal runningtime of O(jSj2 � N � L ).

The problemwith this approachis that we are not taking advantageof the fact
that the executionsall usethe samekey. Using L tracesas input, this approachwill
outputL separateinferencesof thekey, eachderived independentlyof theothers.We
canlink themby usingbelief propagation:insteadof usingtheuniform distribution as
our prior Pr[K n ] for eachkey bit in the L analyses,we usethe posteriordistribution
Pr[K n jyl ] calculatedfrom analysisof the l-th traceasthe prior distributionsPr[K n ]
while analyzingthel+ 1-sttrace.Hence,wepropagateany biasesonthekey bitslearned
from thel-th traceto theanalysisof thel + 1-sttrace.A detaileddescriptionof ourbelief
propagationalgorithmfor inferringthesecretkey from L tracesof anIDHMM is shown
in Figure6. Althoughtheoutputof this algorithmis only anapproximationto whatwe
ideallywantin (*), wehave foundthatit workswell in practice.



5 Application to RandomizedAddition-Subtraction Chains

Oswald andAigner have proposedtwo randomizedexponentiationalgorithms[2] for
scalarmultiplication in ECCimplementations.Thesealgorithmsarebasedon theran-
domizationof addition-subtractionchains.For example,insteadof the usualbinary
decomposition15P = 8P + 4P + 2P + 1, 15P canalternatively becalculatedasas

15P = 16P � P = 2(2(2(2(P)))) � P:

More generally, a seriesof morethantwo 1's in thebinaryrepresentationof k canbe
replacedby a block of 0's anda � 1, i.e., 01a 7! 10a� 1�1 where�1 represents� 1. A
secondtransformationnotedby Oswald andAigner treatsisolated0's insidea blockof
1's, i.e.,01a01b 7! 10a �10b� 1�1.

Bothof thesetransformationscanbemodeledby deterministic�nite statemachines.
Oswald andAigner constructtwo randomizedexponentiationalgorithmsby introduc-
ing randomnessinto thesestatemachineswhile still preservingthe endsemanticsof
the two transformations.At eachstepwherea transformationmay apply, we �ip a
coin to decidewhetheror not to applythat transformation.We referto therandomized
constructionbasedon the transformation01a 7! 10a� 1�1 asOA1 andtherandomized
constructionbasedon thetransformation01a01b 7! 10a �10b� 1�1 asOA2. Therandom-
ized statemachinedescribingthe operationof OA1 (asit appearsin [2]) is shown in
Figure7(a).

Therandomizedstatemachinesin [2] thatdescribetheoperationof OA1 andOA2
do not conformto our de�nition of probabilisticstatemachinesin Section2, but this
is easilyremedied.The �rst hurdleis that tracescannotbe parseduniquelyaswords
in f D ; AD g� . Although it would be convenientif our observablealphabetwasO =
f D ; AD g, the transitionfrom s2 to s1 executesa doubling�rst andthenan addition,
resultingin a DA outputsymbolcorrespondingto thatkey bit. This is undesirablebe-
causetracesfail to beuniquelydecodeable:for example,DAD D couldbeinterpreted
aseither(DA; D ; D) or (D ; AD ; D). We remedythis problemby interpretingtheau-
tomatonin Figure7(a)slightly differently. We relabeltheDA transitionfrom s2 to s1

to simply a D (i.e.,Q = 2Q) andnow associatethe“owed” additionwith eachoutgo-
ing transitionfrom states1. Our outputalphabetbecomesO = f D ; AD ; AAD g, and
theneachsequenceof D andA operationscandeterministicallybedecomposedinto a
sequenceof symbolsfrom O. Theresultingstatemachineis shown in Figure7(b).

A secondhurdle is that Oswald and Aigner placeobservable operationson the
edges,ratherthanon the states.Fortunately, edge-annotatedstatemachinescaneas-
ily betransformedinto a semanticallyequivalentstate-annotatedmachine(of thetype
de�ned in Section2) by treatingeachedgein Figure7(b) asa statein theprobabilistic
FSA. This yields a faithful probabilistic�nite statemachineto which our algorithms
canbeapplied.SeeFigure7(c) for theresultof thisprocessappliedto OA1.

Oncewehaveprobabilistic�nite statemachinerepresentationsfor thecountermea-
sures,applyingour techniquesis straightforward.We simulatedtheoperationof both
exponentiationalgorithmsin software.First,wegeneratedarandom192bit key k. Us-
ing k, we thengenerateda setof tracesy = (y1; y2; : : : ; yL ). We introducederrorsin
the tracesconsistentwith observation error pe. With probability 1 � pe, eachoutput



1: P=P+Q
Q=2Q

0: P=P+Q
Q=2Q

1:(0.5) Q=2Q

1:(0.5) P=P+Q
Q=2Q

0: Q=2Q

P=P+Q

0: Q=2Q 1:(0.5) Q=2Q

1:(0.5) P=P-Q
Q=2Q

s 0

s 1

s 2

(a) A randomizedstate ma-
chine that representsrandom
applicationof the transforma-
tion 01a 7! 10a �1 of a key
k in the scalarmultiplication
k � M . Q is initialized to M .

1:(0.5) P=P-Q
Q=2Q

1: P=P+Q
Q=2Q

P=P-Q
1:(0.5) P=P+Q

Q=2Q

1:(0.5) P=P+Q
Q=2Q

0: P=P+Q
Q=2Q

P=P+Q
1:(0.5) P=P+Q

Q=2Q

0: P=P+Q
Q=2Q

0: Q=2Q 1:(0.5) Q=2Q

0: Q=2Q

1: Q=2Q

s 0

s 1

s 2

s 3

(b) A reinterpretationof Fig-
ure7(a)suchthat theobserv-
able operationlabeling each
edge is a memberof O =
f D ; AD ; AAD g.

D

AD AD

D

AD D

AD

AD

AAD

D AAD

1: 0.5

1: 0.5

1: 0.5

0: 1.0

1: 1.0

1: 1.0

0: 1.0

0: 1.0

0: 1.0

0: 1.0

0: 1.0

0: 1.0

1: 1.0

1: 0.5

1: 0.5

1: 0.5

0: 1.0

1: 1.0

1: 0.5

1: 0.5

1: 0.5

1: 0.5

0: 1.0

0: 1.0
0: 1.0

1: 0.5

1: 0.5

1: 0.5

1: 0.5

(c) A faithful probabilisticstatemachine(conformingto thede�nition in
Section2) thatmodelsthebehavior of Figure7(b).
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symbolis observedcorrectly, andwith probabilitype, it is changedto someotherout-
put symbol(chosenrandomly).We assumedthe error probability pe is known to the
attacker, andwe incorporatedit into the outputdistribution (i.e., Pr[Yn j Qn ]) of the
resultingIDHMM. TreatingtheOA1 or OA2 countermeasureasanIDHMM drivenby
k, we thenappliedtheINFER algorithmfrom Figure6 to compute

kguess= (kN ; kN � 1; : : : ; k2; k1); where

kn = argmax
b2f 0;1g

Pr[K n = b j Y = (y1; y2; : : : ; yL )] :

Thefollowing tablesummarizestheresultsof ourattacksagainstOA1 andOA2:

Number of key bits correctly recovered
Numberof tracesused

Countermeasurepe 1 5 10 25 50 100500
OA1 0 170187192192192192192
OA1 0.1 157178184185187192192
OA1 0.25 143163173180182183184
OA1 0.4 120147159168172173174

OA2 0 165188192192192192192
OA2 0.1 156174184187189192192
OA2 0.25 135161174177180181182
OA2 0.4 126146154168171172173

Eachentry in the tablespeci�esthenumberof key bits (out of 192) thatwe correctly
recoveredusingthecorrespondingnumberof tracesandgivenobservationerrorpe.

BothOA1 andOA2 areclearlyinsecureunderourassumptionsin Section3. With a
perfectsidechannel(pe = 0), we recoveredtheentiresecretkey perfectlywith asfew
as10 traces;also,our techniquesremaineffective in thepresenceof noise.

Onecanalso reducethe numberof tracesby combiningour attackwith a semi-
exhaustive attackover themostlikely key candidates.It suf�ces to recover 182of the
192key bits correctly, onaverage;thenwe canapplya meet-in-the-middlesearchover
all possible10-bit error patternsto identify the correctprivatekey, using238 work3.
Hence,with a0.1probabilityof observationerror, theentirekey canberecoveredwith
only 10 traces,andfor a0.25errorprobability, thedatacomplexity increasesto 50-500
traces.

3 Supposewe know elliptic curve pointsx; y, relatedby y = kx, wherek is the privatekey.
Assumewe know k0, wherek0 = k � e ande is anunknown 10-bit errorpattern.Breakthese
192-bitvaluesinto two 96-bitchunks,sok = k2k1 , etc.Theny� 296 (k0

2 � e2)x = (k1 � e1)x,
hencewecanuseameet-in-the-middleattack.A fraction(

�

96
4 �

+
�

96
5 �

+
�

96
6 �

)=210 � 0:66 of
all 10-bit errorpatternssplit so thatbothhalveshave hammingweightat most6, sowe hope
for sucha lucky split; then,thereare

�

96
6 �

� 236 possiblevaluesto enumeratefor eachside
of theabove equation,leaving anattackwith 237 workfactorand0:66 probabilityof success.
Theattackcanberepeatedwith a differentsplit of e if it is not successfulthe�rst time.



6 RelatedWork

Several authorshave analyzedthe securityof selectedrandomizedcountermeasures
againstside channelattacks[13,14,16], including the Oswald-Aignerconstructions.
However, theanalysistechniquespreviously usedhave beenad-hocin sensethat they
aretailoredspeci�cally to thecountermeasurebeinganalyzed,andit is not clearhow
to generalizethemto analyzeotherrandomizedcountermeasures(if this is evenpossi-
ble). In contrast,our techniquesarebroadlyapplicableto randomizedcountermeasures
whoseoperationcanbemodeledby aprobabilistic�nite statemachine.

Basedon a comprehensivecaseanalysis,Okeya andSakurai[13] presentanattack
againstOA1 thatwith high probabilityrecoversa 192bit key usingapproximately292
tracesof the side channel.They assumethe ability to perfectly distinguishbetween
elliptic curvepoint additionsanddoublingsanddonot considerthecasewhentheside
channelis noisy.

C.D. Walter [14] presentsanattackagainstOA2 basedon a detailedanalysisof its
operation.With high probability, his attackrecoversa 192bit key usingO(10) traces
of thesidechannel.This attackcanbegeneralizedto work againstOA1 aswell. Then,
Walteralsodiscusseshow to partitiontracesinto smallersubsectionsandexhaustively
search(independently)for thekey correspondingto eachsubsection.Dependingonthe
key size,it is possiblefor his secondtechniqueto succeedwith asfew astwo traces.
Bothhis attacksassumetheability to perfectlydistinguishbetweenelliptic curvepoint
additionsanddoublings.

Songet al. [17] useHiddenMarkov Models to exploit weaknessesof the widely
usedSSHprotocol.By observingthe inter-keystroke timings of a user's key presses
during an SSHsession,the authorsareable to recover signi�cant informationabout
the key stroke sequences.They usethis techniqueto speedup exhaustive searchfor
passwordsby afactorof 50.Otherthanthework of Songetal.,wearenotawareof any
previouswork thatusesHMM' s for sidechannelcryptanalysis.

7 Conclusion

We introducedHMM attacks,a general-purposecryptanalysistechniquefor evaluating
thesecuritypropertiesof randomizedcountermeasureswhoseoperationcanbemodeled
by aprobabilistic�nite statemachine.WealsointroducedInputDrivenHiddenMarkov
Models,anextensionof HMM' s thatmodelinputs,andwepresentedef�cient approxi-
mateinferencealgorithmsfor recoveringtheinput to anIDHMM givenmultipleoutput
traces.Our work improveson existing attacksagainstrandomizedcountermeasuresin
two fundamentalways.Firstly, previous attacksagainstrandomizedcountermeasures
typically consistof detailedcaseanalyseswhich are not clear how to generalizeto
attackson largerclassesof countermeasures.We presenta cryptanalyticalframework
applicableto a generalclassof randomizedcountermeasures.Secondly, previous at-
tacksagainstrandomizedcountermeasuresassumethe ability to perfectlydistinguish
betweenoperationsin the sidechannel.Our techniquesarestill applicableif the side
channelis noisy.

We demonstratetheapplicationof HMM attacksandIDHMM' s in an analysisof
RandomizedAddition-SubtractionChainsproposedby Oswald andAigner. Whenour



observationsof thesidechannelareperfect,weareableto completelyrecoverthesecret
key usingasfew as5–10traces.Our attacksarerobust to noisein thesidechannelas
well. For instance,whentheprobabilityof eachobservationbeingincorrectis 0.25,we
arestill ableto recover thesecretkey by using50–500traces.
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A An Ef�cient Exact InferenceAlgorithm for a SingleExecution
of an IDHMM

In this sectionwe presentan ef�cient dynamicprogrammingalgorithmwith running
time O(jSj2 � N ) for calculatingthe posteriordistributionsPr[K n jy] given a single
traceof anIDHMM. For thesake of brevity in thederivation,we usep(x) to represent
Pr[X = x] andp(xjy) to representPr[X = xjY = y].

The goal is to ef�ciently computep(kn jy) for eachn. We �rst useBayesrule to
breakapartp(kn jy):

p(kn jy) =
p(yjkn )p(kn )

p(y)

=

P
qn

p(y; qn jkn )p(kn )

p(y)

=

P
qn

p(yjqn ; kn )p(qn ; kn )

p(y)

=

P
qn

p(y1; y2; :::; yn jqn ; kn )p(yn +1 ; yn +2 ; :::; yN jqn ; kn )p(qn ; kn )

p(y)

=

P
qn

p(y1; y2; :::; yn ; qn ; kn )p(yn +1 ; yn +2 ; :::; yN jqn )

p(y)

=

P
qn

� (qn ; kn )� (qn )

p(y)

where

� (qn ; kn )
4
= p(y1; y2; :::; yn ; qn ; kn )

� (qn )
4
= p(yn +1 ; yn +2 ; :::; yN jqn )



Therecursivederivationfor the� (qn ; kn ) termsis asfollows:

� (qn ; kn )
4
= p(y1; y2; :::; yn ; qn ; kn )

= p(y1; y2; :::; yn jqn ; kn )p(qn ; kn )

= p(yn jqn )p(y1; y2; :::; yn � 1jqn ; kn )p(qn ; kn )

= p(yn jqn )p(y1; y2; :::; yn � 1; qn ; kn )

= p(yn jqn )
X

qn � 1

X

kn � 1

p(y1; y2; :::; yn � 1; qn ; qn � 1; kn ; kn � 1)

= p(yn jqn )
X

qn � 1

X

kn � 1

p(y1; y2; :::; yn � 1; qn ; kn ; kn � 1jqn � 1)p(qn � 1)

= p(yn jqn )
X

qn � 1

X

kn � 1

p(y1; y2; :::; yn � 1; kn � 1jqn � 1)p(qn ; kn jqn � 1)p(qn � 1)

= p(yn jqn )
X

qn � 1

X

kn � 1

p(y1; y2; :::; yn � 1; qn � 1; kn � 1)p(qn jqn � 1; kn )p(kn )

= p(yn jqn )
X

qn � 1

X

kn � 1

� (qn � 1; kn � 1)p(qn jqn � 1; kn )p(kn )

Therecursivederivationfor the� (qn ) termsis asfollows:

� (qn )
4
= p(yn +1 ; yn +2 ; :::; yN jqn )

=
X

qn +1

p(yn +1 ; yn +2 ; :::; yN ; qn +1 jqn )

=
X

qn +1

p(yn +1 ; yn +2 ; :::; yN jqn +1 ; qn )p(qn +1 jqn )

=
X

qn +1

p(yn +1 ; yn +2 ; :::; yN jqn +1 )p(qn +1 jqn )

=
X

qn +1

p(yn +1 jqn +1 )p(yn +2 ; :::; yN jqn +1 )
X

kn +1

p(qn +1 ; kn +1 jqn )

=
X

qn +1

p(yn +1 jqn +1 )� (qn +1 )
X

kn +1

p(qn +1 jqn ; kn +1 )p(kn +1 )

By convention,� (q) = 1 for all q 2 S if n = N . The � recursionis initialized as
follows:

� (q1; k1) = p(y1jq1)p(q1jq0; k1)p(k1)

whereq0 is thestartstateof theIDHMM.


