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An Abbreviated History of E-Voting
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From: Lana Hires 

Subject: 2000 November Election

I need some answers! Our department is being audited by the 

County.

I have been waiting for someone to give me an explanation as to 

why Precinct 216 gave Al Gore a minus 16022 when it was 

uploaded. Will someone please explain this so that I have the 

information to give the auditor instead of standing here "looking 

dumb". 
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2000 Election Spurs Electoral Reform

Oct 2002: Congress passes Help America Vote Act 

(HAVA): states must upgrade voting systems by 

2006; provides $3.6 billion in federal funding.

HAVA accelerates adoption of e-voting.

DREs used by 13% of voters in 2000 → 38% in 2006
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Sequoia Voting Systems
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Hart InterCivic
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Premier (was: Diebold)
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ES&S
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Audience poll

Poll: How many contests did you vote in?



David Wagner, UC Berkeley

U.S. Congress Rep., Sarasota FL, Nov 2006

Margin of victory: 369 votes (0.15% of voters)

No vote recorded: 18,412  votes (14% of e-voters)
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U.S. Congress Rep., Sarasota FL, Nov 2006

Margin of victory: 369 votes (0.15% of voters)

No vote recorded: 18,412  votes (14% of e-voters)

Did voters see this?
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E-Voting Raises Security Concerns
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California Top-to-Bottom Review

Jun 2007: Secretary Bowen

hires 43 experts to evaluate

voting systems used in CA.
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We found…
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We found… significant security
problems in all 3 systems.



David Wagner, UC Berkeley

Sequoia

Sequoia invented their own password encryption

algorithm.
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Sequoia

Sequoia invented their own password encryption

algorithm.  With the Sequoia algorithm, the password
“sekret” encrypts to “sekretXYZ”*.
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Sequoia

Sequoia invented their own password encryption

algorithm.  With the Sequoia algorithm, the password
“sekret” encrypts to “sekretXYZ”*.

* Obfuscated for ’security’; “XYZ” are not the real letters.



David Wagner, UC Berkeley

Sequoia

“We could not find a single instance of correctly 

used cryptography that successfully 

accomplished the security purposes for which it 

was apparently intended.”

— Sequoia source team
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Diebold

One of Diebold’s passwords was
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Diebold

One of Diebold’s passwords was “diebold”.
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Hart

In some places, Hart avoided trivially broken crypto by…
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Hart

In some places, Hart avoided trivially broken crypto by…

omitting it entirely.
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Hart

In some places, Hart avoided trivially broken crypto by…

omitting it entirely.

When you connect a polling-place machine to the

county’s central PC, it trusts the PC implicitly.

The county PC can instruct the machine to overwrite its

software, and it will blindly comply.  (No authentication!)  
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The code fails to follow sound 
engineering principles expected of 
security-critical systems.
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Diebold

void GlibPutPixel(UINT xx, UINT yy, Pixel_t Color) {
// Check for library not initialized or (x,y) out of range
if(FrameBuffer != FALSE || (xx < USER_X) || (yy < USER_Y)) {

// Compute the frame buffer offset and write the pixel
FrameBuffer[FB_OFFSET(xx,yy)] = Color;

}
}
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Diebold

TCHAR name;
_stprintf(&name, _T("\\Storage Card\\%s"),

findData.cFileName);
Install(&name, hInstance);
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All 3 systems allow malicious code to
propagate virally.
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Diebold

The Diebold code that reads data off the memory card

has buffer overruns and other vulnerabilities.
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Diebold

1. Attacker writes malicious data onto a memory card.

2. Uploading results at county HQ on election night

infects county machines.

3. Infected county machines write malicious data and

code onto memory cards that will infect all polling-place

machines in the county in the next election.
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Hart

After the election, each polling-place machine is

connected by Ethernet to a county PC.  The PC can

install new software onto the voting machine.
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Hart

After the election, each polling-place machine is

connected by Ethernet to a county PC.  The PC can

install new software onto the voting machine.

The voting machine can exploit buffer overruns in the

code on the PC to take control of the PC.
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Hart

1. Attacker installs malicious code onto a voting machine.

2. When connected to the county PC, it hacks the PC.

3. The county PC then installs malicious code onto every

voting machine subsequently connected to it.
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A single individual, with no special access,

could introduce a virus onto a single voting

machine, 
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A single individual, with no special access,

could introduce a virus onto a single voting

machine, and this virus could infect every

machine in the county.
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Results

In August 2007, California Secretary of State Debra

Bowen decertified these systems.

Consequence: In 2008 elections, most California

voters voted on paper ballots.
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So, How Did We Do In 2008?
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2008 Elections

We were fortunate; there seem to have been no

major fiascos in the 2008 election.

Problem areas: equipment failures, long lines,

registration matching issues.



33+49+2

= 84 Democratic votes

83 Democratic voters

Results tape from Bergen

County, NJ, Feb. 2008





How Do Things Stand Going Forward?
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Auditability and Recountability
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Concluding thoughts

• Elections are a complex distributed system, with
equipment operated and administered by volunteers

• Despite its imperfections, electronic voting can be 
trusted if it can be audited


