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ABSTRACT
Ternarycontent-addressablememories(TCAMs) havegainedwide
acceptancein theindustryfor storingandsearchingAccessControl
Lists (ACLs). In this paper, we proposealgorithmsfor addressing
two importantproblemsthatareencounteredwhile usingTCAMs:
reducingrange expansionandmulti-match classi�cation.

Our �rst algorithmaddressestheproblemof expansionof rules
with range�elds—to representrangerules in TCAMs, a single
rangerule is mappedto multiple TCAM entries,whichreducesthe
utilization of TCAMs. We proposea new schemecalledDatabase
IndependentRange PreEncoding(DIRPE) that, in comparisonto
earlierapproaches,reducesthe worst-casenumberof TCAM en-
triesa singlerule mapson to. DIRPE workswithout prior knowl-
edgeof the database,scaleswhen a large numberof rangesis
present,andhasgoodincrementalupdateproperties.

Our secondalgorithm addressesthe problem of �nding mul-
tiple matchesin a TCAM. When searched,TCAMs return the
�rst matchingentry; however, new applicationsrequireeither the
�rst few or all matchingentries.We describea novel algorithm,
calledMulti-match UsingDiscriminators (MUD), that�nds multi-
plematcheswithout storingany per-searchstateinformationin the
TCAM, thusmaking it suitablefor multi-threadedenvironments.
MUD doesnot increasethenumberof TCAM entriesneeded,and
hencescalesto largedatabases.

Our algorithms do not require any modi�cations to existing
TCAMs andarehencerelatively easyto deploy. We evaluatethe
algorithmsusingreal-lifeandrandomdatabases.

CategoriesSubjectDescriptors
C.2.6[Inter networking]: Routers.

GeneralTerms
Algorithms,Performance,Design.
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1. INTRODUCTION
High-speedpacket classi�cation algorithmsthat scaleto large

multi-�eld databaseshave becomea widespreadrequirementfor a
variety of applicationssuchasnetwork securityappliances,qual-
ity of service�ltering and load balancers.For classifyingpack-
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ets,a routeremploys aclassi�cationdatabase(alsocalleda policy
database)whichhasseveralaccesscontrol lists(ACLs).EachACL
consistsof rulesthatareappliedon incomingor outgoingpackets.
While thesyntaxof theserulesvariesbasedon theroutervendor,
thesemanticsof therulesallows similar classi�cationinformation
to be speci�ed—therulesallow the de�nition of variouspatterns
basedon the packet header. Furthermore,for eachrule, the setof
actionsto betakenon packetsthatmatchtherule is alsospeci�ed.

Designingalgorithmsthatscaleto millions of rulesandmillions
of searchesper secondhas beenand continuesto be an impor-
tantstreamof research.Severaladvancesin algorithmicapproaches
that useoff-chip randomaccessmemorieshave beenmadein the
past few years.Recursive Flow Classi�cation [8], Crossproduct-
ing [18,20], HyperCuts[15], ExtendedGrid-of-Tries[1] aresome
examples;referto [19,23] for detailsof thesetechniques.

However, in thepastfew years,theindustryhasincreasinglyem-
ployed TernaryContentAddressableMemories(TCAMs) for per-
forming packet classi�cation [5, 9, 12]. A large classof current-
andnext-generationsystemsthatrequireupto a few hundredthou-
sandruleshave adoptedTCAMs for packet classi�cationat multi-
gigabitspeeds.1 Thenumberof TCAM devicesthathave beende-
ployedworldwidein 2004is over 6 million [3].

A TCAM is a memorydevice that storesdataasa massive ar-
ray of �x ed-width ternaryentries.A ternaryentry is a string of
bits whereeachbit is either0, 1 or x (don't care).Givena search
key, theTCAM searchesthekey in parallelagainstall the ternary
entriesstoredin the TCAM and producesthe �rst matchas the
result.TCAMs provide two main characteristicsthat make them
suitablefor routerdesign:deterministicsearch throughputandde-
terministiccapacity. CurrentTCAMs cansupportup to 133 mil-
lion searchespersecondfor 144-bit widekeys,andcanstore128K
ternaryentriesthatare144bitswide in a singledevice.

1.1 Problems
While TCAMs are well-suited for performing high-speed

searcheson databaseswith ternaryentries,thefollowing problems
andtrendsreducetheef�ciency of TCAMs.

Rangerules: To storea rule with range �elds, multiple TCAM
entriesareneeded,whichreducestheef�ciency of TCAMs[11,16].
In IP routerACLs, the port �elds usuallyhave ranges.As ranges
cannotbedirectly storedin TCAMs, traditionally, rangesarecon-
vertedto a correspondingsetof pre�xes,andeachpre�x is stored
in a separateTCAM entry (seeSection3.1.1).When this range-
to-pre�x expansiontechniqueis appliedon the port �elds, which
are 16 bits wide, a rule with a single range�eld can expandto
30 TCAM entries in the worst case.By analyzingrouter ACL
databasesdated1998and2004,we provide evidencefor the fol-
lowing temporaltrendsthatmake therangeexpansionprobleman
importantone.Table1 (seeSection3) providestheactualnumbers.

1Due to power and cost considerations,current-generationTCAMs face
scalabilitychallenges.A cost-effective approachto supportingmillions of
rulesathigh speedsis still a topicof research.



� Numberof rulesin routerACL databasesis increasing.
� Percentageof ruleswith onerange�eld is increasing.
� Percentageof ruleswith two range�elds is increasing.
� Numberof uniquerangesis increasing.

Multi-match classi�cation: Securityapplicationsandaccount-
ing applicationsrequire the �r st k matchingentries,or in some
casesall the matchingentries,for a given key [25]. TCAMs do
not natively support�nding multiple matches;they reportonly the
�rst matchingentry.

1.2 Our Contributions
In this paper, we proposealgorithmsfor addressingthe range

expansionandmulti-matchclassi�cation problemsusingoff-the-
shelf TCAMs. Our �rst algorithm,DatabaseIndependentRange
PreEncoding(DIRPE), reducesthe worst-casenumberof TCAM
entriesasinglerulemapsonto, whencomparedto earlierschemes.
DIRPE works without knowledgeof the database,scaleswhena
largenumberof rangesis present,andhasgoodincrementalupdate
properties.Our secondalgorithm,Multi-match UsingDiscrimina-
tors (MUD), enablesmultiple matchesto befoundusinga TCAM
withoutstoringany per-searchstateinformationin theTCAM, thus
making it suitablefor multi-threadedpacket processingenviron-
ments.MUD canscaleto largedatabasessinceit doesnot expand
thenumberof TCAM entriesneeded.Thebene�ts of MUD come
at thecostof extrasearchcycles;however, weshow thatMUD can
still supportmulti-matchclassi�cationatmulti-gigabitlink speeds.

Bothouralgorithmsutilize unusedbits in theTCAM arrayto en-
coderelevant information.Thoughthealgorithmssolve seemingly
different problems,we draw similarities betweenthe algorithms,
andapplysimilar ideasfor boththealgorithms.

Our schemesdo not requireany changeto existing TCAMs and
henceare relatively easyto deploy. This metric is important as
TCAMs arecomplex devicesandarchitecturalchangesthatmod-
ify TCAMs involvemillions of dollarsof investmentandmorethan
two yearsof developmenttime.Hence,algorithmicapproachesthat
utilize currentTCAMs to solve a problemarepreferable.

The restof the paperis organizedasfollows. In Section2, we
provide somebackgroundanddescribethe metricsandterminol-
ogy used in the paper. In Section 3, we presentour database-
independentrangeencodingalgorithm.In Section4, we describe
our multi-matchclassi�cationalgorithm.Relatedwork, evaluation
of the schemes,andcomparisonwith earlierapproachesarepre-
sentedin thecorrespondingsectionsthemselves.

2. PACKET PROCESSING ENVIRON­
MENT

Figure1 showsapacketprocessorconnectedto asetof TCAMs.
Packetsareclassi�ed usinga classi�cationdatabaseconsistingof
several accesscontrol lists (ACLs), eachof which holds several
rules.The control planesoftwaremaintainsthe ACLs andstores
themin theTCAMs. Whendatapacketsarrive, thepacket proces-
sorparsesthepacket headers,andformskeys to searchtheappro-
priateACLs (basedon factorssuchasthe interfacethe packet ar-
riveson).A typical searchkey is of theform:

< acl-id>< proto>< src-ip>< dest-ip>< src-port>< dest-port>
A parallel searchis performedon the entries stored in the

TCAM. Thesearchreturnstheindex of the�rst entrythatmatches
thesearchkey. A memorylocationcorrespondingto the resultin-
dex is usedto store the action to be taken when a searchkey
matchesthe entry. Typical actions include permit/deny, update
countersandreplicateona port.
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Figure 1: Systempicture of a router line card showing control and
data planes.

TCAMs constitutea signi�cant portion of the cost of a multi-
gigabitlinecard.For example,thepricefor a 10 gigabitlinecardin
thenext coupleof yearsis expectedto belessthana thousanddol-
lars[6]. However, TCAMs thatcansupport128K entriesof 144-bit
width areexpectedtocostover$200for thenext few years[5,9,12].
Hence,to designef�cient, low-cost multi-gigabit linecards,it is
critical to utilize TCAMs asef�ciently aspossible.Thoughtoday's
TCAMs donotscaleto millions of rulesdueto costandpowercon-
siderations,they arewell-suitedfor storingdatabaseswith up to a
few hundredthousandrules.

State-of-the-artTCAMs provide 18M ternarybits which areor-
ganizedinto 32, 64or 128blocks.Eachblockcanbeindependently
con�gured to have a width of 72, 144, 288 or 576 bits. After the
�elds of anACL ruleareencodedin theTCAM, typically thereare
someextrabits thatareleft unused.For example,mostIPv4 ACLs
consistof an identi�er anda protocol(8 bits), destinationaddress
(32 bits), sourceaddress(32 bits), destinationport (16 bits) and
sourceport (16 bits)—atotal of 104 bits. Usually, 4 morebits are
usedto encodemiscellaneous�elds. SinceTCAMs are typically
con�guredto be144bits wide,36 extrabits remainunused.

Wenow describesomemetricsfor comparingalgorithmsusedin
thepacket classi�cationsubsystemfor multi-gigabitrouters.

2.1 Metrics
Speed/Throughput: The system has to support a guaranteed

throughput(in gigabitsper second(Gbps)).To computetheguar-
anteedratein millions of packetspersecond(MPPS),weassumea
minimumpacket sizeof 64 bytes[1].

Thesystemrequiresacertainminimumthroughput(measuredin
Millions of PacketsPerSecond(MPPS)),whichis usuallythewire-
rateassumingsmallest-sizedpackets.Assuming64-bytepackets,
OC-48correspondsto roughly5 MPPSandOC-192to 20 MPPS.

Capacity: Capacityis thenumberof rulesthatcanbesupported
in thesearchsubsystem.In our experiments,we comparedtheca-
pacityof candidatealgorithmsusingworst-case,real-life,andran-
domdatabases.



UpdateSpeed: Traditionally, rulesareupdatedmanually, andlow
updatespeedsof the order of a few hundredper secondare ac-
ceptable.However, newer systemsthatperformreal-timeactive re-
sponseto hostilenetwork events[4] requireincrementalupdatesat
muchhigherspeeds.

OverheadonPacketProcessor: Thisis thecostof theextralogic,
if any, thatis neededaspartof thepacket processor.

Multi-threading Support: Most packet processorsuse many
threadsof executionto achieve high speed.Componentssuchas
TCAMs attachedto thenetwork processoraresharedby all these
threads.Hence,algorithmsthatutilize suchcomponentsmusttake
multi-threadinginto account.

In this paper, we comparevariousschemesusingthemetricsde-
scribedabove. For real-life comparisons,we provide resultsus-
ing someInternet ServiceProvider (ISP) databasesthat we ob-
tained.Due to privacy reasons,we cannotreferencethe ISP. We
alsousetheSnortdatabase,apublicly availableintrusiondetection
database[2].

2.2 Terminology
We now introducesometerminologythat we usein the paper.

Let N denotethenumberof rulesin a databaseF dat . Let a range
�eld beW bits wide.Let R denotetheclosedrange[s; e], wheres
ande areW -bit numbers.

A key S is a collection of K �elds from the packet header
H . Theseheader�elds aredenotedH [1]; H [2]; : : : ; H [K ], where
each�eld is a stringof bits.

A pre�x P is a bit stringof lengthbetween0 andW . length(P )
denotesthe numberof bits in a pre�x. (P paddedwith 0's is the
smallestnumberencompassedby P andP paddedwith 1's is the
largestnumberencompassedby P).

A �lter rule or ACL rule F is a collection of K �elds. Each
�eld F [i ] in a rulecanspecifyany of threekindsof matches:exact
match, pre�x match, or range match. A rule that hasat leastone
of its �elds having a rangematchspeci�cation is referredto asa
range rule.

An exactmatch speci�cationis a valuespeci�ed for a rule �eld
i . A header�eld H [i ] is anexactmatchfor therule �eld F [i ] if and
only if H [i ] = F [i ].

A pre�x match speci�cationis a pre�x speci�ed for a rule �eld
i . A header�eld H [i ] is apre�x matchfor therule �eld F [i ] if and
only if theleadinglength(F [i ]) bitsof H [i ] arethesameasF [i ].

A range match speci�cation is a range of values F [i ] =
valstar t ; : : : ; valend for rule �eld i . A header�eld H [i ] is a range
matchfor the rule �eld F [i ] if and only if valstar t � H [i ] �
valend .

A ruleF is saidto beamatchingrule for aheaderH if andonly
if each�eld H [i ] of H matchesthecorresponding�eld F [i ] of F .

3. REDUCING EXPANSION OF RANGE
RULES

TernaryCAMs are directly suitedfor storing ACL tablesthat
have ruleswith wildcards.However, a rangecannotbe storeddi-
rectly in a TCAM sincea TCAM supportsstoringonly 0, 1 andx
(don't-care)states.Hence,storing rangerules could take a large
number of TCAM entries. In this section,we presentDIRPE,
a database-independentalgorithm that reducesthe expansionof
range rules even in the worst-case.We �rst review earlier ap-
proachesandmotivateouralgorithm.

Statistic 1998database 2004database
Totalnumberof rules 41190 215183

With single 4236 54352
range�eld (10.3%) (25.3%)

With singlerange�eld 553 25311
excluding“ � 1024” speci�cation (1.3%) (11.8%)

With two 0 3225
range�elds (0%) (1.5%)

Uniquerangesin �rst �eld 62 270
Uniquerangesin second�eld 0 37

Table 1: Number of rules with range �elds in a collection of ACLs
obtained in 1998and 2004.

3.1 Earlier Approaches

3.1.1 PrefixExpansionof Ranges
A well-known methodfor representingrangerules in TCAMs

is to expandeachrangeinto a setof pre�xes,which canthenbe
useddirectly as the TCAM entries[19]. For rules with multiple
range�elds, thesetsof pre�xescorrespondingto all the �elds are
crossproductedto gettheTCAM entries.Theworst-caseexpansion
for a W -bit rangeis 2W � 2. A simpleproof by constructionis as
follows.Considertherange[1; 2W � 2]. Thesmallestsetof pre�xes
neededto cover this rangeis f 01*, 001*, 0001*, : : :, 0W � 11, 10� ,
110� , : : :, 1W � 10g. For a16-bit range�eld, theworst-caseexpan-
sionis 30. Hence,anIP ACL rule which hastwo 16-bit port �elds
canexpandto 30 � 30 = 900entriesin theworstcase.

3.1.2 Database­dependentEncodingof Ranges
To reducethe expansionof rules,additionalbits in the TCAM

canbe usedto encodethe rangesthat appearfrequently. To illus-
trate this scheme,considerthe exampleof an ACL databasethat
containstherangeR in severalrangerules.Considerthefollowing
encodingof anextra bit in TCAM: setthebit to 1 whentherange
speci�cationin theruleencompassestherangeR, and0 otherwise.
Furthermore,the extra bit in the searchkey is set to 1 if the key
falls in the rangeR, and0 otherwise.This encodingreducesthe
expansionof all rulesthatcontaintherangeR to 1.

Thesimpleschemedescribedaboverequiresanextrabit for each
distinct rangethatappearsin thedatabaseto achieve a worst-case
expansionof 1. To scaleto databaseswith several uniqueranges,
region-basedrangeencodingschemeshavebeenproposed[11,22].
Theseschemesdivide therangesinto many regionsandusea hier-
archicalencoding;they �rst encodetheregionsandthentheranges
within the regions.Sincethe encodingdependson the database,
incrementalupdatesof therulesareexpensive.

Furthermore,to appendthesearchkey with theappropriatebits,
the packet processorneedslogic with a certainnumberof com-
parators.While theoverheadontheprocessoris smallfor databases
with afew uniqueranges,asthenumberof uniquerangesincreases,
thelogic getsprohibitively large.SinceTable1 showsatrendof in-
creasingnumberof uniqueranges,we expectthis problemto only
worsen.An alternative to using the logic with comparatorsis to
have a precomputedtable that mapseachpossiblekey value into
the appropriateextra bits. While precomputationis feasibletoday
for 16-bit range�elds (correspondsto atablewith 64K entries),for
largerwidths,thetablewouldgetprohibitively large.For example,
evena 24-bit �eld would requirea tablesizeof 16M entries.

3.1.3 ModifyingTCAMsto AccommodateRanges
TCAM modi�cations to accommodaterangematchingbetter—

suchasimplementingcomparatorsat eachentry level—have been
proposed[16]. Experimentingwith suchapproachesis important.
However, sinceTCAMs aremassively parallel,circuit-intensivede-



Range Pre�xes DIRPEwith 1 extrabit
� 0 xx xx x
� 1 01; 1x xx 1
� 2 1x 1x x
� 3 11 11 x

Table 2: Expansionof “ � ” rangeson a 2-bit �eld using pre�x expan-
sion and DIRPE. Notice that the representationis in ternary and not
pre�x format. The search key b1b0 would be replacedby b1b0c where
c = b0 OR b1 )

vices,evensmallchangesataper-entrycircuit level can,besidesre-
quiring severalmillion dollarsof investment,suffer from long lead
times(of at leasta few years)beforethey canbe producedat ac-
ceptablespeed,costandpower. Hence,while modifying TCAMs
is not impossible,changingthe ternarynatureof the entrieshas
many barriers;software-basedalgorithmsthatuseexistingTCAMs
to betterrepresentrangerulesareoftenpreferred.

3.2 DatabaseIndependent Range PreEncod­
ing (DIRPE)

3.2.1 BasicIdeasbehindDIRPE
DIRPEis basedon two simpleideas.First, insteadof represent-

ing a rangeasa setof pre�xes,we canrepresentit asa setof arbi-
trary ternaryvalues.(For example,0xx 1x0 is a ternaryvaluethat
is not a pre�x.) Second,additionalunusedbits in a TCAM array
canbe usedto encodethe ternarystrings.Hence,the ternaryval-
ueswould bewider thanthepre�xes,but thetotal numberof them
would be lessthanthenumberof pre�xes,even in theworstcase.
SinceTCAMs have pre-de�nedwidths,extra bits areavailablein
eachrow “for free” afterstoringthebitscorrespondingto therule.

We illustratetheseideasusinga simpleencodingfor rangesof
the form “� ” on a 2-bit �eld. Using pre�x expansion,the worst-
caseexpansionof any rangeis 2. By usingthree(insteadof two)
bits in the TCAM to representa range,the worst-casecanbe re-
ducedto oneTCAM entry (seeTable2). The searchkey for the
range�eld b1b0 is augmentedwith thethird bit usingtheequation
b1 OR b0 . Logically, the third bit encodeswhetherthesearchkey
is a memberof either01 or 1x.

3.2.2 DIRPE:EncodingClosedRanges
We now describea genericinstantiationof DIRPEfor encoding

closedrangeson a W -bit range�eld. For now, let us assumethat
thereis norestrictiononthenumberof extrabits in theTCAM that
we can use.Considerthe following encoding,which we term as
fenceencoding, thatmapsaW -bit �eld to 2W � 1 bits:theencoding
of a numberi consistsof i onesprecededby 2W � 1� i zeros.

As shown in Table3, any closedrangecanberepresentedusing
fenceencodingusinga singleternaryentry. In otherwords,2W � 1
bits aresuf�cient for anencodingto reducetheworst-caseexpan-
sionto 1. However, thefollowing resultshows that2W � 1 bits are
necessary. This result is surprisingat �rst since2W bits aresuf�-
cientto representarbitrarysubsets,not just ranges.

THEOREM 1. For achieving a worst-caserow expansionof 1
for a W -bit range, 2W � 1 bitsare necessary.

We prove a simplelemmabeforewe presenttheproof of thetheo-
rem.Let f (R) denotetheternaryencodingof a rangeR.

LEMMA 1. Let R1 bea completelycontainedsubrange of R2 ,
thenf mustsatisfythefollowingproperties:(a) if a bit positioni is
speci�ed(as0 or 1) in f (R2), thenit mustbespeci�edidentically
in f (R1), (b) there mustbe at leastonedon't-care bit in f (R2)
that is speci�ed(as0 or 1) in f (R1).

Range Encoding

= i 02k � i � 11i

� i x2k � i � 11i

< i 02k � i x i � 1

[i; j ] 02k � 1� j x j � i 1i

Table 3: Fenceencoding of various types of ranges for a k-bit �eld
(or a chunk). The encoding of a number i consistsof 2k � 1� i zeros
followed by i ones.Note that the notation ab is used to denote both
regular expressions(e.g., 0i ) and exponentiation(e.g., 2k ).

PROOF. If property(a) is not satis�ed, let I bethesetof all the
positionswheref (R2) hasa bit bi = 0=1 andf (R1) hasanentry
b0

i 6= bi . Now, onecantrivially constructan entry e with the i th

(for all i 2 I ) bit setto complementof bi suchthate matchesR1

but notR2 .
If property(b) is not satis�ed,thencombiningwith property(a),

we have R1= R2 .

PROOF. (of theorem)Observe thattheoptimalway to represent
the completerangeRn =[0 ; 2W � 1] is xx: : :x. Now, considerthe
rangeRn � 1= [0; 2W � 2]. It follows from lemma1 that the repre-
sentationof this rangeneedsat leastonemorebit speci�ed than
in Rn . Without lossof generality, let ussetthe�rst bit to 0, hence
giving theencoding0x: : :x to Rn � 1 . Proceedingthus,oneneedsto
specifyanextrabit all thewaytill therange[0; 1]. However, thelast
bit canbeusedto representtherange[0; 0] also,by settingall the
bits to zero.Hence,thetotalnumberof bits neededis 2W � 1.

Since the numberof unusedbits in a TCAM array is much
smaller than 2W � 1, the naturalquestionis whetherwe can use
theavailableunusedbits to reducetheexpansionof thedatabaseat
all (if not reducetheexpansionall theway to one).

We answerthis questionby generalizingthe fence encoding
technique.To form the ternaryrepresentationof a range,let usdi-
vide the�eld into multiple chunks, whereeachchunkrepresentsa
contiguousportionof thebits of W . Let W besplit into l chunks,
with chunki having ki bits. (Then,W = k0 + k1 + : : : + kl � 1 .)
Here, k0 correspondsto the most signi�cant k0 bits, k1 corre-
spondsto the next k1 most signi�cant bits and so on. Now, the
value in the bit-strings correspondingto eachof the chunks is
mappedto their fenceencoding,i.e., eachof the k i bits is repre-
sentedusing2k i � 1 bits.Thewidth of our new encodingis hence
W 0 = (2k 0 � 1) + : : : + (2k l � 1 � 1).

To explainhow rangesexpandto ternaryentriesin this represen-
tation,we now presentthe analogybetweenthe DIRPE encoding
andmultibit trie-basedalgorithmsthat have beenusedin the lit-
eraturefor improving the performanceof IP lookups[7, 13,17].
Comparedto unibit tries,multibit triesreducetreedepthat theex-
penseof largernodesizes.Analogousto reductionof treedepthin
multibit tries,DIRPEachievesreductionin thenumberof TCAM
entries.DIRPE usesadditionalbits per entry to encodethe range
�eld, which is analogousto having a largernodesizeperlevel.

Figure2 shows a multibit trie view of DIRPEbasedon chunks.
We refer to thenumberof chunks,l , asthenumberof levels also.
In theexample,W = 8, R=[11 ; 54], l= 3, k0=2 , k1=3 , andk2=3 .
For a range[s; e], split chunkis de�ned asthe�rst chunk(or level)
in whichs ande differ. Fromthemultibit view, it follows thateach
level of the multibit trie representationgeneratesat most two en-
tries: onecorrespondingto thebranchcorrespondingto s andan-
othercorrespondingto e. However, thesplit chunkgeneratesonly
oneentry;hencetheworst-caseexpansionof a rangeis 2l � 1. The
chunkingstrategy providesa tradeoff betweenworst-caseexpan-
sionandthenumberof bits requiredfor encodingtherange.As the
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Figure 2: Multibit trie view of DIRPE. For the example, W=8 and
R=[11,54]
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// concatenatethefenceencodingsof thekey chunks
return E1E2 : : : E l � 1

Metric
Prefix

Expansion

Region-based
Encoding

(with r regions)

DIRPE
(with k-bit
chunks)

DIRPE +
Region-based

Extra bits

Worst-case
capacity

degradation

Cost of an
incremental

update

Overhead on
the packet
processor
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k
O( )

logic gates

Both pieces
of logic from

previous 
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)F

Table4: Comparisonof keymetrics (seeSection2.1for the list of met-
rics) for different rangeencodingschemes.

numberof levels l increases,the worst-caseexpansionincreases,
and since the chunk widths decrease,the width of the encoded
rangealsodecreases.

The pseudocodefor forming the TCAM entriesandthe search
key is presentedabove.Let R=[ s; e] denotetherange,vs i andvei

denotethevaluesof thechunki of s ande respectively. Weusethe
sameexampleasabove to illustratethealgorithm.

Note that the pre�xes neededto representR are f 0001xxxx ,
000011xx , 0000101x, 00001001, 0010xxxx , 001100xx ,
0011010x, 00110110g—a totalof 8 pre�xes.

Recall that l= 3, k0=2 , k1=3 , and k2=3 . Then, W 0= 22 �
1+2 3 � 1+2 3 � 1=17, vs0 =0 , vs1 =1 , vs2 =3 andve0 = 0, ve1 =6 ,
ve2 =6 . Note that R can be written as R= [013 � 066], with the
leadingdigit beinga 2-bit number, andthe trailing two digits be-
ing 3-bit octal numbers.The split chunk is 1. Following the al-
gorithm,the ternaryentriesneededto representR aref 02x� 05x
= 000 00xxx 11 xxxxxxx , 013� 017 = 000 0000001xxxx 111,
060� 066= 00001111110xxxxxx g—atotalof 3 ternaryentries.

3.3 Comparative Analysis and Evaluation of
RangeEncodingSchemes

Table4 presentsa summaryof an analyticalcomparisonof the
differentrangeencodingschemesbasedon themetrics(described
in Section2.1).We consideranACL with N rules,with eachrule
having F range�elds thatareW bits wide. As mentionedin Sec-
tion 3.1.1,thepre�x expansionschemeexpandsto (2W � 2)F en-
triesin theworst-case.

For eachrange�eld, DIRPE with k-bit chunksresultsin W=k
chunks.Eachof thechunkstakes2k � 1 bits to represent,leadingto
atotalof (2k � 1):W=k bits.Hence,thenumberof extrabitsneeded
is (2k � 1):W=k� W . Theworstcaseexpansionis 2W=k� 1, since
therecanbe2 entriescorrespondingto eachof theW=k levelsex-
cepttherootlevel,whichcanhaveatmost1 entry. Finally, theaddi-
tional logic introducedfor modifying thesearchkey canbeimple-
mentedin afew hundredgates;thelogic doesnotaffect throughput
of thesearch,thoughit addsa few cyclesof latency to thesearch.

For region-basedrange encoding scheme,n unique ranges
form at most 2n� 1 non-overlapping subranges,which are di-
vided equally into r regions. log2 r bits are neededto represent
a region and (2n� 1)=r bits are neededto representthe non-
overlapping subrangeswithin that region, leading to a total of
log2 r + (2n� 1)=r extra bits perentry. Any rangecanspanmany
regions fully and at most 2 regions partially. The portion of the



Extrabits DIRPE Region-basedRangeEncoding
0 30 30
8 15 30
18 11 16
27 9 14
44 7 12

Table 5: Comparison of worst-caseexpansionof DIRPE and Region-
basedrange encodingschemes[11,22] for various extra bits available
for a single �eld.T o calculate worst casefor region basedscheme,we
assumethat the databasehas lessthan 1024unique ranges.Note that
usingzero extra bits correspondsto usingpre�x expansion.

Extrabits DIRPE Region-basedRangeEncoding
0 2:69 2:69
8 2:08 2:33
18 1:79 2:17
36 1:57 1:58

Table6: Comparisonof expansionof DIRPE and databasedependent
region-basedrangeencodingfor a real-life databasewith 215K rules.

rangein the fully spannedregionscan be representedusing pre-
�x expansionusingat most2 log2 r � 2 entries,and the 2 partial
regionsusing1 entry each,leadingto a worst-caseexpansionof
2 log2 r . We can further reducethe worst-caseexpansionof this
schemeby applyingDIRPE on the representationof the rangeon
W 0= log2 r bits.

Table5 comparesthe worst-caseexpansionof DIRPE and the
region-basedrangeencodingschemefor a databasewith 1024
uniquerangesin asingle�eld. For thelatterscheme,theworst-case
wascalculatedby picking thevalueof r which producedthe low-
estexpansionwhile not exceedingthegivennumberof extra bits.
DIRPEoutperformstheregion-basedschemefor thesamenumber
of additionalbitsused.

3.3.1 Evaluationof DIRPEonReal­lifeandRandom
Databases

Table 6 comparesthe expansionof DIRPE and region-based
rangeencodingfor a real-life database.2 Despitebeingdatabase-
independent,DIRPEout-performsthedatabase-dependentregion-
basedschemeeven on real-life databases.For this particular
database,we found that thereare1408uniquerangesin one�eld
and256 uniquerangesin another�eld. As the numberof unique
rangesincreases,DIRPE would perform increasinglybetter. The
fact thatDIRPEhasbetterworst-caseexpansionandupdateprop-
ertiesmakesit anattractive choicein many systems.

In Figure3, we plottedtherelative sizeof thedatabasethatcan
be storedin a given amountof TCAM asa function of the num-
berof DIRPEbits used,i.e., assumingthatonehasa TCAM large
enoughto storea database,how largera databasecanbestoredin
the sameTCAM asa function of numberof DIRPE bits. We ob-
serve that by using32 total extra bits (recall that ruleshave two
�elds), we areableto accommodateabout50%morerules.

Figure4 plotsthevariationof relative capacityimprovementfor
randomdatabasewith two range�elds. The graphalso plots the
improvementin theworst-caseboundsfor comparison.Not surpris-
ingly, theresultsfor a randomdatabasearemuchbetter—by using
32 bits perentry for DIRPE, the storeddatabasesizecanbe dou-
bled.Whenconsideringtheworst-casepre�x expansion,by using
32 bits for DIRPE, thesizeof thestoreddatabasecanbequadru-
pled.To understandexactlyhow DIRPEimprovestheexpansion,in
Figure5, we plot thefrequency distribution of thenumberof rules

2We implementedthe region-basedrangeencodingschemebasedon the
descriptionprovidedin [11].
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Statistic 1998database 2004database 2004database
DestPort SrcPort DestPort

Range 1024-65535 1024-65535 16384-16480
Frequency 3683 20810 14999

Range 0-1023 1023-1340 1024-65535
Frequency 76 1328 10097

Range 33554-65535 0-1022 6970-7070
Frequency 39 1328 1328

Range 0-33432 1001-65535 2000-3467
Frequency 37 1328 1328
Remaining Various Various Various
Frequency 401 847 7585

Table7: Tableshowing fr equencyoccurrenceof various unique ranges
in the 1998and 2004database.Note that the 1998databasedoesnot
have any sourceport range.

thatexpandto a given numberof TCAM entriesfor pre�x expan-
sion and for DIRPE using8 bits. Comparedto pre�x expansion,
DIRPEpushesthedistribution to the left uniformly, insteadof re-
ducingtheexpansionof asubsetof rangesdecidedby thedatabase.

An interestingquestionis how theeffectivenessof DIRPEvaries
for differentwidthsof therange�eld. Notethatfor �elds of larger
width,database-dependentschemesrequireprohibitively largesup-
port logic in thepacket processorwhendatabaseshavemorethana
few tensof uniqueranges.Figure6 shows theeffect of numberof
extra bits usedfor variouswidthsof therange�eld. Sincethereal-
life databaseshave only 16-bit range�elds, we usedonly random
databasesfor this evaluation.From the �gure, we observe thatby
usingW extra bits for DIRPE(whereW is the �eld width), there
is a50%increasein thedatabasesizethatcanbesupported,andby
using2W extrabits, thereis a 80%increasein thedatabasesize.

3.4 Hybrid Approaches
If a databasehas a few ranges predominantly, database-

dependentschemescan be used in conjunction with DIRPE,
while still retainingthe propertythat incrementalupdatesareef-
�cient. Here,we considera very simple variant of the database-
dependentscheme—thek mostfrequentrangesarecomputedfrom
thedatabase,andasinglebit is assignedto eachof theranges,thus
reducingtheexpansionof all thoserangesto 1.

Figure7 plotsthefrequency distributionof therulesthatexpand
to a certainnumberof TCAM entriesfor a real-life database.The
�rst graphshows that using 2 bits per range�eld (basedon the
frequency of occurrenceof a rangein the database)givessignif-
icant improvement.The secondgraphshows that even when the
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database-dependentschemeis used,DIRPEgivesfurtherimprove-
mentover andabove thedatabase-dependentscheme.

Finally, wenotethatwefoundtheusefulnessof DIRPEis greater
in thenewer databaseascomparedto theolderone.If thetrendof
morerangerulesandmoreuniquerangescontinues(asillustrated
by Table 7, which presentsthe frequency distribution of unique
rangesin the databasesfrom 1998and2004),we believe that the
bene�tsof DIRPEwill furtherincreasein thefuture.

3.5 Practical Considerationsin UsingDIRPE
Recallfrom Section2 thatwehave36extrabitsavailable.For ta-

bleswith asingle16-bit range�eld, theDIRPEschemewith strides
4; 3; 3; 3; 3 canbeused.3 This encodingwould useup 27 bits and
reducetheworst-caserangeexpansionfrom 30 entriesper rule to
9 entriesper rule. The remaining9 bits canbeusedto encodethe
frequentrangesto achieve betterreal-lifecapacity.

For tableswith two range�elds, the �eld with more unique
rangescan usestrides2; 2; 3; 3; 3; 3, and the other �eld can use
strides2; 2; 2; 2; 2; 3; 3. The extra bits usedwill be 18 and13 re-
spectively. Theremaining5 bitscanbeusedto encodethefrequent
rangesfor eachof the two �elds. Thesechoicesreducetheworst-
caseexpansionfrom 900 to 143 entriesper rule. Applying this on
the215K database,theexpansionreducesfrom 2:69 to 1:12, afac-
tor of morethantwo. Reducingtheamountof TCAM neededon a
linecardby a factorof two todayis signi�cant, andthepromiseof
largersavingsgoingforward(basedonthedatabasetrendswehave
observed)makesthis schemeattractive.
3For reducingtheworst-caseexpansionfor agivennumberof extrabits,we
chooseequal-widthstrides.
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3.6 Future Dir ections
We have shown how we canreducetherow expansionof range

rulesby usingtheadditionalbits in a TCAM arrayin a database-
independentmanner. Thequestionthenis how far from optimal is
DIRPEin thefollowing sense:To boundtheworstcaserow expan-
sion to E , what is theminimumextra bits needed,andwhat is the
correspondingencoding?GivenB extrabits,whatis theleastworst
caserow expansion,andwhatis thecorrespondingencoding?

Whenthedesiredrow expansionis 1, wehaveshown that2W � 1
is necessary, but �nding theoptimal database-independentencod-
ing is an openproblem.Figure 8 capturesthe state-of-the-artin
database-independentrangeencodingto thebestof ourknowledge.

4. MULTI­MA TCH CLASSIFICATION
Traditionalpacket classi�cationrequiresthat,for a givensearch

key, thebestmatchingrule befound.However, recently, many ap-
plicationssuchas load balancersand intrusiondetectionsystems
require�nding multiple(or sometimesall) matches.TCAMs report
only the�rst matchingentry. To enabletheseapplications,schemes
to �nd multiplematchesarenecessary. Wenow formally de�ne the
multi-matchclassi�cationproblem.

Multi-match Classi�cation Problem:
Consider a databaseF dat consisting of N rules with cost

cost(F i ) associatedwith eachrule F i . The multi-match classi�-
cationproblemfor �nding (atmost)k rulesthatmatchasearchkey
S is de�ned asfollows.

Find rulesF mult
1 ; : : : ; F mult

k in F dat suchthat:
� Eachof F mult

i is a rulematchfor S.
� Thereis nootherruleF j in F dat suchthatF j is a matchfor

S andcost(F j ) < cost(F mult
i ) for somei 2 [1; k].

We de�ne the multi-match degree of an ACL databaseas the
maximumnumberof rulesthatcanpotentiallymatchakey. In other
words, if the multi-matchdegreeof a databaseis M , then there
existsa key S suchthatM rulesmatchS andthereis no key that
matchesmorethanM rules.Figure9 shows anexamplein which
themulti-matchdegreeis 3.

Figure10 shows the distribution of multi-matchdegreeacross
112 ACLs in a router databasewith a total of 215K rules.The

[ 11xxxxxx

   1xxx0101

   xxxx0100

   010xxxx0


     xxxxxxxx  ]


Search Key =

11010100


first match

( F1)


11xxxxxx


Total # of 8-bit

rules = 5


Set of all rules that

match F1 = 11xxxxxx


second

match (F2)

xxxx0100


[  xxxxxxxx  ]


3rd match

(F3)


xxxxxxxx

[ ]


Set of all rules that match

11xxxxxx AND xxxx0100
 No more rules to


match


[  1xxx0101

   xxxx0100


      xxxxxxxx   ]


second

match


Figure 9: Example showing set of possiblematchesat every step of
multi-match classi�cation.
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Figure10: Frequencydistribution of multi-match degrees(maximum
number of rules that canmatch any key) for 112ACLs.

largestACL had11781 rules.We now presenta summaryof the
multi-matchcharacteristicswe observedfrom this database.

� The maximummulti-matchdegreeis 8. The setof rules in
onesuchmulti-matchgroupis shown in Figure11.

� MostACLshave amulti-matchdegreeof 4 or 5.
� Themulti-matchdegreedoesnotcorrelatewell with thesize

of thedatabases.SomeACLswith asfew as97 rulesaswell
assomewith ashighas3060rulesbothhavethesamemulti-
matchdegreeof 5. AnotherACL with only 340 ruleshasa
multi-matchdegreeof 8.

� The snortdatabase[2] has2700 signatures,eachhaving an
ACL speci�ed on the packet header, and further patterns
basedon packet content.We foundthatthesetof ACLs that
werefound in all thesesignaturescomprised276 rules.The
multi-matchdegreeof all theuniqueACL headerswas4.

Thus, real databaseshave several multiple matchingrules; we
now review earlierapproachesto �nd multiple matches.

4.1 Earlier Approaches

4.1.1 Entry­InvalidationScheme
Entry-invalidation scheme,one of the earliest and simplest

schemes,maintainsthestateof amulti-matchsearchin thedatabase
itself. A valid bit, an additionalbit in the TCAM array, is associ-
atedwith eachentry in theTCAM. Searchesareperformedover a
subsetof TCAM entriesby settingthe valid bits for thoseentries
only. Whenthesearchstarts,thevalid bit is setfor all theentries.
Let the rule that matchesbe F j . Now, the valid bit of F j is unset



access-list 105 tcp 81.184.207.0 0.0.0.255 148.79.89.193 0.0.0.0 eq 6000

access-list 105 tcp 81.184.207.0 0.0.0.255 148.79.89.193 0.0.0.0 gt 1023

access-list 105 ip 81.184.207.202 0.0.0.0 148.79.89.193 0.0.0.0

access-list 105 tcp 81.184.207.202 0.0.0.0 148.79.89.193 0.0.0.0 lt 20608

access-list 105 tcp 81.184.207.202 0.0.0.0 148.79.89.193 0.0.0.0 lt 20616

access-list 105 tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

access-list 105 ip 0.0.0.0 255.255.255.255 148.0.0.0 0.255.255.255

access-list 105 ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

Figure11: Real-lifeexampleof a multi-match group with multi-match
degreeof 8. ip rules will match tcp rules as well, sinceTCP is an IP-
basedprotocol.

andthesamesearchkey is issuedagain.Theprocessis repeatedtill
therequirednumberof (or nomore)matchesarefound.

The total number of cycles taken for �nding k matchesis
k:(Tinv alidate w r ite cy cle + Tsear ch cy cle + Tr ev alidate w r ite cy cle ).
Thesearchoperationtypically takesasinglecyclewhile writestake
3 cycles.Hence,thetotalnumberof cyclespermulti-matchis 7.

The entry-invalidation schemealters the stateof the database
duringthecourseof thealgorithm.Hence,it is infeasibleto usethis
schemein amulti-threadedenvironmentsuchastoday'spacketpro-
cessors,wheresearchesareissuedfrom multiplepacketprocessing
threadsthathave simultaneousaccessto theTCAM device.

To supportmultiple threads,the entry-invalidation schemecan
beextendedtrivially to usemany valid bits perTCAM entry, with
eachvalid bit keepingtrackof a singlethread(independentof the
otherbits). However, as the numberof threadsincreases(today's
packet processingsystemssupportat least64 threadsandthenum-
ber is rising), the overheadof the valid bits becomesprohibitive.
For example,the Intel IXP2800network processorsupportsup to
256 threads[10]. Sincethewidth of eachTCAM entryis �x edand
allocatedin discretequantities(72, 144, 288 or 576 bits), allocat-
ing a largenumberof bits asvalid bits might not be feasibleasit
would severelyaffect thesizeof databasesthatcanbestored.

4.1.2 GeometricIntersection­basedScheme
Theschemedescribedin [25] constructsthesetof matchingge-

ometricintersections(cross-products)of �elds andplacesthemin
theTCAM. While this elegantschemehasa high searchthrough-
put, it doesnot scalewell in capacity—thenumberof TCAM en-
triesneededperrule in anACL mightbevery large.For all the112
ACLs in our database,we noticedan expansionfactorof 25-100.
For example,wefoundareal-lifeACL of 32 rulesleadingto 11263
TCAM entries.

In the next section,we presentour multi-matchscheme,which
works well in multi-threadedsystems,provides deterministic
worst-casesearchboundsandscalesin memoryusage.

4.2 Multi­match UsingDiscriminators (MUD)
We �rst presentthe basicidea behindMUD. Let the result of

searchinga TCAM with a key be the rule with index j . To get
thenext matchingresultfrom theTCAM, we needto performthe
searchon all the entriesafter index j. To accomplishthis, we use
a simpleidea:alongwith eachTCAM entry, storea discriminator
�eld thatencodesthe index of thatentry. TheTCAM entriesafter

Multi-Match MUD (key)
Initialize discriminatorpre�x list:

D  f `xx : : : xx ' g
while (D is not empty)

d  D :pop() . Let d representtherange[s; e].
R  TCAM Search(d; key)
if (R != NULL)

Let i betheindex of ruleR
Let D 0 bethesetof discriminatorpre�xes

for therange[i + 1; e]
D  D :push(D 0)

end-while
return TCAM Match List

Figure12: MUD search logic in the packet processorinterfacing with
TCAMs. The control plane software setsup the TCAM entries and
choosesdiscriminators for eachof the entries appropriately.

index j have discriminator�eld valuesthataregreaterthanj . We
expand`> j ' to pre�xes,andspecifythesepre�xesin thediscrimi-
nator�eld in subsequentsearchesto searchthroughtheTCAM en-
triesthatappearafterj . Thebene�tsthatMUD offers—supportfor
multi-threadedenvironmentandlow updatecost—comeat theex-
penseof searchcycles;however, aswe show in Table8, MUD can
still supportmulti-matchclassi�cationatmulti-gigabitlink speeds.

To specifypre�xesin thesearchkey, weuseawell-known search
capabilitycalledglobalmaskingthatTCAMs provide.Whenakey
is searched,TCAMs allow eachbit positionto bemaskedout, i.e.,
set to x. If a bit position is masked out, then that bit position in
thekey will not becomparedagainstthecorrespondingbit in each
entry, but will be deemedto have matched.For example,usinga
globalmaskxxxx 111would meanthatonly the3 leastsigni�cant
bits areactuallycompared,andthe4 mostsigni�cant bits arenot
compared.

We now describethe algorithmin detail.To the original setof
rules,R1 ; : : : ; RN , weprependadiscriminator�eld of d bitswhich
indicatestheindex of therulewithin theACL; i.e., ruleR i will have
thevaluei in the �eld. Theminimumnumberof bits requiredfor
thediscriminator�eld for adatabasewith N rulesis d = log2 N .

Whenthesearchfor a key S starts,thediscriminator�eld in the
key is maskedoutcompletely, resultingin theentiredatabasebeing
searched.Let the�rst matchberuleR j . Thenext searchhasto con-
siderruleswith index greaterthanj , i.e., ruleswith discriminator
greaterthanj . By usingdiscriminatorswe have reducedthemulti-
matchproblemto therangerepresentationproblem.In thecaseof
DIRPE, the ruleshadrangesthathadto be representedasternary
strings.In thecaseof MUD, thediscriminatorin thesearchkey has
a rangethatneedsto berepresentedasternarystrings.

Let us consideran examplein which we use4 bits for the dis-
criminator�eld (i.e., the databasehasat most16 entries).Let the
�rst matchoccurat index 5 (i.e., 0101). Thediscriminatorpre�xes
neededfor searchingthe restof the database(startingfrom index
6) are011x and1xxx , representingtheranges[6; 7] and[8; 15] re-
spectively. If any matchis foundwith any of thesetwo pre�xesas
thediscriminator�eld in thesearchkey, thentheprocessis repeated
recursively.

Figure12 shows the stepsthat areneededto issuesearchkeys
for locatingmatches—itis very simpleandcanbeeasilyincluded
in any device interfacingwith theTCAM.



4.3 Impr oving Performanceof MUD
We now describea few optimizationsfor improving theperfor-

manceof MUD.

4.3.1 AssigningDiscriminators to Setsof Entries
In thebaselineMUD scheme,for a databasewith N rules,each

rule is givenuniquediscriminatorvaluesbetween0 andN � 1, re-
sulting in log2 N bits for the discriminator�eld. We presentan
optimizationbasedon the following intuition: if several rulescan
be groupedinto a setsuchthatany searchkey canmatchat most
onerule in this set,thenall the rules in this setcanbe given the
samediscriminatorvalue.For example,for gettingall thematches
from a databaseof pre�xes,we would setthe discriminatorvalue
to bethelengthof apre�x. This is becauseany key canmatchonly
onepre�x amongthepre�xesof thesamelength.

A maskof aruleis abit stringindicatingthelocationof speci�ed
bits (0 or 1) andwildcardbits (x) in therule.To computethemask,
a 0/1 in the rule is replacedwith a 1 and an x is replacedwith
a 0. For example,two rules 10x11xx 0 and 11x01xx 1 have the
samemask11011001. In anACL database,therecanonly beone
matchingentryamongruleswith thesamemask.Hence,thesame
discriminatorvalue can be assignedto all entrieswith the same
mask.This optimizationwould reducethe numberof bits needed
for thediscriminatorto log2(numberof distinctmasks).However,
sinceorderof multi-matchesis not retained,for obtainingthe �rst
k matches,onewould needto �nd all matchesandpick the�rst k.

Our databasehas 215183 rules, which when expandedus-
ing range-to-pre�xconversioncorrespondto 1694distinctmasks.
Hence,for ourdatabase,thediscriminator�eld canbeencodedus-
ing 11 bits.

4.3.2 AssigningDiscriminatorsusingDIRPE
To representN discriminatorvalues(whichcouldbethenumber

of uniquemasks),at leastlog2 N bits areneeded.We now show
that,by usinga wider representationfor thediscriminator, we can
reducetheworst-casenumberof searches.

Recallthatto addresstherangeexpansionproblem,weproposed
DIRPE,whichreducedtheexpansionof rangesby usingadditional
bits. Analogousto the rangeexpansionproblemin which ranges
appearin the ACL rulesandaremappedto multiple TCAM en-
tries, in the multi-matchproblemthe rangesappearin the search
key leadingto multiple TCAM searches.Drawing from the anal-
ogy, for MUD, we canusetheDIRPEalgorithmto encodethedis-
criminatorkeys correspondingto searchingthe range`> j ', thus
reducingthe worst-casenumberof searches.Hence,even though
theminimumnumberof discriminatorbits neededis log2(number
of distinctmasks),by usingDIRPE,wecanaddextrabitsto reduce
theworst-casenumberof searches.

Furthermore,in thecaseof MUD, sinceonly rangesof thetype
`> j ' areneeded,theworst-casenumberof ternaryentriesis equal
to thenumberof chunksusedin DIRPE.

d = log2(numberof uniquediscriminatorvalues)is the mini-
mum numberof bits neededfor the discriminator�eld. Dividing
this into chunksof r bits eachgivesd=r chunks.Note that MUD
issuesseveral searchesto cover all chunks.Hencewe usethe fol-
lowing encodingfor thediscriminator�eld: log2(d=r) bits to indi-
catethechunk-id,d � r bits to representthebits leadingup to the
chunkand2r � 1 bits to encodetherangein thechunk.Thus,the
discriminatorwidth, d0, is log2(d=r) + d � r + 2r � 1.

Table8 shows the links speedsthat canbe supportedfor vari-
ousvaluesof uniquediscriminators,numberof discriminatorbits
usingDIRPE andnumberof matchesper multi-match.The main
trendweobserve is thatfor thesamenumberof uniquediscrimina-

# of Unique Max. matches Disc.width Link Gbps
Disc.Values permulti-match usingDIRPE with MUD

512 4 9 2.40
512 4 13 5.00
512 4 15 7.81
512 5 9 1.84
512 5 13 3.91
512 5 15 6.25
2048 4 11 1.95
2048 4 15 4.03

Table 8: Link speedfor �nding all matchesusing the MUD scheme
for different values of discriminator bits. We assumea baseTCAM
thr oughput of 125 million searchesper second.Minimum sizepacket
size= 64 bytesfor wire speedoperation (See[1]). 5MPPS corresponds
to 2:5Gbps.

tors,greaterthenumberof discriminatorbits used(usingDIRPE),
higheris the link speedthat canbesupported.For example,com-
parethe�rst threerows of thetable.Also, thetrendis independent
of thenumberof discriminatorvalues(seelast two rows of theta-
ble for links speedswith 2048uniquediscriminators)andthenum-
ber of multi-matches(rows 4-6 show the sametrendfor 5 multi-
matches).SinceMUD doesnot increasethenumberof TCAM en-
tries,we canreplicatethe tablesif highersearchthroughputis de-
sired.

4.3.3 A SetPruning­BasedApproach
Wealsoconsideredanalgorithmthatis basedonsetpruningap-

proachfor improving the performanceof MUD. The algorithmis
basedon the simple idea:Whensomematchesarefound, the to-
tal numberof entriesthat canpossiblymatchthesearchkey must
reduce.Hence,after �nding the�rst few matches,if the list of po-
tential matchesis small, then they can be searchedquickly by a
linearsearch.

De�ne a prunedset as the list of entriesthat can potentially
matchakey afteri matchesarefound.Denotethesizeof thelargest
suchprunedsetafteri matchesby H i . Usingthereal-lifedatabase,
we foundthatH i doesnot decreasebelow 10 till severalmatches
arefound(seeFigure13). In addition,thetime for precomputation
of prunedsetswas also very large. Thoughthis simple heuristic
provedineffective,our experimentsshedsomelight on thecharac-
teristicsof real-lifedatabases.

4.4 ComparativeAnalysisof MUD and Other
Schemes

Table9 presentsthecomparisonof MUD with earlierapproaches
basedon themetricsin Section2.1.The invalidationschemedoes
not work well in multi-threadedsystems.Both the invalidation
schemeandMUD requireonly oneTCAM entryper rule, but the
geometricintersectionschemedoesnotscalewell in theworst-case
numberof TCAM entriesneededper rule. Even for the real-life
databasewe used,for all the112 ACLs, theexpansionfactorwas
between25 and100.

When rules change,updatingACL tableshastraditionally in-
volvedmanualintervention,andhencetheability to performincre-
mentalupdateshasnot beena seriousrequirement.But with the
adoptionof automatedintrusion detection,thereis an increasing
needto updatethe tablesincrementally. For MUD, the discrim-
inator �eld in the entriesneedto be updatedwith their new in-
dex location. Hence,both the entry-invalidation schemeand the
MUD schemesupporthighupdaterates—costof updatingN rules
is O(N ) —sameasthat requiredto maintainthe entriesfor sin-
gle match classi�cation. Update ratesof few ten thousandup-
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Figure 13: Sizeof pruned setsfor ACLs with (a) < 300 rules (on the left), (b) > 500 rules (on the right). The x-axis shows the number of matches
completedduring a multi-match classi�cation. The y-axis is the sizeof the largestpruned setafter the i-th match hasbeenfound.

Metric
Entry

Invalidation
Geometric

Intersection-based
MUD

Multi-threading
support

Cycles for
k multi-matches

Overhead on
the packet
processor

No Yes Yes

7k 1

None

Small state machine
logic; can be

implemented using a 
few hundred gates
or a few microcode

instructions

1 + d + (d-1)(k-2)

Update cost O(NF) O(N)O(N)

NWorst-case TCAM
entries for N rules

NO(NF)

Small state machine
logic; can be

implemented using a 
few hundred gates
or a few microcode

instructions

Extra bits 0 0
without DIRPE: d

with DIRPE: 1 + d(k-1)
r

with DIRPE:
log2(d/r) + (d-r) + (2r-1)

Table 9: Comparisonof key metrics for multi-match schemes.k is the
number of matching rules to be found, N is the number of rules in the
databaseand F is the number of �elds in a rule. d = log2(number of
unique discriminator values).r is the chunk width � 2

datespersecondcanbeeasilyachieved.In contrast,thegeometric
intersection-basedschemecanrequireseveralminutesof recompu-
tationeachtimea new rule is added.

MUD supportshigh density, fastupdatesandmulti-threadingat
the costof extra searchesthroughthe TCAM. We now presenta
simpleworst-caseanalysisfor thenumberof TCAM searchesfor
�nding k matches.After the�rst matchi is found,thesubsequent
searchescorrespondto thediscriminatorpre�xesneededto repre-
sent> i , which is at mostd pre�xes.After thesecondmatch,note
that the worst-casenumberof pre�xes is at most d � 1. Hence,
for �nding k matchingrules,whend � (k � 1), the worst-case
numberof total searchesis 1 + d + (k � 2)(d � 1). When us-
ing DIRPE with d0 = 1 + (d=r)( k � 1), the searchthroughput
is furtherincreased.Thecostof additionalsearchesdoesnot affect
themulti-matchperformanceadversely:asshown in Table8, MUD
cansupportmulti-matchclassi�cationat multi-gigabitlink speeds.

4.4.1 PracticalConsiderationsin UsingMUD
BothDIRPEandMUD useextraunusedbitsfrom theTCAM ar-

ray. Hence,whenDIRPEandMUD areusedsimultaneously(e.g.,
whenmulti-matchis performedusinga databasecontainingrange

rules),theavailableextrabits mustbesharedbetweentheschemes
basedon the desiredperformanceanddensity. Recall that typical
TCAMs todayhave about36 extra bits whenusedwith IP ACLs.
If MUD uses12 bits (the large real-life datasetwe usedrequired
11 bits for MUD), DIRPE would have 24 bits. A possibleway of
splitting thebits is to assign16 DIRPEbits to the �rst range�eld
and8 bits to the secondrange�eld; usingsucha split, we get an
expansionof 1:31—which is comparableto theexpansionobtained
whenall thebits wereusedfor DIRPE.

4.5 Future Dir ections
While the deterministicsearchthroughputof TCAMs makes it

attractive comparedto RAM, the cost factormakes it dif�cult to
scaleTCAMs to millions of rules.We planto investigatehow one
can usea combinationof TCAM and RAM to scaleboth single
andmulti-matchclassi�cationto millions of ruleswith highsearch
performancein real-life databases.Here,we presentthebasicidea
we plan to pursue,andpresentpreliminaryresultsthat show that
theideaholdspromise.

Several schemesfor single matchclassi�cation that divide the
rulesinto bucketshave beenproposed[14,21,24]. If we partition
therulesinto bucketsof sizeT usingonesuchscheme,thenwecan
storeoneTCAM entrycorrespondingto eachbucket andstoreall
the rulesof a singlebucket in RAM. During a search,the TCAM
is �rst searchedandthenthebucketscorrespondingto all matching
TCAM entriesaresearched.Thenumberof rulesthatneedto beac-
cessedfrom RAM is thenM � T , whereM is themulti-matchde-
greeof theTCAM. Sincewefoundthatevenlargerouterdatabases
havesmallmulti-matchdegree(seeFigure13),weexpectthistech-
niqueto work well in realdatabases.A similar observationon the
two pre�x �elds in the rules is madein [1] anda corresponding
extendedgrid-of-trieswith pathcompressionis described.

We implementeda simple variation of this heuristic in which
we recursively walk down the rule tree,splitting the rules based
on whetherthe bit in the rule is 0, 1, or x. Figure14 shows the
variationof thenumberof TCAM entriesandthenumberof RAM
entriesthatneedto beaccessedperclassi�cation,asa functionof
thebucket size,T . Thedesiredsearchratedictatesthenumberof
RAM accessesallowedpersearch.Fromthe�gure, weseethatthe
numberof TCAM entriesneededreducesasthenumberof RAM
accessesincreases.Hence,dependingon systemrequirements—
availableRAM bandwidth,desiredsearchthroughputandcost—
we canchoosethepoint in the tradeoff curve by usingthe appro-
priatevalueof thebucket size.
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Figure 14: Variation of number of TCAM entries to be stored and
maximum number of RAM entries to be accessedper classi�cation, as
a function of bucket size,T. The total number of RAM entries to be
stored is the total number of rules in the database(after converting
rangesto pre�xes). A representative subsetof the databasewasused.

5. CONCLUSIONS
TernaryCAMs have beenwidely usedin theindustryfor packet

classi�cation for databaseswith up to hundredsof thousandsof
rules.In this paper, we presentedalgorithmsthat further thestate-
of-the-artfor solvingtwo importantproblemsthatarisewhile using
TCAMs. Our �rst algorithm,DatabaseIndependentRange PreEn-
coding(DIRPE),addressestheproblemof ef�cient representation
of rangerulesin TCAMs.DIRPEreducestheworst-caseexpansion
of rangerules,scalesto a largenumberof ranges,andhasgoodin-
crementalupdateproperties.

Our second algorithm, Multi-match Using Discriminators
(MUD), addressestheissueof �nding multiplematchesfor asearch
key. The key bene�t of MUD is that it doesnot storeper-search
stateandhenceis suitedfor multi-threadedenvironments.MUD
doesnot increasethenumberof TCAM entriesandhencescalesto
largedatabases.Thebene�ts of MUD areobtainedat theexpense
of additionalsearches;but we show that MUD can still support
multi-matchclassi�cationat multi-gigabitlink speeds.

Ourschemesdo not requireany changeto TCAMs. Both theal-
gorithmsrely on extra bits in the TCAM entry; they canbe used
in conjunctionby usingdisjoint setsof extra bits in theTCAM en-
try. We evaluatedthealgorithmsusinga largereal-life routerACL
database,using a randomlygenerateddatabase,as well as using
worst-caseanalysis.

We believe that the following future directionsare interesting.
The�rst directiondealswith �nding theoptimalencodingof ranges
whena certainnumberof ternarybits areavailable.Theseconddi-
rectionis to investigatehow TCAMs andRAMs canbecombined
to achieve deterministicsearchthroughputat low costswhile scal-
ing to real-life databaseswith millions of rules;thepreliminaryre-
sultsbasedon thesimpleheuristicwe consideredareencouraging.
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