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ABSTRACT

Ternarycontent-addressabieemorie TCAMSs) have gainedwide
acceptancen theindustryfor storingandsearchingAccessControl
Lists (ACLSs). In this paper we proposealgorithmsfor addressing
two importantproblemshatareencounteredvhile usingTCAMs:
reducingrange expansiorandmulti-matd classi cation

Our rst algorithmaddressethe problemof expansionof rules
with range elds—to representrangerulesin TCAMSs, a single
rangerule is mappedo multiple TCAM entrieswhichreduceshe
utilization of TCAMs. We proposea new schemecalledDatabase
IndependenRang PreEncoding(DIRPE) that, in comparisorto
earlierapproaches;educeshe worst-casenumberof TCAM en-
tries a singlerule mapson to. DIRPE works without prior knowl-
edge of the databasescaleswhen a large numberof rangesis
presentandhasgoodincrementalipdateproperties.

Our secondalgorithm addresseshe problemof nding mul-
tiple matchesin a TCAM. When searched,TCAMs return the
rst matchingentry; however, new applicationsrequireeitherthe
rst few or all matchingentries.We describea novel algorithm,
calledMulti-match Using Discriminators (MUD), that nds multi-
ple matcheswithout storingary persearctstateinformationin the
TCAM, thusmakingit suitablefor multi-threadedervironments.
MUD doesnotincreasehe numberof TCAM entriesneededand
hencescalego largedatabases.

Our algorithms do not require ary modi cations to existing
TCAMs andare hencerelatively easyto deplg. We evaluatethe
algorithmsusingreal-life andrandomdatabases.
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1. INTRODUCTION

High-speedpaclet classi cation algorithmsthat scaleto large
multi- eld databasebave becomeawidespreadequiremenfor a
variety of applicationssuchas network securityappliancesgual-
ity of service ltering and load balancersFor classifying pack-
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ets,arouteremploy/s aclassi cation databasgalsocalleda policy
databaseyhich hasseveralaccessontiol lists (ACLs).EachACL
consistof rulesthatareappliedonincomingor outgoingpaclets.
While the syntaxof theserulesvariesbhasedon the routervendor
the semanticof the rulesallows similar classi cationinformation
to be speci ed—therulesallow the de nition of variouspatterns
basedon the paclet headerFurthermorefor eachrule, the setof
actionsto betakenon pacletsthatmatchtheruleis alsospeci ed.

Designingalgorithmsthatscaleto millions of rulesandmillions
of searchegper secondhasbeenand continuesto be an impor
tantstreanof researchSeveraladvancesn algorithmicapproaches
that useoff-chip randomaccessnemorieshave beenmadein the
pastfew years.Recursie Flow Classi cation [8], Crossproduct-
ing [18,20], HyperCutg[15], ExtendedGrid-of-Tries[1] aresome
examplesreferto [19,23] for detailsof thesetechniques.

However, in thepastfew yearstheindustryhasincreasinglyem-
ployed Ternary ContentAddressableMemories(TCAMSs) for per
forming paclet classi cation [5, 9, 12]. A large classof current-
andnext-generatiorsystemshatrequireup to afew hundredthou-
sandruleshave adoptedT CAMs for paclet classi cationat multi-
gigabitspeeds. Thenumberof TCAM devicesthathave beende-
ployedworldwidein 2004is over 6 million [3].

A TCAM is a memorydevice that storesdataasa massie ar
ray of x ed-widthternaryentries.A ternaryentry is a string of
bits whereeachbit is either0, 1 or x (don't care).Givena search
key, the TCAM searcheshekey in parallelagainstall theternary
entriesstoredin the TCAM and producesthe rst matchasthe
result. TCAMs provide two main characteristicghat make them
suitablefor routerdesign:deterministicseach throughputandde-
terministic capacity CurrentTCAMs cansupportup to 133 mil-
lion searchepersecondor 144-bit wide keys, andcanstore128K
ternaryentriesthatare144 bitswide in a singledevice.

1.1 Problems

While TCAMs are well-suited for performing high-speed
searchesn databasewith ternaryentries the following problems
andtrendsreducethe ef ciency of TCAMs.

Rangerules: To storearule with range elds, multiple TCAM
entriesareneededwhichreducesheef ciency of TCAMs[11,16].
In IP router ACLs, the port elds usuallyhave rangesAs ranges
cannotbe directly storedin TCAMs, traditionally, rangesare con-
vertedto a correspondingetof pre xes,andeachpre x is stored
in a separateTCAM entry (seeSection3.1.1). When this range-
to-pre x expansiontechniqueis appliedon the port elds, which
are 16 bits wide, a rule with a singlerange eld canexpandto
30 TCAM entriesin the worst case.By analyzingrouter ACL
databaseslated1998 and 2004, we provide evidencefor the fol-
lowing temporaltrendsthat make the rangeexpansionprobleman
importantone.Tablel (seeSection3) providestheactualnumbers.

1Due to pawer and cost considerationscurrent-generatio™CAMs face
scalabilitychallengesA cost-efective approacho supportingmillions of
rulesathigh speedss still atopic of research.



Numberof rulesin routerACL databasess increasing.
Percentagef ruleswith onerangeeld is increasing.
Percentagef ruleswith two range elds is increasing.
Numberof uniquerangess increasing.

Multi-match classi cation: Securityapplicationsandaccount-
ing applicationsrequirethe r st k matchingentries,or in some
casesall the matchingentries,for a given key [25]. TCAMs do
not natively support nding multiple matchesthey reportonly the
rst matchingentry

1.2 Our Contributions

In this paper we proposealgorithmsfor addressinghe range
expansionand multi-matchclassi cation problemsusing off-the-
shelf TCAMSs. Our rst algorithm, DatabaselndependenRang
PreEncoding(DIRPE), reduceghe worst-casenumberof TCAM
entriesasinglerule mapsonto, whencomparedo earlierschemes.
DIRPE works without knowledge of the databasescaleswhena
largenumberof rangess presentandhasgoodincrementalipdate
properties Our secondalgorithm, Multi-match Using Discrimina-
tors (MUD), enablesnultiple matchedo befoundusinga TCAM
withoutstoringary persearchstateinformationin the TCAM, thus
making it suitablefor multi-threadedpaclet processingerviron-
ments.MUD canscaleto large databasesinceit doesnot expand
the numberof TCAM entriesneededThe bene ts of MUD come
atthe costof extrasearchcycles;however, we shav thatMUD can
still supportmulti-matchclassi cationat multi-gigabitlink speeds.

Both ouralgorithmsutilize unuseditsin theTCAM arrayto en-
coderelevantinformation. Thoughthe algorithmssolve seemingly
different problems,we drav similarities betweenthe algorithms,
andapplysimilarideasfor boththealgorithms.

Ourschemeslo not requireary changeto existing TCAMs and
henceare relatively easyto deplgy. This metric is importantas
TCAMs arecomple devicesandarchitecturachangeghat mod-
ify TCAMs involve millions of dollarsof investmenandmorethan
two yearsof developmentime. Hence algorithmicapproachethat
utilize currentTCAMSs to solve aproblemarepreferable.

The restof the paperis organizedasfollows. In Section2, we
provide somebackgroundand describethe metricsandterminol-
ogy usedin the paper In Section3, we presentour database-
independentangeencodingalgorithm. In Section4, we describe
our multi-matchclassi cationalgorithm.Relatedwork, evaluation
of the schemesand comparisorwith earlier approachesire pre-
sentedn thecorrespondingectionghemseles.

2. PACKET
MENT

Figurel shavs apaclet processoconnectedo asetof TCAMs.
Pacletsareclassi ed usinga classi cation databaseonsistingof
several accesscontrol lists (ACLs), eachof which holds several
rules. The control plane software maintainsthe ACLs and stores
themin the TCAMs. Whendatapacletsarrive, the paclet proces-
sorparseghe paclet headersandformskeys to searchthe appro-
priate ACLs (basedon factorssuchasthe interfacethe paclet ar
riveson). A typical searctkey is of theform:

< acl-id>< proto>< src-ip>< dest-ip>< src-pot>< dest-port

A parallel searchis performedon the entries storedin the
TCAM. Thesearctreturnstheindex of the rst entrythatmatches
the searchkey. A memorylocationcorrespondingo the resultin-
dex is usedto storethe action to be taken when a searchkey
matchesthe entry Typical actionsinclude permit/dery, update
countersandreplicateonaport.
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Figure 1: Systempicture of a router line card showing control and
data planes.

TCAMSs constitutea signi cant portion of the costof a multi-
gigabitlinecard.For example the price for a 10 gigabitlinecardin
thenext coupleof yearsis expectedio belessthanathousandiol-
lars[6]. However, TCAMSs thatcansupportl 28K entriesof 144-bit
width areexpectedo costover $200for thenext few yearg5,9,12].
Hence,to designefcient, low-cost multi-gigabit linecards,it is
critical to utilize TCAMs asef ciently aspossible Thoughtoday's
TCAMs donotscaleto millions of rulesdueto costandpower con-
siderationsthey arewell-suitedfor storingdatabasewith up to a
few hundredhousandules.

State-of-the-arTCAMSs provide 18M ternarybits which areor-
ganizednto 32, 64 or 128blocks.Eachblock canbeindependently
con gured to have a width of 72, 144, 288 or 576 bits. After the

elds of anACL ruleareencodedn the TCAM, typically thereare
someextra bits thatareleft unusedFor example,mostiPv4 ACLs
consistof anidenti er anda protocol(8 bits), destinatioraddress
(32 hits), sourceaddresq32 bits), destinationport (16 bits) and
sourceport (16 bits)—atotal of 104 bits. Usually, 4 morebits are
usedto encodemiscellaneouselds. SinceTCAMs aretypically
con guredto be 144 bits wide, 36 extra bits remainunused.

We now describesomemetricsfor comparingalgorithmsusedin
thepaclet classi cationsubsystenfior multi-gigabitrouters.

2.1 Metrics

Speed/Thloughput The systemhas to supporta guaranteed
throughput(in gigabitsper second(Gbps)).To computethe guar
anteedatein millions of pacletspersecondMPPS) we assume
minimumpaclet sizeof 64 bytes[1].

Thesystenrequiresacertainminimumthroughpu{measuredh
Millions of PaclketsPerSecondMPPS)) whichis usuallythewire-
rate assumingsmallest-sizeghaclets. Assuming64-byte paclets,
OC-48correspondso roughly5 MPPSandOC-192to 20 MPPS.

Capacity Capacityis the numberof rulesthatcanbe supported
in the searchsubsystemln our experimentswe comparedhe ca-
pacity of candidatealgorithmsusingworst-casereal-life, andran-
domdatabases.



UpdateSpeedTraditionally, rulesareupdatednanually andlow
updatespeedsof the order of a few hundredper secondare ac-
ceptableHowever, newer systemghatperformreal-timeactive re-
sponseo hostilenetwork events[4] requireincrementalipdatest
muchhigherspeeds.

Overheadn PacketProcessorThisis thecostof theextralogic,
if ary, thatis neededaspartof the paclet processor

Multi-threading Support Most paclet processorsuse mary
threadsof executionto achiere high speed.Componentsuchas
TCAMs attachedo the network processoaresharedby all these
threadsHence algorithmsthatutilize suchcomponentsnusttake
multi-threadinginto account.

In this paperwe comparevariousschemesisingthe metricsde-
scribedabove. For real-life comparisonsye provide resultsus-
ing someInternet Service Provider (ISP) databaseshat we ob-
tained.Due to privagy reasonswe cannotreferencethe ISP We
alsousethe Snortdatabasea publicly availableintrusiondetection
databas§?].

2.2 Terminology

We now introducesometerminologythat we usein the paper
Let N denotethe numberof rulesin a databasé 4 . Let arange
eld beW bitswide.Let R denotethe closedrangels; €], wheres
ande areW -bit numbers.

A key S is a collection of K elds from the paclet header

eacheld is astringof bits.

A pre x P is abit stringof lengthbetweerD andW . length(P)
denotesthe numberof bits in a pre x. (P paddedwith O's is the
smallesinumberencompassely P andP paddedwith 1'sis the
largestnumberencompassely P).

A lter rule or ACL rule F is a collectionof K elds. Each
eld F[i]in arule canspecifyary of threekindsof matchesexact
matd, pre x matd, or range matc. A rule that hasat leastone
of its elds having a rangematchspeci cationis referredto asa
rangerule.

An exactmatd speci cationis avaluespeci edfor arule eld
i. A headereld H [i] is anexactmatchfor therule eld F[i]if and
onlyif H[i] = F[i].

A pre x matd speci cationis apre x speci edfor arule eld
i. A headereld HJi]isapre x matchfor therule eld F[i] if and
only if theleadinglengti(F[i]) bits of H [i] arethesameasF [i].

A range matd speci cation is a range of valuesF[i] =

Valstar t;:::;valeng forrule eld i. A headereld H[i] isarange
matchfor the rule eld F[i] if andonly if valsiar ¢ H[i]
valeng .

A ruleF is saidto beamatdingrule for aheadeH if andonly
if eacheld H[i] of H matcheghecorrespondingeld F[i] of F.

3. REDUCING EXPANSION OF RANGE
RULES

Ternary CAMs are directly suitedfor storing ACL tablesthat
have ruleswith wildcards.However, a rangecannotbe storeddi-
rectlyin a TCAM sincea TCAM supportsstoringonly 0, 1 andx
(don't-care) states.Hence,storing rangerules could take a large
numberof TCAM entries.In this section,we presentDIRPE,
a database-independealgorithm that reducesthe expansionof
rangerules even in the worst-caseWe rst review earlier ap-
proachesndmotivateour algorithm.

Statistic 1998databasel 2004database|

Total numberof rules 41190 215183

With single 4236 54352

range eld (10.3%) (25.3%)

With singlerange eld 553 25311

excluding” 1024 speci cation (1.3%) (11.8%)
With two 0 3225

range elds (0%) (1.5%)
Uniquerangesn rst eld 62 270

Uniquerangesn secondeld 0 37

Table 1: Number of rules with range elds in a collection of ACLs
obtainedin 1998and 2004.

3.1 Earlier Approaches

3.1.1 Prefix Expansiorof Ranges

A well-known methodfor representingangerulesin TCAMs
is to expandeachrangeinto a setof pre xes,which canthenbe
useddirectly asthe TCAM entries[19]. For rules with multiple
range elds, the setsof pre xescorrespondingo all the elds are
crossproductetb getthe TCAM entries Theworst-casexpansion
for aW -bit rangeis 2W 2. A simpleproof by constructionis as
follows. Considettherange[1; 2"  2]. Thesmallessetof pre xes
neededo coverthisrangeis f 01*, 001*, 0001*, :::, 0" 11,10,
110, :::, 1% '0g. Fora16-bit rangeeld, theworst-casexpan-
sionis 30. Hence,anIP ACL rule which hastwo 16-bit port elds
canexpandto 30 30 = 900entriesin theworstcase.

3.1.2 Database-dependeBincodingof Ranges

To reducethe expansionof rules,additionalbits in the TCAM
canbe usedto encodethe rangesthat appearfrequently To illus-
trate this schemeconsiderthe exampleof an ACL databasehat
containgherangeR in severalrangerules.Considetthefollowing
encodingof anextra bit in TCAM: setthebit to 1 whentherange
speci cationin therule encompasseserangeR, andO otherwise.
Furthermorethe extra bit in the searchkey is setto 1 if the key
falls in the rangeR, and 0 otherwise.This encodingreducegshe
expansionof all rulesthatcontaintherangeR to 1.

Thesimpleschemalescribedbore requiresanextrabit for each
distinctrangethatappearsn the databaseo achie/e a worst-case
expansionof 1. To scaleto databasewith several uniqueranges,
region-basedange encodingscheme$iave beenproposed11,22].
Theseschemeslivide therangesnto mary regionsandusea hier
archicalencodingthey rst encodeheregionsandthentheranges
within the regions. Sincethe encodingdependson the database,
incrementalipdateof therulesareexpensve.

Furthermoreto appendhe searchkey with the appropriatebits,
the paclet processomneedslogic with a certainnumberof com-
paratorsWhile theoverheadntheprocessois smallfor databases
with afew uniquerangesasthenumberof uniquerangesncreases,
thelogic getsprohibitively large.SinceTablel shavs atrendof in-
creasinghumberof uniquerangeswe expectthis problemto only
worsen.An alternatve to usingthe logic with comparatorss to
have a precomputedable that mapseachpossiblekey valueinto
the appropriatesxtra bits. While precomputations feasibletoday
for 16-bit range elds (correspondso atablewith 64K entries) for
largerwidths, thetablewould getprohibitively large.For example,
evena24-bit eld wouldrequireatablesizeof 16M entries.

3.1.3 Modifying TCAMsto Accommodat®anges

TCAM modi cations to accommodateangematchingbetter—
suchasimplementingcomparatorsat eachentrylevel—have been
proposed16]. Experimentingwith suchapproachess important.
However, sinceTCAMs aremassvely parallel circuit-intensve de-



Range| Pre xes | DIRPEwith 1 extrabit
0 XX XX X
1 01; 1x xx 1
2 1x 1x x
3 11 11 x
Table 2: Expansionof * " rangeson a 2-bit eld using pre x expan-

sion and DIRPE. Notice that the representationis in ternary and not
pre x format. The search key by by would be replacedby b1 bpc where
c= o OR by)

vices,evensmallchangestaperentrycircuitlevel can,besidese-
quiring severalmillion dollarsof investmentsuffer from long lead
times (of at leasta few years)beforethey canbe producedat ac-
ceptablespeedcostand power. Hence,while modifying TCAMs
is not impossible,changingthe ternary natureof the entrieshas
mary barriers;software-basedlgorithmsthatuseexisting TCAMs
to betterrepresentangerulesareoftenpreferred.

3.2 Databaselndependent Range PreEncod-
ing (DIRPE)

3.2.1 BasicldeasbehindDIRPE

DIRPEIis basedn two simpleideas First, insteadof represent-
ing arangeasa setof pre xes,we canrepresenit asa setof arbi-
trary ternaryvalues.(For example,0xx 1x0 is aternaryvaluethat
is not a pre x.) Secondadditionalunusedbits in a TCAM array
canbe usedto encodethe ternarystrings.Hence the ternaryval-
ueswould bewider thanthe pre x es,but thetotal numberof them
would be lessthanthe numberof pre xes,evenin theworstcase.
SinceTCAMSs have pre-de nedwidths, extra bits are availablein
eachrow “for free” afterstoringthebits correspondingdo therule.

We illustratetheseideasusing a simple encodingfor rangesof
theform“ " ona 2-bit eld. Usingpre x expansion,the worst-
caseexpansionof ary rangeis 2. By usingthree(insteadof two)
bits in the TCAM to represent range,the worst-casecan be re-
ducedto one TCAM entry (seeTable 2). The searchkey for the
range eld by by is augmentedvith the third bit usingthe equation
b1 OR hy. Logically, the third bit encodesvhetherthe searchkey
is amemberof either01 or 1x.

3.2.2 DIRPE: EncodingClosedRanges

We now describea genericinstantiationof DIRPE for encoding
closedrangeson a W -bit range eld. For now, let us assumehat
thereis norestrictionon thenumberof extrabitsin the TCAM that
we canuse.Considerthe following encoding,which we term as
fenceencodingthatmapsaW -bit eld to 2" 1 bits:theencoding
of anumberi consistof i onesprecededy 2" 1 i zeros.

As shavn in Table3, ary closedrangecanbe representedsing
fenceencodingusingasingleternaryentry, In otherwords, 2" 1
bits aresufcient for anencodingto reducethe worst-casesxpan-
sionto 1. However, thefollowing resultshavs that2V 1 bitsare
necessaryThis resultis surprisingat rst since2" bits aresuf-
cientto represenarbitrarysubsetsnotjustranges.

THEOREM 1. For achieving a worst-caserow expansionof 1
foraW -bitrange, 2V 1 bits are necessary

We prove a simplelemmabeforewe presenthe proof of thetheo-
rem.Letf (R) denotetheternaryencodingof arangeR.

LEMMA 1. LetR; beacompletelycontainedsubmange of R,
thenf mustsatisfythefollowing properties:(a) if a bit positioni is
speci ed(asOor 1) in f (R2), thenit mustbe speci edidentically
in f (R1), (b) there mustbe at leastone don't-care bit in f (R2)
thatis speci ed(asOor 1) in f (R1).

Range Encoding
=i 02" i 1y

i x2X 0 1qi
< i 02 ixi 1
li;j] [0 1y iy

Table 3: Fenceencoding of various types of rangesfor a k-bit eld
(or a chunk). The encoding of a number i consistsof 2 1 i zeros
followed by i ones.Note that the notation a is usedto denote both
regular expressionge.g., 0') and exponentiation(e.g., 2%).

PRrROOF. If property(a) is notsatis ed,let| bethesetof all the
positionswheref (R2) hasabit b = 0=1 andf (R1) hasanentry
K 6 b. Now, onecantrivially constructan entry e with theiw,
(forall'i 2 1) bit setto complemenof by suchthate matchesR;
but notR>.

If property(b) is not satis ed,thencombiningwith property(a),
wehareR1=R,. [

Proor. (of theorem)Obsenre thatthe optimalway to represent
the completerangeR, =[0; 2V 1] is xx: : :x. Now, considerthe
rangeR, 1=[0;2V 2]. It follows from lemmal thatthe repre-
sentationof this rangeneedsat leastone more bit speci ed than
in Ry . Withoutlossof generalitylet ussetthe rst bit to 0, hence
givingtheencodingdx: : :x toR, 1. Proceedinghus,oneneedso
specifyanextrabit all thewaytill therange{0; 1]. However, thelast
bit canbe usedto representhe range[0; 0] also,by settingall the
bits to zero.Hence thetotal numberof bits neededs 2% 1. [

Since the numberof unusedbits in a TCAM array is much
smallerthan2V 1, the naturalquestionis whetherwe can use
the availableunusedits to reducethe expansionof the databasat
all (if notreducethe expansiorall thewayto one).

We answerthis questionby generalizingthe fence encoding
technigue To form the ternaryrepresentationf arange,let us di-
vide the eld into multiple chunks whereeachchunkrepresents
contiguousportion of the bits of W. Let W besplitinto | chunks,
with chunki having ki bits. (Then,W = ko + ki + :::+ ki 1.)
Here, ko correspondgo the most signi cant ko bits, ky corre-
spondsto the next k; most signi cant bits and so on. Now, the
value in the bit-strings correspondingo eachof the chunksis
mappedto their fenceencoding,i.e., eachof the k; bits is repre-
sentedusing2’ 1 bits. Thewidth of our ne~ encodings hence
Wo= (2% 1)+ i+ (29 1 1),

To explainhow rangesexpandto ternaryentriesin this represen-
tation, we now presenthe analogybetweenthe DIRPE encoding
and multibit trie-basedalgorithmsthat have beenusedin the lit-
eraturefor improving the performanceof IP lookups[7, 13,17].
Comparedo unibit tries, multibit triesreducetreedepthat the ex-
penseof largernodesizes.Analogousto reductionof treedepthin
multibit tries, DIRPE achievesreductionin the numberof TCAM
entries.DIRPE usesadditionalbits per entry to encodethe range
eld, whichis analogousgo having a largernodesizeperlevel.

Figure2 shavs a multibit trie view of DIRPE basedon chunks.
We referto the numberof chunks,|, asthe numberof levels also.
In theexample,W =8, R=[11; 54], I=3, ko=2, k1=3, andk,=3.
For arange[s; €], split chunkis de ned asthe rst chunk(or level)
in which s ande differ. Fromthemultibit view, it follows thateach
level of the multibit trie representatiolgeneratest mosttwo en-
tries: onecorrespondingo the branchcorrespondingo s andan-
othercorrespondingo e. However, the split chunkgeneratesnly
oneentry; hencethe worst-casexpansionof arangeis 21 1. The
chunkingstratgy providesa tradeof betweenworst-caseexpan-
sionandthenumberof bits requiredfor encodingtherange As the



# of bits

No entries
needed: 0 | 1 | 2 | 3 | corresponding
2%0- 1 = 3 bits to this chunk
# of bits 0 7 Entry corresponding to
. split chunk:
ok niEdidl‘:)'t 000 00XXXL1L XXXXXX
-1= Its
# of bits # of bits
needed: needed:
2k -1 = 7 bits 2k2- 1 =7 bits
0 7 0 7

Entry corresponding to
<=e portion of last chunk:
000 0111111 OXXXXXX

Entry corresponding to
>=s portion of last chunk:
000 0000001 xxxx111

Figure 2: Multibit trie view of DIRPE. For the example, W=8 and
R=[11,54]

Form_TCAM _Entries (s, €, k1, k2, :::, ki)

if (s=¢)
returnthe TCAM encodingof s

/I Form entriesfor the split chunk

¢ Find.Split Chunk(s, €), wheresplit chunk
cis de ned asthechunksuchthatvs, 6 Ve,
andvs; = Ve, foralli < c

Form TCAM entrycorrespondingo chunkc
thatcoverstherangevs, + 1;:::;ve, 1
Call this entryasSplit Chunk TCAM_Entry

if(c=1 1)
return the TCAM entryformed

/I Formentriescorrespondingo s portion
Findj suchthatforc< j < I,vs; 6 Oand
vs; = Oforalli > j
If nosuchj isfound
Adjust Split Chunk TCAM Entry to includevs,
elsefor (i = c+ 1toj)
Form TCAM entrycorrespondingdo this chunk
thatcoverstherangevs; ;::: ki1

/I Formentriescorrespondingo e portion
Findj suchthatforc< j < I,ve 6 2 1
andve, = 2 1foralli > j
If nosuchj isfound
Adjust Split Chunk TCAM Entry to includeve,
elsefor (i = c+ 1toj)
Form TCAM entrycorrespondingdo this chunk

return all TCAM entriesformed

Form_Search_Key (Key)
SplitKey into | chunks Keyo, :::, Keyy 1 of sizes

for (i= Otol 1)
Ei Fenceencodingof Key;

/I concatenatéhe fenceencodingf thekey chunks
returnE1E2 i E) 1

. prefix | Region-based DIRPE DIRPE +
Metric Expansion | _Encoding (with k-bit | Region-based
(with r regions) chunks)
2%-1) log,r
F( 2
i 2n-1y [ W(21) _
Extra bits 0 F(log,r + : ) |F( k W) Ii 201,
r
Worst-case
capacity (2W-2)F (2log,rF (W gy | (2logr )
degradation k k
Cost of an W
incremental O(WF) O(N) o(( IT)F) o)
update
Pre-computed .
Overhead on table of size: o (W_Zk) Both pieces
the packet Nome  [O(logyr+ 200 F.2v) K of logic from
r .
processor (or) logic gates previous
O(nF) comparators two columns
of width W bits

Table 4: Comparison of key metrics (seeSection2.1for the list of met-
rics) for different range encodingschemes.

numberof levels | increasesthe worst-casesxpansionincreases,
and since the chunk widths decreasethe width of the encoded
rangealsodecreases.

The pseudocoddor forming the TCAM entriesandthe search
key is presentedbove. Let R=[ s; €] denotetherange vs; andve,
denotethevaluesof thechunki of s ande respectiely. We usethe
sameexampleasabore to illustratethealgorithm.

Note that the pre xes neededto represenR are f 000Ixxxx ,
00001xx, 000010k, 00001001 001Ckxxx , 001100xx,
001101&, 0011011@—atotal of 8 pre xes.

Recall that I=3, ko=2, k1=3, and k,=3. Then, W %= 2?
1+23 1423 1=17,vs,=0, Vs, =1, Vs,=3 andve, =0, Ve, =6,
Ve, =6 . Note that R canbe written asR=[013 066], with the
leadingdigit beinga 2-bit number andthe trailing two digits be-
ing 3-bit octal numbers.The split chunkis 1. Following the al-
gorithm, the ternaryentriesneededo represenR aref 02x 05x
= 000 00xxx 11 xxxxxxx ,013 017= 0000000001xxxx 111,
060 066= 00001111110xxxxxx g—atotalof 3ternaryentries.

3.3 Comparative Analysis and Evaluation of
RangeEncoding Schemes

Table4 presentsa summaryof an analyticalcomparisorof the
differentrangeencodingschemedasedon the metrics(described
in Section2.1). We consideran ACL with N rules,with eachrule
having F range elds thatareW bits wide. As mentionedn Sec-
tion 3.1.1,the pre x expansionschemeaxpandsto (2W 2)F en-
triesin theworst-case.

For eachrange eld, DIRPE with k-bit chunksresultsin W=k
chunks Eachof thechunkstakes2® 1 bitsto representieadingto
atotalof (2 1):W=k bits. Hence thenumberof extrabitsneeded
is(2¢ 1):W=k W.Theworstcasesxpansionis 2W=k 1, since
therecanbe 2 entriescorrespondingo eachof the W=k levels ex-
cepttherootlevel, which canhave atmostl entry Finally, theaddi-
tional logic introducedfor modifying the searchkey canbeimple-
mentedn afew hundredyatesthelogic doesnotaffectthroughput
of thesearchthoughit addsa few cyclesof lateng to thesearch.

For region-basedrange encoding scheme,n unique ranges
form at most 2n 1 non-overlapping subrangeswhich are di-
vided equallyinto r regions log, r bits are neededto represent
a region and (2n 1)=r bits are neededto representthe non-
overlapping subrangeswithin that region, leadingto a total of
log, r + (2n 1)=r extrabits perentry Any rangecanspanmary
regions fully and at most 2 regions partially. The portion of the



Extrabits | DIRPE | Reagion-basedrangeEncoding
0 30 30
8 15 30
18 11 16
27 9 14
44 7 12

Table 5: Comparison of worst-caseexpansionof DIRPE and Region-
basedrange encodingschemeq11,22] for various extra bits available
for a single eld.T o calculate worst casefor region basedscheme we
assumethat the databasehas lessthan 1024 unigue ranges.Note that
using zero extra bits correspondsto using pre x expansion.

Extrabits | DIRPE | Reagion-basedrangeEncoding
0 2:69 2:69
8 2:08 2:33
18 1:79 2:17
36 1:57 1:58

Table 6: Comparison of expansionof DIRPE and databasedependent
region-basedange encodingfor areal-life databasewith 215K rules.

rangein the fully spannedegions can be representedising pre-
X expansionusingat most2log, r 2 entries,andthe 2 partial
regions using 1 entry each,leadingto a worst-casesxpansionof
2log, r. We canfurther reducethe worst-casesxpansionof this
schemeby applyingDIRPE on the representationf the rangeon
W°= log, r bits.

Table 5 compareghe worst-caseexpansionof DIRPE and the
region-basedrange encodingschemefor a databasewith 1024
uniguerangesn asingle eld. Forthelatterschemetheworst-case
wascalculatedby picking the valueof r which producedhe low-
estexpansionwhile not exceedingthe given numberof extra bits.
DIRPE outperformgheregion-basedchemdor the samenumber
of additionalbits used.

3.3.1 Evaluationof DIRPEonReal-lifeandRandom
Databases

Table 6 comparesthe expansionof DIRPE and region-based
rangeencodingfor a real-life databasé. Despitebeing database-
independentDIRPE out-performsthe database-dependemgion-
based schemeeven on real-life databasesFor this particular
databasewe found thatthereare 1408 uniquerangesin one eld
and 256 uniquerangesin another eld. As the numberof unique
rangesincreasesPIRPE would performincreasinglybetter The
factthat DIRPE hasbetterworst-casexpansionandupdateprop-
ertiesmalesit anattractize choicein mary systems.

In Figure 3, we plottedthe relative sizeof the databas¢hatcan
be storedin a given amountof TCAM asa function of the num-
berof DIRPE bits used,i.e., assuminghatonehasa TCAM large
enoughto storea databasehow largera databaseanbe storedin
the sameTCAM asa function of numberof DIRPE bits. We ob-
sene that by using 32 total extra bits (recall that rules have two

elds), we areableto accommodatebout50% morerules.

Figure4 plotsthevariationof relative capacityimprovementfor
randomdatabasevith two range elds. The graphalso plots the
improvementn theworst-casdoundgor comparisonNot surpris-
ingly, theresultsfor arandomdatabasearemuchbetter—by using
32 bits perentry for DIRPE, the storeddatabasesize canbe dou-
bled. Whenconsideringhe worst-casepre x expansionpy using
32 bits for DIRPE, the size of the storeddatabaseanbe quadru-
pled.To understand@xactlyhow DIRPEimprovestheexpansionjn
Figure5, we plot the frequeny distribution of the numberof rules

2\We implementedthe region-basedangeencodingschemebasedon the
descriptionprovidedin [11].

"DIRPE bits used for src pOI‘I"---'------- ! T
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Figure 3: Relative size of the databasethat can be stored in a given
amount of TCAM using DIRPE. Real-world databasewith 215K rules
is used.The basefor comparison (number of bits = 0) correspondsto
expandingrangesto pre xes.
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Figure 4: Relative size of random and worst-casedatabaseghat can
be stored using DIRPE using various number of extra bits when rules
have two range elds. The basefor comparison (humber of bits = 0)
correspondsto expandingrangesto pre xes.
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Figure 5: Distrib ution of expansionfor different rangeson a random
databasewith a singlerange eld.
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databasesare randomly generatedand have a singlerange eld.

Statistic | 1998databasel 2004databasel 2004database
DestPort SrcPort DestPort
Range 1024-65535 | 1024-65535 | 16384-16480
Frequeng 3683 20810 14999
Range 0-1023 1023-1340 1024-65535
Frequeng 76 1328 10097
Range 33554-65535 0-1022 6970-7070
Frequeng 39 1328 1328
Range 0-33432 1001-65535 2000-3467
Frequeng 37 1328 1328
Remaining Various Various Various
Frequeng 401 847 7585

Table 7: Table showing fr equencyoccurrenceof various unique ranges
in the 1998 and 2004 database.Note that the 1998 databasedoesnot
have any sourceport range.

thatexpandto a given numberof TCAM entriesfor pre x expan-
sion andfor DIRPE using 8 bits. Comparedo pre x expansion,
DIRPE pusheghe distribution to the left uniformly, insteadof re-
ducingtheexpansiorof asubsebf rangeslecidedby thedatabase.
An interestingquestions how theeffectivenesof DIRPEvaries
for differentwidths of therange eld. Notethatfor elds of larger
width, database-dependesthemesequireprohibitively largesup-
portlogic in the paclet processowhendatabasebave morethana
few tensof uniquerangesFigure6 shavs the effect of numberof
extra bits usedfor variouswidths of therange eld. Sincethereal-
life databasebave only 16-bit range elds, we usedonly random
databasefor this evaluation.Fromthe gure, we obsere thatby
usingW extra bits for DIRPE (whereW is the eld width), there
isa50%increasean thedatabassizethatcanbesupportedandby
using2W extrabits, thereis a80% increasen thedatabassize.

3.4 Hybrid Approaches

If a databasehas a few ranges predominantly database-
dependentschemescan be used in conjunction with DIRPE,
while still retainingthe propertythat incrementalupdatesare ef-
cient. Here,we considera very simple variant of the database-
dependenscheme—th& mostfrequentrangesarecomputedrom
thedatabaseandasinglebit is assignedo eachof therangesthus
reducingthe expansionof all thoserangedo 1.
Figure7 plotsthefrequeng distribution of therulesthatexpand
to a certainnumberof TCAM entriesfor areal-life databaseThe
rst graphshaws that using 2 bits per range eld (basedon the
frequeng of occurrenceof a rangein the databasepives signif-
icantimprovement.The secondgraphshavs that even whenthe
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Figure 7: Distrib ution of expansionfor differ ent rangeson a real-life
databasewith tworange elds. Thetop gur eshowvshow the frequency-
basedrange encoding improves pre x expansion.The bottom gur e
shows how DIRPE further improvesthe expansion.

database-dependesthemes used DIRPE givesfurtherimprove-
mentover andabove thedatabase-dependestheme.

Finally, we notethatwe foundtheusefulnessf DIRPEis greater
in the newer databaseascomparedo the olderone.If the trendof
morerangerulesandmore uniguerangescontinuegasillustrated
by Table 7, which presentshe frequeng distribution of unique
rangesin the databasefrom 1998and2004), we believe that the
bene tsof DIRPEwill furtherincreasen thefuture.

3.5 Practical Considerationsin Using DIRPE

Recallfrom Section2 thatwe have 36 extrabits available.For ta-
bleswith asingle16-bit range eld, theDIRPEschemavith strides
4;3; 3; 3; 3 canbeused.? This encodingwould useup 27 bits and
reducethe worst-caseangeexpansionfrom 30 entriesperrule to
9 entriesperrule. The remaining9 bits canbe usedto encodethe
frequentrangedo achieve betterreal-life capacity

For tableswith two range elds, the eld with more unique
rangescan use strides?2; 2; 3; 3; 3; 3, and the other eld canuse
strides?; 2; 2; 2; 2; 3; 3. The extra bits usedwill be 18 and13 re-
spectvely. Theremaining5 bits canbeusedto encodethefrequent
rangedfor eachof thetwo elds. Thesechoicesreducethe worst-
caseexpansionfrom 900 to 143 entriesperrule. Applying this on
the215K databasetheexpansionreducegrom 2:69to0 1:12, afac-
tor of morethantwo. Reducingthe amountof TCAM needecna
linecardby a factorof two todayis signi cant, andthe promiseof
largersavingsgoingforward (basednthedatabasérendswe have
obsered) makesthis schemeattractie.

3For reducingtheworst-casexpansiorfor agivennumberof extrabits, we
chooseequal-widthstrides.
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Figure 8: Our contribution towards database-independentange en-
coding schemedrom a theoretical perspective. The previously known
result was expansionof rangesto pre xes. Our algorithm DIRPE uses
extra unusedbits to achieve better worst-caseexpansion.For achieving
arow expansionof 1, we have shavn that 2% 1 bits are necessarybut
nding the optimal database-independenéncodingis an openproblem.

3.6 Future Directions

We have shavn how we canreducethe row expansionof range
rulesby usingthe additionalbits in a TCAM arrayin a database-
independenmanner The questionthenis how far from optimalis
DIRPEIn thefollowing senseTo boundtheworstcaserow expan-
sionto E, whatis the minimum extra bits neededandwhatis the
correspondingncoding@GivenB extrabits, whatis theleastworst
caserow expansionandwhatis thecorresponding@ncoding?

Whenthedesiredrow expansioris 1, we have shavn that2"W 1
is necessanbut nding the optimal database-independescod-
ing is an openproblem.Figure 8 capturesthe state-of-the-artn
database-independeangeencodingo thebestof ourknowledge.

4, MULTI-MATCH CLASSIFICATION

Traditionalpaclet classi cationrequiresthat,for a givensearch
key, the bestmatchingrule be found. However, recently mary ap-
plicationssuchasload balancersandintrusion detectionsystems
require nding multiple (or sometimesll) matchesTCAMs report
only the rst matchingentry To enableheseapplicationsschemes
to nd multiple matchesarenecessaryWe now formally de ne the
multi-matchclassi cationproblem.

Multi-match Classi cation Problem:

Considera databaseF 4o consistingof N rules with cost
cost(F;i) associatedvith eachrule F;. The multi-matdt classi -
cationproblemfor nding (atmost)k rulesthatmatcha searctkey
S is de ned asfollows.

Eachof F™" is arule matchfor S.
Thereis nootherrule Fj in Fgae suchthatF; is amatchfor
S andcost(F;) < cost(F™" ) for somei 2 [1;k].

We de ne the multi-matd degree of an ACL databaseas the
maximumnumberof rulesthatcanpotentiallymatchakey. In other
words, if the multi-matchdegreeof a databasés M, thenthere
existsakey S suchthatM rulesmatchS andthereis no key that
matchegamorethanM rules.Figure9 shavs an examplein which
themulti-matchdegreeis 3.

Figure 10 shaws the distribution of multi-matchdegreeacross
112 ACLs in a router databasewith a total of 215K rules. The

Total # of 8-bit
rules =5

Set of all rules that
first match match F1 = 11XXXXXX

Search Key = (F1) second
11010100 [ 11XXXXXX 113000 match (F2)
—— 1xxx0101 [ 1xxx0101 xxxx0100
xxxx0100 xxxx0100
010xxxx0 XXXXXXXX ]
XXXXXXXX ]
Set of all rules that match
11xxxxxx AND xxxxOlOO3 d match No more rules to
second r ('r:nse; ¢ match
match
XXXXXXXX
—— [ xxxxxxxx ] [1

Figure 9: Example shawing set of possiblematchesat every step of
multi-match classi cation.
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Figure 10: Frequencydistrib ution of multi-match degrees(maximum
number of rules that can match any key) for 112ACLs.

largestACL had 11781 rules.We now presenta summaryof the
multi-matchcharacteristicsve obsered from this database.

The maximummulti-matchdegreeis 8. The setof rulesin
onesuchmulti-matchgroupis shavn in Figure11.

Most ACLs have a multi-matchdegreeof 4 or 5.
Themulti-matchdegreedoesnot correlatewell with thesize
of thedatabasesSomeACLs with asfew as97 rulesaswell
assomewith ashighas3060rulesbothhave the samemulti-
matchdegreeof 5. Another ACL with only 340 ruleshasa
multi-matchdegreeof 8.

The snortdatabas¢2] has2700 signatureseachhaving an
ACL speci ed on the paclet header and further patterns
basedon paclet content.We foundthatthe setof ACLs that
werefoundin all thesesignaturesomprised276 rules.The
multi-matchdegreeof all theuniqueACL headersvas4.

Thus, real databasebtave several multiple matchingrules; we
now review earlierapproacheto nd multiple matches.

4.1 Earlier Approaches

4.1.1 Entry-lInvalidationScdheme

Entry-invalidation scheme,one of the earliest and simplest
schemegnaintainghestateof amulti-matchsearchn thedatabase
itself. A valid bit, an additionalbit in the TCAM array is associ-
atedwith eachentryin the TCAM. Searchesreperformedover a
subsetof TCAM entriesby settingthe valid bits for thoseentries
only. Whenthe searchstarts,the valid bit is setfor all the entries.
Let the rule thatmatchesbe F; . Now, the valid bit of F; is unset



access-list 105 tcp 81.184.207.0 0.0.0.255 148.79.89.193 0.0.0.0 eq 6000
access-list 105 tcp 81.184.207.0 0.0.0.255 148.79.89.193 0.0.0.0 gt 1023
access-list 105 ip 81.184.207.202 0.0.0.0 148.79.89.193 0.0.0.0
access-list 105 tcp 81.184.207.202 0.0.0.0 148.79.89.193 0.0.0.0 It 20608
access-list 105 tcp 81.184.207.202 0.0.0.0 148.79.89.193 0.0.0.0 It 20616
access-list 105 tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-list 105 ip 0.0.0.0 255.255.255.255 148.0.0.0 0.255.255.255

access-list 105 ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

Figure11: Real-life exampleof a multi-match group with multi-match
degree of 8. ip rules will match tcp rules aswell, since TCP is an IP-
basedprotocol.

andthesamesearchkey is issuedagain.Theprocesss repeatedill
therequirednumberof (or no more)matchesarefound.

The total number of cycles taken for nding k matchesis
k:(Tinv alidate _write _cycle + Tsear ch cycle + Tr evalidate _write _cycle )
Thesearcloperatiortypically takesasinglecycle while writestake
3 cycles.Hence thetotal numberof cyclespermulti-matchis 7.

The entry-invalidation schemealtersthe stateof the database
duringthecourseof thealgorithm.Hencejt is infeasibleto usethis
schemeén amulti-threadeenvironmentsuchastoday's pacletpro-
cessorswheresearchesreissuedrom multiple paclet processing
threadghathave simultaneousiccesso the TCAM device.

To supportmultiple threads the entry-invalidation schemecan
be extendedtrivially to usemary valid bits per TCAM entry, with
eachvalid bit keepingtrack of a singlethread(independenbf the
other bits). However, asthe numberof threadsincreasegtoday's
paclet processingystemsupportatleast64 threadsandthe num-
ber is rising), the overheadof the valid bits becomegrohibitive.
For example,the Intel IXP2800network processosupportsup to
256threadq10]. Sincethewidth of eachTCAM entryis x edand
allocatedin discretequantities(72, 144, 288 or 576 bits), allocat-
ing a large numberof bits asvalid bits might not be feasibleasit
would severely affect the sizeof databasethatcanbestored.

4.1.2 Geometridntersection-base®&heme

The schemalescribedn [25] constructghe setof matchingge-
ometricintersectiongcross-productsdf elds andplacesthemin
the TCAM. While this elegantschemehasa high searchthrough-
put, it doesnot scalewell in capacity—thenumberof TCAM en-
triesneededgperrulein anACL mightbeverylarge.For all the112
ACLs in our databasewe noticedan expansionfactorof 25-100.
For example we foundareal-life ACL of 32rulesleadingto 11263
TCAM entries.

In the next section,we presentour multi-matchschemewhich
works well in multi-threaded systems, provides deterministic
worst-casesearctboundsandscalesn memoryusage.

4.2 Multi-match UsingDiscriminators (MUD)

We rst presentthe basicidea behindMUD. Let the result of
searchinga TCAM with a key be the rule with index j. To get
the next matchingresultfrom the TCAM, we needto performthe
searchon all the entriesafter index j. To accomplishthis, we use
a simpleidea:alongwith eachTCAM entry, storea discriminator
eld thatencodegheindex of thatentry The TCAM entriesafter

Multi-Match _MUD (key)
Initialize discriminatorpre x list:
D fxx:::xx'g
while (D is notempty)
d D:pop() . Letdrepresentherange[s; €.
R  TCAM _Search(d;key)
if (R = NULL)
Leti betheindex of ruleR
Let D ° bethesetof discriminatompre xes
for therange|i + 1; €]
D D:push(D9
end-while
return TCAM _Match List

Figure 12: MUD searh logic in the packet processoiinterfacing with
TCAMs. The control plane software setsup the TCAM entries and
choosedliscriminators for eachof the entries appropriately.

index j have discriminator eld valuesthataregreaterthanj. We
expand™> ' to pre xes,andspecifythesepre x esin thediscrimi-
nator eld in subsequergearcheto searchthroughthe TCAM en-
triesthatappeanafterj . Thebene tsthatMUD offers—supporfor
multi-threadecervironmentandlow updatecost—comeat the ex-
penseof searchcycles;however, aswe shav in Table8, MUD can
still supportmulti-matchclassi cationat multi-gigabitlink speeds.

To specifypre x esin thesearchtkey, we useawell-knowvn search
capabilitycalledglobal maskinghat TCAMs provide. Whena key
is searchedTCAMs allow eachbit positionto be masledout, i.e.,
setto x. If a bit positionis masled out, thenthat bit positionin
thekey will notbecomparedagainsthe correspondindpit in each
entry, but will be deemedo have matched For example,usinga
globalmaskxxxx 111would meanthatonly the 3 leastsigni cant
bits are actuallycomparedandthe 4 mostsigni cant bits arenot
compared.

We now describethe algorithmin detail. To the original setof

indicategheindex of therule within the ACL; i.e., rule R; will have
thevaluei in the eld. The minimum numberof bits requiredfor
thediscriminatoreld for adatabasevith N rulesisd = log, N.

Whenthesearchor akey S startsthediscriminator eld in the
key is masled outcompletelyresultingin theentiredatabaséeing
searched.etthe rst matchberule R; . Thenext searcthasto con-
siderruleswith index greaterthanj, i.e., ruleswith discriminator
greaterthanj . By usingdiscriminatorswve have reducedhe multi-
matchproblemto the rangerepresentatioproblem.In the caseof
DIRPE, theruleshadrangegshathadto be representedsternary
strings.In the caseof MUD, thediscriminatorin the searctkey has
arangethatneedgo berepresentedsternarystrings.

Let us consideran examplein which we use4 bits for the dis-
criminator eld (i.e., the databaséasat most16 entries).Let the
rst matchoccuratindex 5 (i.e., 0101). Thediscriminatorpre xes
neededor searchinghe restof the databaséstartingfrom index
6) are011x and1xxx , representingherangeg6; 7] and[8; 15] re-
spectvely. If any matchis foundwith ary of thesetwo pre xesas
thediscriminatoreld in thesearctkey, thentheprocesss repeated
recursvely.

Figure 12 shaws the stepsthat are neededo issuesearchkeys
for locatingmatches—iis very simpleandcanbe easilyincluded
in ary device interfacingwith the TCAM.



4.3 Impr oving Performance of MUD

We now describea few optimizationsfor improving the perfor
manceof MUD.

4.3.1 AssigningDiscriminatoisto Setsof Entries

In thebaselineMUD schemefor adatabasevith N rules,each
rule is givenuniquediscriminatorvaluesbetweerD andN 1, re-
sulting in log, N bits for the discriminator eld. We presentan
optimizationbasedon the following intuition: if severalrulescan
be groupedinto a setsuchthatary searchkey canmatchat most
onerule in this set,thenall the rulesin this setcanbe given the
samediscriminatorvalue.For example,for gettingall the matches
from a databasef pre xes,we would setthe discriminatorvalue
to bethelengthof apre x. Thisis becausery key canmatchonly
onepre x amongthepre xesof thesameength.

A maskof aruleis abit stringindicatingthelocationof speci ed
bits (0 or 1) andwildcardbits (x) in therule. To computehemask,
a 0/1 in therule is replacedwith a 1 andan x is replacedwith
a 0. For example,two rules 10x11xx 0 and 11x01xx 1 have the
samemask11011001 In an ACL databasetherecanonly be one
matchingentry amongruleswith the samemask.Hence the same
discriminatorvalue can be assignedo all entrieswith the same
mask.This optimizationwould reducethe numberof bits needed
for the discriminatorto log, (numberof distinct masks) However,
sinceorderof multi-matchess not retained for obtainingthe rst
k matchespnewould needto nd all matchesandpick the rst k.

Our databasehas 215183 rules, which when expandedus-
ing range-to-pre xcorversioncorrespondo 1694 distinct masks.
Hence for our databasethediscriminator eld canbeencodedis-
ing 11 bits.

4.3.2 AssigningDiscriminators usingDIRPE

TorepresenN discriminatorvalues(which couldbethenumber
of uniquemasks),at leastlog, N bits are neededWe nowv shaw
that, by usinga wider representatiofior the discriminator we can
reducetheworst-casenumberof searches.

Recallthatto addressherangeexpansiorproblem we proposed
DIRPE,whichreducedhe expansiorof rangesy usingadditional
bits. Analogousto the rangeexpansionproblemin which ranges
appearin the ACL rulesand are mappedto multiple TCAM en-
tries, in the multi-matchproblemthe rangesappearin the search
key leadingto multiple TCAM searchesDrawing from the anal-
ogy, for MUD, we canusethe DIRPE algorithmto encodehedis-
criminatorkeys correspondingo searchingherange™ j', thus
reducingthe worst-casenumberof searchesHence,even though
the minimum numberof discriminatorbits neededs log, (number
of distinctmasks) by usingDIRPE,we canaddextrabitsto reduce
theworst-casenumberof searches.

Furthermorejn the caseof MUD, sinceonly rangesof thetype
"> j' areneededtheworst-casenumberof ternaryentriesis equal
to the numberof chunksusedin DIRPE.

d = log,(numberof uniquediscriminatorvalues)is the mini-
mum numberof bits neededor the discriminator eld. Dividing
this into chunksof r bits eachgivesd=r chunks.Note that MUD
issuesseveral searcheso cover all chunks.Hencewe usethe fol-
lowing encodingfor thediscriminator eld: log,(d=r) bitsto indi-
catethechunk-id,d r bitsto representhe bits leadingup to the
chunkand2” 1 bitsto encodetherangein the chunk.Thus,the
discriminatorwidth, d’ islog,(d=r) + d r+ 2" 1.

Table 8 shaws the links speedghat can be supportedfor vari-
ousvaluesof uniquediscriminatorsnumberof discriminatorbits
using DIRPE and numberof matchegper multi-match.The main
trendwe obsere is thatfor the samenumberof uniquediscrimina-

#of Unique | Max. matches | Disc.width | Link Gbps
Disc.Values | permulti-match | usingDIRPE | with MUD
512 4 9 2.40
512 4 13 5.00
512 4 15 7.81
512 5 9 1.84
512 5 13 3.91
512 5 15 6.25
2048 4 11 1.95
2048 4 15 4.03

Table 8: Link speedfor nding all matchesusing the MUD scheme
for different values of discriminator bits. We assumea base TCAM
throughput of 125 million searchesper second.Minimum size packet
size= 64 bytesfor wir e speedoperation (See[1]). SMPPS corresponds
to 2:5Gbps.

tors, greaterthe numberof discriminatorbits used(usingDIRPE),
higheris thelink speedhat canbe supportedFor example,com-
parethe rst threerows of thetable.Also, thetrendis independent
of the numberof discriminatorvalues(seelasttwo rows of theta-
blefor links speedsvith 2048uniquediscriminatorsandthenum-
ber of multi-matcheqrows 4-6 shawv the sametrendfor 5 multi-
matches)SinceMUD doesnotincreasehe numberof TCAM en-
tries, we canreplicatethe tablesif highersearchthroughputis de-
sired.

4.3.3 A SetPruning-Based\pproac

We alsoconsiderednalgorithmthatis basedon setpruningap-
proachfor improving the performanceof MUD. The algorithmis
basedon the simpleidea: Whensomematchesare found, the to-
tal numberof entriesthat canpossiblymatchthe searchkey must
reduce Hence after nding the rst few matchesif thelist of po-
tential matchess small, thenthey canbe searchedjuickly by a
linearsearch.

De ne a prunedset as the list of entriesthat can potentially
matchakey afteri matchesrefound.Denotethesizeof thelargest
suchprunedsetafteri matchesy H; . Usingthereal-life database,
we foundthatH; doesnotdecreasdelav 10till severalmatches
arefound(seeFigure13). In addition,thetime for precomputation
of prunedsetswas also very large. Thoughthis simple heuristic
provedineffective, our experimentsshedsomelight on the charac-
teristicsof real-life databases.

4.4 Comparative Analysisof MUD and Other
Schemes

Table9 presentshecomparisorof MUD with earlierapproaches
basedon the metricsin Section2.1. The invalidationschemedoes
not work well in multi-threadedsystems.Both the invalidation
schemeandMUD requireonly oneTCAM entry per rule, but the
geometridntersectiorschemaloesnotscalewell in theworst-case
numberof TCAM entriesneededper rule. Even for the real-life
databasave used for all the 112 ACLs, the expansionfactorwas
betweer25 and100.

When rules change,updatingACL tableshastraditionally in-
volvedmanualintervention,andhencetheability to performincre-
mentalupdateshasnot beena seriousrequirementBut with the
adoptionof automatedntrusion detection,thereis an increasing
needto updatethe tablesincrementally For MUD, the discrim-
inator eld in the entriesneedto be updatedwith their new in-
dex location. Hence,both the entry-invalidation schemeand the
MUD schemesupporthigh updaterates—cosbf updatingN rules
is O(N) —sameasthat requiredto maintainthe entriesfor sin-
gle match classi cation. Updaterates of few ten thousandup-
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) Entry Geometric
Metric Invalidation Intersection-based MUB
Multi-threading No Yes Yes
support
Worst-case TCAM N O(NF) N

entries for N rules
Update cost O(N) O(NF) O(N)
1+d+ (d-1)(k-2)
with DIRPE: 1 +M

Cycles for

k multi-matches 7k 1

without DIRPE: d

with DIRPE:
log,(d/r) + (d-r) + (2-1)

Extra bits 0 0

Small state machine Small state machine

Overhead on logic; can be ) logic; can b_e
the packet implemented using a None implemented using a
rocessor few hundred gates few hundred gates
P or a few microcode or a few microcode

instructions instructions

Table 9: Comparison of key metrics for multi-match schemesk is the
number of matching rules to befound, N is the number of rules in the
databaseand F is the number of elds in arule. d = log,(number of
unique discriminator values).r is the chunk width 2

datespersecondcanbe easilyachieved. In contrastthe geometric
intersection-basescthemecanrequireseveralminutesof recompu-
tationeachtime anew ruleis added.

MUD supportshigh density fastupdatesandmulti-threadingat
the costof extra searcheshroughthe TCAM. We now presenta
simpleworst-caseanalysisfor the numberof TCAM searchegor

nding k matchesAfter the rst matchi is found,the subsequent
searchegorrespondo the discriminatorpre xesneededo repre-
sent> i, whichis atmostd pre xes.After the secondnatch,note

that the worst-casenumberof pre xesis at mostd 1. Hence,
for nding k matchingrules,whend (k 1), the worst-case
numberof total searchess 1+ d+ (k 2)(d 1). Whenus-

ing DIRPE with d® = 1+ (d=r)(k 1), the searchthroughput
is furtherincreasedThe costof additionalsearchesloesnot affect
themulti-matchperformanceadersely:asshovn in Table8, MUD
cansupportmulti-matchclassi cationat multi-gigabitlink speeds.

4.4.1 Practical Consideationsin UsingMUD

Both DIRPEandMUD useextraunuseditsfrom theTCAM ar-
ray. Hence whenDIRPE andMUD areusedsimultaneouslye.g.,
whenmulti-matchis performedusinga databaseontainingrange

rules),the availableextra bits mustbe shareetweerthe schemes
basedon the desiredperformanceand density Recallthat typical
TCAMs today have about36 extra bits whenusedwith IP ACLs.
If MUD uses12 bits (the large real-life datasetwe usedrequired
11 bits for MUD), DIRPE would have 24 bits. A possibleway of
splitting the bits is to assignl6 DIRPE bits to the rst range eld
and8 hits to the secondrange eld; usingsucha split, we getan
expansiorof 1:31—whichis comparabléo theexpansiorobtained
whenall the bits wereusedfor DIRPE.

4.5 Future Directions

While the deterministicsearchthroughputof TCAMs malesit
attractve comparedo RAM, the costfactormalkesit dif cult to
scaleTCAMs to millions of rules.We planto investigatehow one
canusea combinationof TCAM and RAM to scaleboth single
andmulti-matchclassi cationto millions of ruleswith high search
performancen real-life databaseddere,we presenthe basicidea
we planto pursue,and presentpreliminary resultsthat shav that
theideaholdspromise.

Several schemedor single matchclassi cation that divide the
rulesinto bucketshave beenproposed14,21,24]. If we partition
therulesinto bucketsof sizeT usingonesuchschemethenwe can
storeone TCAM entry correspondingo eachbucket andstoreall
therulesof a singlebucketin RAM. During a searchthe TCAM
is rst searched@ndthenthebucketscorrespondingo all matching
TCAM entriesaresearchedThenumberof rulesthatneedto beac-
cessedrom RAM isthenM T, whereM is themulti-matchde-
greeof theTCAM. Sincewe foundthatevenlargerouterdatabases
have smallmulti-matchdegree(seeFigurel3), we expectthistech-
nigueto work well in realdatabasesA similar obserationon the
two pre x elds in the rulesis madein [1] anda corresponding
extendedgrid-of-trieswith pathcompressioris described.

We implementeda simple variation of this heuristicin which
we recursvely walk down the rule tree, splitting the rules based
on whetherthe bit in therule is 0, 1, or x. Figure 14 shawvs the
variationof the numberof TCAM entriesandthe numberof RAM
entriesthatneedto be accesseger classi cation,asa function of
the bucket size, T. The desiredsearchrate dictatesthe numberof
RAM accesseallowedpersearchFromthe gure, we seethatthe
numberof TCAM entriesneedededucesasthe numberof RAM
accesseincreasesHence,dependingon systemrequirements—
available RAM bandwidth,desiredsearchthroughputand cost—
we canchoosethe pointin the tradeof curve by usingthe appro-
priatevalueof thebucket size.
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Figure 14: variation of number of TCAM entries to be stored and
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a function of bucket size, T. The total number of RAM entries to be
stored is the total number of rules in the database(after converting
rangesto pre xes). A representatie subsetof the databasewasused.

5. CONCLUSIONS

TernaryCAMs have beenwidely usedin theindustryfor paclet
classi cation for databasesvith up to hundredsof thousandsof
rules.In this paper we presentealgorithmsthatfurther the state-
of-the-artfor solvingtwo importantproblemshatarisewhile using
TCAMSs. Our rst algorithm,DatabasdndependenRang PreEn-
coding(DIRPE), addressethe problemof ef cient representation
of rangerulesin TCAMs. DIRPEreducegheworst-cas&xpansion
of rangerules,scalego alargenumberof rangesandhasgoodin-
crementalipdateproperties.

Our second algorithm, Multi-match Using Discriminatois
(MUD), addressetheissueof nding multiple matchedor asearch
key. The key bene t of MUD is thatit doesnot storepersearch
stateand henceis suitedfor multi-threadedervironments.MUD
doesnotincreasehenumberof TCAM entriesandhencescalego
large databasesThe bene ts of MUD areobtainedat the expense
of additionalsearcheshut we shav that MUD canstill support
multi-matchclassi cationat multi-gigabitlink speeds.

Ourschemeslo notrequireary changeo TCAMs. Both theal-
gorithmsrely on extra bits in the TCAM entry; they canbe used
in conjunctionby usingdisjoint setsof extra bitsin the TCAM en-
try. We evaluatecdthe algorithmsusinga large real-life routerACL
databaseysing a randomly generatediatabaseas well asusing
worst-casenalysis.

We believe that the following future directionsare interesting.
The rst directiondealswith nding theoptimalencodingof ranges
whena certainnumberof ternarybits areavailable. The secondi-
rectionis to investigatehow TCAMs andRAMs canbe combined
to achieve deterministicsearchthroughputat low costswhile scal-
ing to real-life databasewith millions of rules;the preliminaryre-
sultsbasedn the simpleheuristicwe consideredreencouraging.
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