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more details, see http://www.cybercash.com and
http://www.netbill.com.) Cryptographic postage indicia are
now formally approved for use in the U.S., as part of the
U.S. Postal Service’s Information Based Indicia Program. On
March 31, the first official cryptographic indicia were
applied to envelopes in a ceremony at the Smithsonian
National Postal Museum. E-Stamp Corp. is the first vendor
producing cryptographic postage indicia. For more infor-
mation, go to http://www.usps.gov and http://www.e-
stamp.com.

The SET standard discussed in my article has continued to
develop slowly. SetCo (http://www.setco.org) has assumed
responsibility for maintaining the SET standard. SET has not
been widely deployed, however, and the standard has been
criticized in The New York Times and elsewhere for its com-
plexity and ambiguous security properties. For example, in
SET a key design issue is to prevent a merchant from obtain-
ing, and perhaps improperly using, a consumer’s credit card
number, but SET has a mode in which credit card numbers
are explicitly sent back to a merchant. Today, SET’s security
model is not clear, and that will impede its acceptance.
SetCo has an opportunity to address many of SET’s short-
comings in the new SET-2 standard.

DigiCash vendors have dramatically lowered the cost of

providing DigiCash service. Mark Twain International
Markets in St. Louis, for instance, has reduced the cost of
providing a single DigiCash transaction to 1.9% of purchase
price and a $50 annual fee, making its system comparable
to a credit-card transaction system. Mark Twain has not
released detailed information about the costs of processing
those transactions, so we can only guess at the complete cost
of DigiCash transactions, but evidence indicates that they
are substantially more expensive than other forms of elec-
tronic commerce. (See http://www.digicash.com and
http://www.marktwain.com for more information.)

A number of new electronic commerce systems have been
proposed. One of the most interesting is Digital Equipment
Corp.’s MilliCent system for microtransactions
(http://www.millicent.digital.com). While MilliCent provides
only money atomicity, it is one of the most aggressive uses
of microtransactions to date.

For more detailed information on developments in elec-
tronic commerce and related areas, take a look at the exten-
sive set of links maintained by Hal Varian at UC Berkeley
(http://www.sims.berkeley.edu/resources/infoecon/).
Additional information, including technical details of the sys-
tems discussed in the article, is available at my Web site
(http://www.cs.cmu.edu/~tygar/).


