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Abstract

Softwae modelchedking hasbecomea populartool for
verifying programs' behavior Recentresultssuggestthat it
is viable for nding and eradicating securitybugs quicly.
However, even state-of-the-arimodelcheders are limited
in usewhenthey report an overwhelmingnumberof false
positives,or whentheir lengthyrunning time dwarfsother
softwae developmentprocesses.In this paperwe report
our experiencewith softwae modelcheding for security
propertieson an extremelylarge scale—arentire Linux dis-
tribution consistingof 839 padkagesand 60 million linesof
code To date we havediscorered 108 exploitable bugs.
Our resultsindicatethat modelchedking canbebotha fea-
sibleandintegral part of the softwae developmenprocess.

1 Intr oduction

Software bugsare frequentsourcesof securityvulnera-
bilities. Moreover, they canbeincredibly dif cult to track
down. Automateddetectionof possiblesecurityviolations
hasbecomea quickly-expandingarea,duein partto thead-
vent of model checkingtools that cananalyzemillions of
lines of code[5]. Onemay argue that the bottleneckis
no longerthe computerwhich runsthe modelchecler, but
ratherthe humanwho speci essecureandinsecurebeha-
iors of programsand identi es bugs basedon the output
from the modelchecler. For this reasonmodelcheclers
that are intendedto be usedon real-world programson a
large scaleshouldallow usersto describepropertieseasily
andshouldreporterrorsconcisely

In this paperwe describeour experienceusing MOPS,
a staticanalyzer to verify security propertiesin an entire
Linux distribution. We usethefollowing recipefor nding
securitybugs: identify animportantclassof securityvul-
nerabilities,specify a temporalsafety propertyexpressing
the conditionwhenprogramsarefree of this classof bugs,

anduseMOPSto decidewhich programsviolate the prop-

erty. We have developedsix securityproperties—gpressed
as nite stateautomata FSAs)—andre ned themto min-

imize false positives while preservinghigh effectiveness.
Thesepropertiesaimat nding securitybugsthatarisefrom

the misuseof systemcalls, often vulnerableinteraction
amongthesecalls. For example,time-of-check-to-time-of-
use(TOCTTOU) bugsinvolve a sequencef two or more

systemcallsactingonthesamele (seeSection3.1).

Our primary contritution is the scaleof our experiment.
We ran MOPS on the entireRedHat Linux 9 distribution,
which contains839 packagedotaling 60.0 million lines
of code(countingtotal linesin all .h, .c, and.cc les).
MOPSsuccessfullyanalyzed7% (732) of thesepackages;
theremainingl07 packagesouldnotbe analyzedecause
MOPSS parsercannotparsesome les in thesepackages
To the bestof our knowledge,our experimentis the largest
securityauditof softwareusingautomatedoolsreportedn
theliterature.Model checkingatthis scaleintroducesnajor
challengesn errorreporting,build integration,andscalabil-
ity. Many of thesetechnicakchallenge$iave beenaddressed
in our work; we shav how to surmountthem,anddemon-
stratethatmodelcheckingis feasibleandeffective evenfor
very large softwaresystems.

As partof this experiment,we have worked out how to
expressseveralnew securitypropertiesn aform thatcanbe
readily modelchecled by existing tools. Earlierwork de-
velopedsimpleversionsof someof thesepropertieg5], but
in the procesf applyingthemat scalewe discoreredthat
major revisionsandre nementswere necessaryo capture
the full breadthof programmingidioms seenin the wild.
Someof the propertieschecledin this paperarenovel; for
instance,we introducea TOCTTOU propertythat turned
outto bevery effectivein nding bugs.In ourexperiments,

1The parserfailed on 73 packagedecausehey containC++ code(the
parsercurrently parsesonly C programs,althoughwe are developing a
new C++ parser),andon 34 packagedecausehey containcertainC99
constructs.



we focusedon nding bugs ratherthan proving their ab-
sence. Veri cation is dif cult, especiallysince MOPS s
not completelysoundbecausét doesnotyet analyzefunc-
tion pointersandsignals.However, we expectthatourtech-
niquescould pointthe way to formal veri cation of theab-
senceof certainclassef bugs, asbettermodel checlers
aredevelopedin thefuture.

Thetechnicalkontribtutionsof this paperarethreefold: 1)
We shawv how to expresssix importantsecuritypropertiesn
aform thatcanbe modelchecled by off-the-shelftools; 2)
We reporton practicalexperiencewith modelcheckingat
a very large scale,and demonstratdor the rst time that
theseapproachesre feasibleand useful; 3) We measure
the effectivenessof MOPSon a very large corpusof code,
characterizinghe falsepositive andbug detectionratesfor
differentclasse®f securitybugs.

Section2 providesan overviev of MOPSandthe chal-
lengesdn handlingsuchalargenumberof diverseprograms.
Section3 describe®ur securitypropertiesandthe bugsthat
we have found in checkingtheseproperties.Section4 re-
views relatedwork in model checking, software veri ca-
tion, andsecurity We concludein Section5. MOPSis
freely availablefrom mopscode.sourceforge.net .

2 The MOPS Model Checker

MOPS:is astatic(compiletime) analysigool thatmodel
checkswhether programsviolate security properties[6].
Given a security property—epressedas a nite-state au-
tomaton (FSA) by the user—and the sourcecode for a
program, MOPS determineswhetherary execution path
throughthe programmight violate the securityproperty

In more detail, the MOPS processworks as follows.
First,theuseridenti es asetof security-rel@antoperations
(e.g.,asetof systemcallsrelevantto the desiredproperty).
Then,the user nds all the sequencesf theseoperations
thatviolate the property andencodeghemusingan FSA.
Meanwhile,ary executionof aprogramde nesatrace the
sequencef security-relgant operationgperformedduring
thatexecution.MOPSuseghe FSAto monitorprogramex-
ecution: asthe programexecutesa security-relgantopera-
tion, theFSAtransitiongo anew state.lf theFSAentersan
error state the programviolatesthe securityproperty and
this executionde nesanerror trace

At its core, MOPS determinesvhethera programcon-
tainsary feasibletraces(accordingo the programs source
code) that violate a security property (accordingto the
FSA). Sincethis questionis generallyundecidableMOPS
errson the conserative side: MOPSwill catchall thebugs
for this property (in other words, it is sound, subjectto
certainrequirementg6]), but it might also report spuri-
ouswarnings. This requiresthe userto determinemanu-
ally whethereacherrortracereportedoy MOPSrepresents
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Figure 1. An FSA illustrating
tern variables.

the use of pat-

arealsecurityhole.

Speci cation of Security Properties. MOPS provides a
customproperty languagefor specifying security proper
ties. The MOPS userdescribesachsecurity-relgant op-
erationusinga syntacticpatternsimilar to a programs ab-
stractsyntaxtree(AST). With wildcards,thesepatternsan
describefairly generalor complex syntacticexpressionsn
the program. The userthenlabelseachFSA transitionus-
ing a pattern:if thepatternmatchesaan AST in the program
duringmodelchecking the FSAtakesthis transition.

To extendthe expressvenesof thesepatternswe intro-
ducedpatternvariables which can describerepeatedoc-
currence®f the samesyntacticexpression.For instancejf
X denotesnpatternvariable thepatternf (X ; X ) matches
ary callto thefunctionf with two syntacticallyidenticalar
gumentsln ary errortraceacceptedy anFSA,thepattern
variableX hasa single,consistentnstantiationthroughout
thetrace.

Formally, let denotethe setof ASTs. We mayview a
programtraceasastringin , andapropertyB asareg-
ularlanguageon .2 Patternvariablesprovide existential
guanti cationoverthesetof ASTs. Forinstancethepattern
9X:f (X;X) matchesary call to f whosetwo alguments,
onceparsedyield the samesyntaxsubtree.If B(X) is a
languagewith anunboundpatternvariableX , thelanguage
9X:B(X) acceptsary tracet 2 wherethereexists an
AST A%sothatB (A9 acceptd. In otherwords,if L(B)
denoteghe setof errortracesacceptedy the languageB,
wede ne L(9X:B(X)) = [ aoL(B(A9). We usethe con-
ventionthat unboundpatternvariablesareimplicitly exis-
tentially quanti ed atthe outermosscope.

For instance, the FSA shovn in Figure 1 accepts
ary trace containing a call to f followed by a call
to g with the samesyntactic agument. This property
would accepttracessuchash (0); g(0)i, Hf (a); g(a)i, or
H (0);f (1); h(3);g(1)i aserrortracesputnothf (0); g(1)i.
SeeAppendixA for thealgorithmwe useto implementpat-
ternvariables.

Scalability. Sincewe aim at analyzinghundredof large,
realapplication, MOPSmustbe scalablein several senses.
First, MOPSmustrun quickly on large programs.Second,

2Becausehe propertycanbe describecby an FSA, it is a regularlan-
guage.



| Property | ReportedVarnings| RealBugs| Section |
TOCTTOU 790 41 3.1
Standardrile Descriptors 56 22 3.2
TemporarnyFiles 108 34 3.3
strncpy 1378 11* 3.4
ChrootJails 1 0 AppendixC
FormatString (toomary) (unknowvn) | AppendixD

| Total | 2333 | 108 | |

Table 1. Overview of Results.

MOPS mustrun on differentapplicationpackagesvithout
requiringthe userto tweakeachpackagendividually.

MOPS achievzed good performancethroughthe use of
compaction6]. Thebasicideais that,for ary given prop-
erty, mostof the operationsn the programareirrelevantto
the property By checkingonly thoserelevant operations
in the program MOPSrunsmuchfasterandrequiresmuch
lessmemory Compactionis extremely usefulin keeping
MOPSS runtime within reasonabldimits in our experi-
ments.

We have putmucheffort into integratingMOP Swith ex-
isting build processesncludingmake rpombuild , andoth-
ers.By interposingongcc, themodelcheclerseeghesame
codethatthe compilersees. As aresult,runningMOPSon
numerousoftwarepackagess aseasyasinvokingaMOPS
scriptwith the namesof thesepackages.This easeof use
hasbeencritical to our successn checkingsucha large
numberof packages.

Err or Reporting. MOPSreportspotentialerrorsin a pro-
gramusingerrortraces. A typical problemwith reporting
errortraceds thata singlebug cancausemary (sometimes
in nitely mary) errortraces.To avoid overloadingthe user
MOPSdivideserrortracesnto groupssuchthateachgroup
containsall the tracescausedoy the samebug. More pre-
cisely, two tracesbelongto the samegroupif the sameline
of codein bothtracescauseshe FSAto enteranerrorstate
for the rst time via thesametransitior?. Theusercanthen
examine a representayie trace from eachgroup to deter
mine whetherthis is a bug and, if so, to identify the cause
of thebug.

Not all errortracesdentify realbugs:imprecisionin the
analysiscausespuriougraces MOPSprovidesanHTML-
basediserinterface(AppendixB) wheretheusercanexam-
ine tracesvery rapidly. Theuser however, doesspendime
identifyingfalsepositives,sothecostof usingMOPScorre-
latesroughlyto the numberof tracegroups,eachof which
the userhasto examine. In our experimentswe quantify
the costof usingMOPSby measuringhe numberof false
positives,countingonly onepertracegroup.

3This impliesthatboth tracesenterthe sameerror state.An FSA may
containmultiple error statesgcorrespondingo differentkinds of bugs.

Resource Usage. The runningtime of the modelchecler
is usually dwarfed by the time a humanspendsperusing
errortraces.Still, sinceour goalis to auditentiredistribu-
tions, we have aimedto make computatiortime small. We
timed the processof model checkingseveral of our prop-
ertiesagninstall of RedHat 9. Using MOPSto look for
TOCTTOU vulnerabilities lesystemracesamongall Red
Hat 9 packagesequiresaboutl GB of memoryandtakesa
total of 465 minutes—alittle lessthan8 hours—ona 1.5
GHz Intel Pentium4 machine. Detectingtemporary le
bugs takes 340 minutesof CPU time and aboutthe same
memoryfootprint. The obsered wall-clock time was be-
tween20% and40% morethanthe CPUtime. MOPSpro-
ducesanextraordinaryamountof output,andis requiredto
readin extremelylargecontrol o w graphsj/O thusconsti-
tutesa signi cant portion of this runningtime, althoughit
is dominatedoy thetime neededor modelcheckingitself.
Also of chief concerrnto uswasbeingableto auditman-
ually all errortracesproducechy MOPS.Errortracegroup-
ing was a hugetime saver: a typical grouphasmorethan
4 traces,but somegroupscontain more than 100 traces.
Theamountof humaneffort thatwasspentauditingthe er-
ror groupsis roughly proportionalto the total numberof
groups. We spentabout100 person-hourswuditing error
reportsfrom the TOCTTOU property 50 person-hourgor
thetemporaryle property andlessfor theotherproperties.
Severalof uswereundegraduatestudentsvho hadno prior
experiencewith MOPSprior to joining this project.

3 Checking Security Properties

We developedsix securityproperties. Table 1 shawvs a
summaryof the bugsdiscovered.For eachproperty theta-
ble shavs the numberof warningsreportedoy MOPS, the
numberof realbugs,andthe sectionthatdescribegletailed

ndings on this property We will describefour properties
in detail, explainthe modelcheckingresults,andshaw rep-

resentatie bugs and vulnerabilitiesthat we discoseredin

this section. We will deferthe discussioron the lasttwo

properties,on which we did not nd real bugs,to the ap-
pendix.

Red Hat Linux 9 consistsof 839 packageswith 60.0



million lines of code, the majority of which are integer
style programswritten in C. They canall be built using
therpmbuild tool. The largestof the packagess around
4667K lines of code,andthe smallestis lessthana thou-
sand.

3.1 TOCTTOU

Raceconditionattackshave perenniallyplaguedsecure
systemsOnecommonmistale is thata programcheckshe
accesgermissionof anobjectand,if the checksucceeds,
males a privileged systemcall on the object. For exam-
ple,onenotoriouserrorinvolvestheaccess() andopen()
systemcalls. Considera programrunningasroot (e.g.,se-
tuid root, or executedby root) executingthefollowing code
fragment:

if (access(pathname, R_OK)== 0)
fd = open(pathname, O_RDONLY);

The programmeis attemptingto enforcea strictersecurity
policy thanthe operatingsystem.However, thekerneldoes
not executethis sequencef systencallsatomically—soif
thereis a context switchbetweerthetwo callsor if thepro-
gramis runningon a multiprocessosystem,anotherpro-
grammay changethe permissionof the object. Whenthe
above programresumesdts execution, it thenblindly per
formsopen() eventhoughthe usershouldno longerhave
accespermissiorto theobject.

Anotherexamplecomesfrom UNIX folklore. It is well
known thattherootusershouldnotrecursvely remove les
insidedirectoriesthat may be writable by otherusers. For
example,“rm -rf  /tmp” isadangerousommandegvenif
roothasveri ed thatthedirectory/tmp containsnosymlink
to otherpartsof the le system.Thereasoris thatafterrm
veri es thata directoryis not a symlink but beforeit enters
the directoryto deletethe les within, an adwersarymay
replacethe directorywith a symlink to anothermart of the

le system.thereforetricking rm into deletingthat part of
the le system.

Mary of thevulnerabilitiesthatwe foundareexploitable
whentwo usersshareaccesso someportionof the le sys-
tem, andoneuseris operatingon the sharedportion while
the othermountsanattackby replacingsymboliclinks. Al-
thoughprogramscommonlyattemptto ensurethatthey do
not follow symboliclinks before doing dangerousopera-
tionslike unlink() , they oftencheckit incorrectlyandare
susceptibléo TOCTTOU attacksasaresult.

We have experimentedwith several different FSAs to
capturethesetypesof vulnerabilities. In our rst attempt,
we chosean FSA that had two transitions—ondrom the
startstateto an intermediatestate,and the otherfrom the
intermediatestateto the acceptingstate. Both transitions

Check(t) Use(t)

O T 0

Chek(f) = f stat(f), Istat(f), access(f),
readlink(f), statfs(f) g.

Use(f)= f basename(f), bindtextdomain(f),
catopen(f), chown(f), dirname(f), dlopen(f),
freopen(f),  ftw(f), mkfifo(f), nftw(f),
opendir(f),  pathconf(f), realpath(f),
setmntent(f),  utmpname(f), chdir(f), chmod(f),
chroot(f), creat(f), execv(f), execve(f),
execl(f), execlp(f), execvp(f), execle(f),
Ichown(f), mkdir(f), fopen(f), remove(f),
tempnam(f), mknod(f), open(f), quotactl(f),
rmdir(f),  truncate(f), umount(f), unlink(f),
uselib(f), utime(f),  utimes(f), link(f), mount(f),
rename(f), symlink(f) g.

Non- lenameargumentsareomitted.

Figure 2. Arened FSA for nding TOCTTOU
(le system race condition) vulnerabilities.

werede ned on the union of the le systemcallsthatac-
cessthe le systemusing a pathnameargument. How-
ever, we foundthatthis naive propertyresultsin too mary
false positves—for example, chdir(".")  followed by a
chdir(".")  wouldtriggerafalsepositive. Typically these
situationsarisewhenasinglesystencall is locatednsideof
aloop, andbothtransitionsin the FSA aremadeasa result
of executingthe sameline of code. Sincetheseare obvi-
ously not securityholes,we decidedto separat@utthe le
systemcalls that can be classi ed as “checks” from those
thatare“uses”.

We re ned the propertyby dividing the le systemcalls
into two distinctsets. Figure2 shavs the generalstructure
of the FSA. We assumehere, and in subsequenillustra-
tions, that thereis an implicit other transitionfrom every
stateback to itself; if noneof the normal outgoingtran-
sitions match, the other transitionis taken, and the FSA
staysin the samestate. The intuition is asfollows: a call
to Chek(f) is probablyintendedto establishan invariant
(e.g.,“f is nota symlink”), anda call to Use(f) might rely
on this invariant. Of course theseinvariantsmight be vio-
latedin an attack,so Ched(f) followed by Use(f) may in-
dicatea TOCTTOU vulnerability This re ned propertyis
muchmoremanageabland nds mostof thebugswe are
interestedn. However, the moregeneralpropertyis capa-
ble of nding somebugswhich the narrover TOCTTOU
cannot—forexample,creat(f) followedby chmod(f) .

Thetypesof vulnerabilitieswe have found canbe clas-
si ed underthefollowing cateyories:



1. [AccessCheck$ A checkis performed—oftenby a

programrunningasroot—on le accesgpermissions.
The result of the checkis then usedto determine

whethera resourcecanbe used. The access(f) and
open(f) raceat the beginning of this sectionillus-
tratesthis classof bugs.

2. [OwnershipStealing A programmaystat() a le to
malke sureit doesnot exist, thenopen() the le for
writing. If theQEXCLag is hotusedanattacler may
createthe le afterthestat() is performed,andthe
programwill thenwriteto a le ownedby theattacler.
We considerthis a vulnerability, becauséhe program
may disclosesensitie information.

3. [Symlinkg Vulnerabilitiesdueto symboliclinks arise
whentwo userssharethe sameportion of the le sys-
tem. Oneusercanchangea le to a symlink to trick

the otheruserto mistalenly operateon an unexpected
le. Themethodof suchanattackdepend®nwhether

the systemcall follows symlinks. Broadly, thereare
two classe®f systemcalls:

(a) [Syscallsthat follow symlinkg Many system
calls will follow symboliclinks that occurary-

wherein the pathnamepassedo them. These

presenno barrierto attack.

(b) [Syscallsthatdon't follow symlinkg Othersys-
tem calls avoid following symboliclinks if they

occurin the last componentof their pathname

argument. For instance,if ¢ is a symboliclink
to d, calling unlink("/a/b/c") will deletethe
symboliclink itself ratherthanthe target of the
link: it deletes/a/b/c , not /a/b/d . How-
ever, mary programmerslo notrealizethatthese
calls will gladly follow ary symlinks that oc-
cur in earliercomponent®f the pathname.For
example, if b is a symlink to ../etc , then
unlink("/a/b/passwd") will deletethe pass-
word le /etc/passwd . Consequentlyto attack
this secondclassof systemcalls, it sufces for
the attacler to tamperwith oneof theintermedi-
atecomponent®f thepath.

Table2in AppendixE shavsall the TOCTTOU bugswe
discovered. The third columnshavs the numberof traces
that MOPS thoughtviolatedthe securityproperty andthe
lastcolumnshaws the numberof thosetracesthatwereac-
tual bugs. We successfullynountedattackson several pro-
gramsto verify thatthe bugswerereal. Many bugswe
found were not previously knovn. Somewere previously
reported(but apparentlynot yet x edandnot known to us
at the time of our experiments). To illustrate the kinds of

bugswe foundwith MOPS,we will shawv threerepresenta-

tive examplesof TOCTTOU bugs.

# binutils-2.13.90.0.18-9 ar #
exists = Istat (to, &s) == 0;
/* Userenameonly if TOis not a symbolic

if

link and has only one hard link. */
(! exists || (IS_ISLNK (s.st_mode)
&& s.st nlink ==1)) {
ret = rename (from, to);
if (ret ==0) {
if (exists) {
chmod (to, s.st_ mode & 0777);
if (chown (to, s.st uid,
s.st gid) >=0) {
chmod (to, s.st_ mode & 07777);
}

In our rst example,the programar executesthe code

fragmentabove to replacean archive le with one of the

samename. It calls|stat

onthedestinationle andthen

checksif the le is a symboliclink. If it is not, ar calls
renameonthe le andthensetsthe modeof the le. This
code, hawever, is unsafe. An adwersarymay changethe
le tobeasymboliclink afterar checksfor symboliclinks.

Then,ar will happilychangehemodeof whateverthesym-
bolic link pointsto—assuminghe userrunningar hasper

missionto do so. The attackis applicablewhentwo users
have write accesso thedirectoryof thearchie le.

#
/*

if

}

initscripts-7.14-1 minilogd #

Get stat info on /dev/log so we can later
check to makesure we stil ownit... */
(stat( PATH_LOG,&s1) 1= 0) {

memset(&sl1, \0',  sizeof(struct stat));
( (stat( PATH_LOG,&s2)!=0) ||
(slsst ino !'= s2stino ) ||
(sl.st_ctime != s2.st ctime) ||
(sl.st_ mtime != s2.st mtime) ||
(sl.st_atime != s2.st atime) ) {
done = 1,

we_own_log = O;
If we ownthe log, unlink it
to free our buffer. Otherwise,
buffer to /dev/log doesn't
(we_own_log) {
perror("wol");
unlink(_ PATH_LOG);

before trying
sending the
make much sense */

The secondcode fragmentis taken from the program

minilogd, which is run by root. This programmay unlink
_PATH_LO@hichis de nedtobe/dev/log by default)if



it thinksit exclusively ownsthe le. It compareshetimes-
tampson the le attwo differenttimesin the executionof
the programand, if they are equal, decidesthat it exclu-
sively owns the le andthenremovesthe le. However,
even if anotherprogrammodi es the le after minilogd
checksthe timestampesminilogd will still unlink it, pos-
sibly corrupting other programs. An additional vulnera-
bility exists whenuserprogramscanwrite to thelog le;

for instance,if PATH_LOG de ned as somethinglike
/homef/alice/log instead. In this case,Alice cantrick
minilogd into remaoving arything on the le system. We
have found mary vulnerabilitiesthat are similar to the lat-
ter case. It is importantthat these lename constantse
checledvery carefullywhentheseprogramsarebuilt, since
it maynotbeobviousto userghatde ning PATH_LOGa
userwritable le canresultin atotalcompromiseof the le

system.

# zip-2.3-16 zip #
d_exists = (LSTAT(, &t) == 0);
if (d_exists) {
/* respect existing
if (t.st_nlink>1 Il
(t.st_mode&S_IFMT)==S_IFLNK)
copy = 1,
else if (unlink(d))
return ZE_CREAT;

soft and hard links! */

}

The nal codesnippetcomesfrom the widely-usedpro-
gramzip. If thedestinationle alreadyexists,zipwill move
the le to a new location, unlink the old copy, and write
the new copy. The programveri es thatthe le is nota
link beforecalling unlink onit. The attackis applicable
whentwo userssharea portion of the le systemandone
useris runningzip to write anew le to the sharedspace.
If the otheruseris malicious,after zip calls stat , the user
canchangethe le to beasymboliclink thatpointsto an-
other part of the le system. Sinceunlink will not fol-
low the lastcomponenbf a pathnamethe attacler would
have to changeoneof the componentsn the middle of the
pathnameo a symboliclink. For instance f Alice is us-
ing zipto write a le to/shared/alice/afile 4, Bobcan
changdshared/alice  tobeasymboliclink thatpointsto
/home/alice . Thenthe zip programrunningon behalfof
Alice will remove /home/alice/afile . Most userswill
not be awarethatusinga shareddirectoryenablesuchat-
tacks,so it seemsunfair to blameAlice for doing so. In
this case zip doestry to do theright thing by checkingfor
symboliclinks; it justhappengo getthecheckwrong.

4Thesuggestedcenariagequireshatthesticky bit is notset. Thesticky
bit preventsdeletionof les anddirectoriesfor aryoneexceptthe creator
evenif othershave write accessGenerally/tmp hasthesticky bit set.

3.2 A Standard File Descriptor Attack

The rst three le descriptorsof eachUnix processare
calledstandad le descriptos: FD O for the standardnput
(stdin), FD 1 for the standarcbutput(stdou), andFD 2 for
thestandarcerror (stderr). SeveralcommonlyusedC stan-
dardlibrary functionsreadfrom or write to thesestandard
le descriptorse.g.,fgets() readsfrom stdin, printf()
writesto stdout andperror() writesto stderr. Programs
that print informationintendedfor the userto see,or diag-
nostic information, typically do soon FDs 1 and2. Cus-
tomarily, a programstartswith its standardle descriptors
openedo terminaldevices. However, sincethekerneldoes
notenforcethis corvention,anattacler canforceastandard
le descriptorof avictim programto be openedo a sensi-
tive le, sothathe may discover con dential information
from the sensitve le or modify thesensitve le.

For example, supposea victim programis setuid-root
andexecuteghefollowing code:

[* victim.c */
fd = open("/etc/passwd",
if (!process_ok(argvi[0]))

O_RDWRY);
perror(argv[0]);

Thenthe adwersarycanrun the following attackprogram
to exploit the standardle descriptorvulnerability in the
victim program:

/* attack.c *

int main(void) {

close(2);

execl("victim",
"foo:<pw>:0:1:Super-User-2:...", NULL);

}

This attack works as follows. First, the attack program
closesFD 2 and executesvictim.c. A child processwill
inherit the le descriptordrom the parentprocessiconse-
guently the victim programstartswith FD 2 closed.Then,
whenthe victim opensthe password le /etc/passwdthe
le is openedto the smallestavailable le descriptor—in
this case,FD 2. Later, whenthe victim programwrites an
errormessagéy calling perror() , which writesto FD 2,
the error messagés appendedo /etc/passwd Due to the
way theattacler haschoserthis errormessageheattacler
may now log in with superuseprivileges. Thesebugsare
particularlydangerousvhenthe attacler canin uence the
datawrittento the standard=D.

In the previously discussed/ulnerability, the attacler is
ableto appenccontentto animportantsystemle. Onecan
ervision similar attackson thestdin le descriptorin which
theattacler canreadcontentfrom a le thatis notintended

5A setuid-rootprogramrunswith root privileges,evenif it is executed
by anunprivilegeduser
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Figure 3. The structure of an FSA for nd-
ing le descriptor vulnerabilities. This FSA
tracks the state of the three standard le de-
scriptor s across open() calls.

to be publically available. To stagesuchan attack,the ma-
licious programwould rst closeFD 0, then executethe
privilegedprogramcontainingcodethatunwittingly triesto
readfrom stdin The vulnerableprogramwill now instead
readdatathatis from the attacler's choosingandpossibly
disclosecon dential informationin the process.Note that
the programmustrelaythe informationit haslearnedback
to the attacler, eitherdirectly or througha covert channel.
Thelattermeansof disclosurds impossibleto detectusing
thesingleprogramanalysisechniquesve employ.

The way to prevent thesetypesof attacksis simple—a
programthatrunsassetuid-rooshouldensurdahatthethree
lowest numbered le descriptorsare openedto a knovn
safestateprior to carryingout ary importantoperations A
commonway to do this is by openinga safe le, suchas
/dev/null, threetimeswhenthe program rst startsup. In
thecasethatsomeondriesto attackthe programby closing
oneor moreof the le descriptorgrior to executingthevic-
tim programno harmis donebecaus¢hey arere-openedo
point to /dev/null. This solutionis usually acceptablde-
causethe overheadis only threesystemcalls. In the case
thatall 3 FDswerealreadyopenedthe programalsocon-
sumeghree le descriptorslots.

We have developedwo MOPSpropertiesntendedo de-
tect this typesof attack. A descriptionof one of the au-
tomatais describedbelow; the seconds very similar, and
we laterexplain how it is formed.

Our FSA usedin this property (seeFigure 3) contains
eight statesthat areusedto describea uniquecombination
of the statef thethreestandardle descriptor®, 1 and2.
For example the stateOCQepresentthatFD 0 is open,but
FD 1 andFD 2 areclosed. The programmay startin ary
of the seven stateswvhereat leastoneof the threestandard
FDsis closedthecasewhereall of thestandard-Dsareini-

tially openis theusualone,andnotof interesto anattacler.
The startingstatewill be chosemondeterministicallydur-
ing the modelcheckingphaseto insureall possibilitiesare
explored.Transitiongn theFSAoccuronly alongtheedges
of thecube,asthereareno systemcallsthatcanchangehe
statusof multiple standardle descriptorsaatonce.

ThebasicFSA structurein Figure3 is not entirely com-
plete,aswe have notshavn theerrorstate.For detectinghe
classof attackswhich cancausehe vulnerableprogramto
write to arbitrary les, weaddanew errorstateandatransi-
tiontotheerrorstatewhena le thatis neither/dev/null nor
/dev/tty is openedon FD 1 or 2 in amodeotherthanread-
only. For detectingthe classof attacksthat may disclose
the contentsof secret les, we addtransitionsto the error
statefrom thefour statesn whichFD O is closed(COQCOC
CCQandCC(, anda le otherthan/dev/null or /dev/tty is
openedor reading. Thesewo transitionsareseperatethto
two differentautomatato give thetwo properties.

To save spacewe have not labeledthe transitionsalong
the edgesof the cube. Thesetransitionsaretaken for sys-
tem calls thatare considered “safe” open—thatis, when
/dev/null or /dev/tty is opened.For example,if the current
stateis COGnda “safe” openis encounteredthenthe new
stateis OOCsincethe le will be openedon the lowest-
numberedwailableFD.

We have auditedthe programghatrun assetuidroot on
ourLinux distribution,andhave identi ed anumberof bugs
(but not exploitable vulnerabilitiesat this time). In mary
casesan attacler cancausea setuidprogramto write data
notof herchoosingo temporaryles, lock les, orPID les
(les usedto storethe procesdD of the currentlyrunning
service). Thesesituationscan be potentialvulnerabilities
if someotherprogramtruststhe contentsof the PID le.
For example, considera systemadministrationscript for
restartingsomenetwork daemonthatexecuteskill ~ “cat
pidfile® . If the attacler exploits a setuid programthat
writesto thisPID le to introducealine of theform “PID;
rm /etc/passwd " into the PID le, thenthe administra-
tion script might unwittingly remove /etc/passwd when
it is next run. We have not yet foundary fully exploitable
scenaridik e this, but thefactthatsomesetuidprogramsal-
low corruptingPID les like thisis perhapgoomfor some
concern.

An exampleof a bug we foundin the programgnucess
achesglayingapplication follows:

int main(int argv, char *argv[]}{
BookBuilder(depth, ...);
}

void BookBuilder(short
FILE *wfp,*rfp;
if (depth == -1 &&score ==-1) {
if ((rfp = fopen(BOOKRUN,"r+b")) != NULL) {
printf("Opened  existing  book\n");

depth, ..){



} else {

printf("Created new book\n");

wfp = fopen(BOOKRUN,"w+b");

fclose(wfp);

if ((rfp = fopen(BOOKRUN,"r+b"))
== NULL) {

printf("Could not create

BOOKRUN);

return;

}

%s file\n",

The function BookBuilder is calledto manipulateand
readfrom the playbookusedby the game. Althoughthere
is noattackto compromisesecurity it is easyto seethebug.
Theplaybookcanbecomecorruptedvhena malicioususer
closesall le descriptorsxceptstandardout, andinvokes
the gnuchesgprogram. The le BOOKRJN will thenbe
openedonto standardout, andthe subsequenivrites from
printf() cancorruptthe book.

Table3 shavsthesetuidapplicationgor whichwefound
bugs,andthe resultsfrom runningMOPSandour two le
descriptorpropertieson them.  There were two main
sourcesof falsepositives: 1) the propertydoesnot track
the UID privilege changesnsidethe program,so the pro-
grammay drop privilegesbeforeopening les, and?2) the
propertydid not recognizethatthe programsafelyopened
/dev/null threetimes, due to a nonstandardnvocation of
safeopens.Unfortunatelythesearedif cult falsepositives
to recognize becausehey requirethe userto look at the
tracein its entiretyasopposedo the usualpointsof inter
est(line numbersthat causedransitionsin the FSA). The
presentatiomf our resultsdifferentiateetweendugsand
exploits. For this property we classify bugs as program-
ming mistalesthatcancauseunexpectdprogrambehaior,
but not necessarilyeadto any compromiseof security For
example,an attackthat can compromisethe contentsof a
non-importantle, suchasalock le, falls underthe cate-
goryof abug. An exploit needdo have securityconcerns—
we have found noneof theseto date. However, it wassur
prising that mary setuid programsdid not open/dev/null
threetimesbeforeperforming le operationsgiventhatit
haslow overheadandguaranteesafetywith regardsto this

property
3.3 Secure Temporary Files

Applications often usetemporary les as a meansfor
passinglatato anothempplicationwriting log information,
or storingtemporarydata. Often timeson a Unix system,
the les will becreatedn the/tmp directory whichisworld
writable andreadable.For example,the GNU C compiler
creategemporaryles whenit is compiling programsand

mkstemp(x) FSsyscall(x)

tmpnam()
tempnam()
mktemp()
tmpfile()

Figure 4. An FSA to detect insecure uses of
temporar y les.

laterpasseshemto thelinker. Many of thefunctionsto cre-
atetemporary les thatarefoundin the C standardibrary
areinsecure.Thereasoris thatthey donotreturna le de-
scriptor but rathera le name.An adwersarythatis ableto
predictthe lename canthuscreatethe le beforethe ap-
plicationhasa chanceto openor createit. This attackcan
givetheadwersaryownershipof thetemporaryle, whichis
undesirablé

We identi ed the set of insecurefunctions: mktemp
tmpnamtempnamandtmpfile . Thesefunctionsshould
never beused.Thereis onefunctionthatcanbe securede-
pendingon how it is used:mkstemp Securityrequiresthat
the lename retrieved from mkstempis never subsequently
usedin anothersystemcall: mkstempreturnsbotha le de-
scriptoranda lename, but asecureprogramshouldnotuse
the lename. Figure4 illustratesour automaton.

In somesituationsa programmay useaninsecurefunc-
tion but still not have avulnerability An exampleof sucha
situationis a programthatusesempnarto createatempo-
rary lename in /tmp, thenattemptgo openthat le using
the UNIX OQCREA&ndOEXCLags. Combinedthe ags
ensurehatthe le doesnotalreadyexist. Theprogramcan
thencheckthereturnvaluefrom opento verify thatanat-
tackerdid not rst createthe le. It is possibleto modify the
simpleFSA presentedn Figure4 to detectthesesituations
andnotreportthemasfalsepositives,however it makesthe
FSAmuchlarger In practice,it seemgrudentto manually
examinethesesituationsarnyway. Onecanimagineexam-
plesin which aprogramusesthe ags but doesnottake the
correctactionbasedn thereturnvaluefrom open.

Table4 shavs theapplicationghatviolatedthe property
by usingoneof theinsecurecalls. Table5 shavs the subset
of bugsdueto inappropriataiseof the lename returnedoy
mkstemp Thesetablesmaybefoundin AppendixE.

Below we shav a representaiie exampleof a program
that violatesthe clauseof our propertythat nds reuses

6In the gcc example,an adwersarycould insertmaliciouscodeinto a
users programby replacingthetemporaryle with thedesiredcode.



of the parametepassedo mkstemp Not only is this the

mostcomplicatedexamplepresentedhusfar, but it shavs

how the whole-programinter-proceduralanalysiswas ef-

fective. Thecodewill be presentedn severalfragmentsas
they occurtemporallywhile executingthe program. The

example comesfrom the programyacc from the package
byacc-1.9-25 .

static void open_files() {

int fd;

create_file_names();

if (input_file ==0) {
input_file = fopen(input_file_name, "r;
if (input_file == 0)

open_error(input_file_name);

fd = mkstemp(action_file_name);

if (fd <O (action_file =
fdopen(fd, "w")) == NULL){
if (fd >=0)
close(fd);
open_error(action_file_name);
}

}

Before the above program fragment executes, there is
some setup code that sets the value of the variable
action _file _name Speci cally, it is a stringwhose rst

componenis a pathnamedo a temporarydirectory (by de-
fault, it choosestmp, but this canbe changedy de ning
an ervironmentvariable),andwhosesecondcomponenis
atemporary le templaté. The above codealoneshould
be of concernto us. Recallthatmkstempreturnsa le de-
scriptorthatcanbe safelyused,but the templatepassedo
mkstempis not safeto re-use.In this casewe seethetem-
platebeingpassedo anotherfunctioncalledopen_error :

void open_error(char
warnx("f
done(2);

*filename)  {

- cannot open \"%s\"", filename);

}

From the above fragmentit looks like the function warnx
may be a good candidatefor inspectionbecausét is the
recipient of the lename we are interestedin tracking.
Strangelyenough MOPSdirectsusto the functiondone:

void done(int k) {

if (action_file)
fclose(action_file);

if (action_file_name][0])
unlink(action_file_name);

“A templates apartial lename with anumberof placeholderslenoted
by a specialcharacteiX thatwill be lled in with randomnumbersby the
functioncreatingthetemporarylename.

Herewe nd the bug. The variableaction _file _name
which is the templatepassedo mkstemp is re-usedasan
argumentto the unlink systemcall. This is unsafe. By
thetime we call unlink , the lename may no longerpoint
to the locationwe think it does. Recallthat the directory
in which the le is being createdmay be world writable.
An attacler that haswrite accesdo the le canchangeit
to a symboliclink, and causethe programto unlink other
unexpected les on the system. Unfortunatelytheredoes
notappeato beagoodresolutionto the problem.

In additionto thesetwo typesof vulnerabilities we have
alsoinvesticgatedathird classthatcanariseon systemawith
old versionsof glibc. In previousversionsthelibrary func-
tionsfor creatingtemporaryles automaticallysetthe per
missionson the le to be world writable and readableby
default. Therefore,programsmustusethe umasksystem
call to changedefault le permissiondeforecreatingtem-
porary les; if they donot,they will bevulnerableto attack.
We usedMOPSto nd programsthat usetemporary les
anddonot rst issuea umaskcall. Formally, if thereexists
apathfrom theprogramentryto afunctioncall thatcreates
atemporaryle, andnoumaskcall existson the path,then
MOPSwill reportanerror.

We found that the overwhelmingmajority (greaterthan
90%) of programsdo not useumaskandthuswould bevul-
nerableif usedwith old versionsof glibc. However, the
severity of thesebugsis very low, andthey arelargein num-
ber, sowe have notenumeratethemhere.

3.4 Attacks Against strncpy

There are several common attacks against programs
that misuse the standard library function strncpy .
strncpy(d,s,n)  copiesa string of characterspointedto
by s into the memoryregion designatedby d. If s con-
tainsmorethann charactersstrncpy only copiesthe rst
n characterslf s containdewerthann charactersstrncpy
copiesall thecharactersn sandthen lls d with null char
actersuntil thelengthof d reaches.

strncpy is easyto misusefor two reasonsFirst, it en-
courageff-by-one errorsif the programmeis not care-
ful to computethe value of n precisely Off-by-oneerrors
canoften causethe programto write pastthe endof anar
ray boundswhich canin turnleadto buffer overrunattacks
againsttheprogram.In particular consideiacasenherethe
stringbuffer in questioris allocatedbntheruntimestack(as
it will be whenthe buffer is anarraylocal to a functionin
C), andthe userof the programis ableto controlthe con-
tentsof the sourceof s. If the programwrites pasttheend
of thebuffer, amalicioususermayconstruct specialstring
s, suchthatwhenthe programwritespastthearraybounds,
it writes specialcodeinto the stackframethatcorruptsthe
program.Secondlybecaus¢hefunctiondoesnot automat-



ically null-terminatea stringin all casegfor instancewhen
thesizeof thesourcestringis largerthann), it isacommon
mistale for a programto createunterminatedtringsduring
its execution.

We have constructecan FSA to try andcatchboth sce-
nariosas describedabove (seeFigure8). The intuition is
thatwe identify severalidiomsthatarecorrectwaysto null
terminatea string, and raise an alarm when one of these
idioms is not used. For example,a commonidiom is the
following codesequencéhatis safe:

buf[sizeof(buf)-1]
strncpy(buf, ...,

= "0,
sizeof(buf)-1);
In the above case,the buffer will also be terminated.

However, the following two casesshav a commonmisuse
of strncpy :

buf[sizeof(buf)-1]
strncpy(buf, ...,

=04
sizeof(buf));

memset(buf, 0, sizeof(buf)-1);
strncpy(buf, ..., sizeof(buf)-1);

In the rst unsafeexample thestringis null-terminatede-
fore the strncpy , andthe executionof the function sub-
sequentlymay overwrite the null-terminatingcharacter In
the secondunsafeexample,memsetis usedto zero-outthe
destinationbuffer; unfortunately it is misused—thethird
argumentneedsto be the size of the entire buffer. Our
FSA attemptgo detectpatternghatappearshy, andalerts
the userto their presence Patternvariablesare usedjudi-
ciouslyto make MOP Spreciselymatchthenull-terminating
codeto the strncpy codethatusesthe samebuffers. The
propertyrequiresmore manualinspectionthanotherprop-
erties,becausave have choseranapproactwherewe iden-
tify correctbehaior, thenraisean alarmat codethatdoes
not matchour expectations.Moreover, our propertydoes
not attemptto nd all strncpy bugs, focusinginsteadon
patternghatareparticularlysuspicious.

Our strncpy FSA hasalertedus to a numberof bugs.
Below we shav one of the mostinterestingexamples. It
comesfrom the programxloadimage:

void dumplmage(lmage*image, char *type,

char *flename, int verbose) {

int a;

char typename[32];

char *optptr;

optptr = index(type, ));

if (optptr) {
strncpy(typename,
typename[optptr

type, - type);

- type]

optptr
= "0}

In the abore code fragment, MOPS identi es an id-
iom that doesnot appearto be safe. The charactetbuffer
typename is declaredto be 32 byteslong, but the length
passedo strncpy is computedentirely basedon the sec-
ond agumentto the function dumplmage We mustver
ify that this string cannotbe constructedin sucha way
thatwhenoptptr - type is computedtheresultis longer
than32 bytes. MOPSis ableto directusto the call site of
this function,in which we seethefollowing (abbreviated):
newopt->info.dump.type=  argv[++a];
dumplmage(dispimage, dump->info.dump.type,

dump->info.dump.file, verbose);

Shockingly the contentsof the string come from the
commandline arguments,and can be set entirely by the
user Consequentlya malicioususercansupplya carefully
craftedargumentto the functionwhich causeghe function
dumplmageto write pastthe end of an array causinga
buffer overrun.

Unfortunately this property produced 1378 unique
warnings, too mary to examine exhaustvely by hand.
Thereforewe pickedasemi-randonsampleof 16 packages
out of the setof 197 packagesvith one or morewarning,
yielding asetof 53warnings.Examiningtheseb3warnings
revealed11 bugsspreadamong6 packageswherein each
casea string could be left unterminatedr the strncpy()
operationcould over ow buffer boundsfor someinput. We
did not attemptto assesshe securityimplicationsof these
bugs, thoughwe expect that mary of them could be ex-
ploitedundersomecircumstances.

Basedon this limited sample,we suspectthat a full
manual audit using MOPS would turn up mary more
strncpy() bugs. Sincewe sawv 11 bugsamong53 warn-
ings, this suggests falsepositive rateof about79% anda
true positive rateof about21% If all warningsareequally
likely to correspondo real bugs, we might estimatethat
thereareabout1378 % 286 bugs,with a 95% con -
denceintenal of betweerl65to 468bugs. Of coursethese
estimatesarefairly rough,but our bestpredictionis thata
full manualauditof all the MOPSwarningswould turn up
in excessof onehundredstrncpy() bugs.

4 RelatedWork

Thereis a broadandgrowing arrayof work on software
modelchecking,and MOPSrepresentgust one of several
toolsin thisarea.BLAST [12] andSLAM [2] aredata ow-
sensitve modelcheclersthat useadaptie iterative re ne-
mentto narrav down thelocationsof bugs. Both have been
usedprimarily on smallerprogramssuchasdevice drivers,
but they are ableto provide a much more preciseanaly-



sis. Similar to BLAST is MAGIC [4], a systemthat ab-
stractspredicatesand usesa theoremprover for data ow
analysis.CMC, a modelchecler for C andC++ programs
[14], hasbeenusedon large-scaleapplicationdik e the en-
tire Linux kernel[11]. Metal,aground-breakingpug nding
toolwhichis similarin concepto amodelchecler, hasbeen
very successfulit nding a broadvariety of rule violations
in operatingsystemg[1, 10]. Metal hasbeenaugmented
with Z-ranking,a powerful techniqudor reducingthe num-
ber of falsepositives,andusedto nd mary bugsin large
applicationg13]. MOPShaspreviously beenusedto nd
bugsin eight security-relgant packagesrom the RedHat
distribution [5, 6]. However, noneof thesetools have yet
beenappliedon aslargea scaleasshowvn in this paper

File systemraceconditionshave beenextensvely stud-
ied in the computersecurity literature. Bishop and Dil-
ger rst articulatedthe vulnerability patternanddeveloped
a syntacticpattern-matchinginalysisfor detectingTOCT-
TOU vulnerabilitiesin C code[3]; however, becauseheir
analysiss not semanticallybasedit is unableto nd mary
of the vulnerabilitiesfound in this work. Deanand Hu
proposea probabilisticdefensethat makesit very dif cult
for adwersariesto win races[8]; however, their approach
requiresre-writing existing code.  Also, someauthors
have proposeduntimeprogramanalysismethodgo detect
TOCTTOU bugs by monitoring program executionsand
preventing their exploitation [7]; our work differs by try-
ingto nd TOCTTOU bugsat compiletime, ratherthanat
runtime.

Today the stateof theart for mostpractitionergnvolves
tools that scanprogramsourcecodefor simple syntactic
patterns[15, 20]. For instance,RATS [16], ITS4 [18],
Flaw nder [19], and PScan[9] are all basedon analyz-
ing the streamof tokensproducedby the lexer to look for
thingslik e functioncallsto certainerrorpronelibrary calls.
MOPS:is ableto look moredeeply bothbecausef its abil-
ity to matchon complex AST patternsand becauseof its
ability to look for certainsequencesf operationdy using
control- ow analysis.As a result,all of the propertiesde-
scribedin this papergo beyondwhatthoselexical toolscan

nd. Nonethelessthe popularityof evenvery simpletools
demonstratea growing interestin securityauditingtools.

5 Conclusion

Our work demonstratethatlarge-scalenodelchecking
is feasible. We shaved thatit is possibleto develop mod-
elsof incorrectandinsecureprogrambehaior thatarepre-
ciseenoughto preventfalsepositivesfrom dwar ng thereal
bugs; also, asthis work shaved, mary of theseproperties
can be encodedin MOPS without seriousloss of sound-
ness.Thanksto the sophisticateerrorreportingin MOPS,
we found that we were able to manuallyinspectall error

traces.Consequentlywe wereableto nd mary (108)real
exploitablesoftwarebugs;in severalcaseswe have crafted
attacksto verify their validity. As a resultof this experi-
ence,we are corvinced that software model checkingcan
easily be integratedinto the developmentprocess partic-
ularly whenusing modelcheclerslike MOPSthat canbe
integratedinto build processeatthehighestlievel.
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A Efcient
Variables

Model Checking with Pattern

A.1 Currentimplementation

In the currentversionof MOPS, patternvariablesare
implementedin a very simpleway. In a rst pass,for
eachAST pattern—sayf (X ; X )—mentionedin the FSA
and containinga patternvariable, MOPS nds all poten-
tial matchingsubtreesn the programs parsedsourcecode
(treating the patternvariable temporarily as a wildcard).
This is usedto derive a set of possibleinstantiationsfor
the patternvariable X , andthis processs performedsep-
aratelyfor eachpatternvariable occurringin the security
property In the secondpass,MOPSusesthesesetsto ex-
haustvely enumeratall possibleassignmentso the setof
patternvariables For eachassignmenthepatternvariables
areinstantiatedandthe model checler is applied. If there
arek patternvariablesgachwith n possibleinstantiations,
themodelchecleris invokedn* times.

Formally, this algorithm may be describedas follows.

Let P denotethe program, expressedas
a pushdevn automaton,and let StmtgP) denotethe set
of statementgASTs) in P. Let L(P) denote
the contet-free languageacceptedby P, and similarly
L(B( )) theregularlanguageacceptedy B( ).
Our algorithmis:

2. Set§ = ;.
3. ForeachpatternA(X;) in B mentioningX;, do:

4 If thereis s 2 StmtgP) matchingdX;:A(X;),
5. Lets®bethe AST subtreesuchthats = A(s9).
6 Adds’to S;.

7.Return(Sy;:::; Sk)

Line 3 of CHECK is implementedby a call to a pushdevn
modelchecler, andaccountgor theoverwhelmingmajority
of theruntimeof this scheme.

This simplealgorithmallows usto leverageacoremodel
checlerwith no built-in supportfor patternvariablesandit
hasworkedfairly well for usaslong aspatternvariablesare
usedsparingly However, it doescomewith signi cant per
formanceoverheadvhenpatternvariablesareusedheavily.

A.2 MoreEfcient Algorithms

We are aware of more efcient algorithmsfor model
checkingpropertieswith patternvariables put we have not
yet implementedhem. One optimizationis to pre-screen
eachassignmentisinga o w-insensitve programanalysis,
like this:

4, IfL(B(X1;:::;xk))\ L(P) 6 ;,then:
5. Outputanerrortrace.

NotethatLine 3 canbeimplementecef ciently, sinceit is
a simplegraphreachabilityproblem: we mark eachtransi-
tionin B thatmatchesomestatemenin P (whenusingthe

rst searchto checkwhetherB's error stateis reachable
from B's startstateby following only marked transitions.
Herewe have usedthefactthatL (P) Stmt{P) andthe
obsenation that the intersectionof two regular languages
canbe computedef ciently . Thisamountdo usinga cheap
0 w-insensitve programanalysisto quickly screerout as-
signmentsthat cant produceary error traces,following
up with a moreexpensve o w-sensitve, contet-sensitve
pushdevn model checler only wherenecessaryMost as-
signmentsvon't survive the cheapscreeningphase sothis
optimizationshouldimprove performancesigni cantly.

B UserInterface for Err or Reporting

Errors—i.e.violationsof the securityproperty—aree-
portedto the userin HTML format. The useris shavn a



brief explanationof whatsecurityrulewasviolated,accom-
paniedby a setof errortraces.Eacherrortraceshowns one
pathof executionthroughthe programon which the prop-
erty is violated,andthusexplainswhy MOPSbelievesthe
programto bein error.

Our userinterface (Ul) displayserrortracesto the user
conciselyby highlighting FSA transitionsandusingan ex-
tendedstack backtraceparadigm. Eachstatementn the
tracewherethe propertyFSA changestatess likely to be
particularlyrelevant to explaining the sourceof this error,
sowe alwaysshav eachsuchtransition. A full listing of
all statementsxecutedalong this traceis usually far too
long for a humanto digest,sowe summarizehis informa-
tion by shawving a skeletonof the call stack.Any statement
that doesnot causean FSA transitionis elided; any func-
tion whosebody is entirely elidedis itself elided; andthis
continuesrecursvely. This leavesus with a treein which
eachleaf is an FSA transition,and the path from the root
to thatleaf shaws the stackbacktraceat the time that FSA
transitionoccurred.

An examplemay help clarify. Supposewve have a pro-
gramwheremain() callsfunctionsf() , g() , andh() , in
thatorder;f() inturncallsfO() andthenfl() ; g() calls
g0() andgi() ; andsimilarly for h() . If the FSA transi-
tionsdirectly from the startstateto the error state(in a sin-
gle step)while executingthe body of g1() , the errortrace
summarywould look like this:

main()
90
910

Start! Error

Notethatthe callsto, andbodiesof, f() , fO() , f1() , and
00() have beenelided, becausehey hadno effect on the
stateof the FSA. Alternatively, supposehat the FSA had
changedstatetwice alongthis trace,oncein g1() andthen
again laterin hO() . In that case,a tracesummarymight
look like this:

main()
90
910
Start!
h()
h0()
InProgress Error

InProgress

Trace summariesare interactve: clicking on one of the
squarescauseghe body of that function to be expanded.
This allows the userto seeprogressiely moredetaileder
ror traces.

Our Ul shaws errortracesin two paneswith a narrov
left paneshawving thetracesummaryanda right paneused

chdir(*)

chroot(*) FSsyscall()

chdir("/")

chroot(".")

Figure 5. Our preliminar y FSA to detect incor -
rect uses of chroot() . This FSA leads to a
few false positives and is re ned in Figure 6.

to shov the programsourcecode. Clicking on ary func-
tion call takesthe right paneto the relevantcall site in the
sourceandhighlightsthatline of code.ClickingonanFSA
transitiongoesto the statementhat triggeredthe FSA to
changestates.Our experiencds thatif thereis abugin the
programi,it is mostlikely to befoundwherethelasttransi-
tion (theonethat rst entergheFSAserrorstate)occursin
someerrortrace.Thereforepy defaultour Ul initially takes
theuserto theline of codematchingthelastFSA transition
in thiserrortrace.

C CorrectUseof chroot()

Thechroot() systemcallis tricky to useproperly and
historically someprogramshave beenrenderedvulnerable
by a failure to follow safeusagepatterns. To give some
background,calling chroot(dir)  is intendedto con ne
the programwithin the portionof the lesystemunderdir ,
thejail. Thisisimplementedy the kernelasfollows: af-
ter chroot(dir) , theprograms accesse®/ aremapped
to dir in theunderlying lesystem (sothatdir actsasthe
root of the lesystem for this one process)andasa secu-
rity checkthe programs accesse$o .. from within that
directoryarere-directedsothatthe programcannotescape
from its jail. Solong asthe programstartswithin this jail,
the chroot() call is irrevocable: even if the programis
later penetratedhrough,say a buffer overrun,the attacler
will not be ableto escapehis jail or affect ary partof the
lesystemoutsideof thejail. Consequentlymary security-
sensitve programausethechroot() systemcall to volun-
tarily give up unneededrivilegesandtherebyreducethe
consequencdsom ary unexpectedsecuritycompromises.

However, thereis a subtlepitfall here. Due to the way
that mostUnix kernelsimplementthis functionality, if the
programs currentworking directory is outsidethe jail at
thetime of the chroot() call, it is possibleto escapehe
jail. Considera programwhosecurrentdirectory is ini-
tially /homel/joe , andthat calls chroot("/var/jail")



but never changesits currentdirectory Supposethere
is a vulnerability that allows an attacler to subsequently
take control of the program, and the attacler executes
chdir("../..") . Thiswill succeedn changingthe cur
rentdirectoryto / (therealroot of the lesystem, not the
jail): directorytraversalhasnever attemptedo look up the
name.. from within thedirectory/var/jail , sothese-
curity checksarenever triggered.At this point the attacler
canmodify theentire lesystematwill simply by usingrel-
ative pathsto referto les outsidethejail. In effect, this
exploits a de ciency in the kernel's implementatiorof the
chroot() systemcall.

Onemight think it would be easyto modify the kernel
to eliminatethis vulnerability andindeedit would be, if
notfor onedif culty: this dangerouvehaior hasbeenen-
shrinedin the POSIX standardasrequiredfor POSIXcom-
pliance. Consequentlymos€ Unix kernelsretainthis dan-
gerousfunctionality

This, then,is a nastypitfall for the unwary programmer;
if the programmelis not careful, her intentto con ne an
untrustedprogramcanbe foiled. To preventthis risk, the
safewayto usechroot() istomakesurethattheprograms
currentworking directory is within thejail. The simplest
patternis to simply use

chroot(dir);
chdir("/");

in placeof chroot(dir)

Accordingly, we built a propertyto look for deviations
from this safepattern. Any programthat calls chroot()
andsubsequentlperformsary lesystem-relatectall with-
out rst executingchdir("/* ) is declaredn violation. We
quickly discoveredthatwe neededo modify thepropertyto
recognizeerrorhandlingcode lik e thefollowing, assafe:

rv = chroot(dir);

if (rv <0) {
perror(“"chroot");
exit(1);

}

chdir("/");

Therefore, as a special case,we modi ed the property
so that ary programtrace that exits immediately after a
chroot() is notconsideredanerror, evenif it failsto call
chdir("/")  beforeexiting. SeeFigure5 for a graphical
depictionof thecorrespondindg-SA.We de ne FSsyscalto
beary systencall thatinteractsexplicitly orimplicitly with

8Not all Unices have allowed this dangerousbehaior to remain.
OpenBSDhasdecidedto forsale standarde€ompliancein favor of reduc-
ing therisk of attack.

9Similar caremustbetakenwith ary open le descriptorghe program
might retainacrossthe chroot() call. Our propertydoesnot attemptto
checkthis requirement.

chroot(".")

chdir(*)
chdir("/")
chdir(x)
chdir(*) FSsyscall(),
chroot(*) chroot(*)
chdir(*)

O

chdir(x)

Figure 6. Our rened FSA for detecting
chroot() vulnerabilities.  This improves on
the FSA in Figure 5 by reducing false posi-
tives.

the le system.Thereareover 100,sowe do notlist them
here.

After running this property acrossall Red Hat pack-
ages,we discoveredseveral other commonidioms for us-
ing chroot() thataresafe.Becausdhesediomswerenot
includedin the aforementionegroperty they ledto 5 false
positives.In particular onesafeidiom is

chdir(dir);
chroot(dir);

Similarly, anothersafepatternis to move to the desireddi-
rectoryandthenexecute

chroot(".");

The obvious next stepis to re ne the FSA to allow
all threeof thesepatternsof usage. This re nement step
turnedoutto berathertricky, partially becausehdir(X);
chroot(X) is safebut chdir(X);  chroot(Y) is not. We
implementedhis with a judicioususeof patternvariables.
SeeFigure6.

With the aid of the re ned property we were able to
con rm thatnoneof the RedHat packagegontainunsafe
usagesf chroot() . Therewasonly one falsepositive;
seeFigure?. Arguably the offendingcodesegmentshould
have beenwritten moreclearly thoughthe programmehas
addedacommento clarify whatis goingon here.For com-
parison,therewere51 usesof chroot() spreadacross30



if (guest || restricted) {

Otherwise

if (chroot(pw->pw_dir) < 0)
goto bad;
}
if (krb5_seteuid((uid_t)pw->pw_uid) <0)
goto bad;
if (guest) {
/*
* WeMUSTdo a chdir() after the chroot.
* the old current directory will be accessible as
* outside the new root!
*/
if  (chdir("/") < 0)
goto bad;
} else {
if (chdir(restricted 2" pw->pw_dir) < 0) {
if  (chdir("/") < 0)
goto bad;
}
}

Figure 7. The only false positive for the chroot()

property. This code, taken from Kerberos 5's

ftpd program, is safe; however, MOPS is unable to prove its safety, since MOPS does not perform

path-sensitive data o w analysis.

differentpackagesn the Red Hat sources. The low false
positive rate shawvs that our re ned propertycould reason-
ably beappliedaspartof standardievelopmentandrelease
processes.

D Preventing Format String Vulnerabilities

Somelibrary functionsarepassedigumentscontaining
format strings. For example,printf() 's rst agumentis
aformatstring,andspecialsequences it, suchas%d %s
etc.,arereplacedy valuedocatedonthestack.However, if
theprogrampasseanuntrustedormatstringto printf()
a problemarises: the programwill blindly attemptto re-
trieve valuesfrom the stack. This canleadto a compro-
miseof security asthe usercanspecifyformatstringsthat
causeprintf()  to write to arbitrarylocationsin memory
For example,supposéuf is acharactebuffer suppliedby
the user; then the call printf(buf) will introducea se-
curity vulnerability The correctusageis printf("%s",
buf) . This type of vulnerability hasbeenexploredin pre-
viouswork [17].

We detectpotential format string vulnerabilitiesin a
crude fashion: we identify all placesin the code where
format string functionsmay be suppliedwith non-constant
charactestrings. Note thatthis introducesmary falsepos-
itives: for instance printf(buf) might be safeif buf is

a buffer known not to containary formatstring sequences
(for instance,it may have beeninitialized elsevhereto a
valuenotunderusercontrol),but MOPShasno way of rec-
ognizing its safetyin this case. Nonethelessdespitethe
presenceof falsepositives, this simple propertydoesrep-
resentonewayto nd all potentialformatstringbugsin C
code. We have built a FSA thatidenti es all format string
functions and checksfor non-constantarguments. Our
FSA understand$1 different format string-relatedfunc-
tions, andtherebygeneralizesind extendsthe setof func-
tionschecledfor in Flaw nder, RATS, ITS4,andPScan.

After someexperimentationwe soonencounteredne
importantidiom with non-constaneargumentsto printf
that is nonethelessrecognizably safe. For instance,
printf(gettext(s)) is safeif s is aconstanstring,since
we know the agumentto printf  will not containa for-
matstring. Herewe areassuminghattheinternationaliza-
tion table is not maliciously constructedhencethe value
gettext(s) canbetrusted.We extendedour FSA to rec-
ognizetheseadditionalsafeprogrammingdioms, thusre-
ducingthe numberof falsepositives. With theseimprove-
mentswe expectthatour propertywill nd atleastasmary
bugs as previous tools, like RATS, ITS4, Flaw nder, and
PScanput with somevhatfewer falsepositives.

Nonethelessyhenapplyingthis propertyon all RedHat
9 packagesthe numberof falsepositivesstill remainsvery



large. We have mainly usedthis exampleto illustrate the
versatility of MOPS; our auditing is incomplete,and we
have no plansto investigateall packages—partlgueto the
sheemagnitudeof tracesthatneedto be examined.

E Results

Tables2, 3, 4, and5 give further detailson the results
of our analysisof Red Hat 9 packages. For eachpack-
age,we shawv the programaffected,the numberof warn-
ings (countedin termsof the numberof tracegroups),and
the numberof real securitybugs. For spacereasonspour
summaryfor the TOCTTOU propertyomitsthosepackages
with norealbugs.

| Package | Program | Warnings| Bugs |
binutils-2.13.90.0.18-9 ar 2 1
coreutils-4.5.3-19 chavn 3 2
coreutils-4.5.3-19 chmod 2 1
coreutils-4.5.3-19 cp 2 1
dos2unix-3.1-15 dos2unix 4 2
ftpcopy-0.5.2-2 ftpcopy 8 3
gaim-0.59.8-0 gaim 3 3
joe-2.9.7-12 joe 1 1
jpilot-0.99.2-1 jpilot 2 1
initscripts-7.14-1 minilogd 1 1
inn-2.3.4-2 fastrm 1 1
isdn4k-utils-3.1-62 idsnlog 4 1
Irzsz-0.12.20-16 Isz 4 1
LPRng-3.8.19-3 checkpc 8 1
make-3.79.1-17 make 1 1
mc-4.6.0-4 mc 5 1
ncompress-4.2.4-33 | compress 2 1
nmap-3.00-4 nmap 2 1
nmh-1.0.4-18 ali 1 1
pam-0.75-48 pamconsole 5 1
post x-1.1.11-11 postlock 2 1
postgresql-7.3.2-3 psql 4 1
rdist-6.1.5-26 rdist 18 3
rsh-0.17-14 rcp 4 2
strace-4.4.95-2 strace 1 1
symlinks-1.2-18 symlinks 4 2
talk-0.17-20 talkd 1 1
unix2dos-2.2-19 unix2dos 4 2
util-linux-2.11y-9 sln 2 1
zip-2.3-16 zip 7 1
Total 108 41

Table 2. Results: the TOCTTOU property.



@ strncpy(X, *, * Q

strncpy(X, ..., Y

-l)

strncpy(X, ..., sizeof(NOT(X)) - 1)
strncpy(X, ..., sizeof(NOT(X)).

)
bzero(X,Y)  X[Y-1]=0
memset(X, 0, Y) X[Y-1] ="\0'
memset(X, \0', Y) *(X+Y-1) =0
*(X+Y-1) ="\0'
_>
X[Y-1]1=0
X[Y-1] ="\0'
*(X+Y-1)=0
*(X+Y-1) =0’
'

strncpy(X, ..., sizeof(NOT(X)))
strncpy(X, ..., sizeof(NOT(X)) - 1)

strncpy(X, ..., Y)
strncpy(X, ..., Y - 1)

program end
function end

{0

Figure 8. Our FSA for nding vulnerabilities arising from a misuse of strncpy

| Package | Program Warnings| Bugs | Exploits |
amanda-sees-2.4.3-4 | dumper 2 1 0
amanda-seer-2.4.3-4 | amcheck 4 2 0
at-3.1.8-33 at 2 1 0
gnuchess-5.02-11 gnuchess 6 1 0
httpd-2.0.40-21 sueec 2 1 0
inn-2.3.4-2 mews 5 1 0
isdn4k-utils-3.1-62 userisdncntrl 1 1 0
kon2-0.3.9b-16 kon 3 1 0
lockder-1.0.0-23 lockder 1 1 0
mgetty-1.1.30-2 faxg-helper 5 4 0
ncpfs-2.2.1-1 ncplogin,ncpmap 9 1 0
rsh-0.17-14 rcp 2 1 0
slocate-2.6-8 slocate 3 1 0
sudo-1.6.6-3 sudo 3 2 0
util-linux-2.11y-9 chfn, chsh 3 1 0
uucp-1.06.1-47 cu 2 1 0
vixie-cron-3.0.1-74 crontab 3 1 0
Total 56 22 0

Table 3. Results: the standar d le descriptor property.




Package | Program | Warnings| Bugs |

anacron-2.3-25 anacron 1 0
binutils-2.13.90.0.18-9 | ar 2 2
compat-gcc-7.3-2.96.118 texindex 1 0
cproto-4.6-15 cproto 1 0
inn-2.3.4-2 actsync 1 0
inn-2.3.4-2 ctlinnd 1 0
inn-2.3.4-2 innxmit 1 0
inn-2.3.4-2 rnews 1 0
inn-2.3.4-2 shrink le 1 0
imap-2001a-18 impad 1 1
isdn4k-utils-3.1-62 vbox 2 0
krb5-1.2.7-10 kprop 1 0
lha-1.14i-9 lha 1 0
libungif-4.1.0-15 ginto 1 1
Irzsz-0.12.20-16 Irz 1 1
Iv-4.49.4-9 Iv 2 0
m4-1.4.1-13 m4 1 0
mailx-8.1.1-28 mail 1 0
mikmod-3.1.6-20 mikmod 1 1
mpage-2.5.3-3 mpage 1 0
ncurses4-5.0-11 tic 1 1
nmh-1.0.4-18 comp 2 0
patch-2.5.4-16 patch 1 0
patchutils-0.2.19-1 interdiff 1 0
pine-4.44-18 impad 1 0
pinfo-0.6.6-4 pinfo 1 0
psutils-1.17-19 psbook 1 0
rcs-5.7-20 co 2 0
rdist-6.1.5-26 rdistd 1 1
rdist-6.1.5-26 rdist 1 1
util-linux-2.11y-9 pg 2 0
vnc-3.3.3r2-47 imake 2 0
x3270-3.2.19-4 mkfb 1 0

Total 40 9

Table 4. Results: insecure creation of temporar y les (excluding mkstempemplate reuse; see Table 5).



| Package | Program | Warnings| Bugs |

byacc-1.9-25 yacc 5 3
chkcon g-1.3.8-1 ntsysv 1 0
dos2unix-3.1-15 dos2unix 4 2
dump-0.4b28-7 restore 1 0
le-3.39-9 le 1 1
gftp-2.0.14-2 oftp-gtk 1 1
ggv-1.99.97-2 ggv 1 1
gnome-libs-1.4.1.. gcon gger 2 1
gpm-1.19.3-27 gpm 1 0
isdn4k-utils-3.1-62 idsnrep 2 0
mars-nwe-0.99pl20-12 nwbind 2 0
mktemp-1.5-18 mktemp 1 1
mpage-2.5.3-3 mpage 1 1
nautilus-cd-lirn.. nautilus-cd.. 1 1
nkf-2.01-2 nks 1 1
ntp-4.1.2-0.rc1.2 ntp-genleys 1 1
nvi-m17n-1.79-20.. nvi 2 2
openssh-3.5p1-6 sshd 1 0
pax-3.0-6 pax 2 2
quota-3.06-9 edquota 4 4
redhat-con g-pr. traditional 1 0
rwall-0.17-17 rwall 1 1
shadav-utils-4.0.. useradd 3 0
skkinput-2.06.3-3 skkinput 2 0
sndcon g-0.70-2 sndcondig 1 0
sylpheed-0.8.9-3 slypheed 1 0
X g-3.2.3d-12 X0 2 1
zebra-0.93b-1 bgpd 2 1

Total 48 25

Table 5. Results: re-use of the mkstemgemplate .



