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Abstract 
We present a preliminary exploration of application crash events in Win32 systems by automatic clustering.  The 

crash events, collected from workstations in the UC Berkeley electrical engineering and computer science 
department, identify the crashed application and DLL, and the time of the crash event.  We use these identifying 
features to augment the crash data with information about usage patterns and program dependencies.  Preliminary 
results highlight the importance of identifying features of collected crash data that provide information about 
program structure, system configurations, and user behaviors, and defining distance measures for clustering that 
use those features effectively. 

1.  Introduction 
Personal computers running the Microsoft Windows 

operating system are often considered overly complex 
and difficult to manage.  Multiple versions of 
dynamically-linked libraries (DLLs) and a vast array of 
peripherals compound the errors caused directly by 
applications developed for the Win32 software 
environment [DSN ref]. This complexity precludes 
manual inspection of crash events to identify those 
features of Windows applications responsible for their 
failure behavior.   

This report presents a preliminary exploration by 
automatic clustering of application crash events 
generated by Win32 systems in the UC Berkeley 
electrical engineering and computer science department 
(EECS). Automated techniques allow us to process 
larger data sets and identify deeper interactions between 
applications and shared libraries than approaches like 
manually partitioning crashes by publisher or task.  
However, automated clustering can only succeed if the 
data actually encode the characteristics relevant to the 
clustering task.  This is especially challenging when the 
data set contains a wide range of non-numeric features, 
as is the case with the crash events we recorded.  We 
will discuss the measures we took to augment crash data 
with relevant application, library, and workstation 
features; define distance measures appropriate to the 
structure we intended to capture, and ascertain the 
sensitivity of our model to changes in those distance 
measures. 

We would like to use our automated clustering 
procedures to identify not only whether a particular 
deployment of an application to a workstation interacted 
poorly with the environment provided by that 
workstation in the past, but what underlying features of 
a program make it susceptible to failure so that future 
designs and implementation do not perpetuate those 

features.  As we discuss below, the limited data set 
available to us shows promise, but the richness of the 
problem will require more data before we can be sure 
that the features we have identified do not result from 
the limited data at hand or the unique characteristics of 
the EECS environment.  

The following section reviews related work in the 
analysis of application data generated by a variety of 
operating systems.  We then discuss the data collection 
procedures we used, including the introduction of 
supplemental features derived from the raw data of the 
crash reports in an attempt to match the data set to the 
structure of the analysis problem.  Section 4 describes 
the automated clustering procedures used to identify 
related groups of crash reports, and the manual 
techniques used to double-check those findings.  This 
section also defines the measures of similarity used for 
the non-numeric features in our data, which we also 
tried to align with the structure of the domain.  Section 5 
presents our results so far, and Section 6 concludes with 
our hopes for future work in this area. 

2.  Related Work 
The past decade has produced several studies in 

root-cause analysis for Operating Systems (OS) ranging 
from Guardian OS and Tandem Non-Stop UX OS to 
VAX/VMS and Windows NT [5, 6, 7, 12, 13]. Root-
cause analysis research has been extended to Internet 
services by Oppenheimer et al.[11]. In this progression, 
our study of Windows’  crash-data gauges the evolution 
of PC reliability. We compare these results with similar 
information from earlier systems. Recently, Murphy [9] 
deduced that display drivers were a dominant crash 
cause and memory is the most frequently failing 
hardware component in Windows XP Machines. We 
expand on this work, evaluating application crashes in 
addition to Operating System crashes. 



Several researchers have provided significant 
insights on failure data analysis. Wilson et al. [14] 
suggest evaluating the relationship between failures and 
service availability. Among other metrics, when 
evaluating dependability, system stability is a key 
concern. Ganapathi et al. [4] examine Windows XP 
registry problems and their effect on system stability. 
Levendel [8] suggests using the catastrophic nature of 
failures to evaluate system stability. Brown et al. [2,3] 
provide a practical perspective on system dependability 
by incorporating users’  experience in benchmarks. In 
our study of crashes, we consider these factors when 
evaluating various applications. 

3. Data Collection and 
Analysis 
Data Collection 

Over the last 5 months, we gathered 1400 Windows 
crashes from over 200 research machines in the EECS 
department.  These crashes involve 117 applications 
running on 74 different workstations.  All these 
machines run Windows XP Service Pack 1 and operate 
within the same domain. This provides a common 
security and administrative baseline, although the 
research requirements of the department suggest the use 
of a broad range of applications and peripherals.  For 
privacy reasons, we have not collected configuration 
data about the computers involved in our study, 
although the strongly machine-specific patterns we 
present below suggest that such information might help 
to correlate failure events with their causes. 

 

Our data collection and analysis methodology 
closely follows the guidelines provided in [9]. To 
collect data, we use Microsoft’s Corporate Error 
Reporting (MCER) software. We configure a server 

with a shared directory that can directly receive crash 
reports. Reporting client machines require no additional 
software. We simply modify a few registry entries to 
redirect crash reports to our server instead of 
Microsoft’s. Furthermore, we disable the prompt that 
asks users whether they wish to send a crash report. 
Thus, we are guaranteed to receive reports for all 
crashes and need not depend on the good graces of the 
user to send us crash data.  

Upon each crash, a “minidump”  is generated to 
contain a snapshot of the computer’s state during the 
crash. This information includes a list containing the 
name and timestamp of binaries that were loaded in the 
computer’s memory at the time of crash. Upon receipt 
of crash dumps, they are parsed using Microsoft’s 
publicly available debug tools such as the kernel 
debugger. These tools reveal the immediate cause of the 
crash via an error code of the crashing routine. An 
example of the extracted data is shown in Figure 1. 

We have also surveyed the regular users of the 
computers participating in our study to gather statistics 
on application usage.  This allows us to normalize 
features like the time interval between crashes 
experienced by a particular user on a computer 
according to the proportion of time that user reports 
running the application.  This method is imprecise, but 
provides a first-order approximation of application 
uptime.  An application heartbeat (possibly generated by 
periodically polling the operating system for running 
tasks) would provide “positive”  uptime measurements 
to complement the crash events we have recorded, but 
raises privacy issues.  Figure 2 provides a comparison of 
crash and usage statistics from our data set. 

Derived Features 
Automated clustering can only organize data 

according to the features presented to it.  While a 
researcher manually sorting crash events might 
recognize that the same publisher released both 
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Figure 1: Sample data extracted from crash repor ts. The first column shows the time of crash 
(in GMT). The second and third columns represent the anonymized machine and user  name. 
The last column shows the crashing application, application version, crash-causing 
component, and component version.  



wi nwor d. exe and power pnt . exe as part of a suite, 
and that both are personal-productivity applications, so 
they might have many DLLs in common, an automated 
algorithm requires us to explicitly add these features to 
the data set.  

Figure 3 shows the typical crash behavior seen on a 
single PC. We identified several classes of features that 
seemed useful in classifying applications by their crash 
behavior.  Some of these features attempted to capture 
the complexity of the application.  Our desire to 
measure shrink-wrapped Windows applications 
prevented us from applying measures of source 
complexity, and the size of an executable file does not 
provide  

Augmenting crash events with application properties.  
The crash events provided by MCER identified the 
name and version of the application that crashed and the 
DLL that caused the crash, and the version numbers of 
those binaries.  However, they did not specify the “DLL 

support”  of the application – the set of all DLLs used by 
an application, which corresponds in part to the maturity 
and complexity of the application.  For example, Matlab 
requires several numerical libraries used by no other 
applications in our results, while Microsoft Word 
requires libraries for online help and proofreading not 
used by Windows Notepad.  Many of the DLLs used by 
dynamically-linking applications are either not called 
directly (including system DLLs like nt.dll and 
system32.dll) or are common to nearly all applications 
(like msvcrt.dll, which implements C library routines 
for applications developed in Microsoft Visual Studio).  
For this last reason, the number of DLLs used does not 
provide as reliable of a discriminator between “simple”  
and “complex”  applications as the identities of those 
DLLs. 

We used a freeware application called DLL Walker to 
determine by static analysis the DLL support of most of 
the applications that reported crashes in our survey.  
Many of the applications for which we could generate 
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Figure 3: Crash pattern on a single machine. Typically, a single application crash tr iggers several subsequent 
crashes. These events are grouped by inter-crash times. 
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Figure 2: Crash vs. Usage data. The pie char t on the left shows a breakdown of crash cause by application 
category. The pie char t on the r ight breaks down usage by application category. 



no DLL information appear to be research tools:  
Google searches failed to match the application names, 
and the crash events recorded no version numbers or 
DLL dependencies. 

Establishing an appropriate time scale for crash events.  
Initial results indicated that several related crash events 
often occurred in sequence:  a single user would 
experience several user-initiated shutdowns (“hangs” ) 
or crashes of the same (application, DLL, error code) 
triple in a fairly brief interval.  While we only recorded 
failure events, the prevalence of such “crash chains”  
suggests that users often attempted recovery by 
restarting the application and resuming their previous 
activities.  This often returns them to the program state 
that caused the earlier crash.  If the crash resulted from a 
corrupted DLL, then the application may repeat the 
error.  We found that we could capture most crash 
chains by grouping together crashes that occurred 
within ten minutes of each other. 

We also attempted to normalize time scales for crash 
events between computers and applications by 
computing several statistics based on the time interval 
between crashes: 

·  Time since previous crash normalized by average 
time between crashes on machine; 

·  Time since previous crash chain normalized by 
average time between chains on machine; 

·  Time between events in a crash cluster; and 

·  Frequency of crash normalized by frequency of 
usage. 

4. Automated Clustering 
Broadly speaking, clustering algorithms identify 

groups of data points that are more similar to each other 
than to the other points in the data set.  Researchers 
typically apply clustering algorithms to vectors of 
numerical or binary data.  This section introduces the 
clustering problem with two examples from the natural 
language processing (NLP) community that highlight 
some of the universal features of clustering problems.  
These examples motivate a discussion of distance 
measures and clustering algorithms for clustering crash 
events.   

Example Clustering Tasks 
For example, one of the authors, in a previous life, 

used clustering algorithms for grammatical and 
categorical analysis of large text corpora.  Each corpus 
consisted of several thousand articles, such as news wire 
reports.  One can reduce an entire article a “bag of 
words”  in which the order and frequency of the words 
does not matter, and represent this set with a binary 

vector of dimension equal to the number of different 
words in the corpus.  Articles in which the same set of 
words appear tend to discuss the same topic (the words 
“Korea” , “nuclear” , “ tension” , and “Powell”  occur in a 
number of articles discussing foreign policy during the 
Bush administration), so the values of the vectors 
representing those articles should be similar – that is, 
they should correspond to a cluster in the space of 
possible article-vectors.   

Another application of text clustering looked at the 
probably that two words (usually a verb and a noun) 
would co-occur in a particular sentence.  The goal here 
was to verify that the usage patterns for pairs of words 
encoded by a grammar checker corresponded to the 
usage of those words in real life.  The clustering engine 
would group together verbs with similar usage patterns, 
representing them as the probability of a noun 
occurring, given a choice of verb, and human 
lexicographers would double-check these lists against 
the existing lexicon.  In this setting, the sequence of the 
words mattered, and most verb-noun pairs occurred very 
infrequently (no more than once or twice in a corpus of 
several thousand articles).  This would have resulted in 
very sparse probability distributions, from which little 
could be gleaned.  However, the grammar checker could 
reliably classify nouns according to their usage, 
reducing each co-occurrence pair to a verb and a noun 
category.  The resulting probability distributions 
provided more reliable estimates of the verbs’  actual 
usage:  the hundred most widely-used verbs would often 
occur a dozen or more times with a particular noun 
category.   

In both of these examples, the data vectors provided 
natural metric spaces that were relevant to the clustering 
task.  In the text categorization task, the similarity 
between two article-vectors was proportional to the 
number of terms shared between them.  In the co-
occurrence task, all of the data points lay on the k-
simplex of conditional distributions over noun 
categories.  This space provides a range of metrics, from 
Lp metrics (like the Euclidean, or L2 distance, the max-
norm, or L�  distance, and the absolute, or L1 distance) to 
information-theoretic measures like those based on 
Kullback-Leibler divergence [15]. 

Distance Measures for Crash-Event 
Clustering 

Crash event vectors, including the raw data returned 
by MCER and the derived features we append, mix 
several data types.  Strings identify applications, 
libraries, users, and machines; hexadecimal values 
correspond to error codes returned by DLLs, and 
version numbers (integer arrays of length four) 
distinguish implementations of executables and DLLs 
with the same names.  To these data we add set-valued 



(the DLL support of an application) and decimal-valued 
features (normalized times derived from the timestamp 
and self-reported usage frequencies).   

A single similarity measure will not suit all of these 
data types.  We could order string identifiers 
alphabetically, and measure their “similarity”  as the edit 
distance between them, but this does not correspond to 
the similarities or differences in the applications or 
machines identified by those strings.  (In more rigidly-
administered environments, one can imagine using 
machine names to identify the deployment configuration 
of a computer, but our data suggest that this approach 
has little traction in the EECS department.)  Likewise, 
the total ordering of timestamps does provide 
information about crash chains, but a total ordering of 
hexadecimal error codes is meaningless, since the error 
codes are (in general) arbitrarily assigned to error 
conditions. 

However, commonly-used metrics like the 
Euclidean distance between two vectors only depend on 
the componentwise difference between those vectors, 
and do not require that the same notion of “difference”  
apply to all components.  This allows us to define a 
difference operation for each data type that is consistent 
with the clustering task at hand: 

·  String identifiers and hexadecimal error codes used 
a “binary difference”  operator:  if two values were 
equal, their difference was 0; otherwise, their 
difference was 1.   

·  Decimal values used ordinary subtraction; the 
magnitude of the difference between two values was 
as important as the existence of the difference. 

·  Set-valued features (like the DLL support of an 
application) used the size of the symmetric 
difference between the two sets.  (The symmetric 
difference of two sets contains all elements that 
occur in exactly one of the sets.)   

·  Version numbers, logged as v1.v2.v3.v4, were 
compared one component at a time, and the 
differences summed.  The difference between major 
versions v1 could be arbitrarily large.  The difference 
between minor versions v2 was scaled over all pairs 
of version numbers observed to be less than 1.0, the 
difference between incremental updates v3 was 
scaled to be less than 0.1, and the difference 
between builds was scaled to be less than 0.01.  This 
corresponds to one interpretation of version-number 
semantics (that major version numbers provide the 
most useful measure of program complexity), but we 
discussed several others.  For example, higher minor 
version numbers might correspond to bug-fix 
releases, or they may indicate the introduction of 

new features without the exhaustive testing that 
typically precedes a major release. 

Normalization, Bias, and Default Values 
With the diversity of data types came the challenge 

of scaling the feature space so that no one feature 
dominated the distance computation for a pair of data 
points.  For example, if one measures the time between 
crash events in milliseconds, then the feature 
corresponding to the elapsed time since the last crash 
will overwhelm all other distance measures.  On the 
other hand, if one measures time in days, the 
contribution of elapsed time to the distance between two 
data points is negligible 

On its face, normalization does not seem difficult:  
scale each component’s difference operator so that the 
maximum difference between two components is 1.  
However, if all dimensions are scaled in this way, then 
the choice of features can materially alter the outcome 
of the clustering procedure.  For example, we include 
both user name and machine name in our data set to 
ascertain the relative influence of user behavior and 
system configuration in the occurrence of crashes.  
However, machine names and user names are almost 
perfectly correlated in our data set; only one or two of 
the machines in our sample population generated crash 
reports with different users logged in.  As a result, the 
identity of the user (or his computer) carries twice as 
much weight as the name of the application when 
deciding what crash events are related.  Similarly, the 
limited number of crash events we collected shows a 
strong correlation between DLL-specific error codes 
and individual computers.  Out of the nearly 1500 error 
reports, only two crash chains occurring on different 
machines share the same (DLL, error code) pair!   

This sparsity means that the introduction of derived 
features, rather than providing a richer set of data about 
the task domain for the clustering algorithm to arrive at 
a reliable conclusion, can serve as a tool to 
systematically bias the result.  The verb-noun co-
occurrence example mentioned above also ran that risk 
by replacing individual nouns with noun categories.  
However, the goal in that case was to compare the 
grammar-checker’s internal representation of “common 
usage”  against a large corpus of examples; the 
substitution of categories for individual nouns made for 
a tighter connection between the clustering results and 
the grammar-checker’s representation.  Our goals in 
clustering crash events are less concrete:  we suspect 
that the application’s intended purpose, its 
implementers’  practices, the configuration and state of 
the host PC, and the sophistication of the user all play a 
role in the frequency and duration of crash chains, but 
we can’ t provide additional information in any of those 
categories without running the risk that we privilege one 



over the others.  At this stage of the work, we have 
taken our best effort to balance the feature set; the 
results described below seem to match our expectations.  
We see nothing to indicate that the features we have 
added greatly upset the balance of relevant 
characteristics. 

The choice of default values provides another 
avenue for introducing bias.  Both of the examples cited 
at the beginning of this section face the risk that a 
particular pattern occurring in nature (for example, an 
article about the North Korean Olympic team that 
combines traits of the “ foreign policy”  and “sports”  
articles) will not occur in the data set.  Techniques like 
Laplace smoothing, which assigns probability 1/(n+k) 
to an unobserved outcome of an event with k possible 
outcomes and n observations, accommodate these 
exceptional cases.  Many of the crash events recorded 
by MCER lacked several fields, so we also faced the 
challenge of defining default values.  This is actually 
easier to do for non-numeric data types:  for strings and 
hexadecimal codes, our default value was defined to be 
different from all other instances of that data type.  For 
set-valued data, the default value was the empty set; 
most of the applications for which we had no 
dependency information were statically-linked research 
applications, so they had no runtime dependencies.  For 
numerical fields, we used the average over all 
observations of that field as an unbiased placeholder.   

Clustering Algorithms 
As noted above, clustering algorithms approximate a 

loosely-defined optimal assignment problem.  In many 
cases, including ours, the number of desired clusters is 
unknown, making it difficult to fix the desired number 
of clusters and formulate the clustering task as an 
integer program.  We have implemented two 
approximate solutions (see figure 4 for a quick 
comparison): 

Iterative k-means clustering chooses k data points 
uniformly at random from the data set as the initial 

cluster centroids.  At each iteration, each data point 
joins the cluster whose centroid is closer to it than all 
other centroids, and the centroid of each cluster is 
recomputed as the average of all member data points.  
This algorithm iterates until cluster membership 
stabilizes.  In addition, we forbid the existence of 
singleton clusters:  a cluster containing only one data 
point ceased to exist, and its constituent joined the 
nearest cluster.  k-means clustering implements the 
expectation-maximization (EM) algorithm for a uniform 
prior distribution over cluster membership.  While easy 
to compute, it is sensitive to the choice of initial cluster 
centroids. 

Greedy agglomerative clustering starts with n 
singleton clusters, one for each data point.  At each 
iteration, it identifies the pair of clusters that are closest 
to each other and fuses them.  The centroid of the new 
cluster is the average of all data points in both clusters.  
Agglomerative clustering implements a deterministic 
bottom-up approximation to the optimal assignment; it 
provides more consistent behavior than k-means 
clustering, and returns a binary tree that provides some 
insight into the internal structure of the clusters it finds. 

Clustering with numerical data permits a range of 
optimizations.  For one thing, one can explicitly 
represent the centroid of a cluster as the (probability-
weighted or unweighted) average of all data points in 
that cluster.  This works for numeric and binary vectors 
of data.  In the text categorization example above, the 
cluster centroid would be a vector of probabilities 
representing the likelihood that an article contained a 
particular word given its membership in the cluster.  In 
the co-occurrence example, the cluster centroid would 
be the probability distribution over noun categories 
conditioned on the fact that the verb was a member of 
the cluster. 

We could not instantiate the centroids of our crash-
event clusters because many of our features were 
discrete-valued and lacked a natural ordering consistent 

Figure 4: A compar ison of cluster ing algor ithms.   
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with the difference operators we used.  String identifiers 
are the best example of this problem:  the alphabetical 
“mean”  of wi nwor d. exe and power pnt . exe is 
ul r npqi j . exe (using the natural ordering on letters 
taught in American kindergartens), but this does not 
identify any widely used application that we know of, or 
shed light on the properties of those two applications 
that contribute to their similar crash behavior.  This 
forced us to represent cluster centroids implicitly:  the 
distance between a data point and a cluster centroid is 
the average over all members of that cluster of the 
pairwise distance.  This affects both the performance of 
our clustering algorithms (agglomerative clustering 
must compute the distance between a new cluster and an 
existing cluster using all pairs of data points from the 
two clusters, instead of reducing the new cluster to a 
single data point) and the interpretability of the results 
(we cannot synthesize a single data point that stands for 
an entire cluster). 

5. Results 
This section discusses the output of the automated 

clustering algorithms.  We did not have a clear sense of 
how many clusters we should expect to see, so we ran 
agglomerative clustering to completion, and completed 
multiple runs of the k-means clustering algorithm with 
different initial centroids and cluster counts.  Both of 
these algorithms output cluster members, but as 
described above, the crash-event data format precluded 
construction of an “average”  cluster member.  

Automatic clustering 
In the absence of cluster exemplars, we are left with 

the task of manually inspecting the clusters found by 
our application. Figure 5 shows examples of clusters 
obtained from our data.  Both agglomerative and k-
means clustering successfully identified crash chains as 
collections of related events.  Crash events in a chain 
shared almost all features in common, differing only in 
their time stamps, so these would comprise the most 
prominent groups in our very sparse data set.   

Working our way from the leaves to the root of the 
cluster tree generated by the agglomerative algorithm, 
the clusters become harder to interpret.  At the level of 
25 clusters, the output of the agglomerative algorithm1 
includes a mix of stand-alone crash chains, user-specific 
crash histories (multiple crash chains attributed to the 
same user and workstation), and application-centric 
crash histories (crashes of the same application on 
different workstations).   

For example, one of the clusters contained seven 
crashes of sshcl i ent . exe, including two on different 
computers with the same error code; another contained 
six crash chains generated by net scape. exe with a 
variety of offending DLLs (from the Netscape-specific 
gkl ayout . dl l  to the widely-used msvcr t . dl l ).  
Eight other clusters contained multiple crash chains 
experienced by a single user, but the offending DLLs of 
these crash chains rarely agreed.  The oddest cluster we 
found contained only two applications, f i r ef ox. exe 
(the Mozilla Firefox browser) and al i sp. exe (Allegro 
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Figure 5: Sample application clusters. Each table shows a cluster  of applications as decided by k-means and/or  
agglomerative cluster ing. The left column represents the application while the r ight column corresponds to a 
par ticular  component used by the application.  



Common Lisp). 

The largest clusters do not present unifying features.  
One cluster of the 25 contained 582 crash events.  Most 
of these were user-terminated (reported as “hungapp”), 
but some identified DLLs as the cause of the failure.  
Many of these applications were published by a single 
large vendor, but smaller developers and open-source 
projects also made the list.  Almost all of the cluster 
members, however, were “complex”  interactive 
applications with large DLL sets. 

Sensitivity of Cluster Membership 
We have mentioned our concern that the choice of 

features might bias the results in favor of a particular 
hypothesis.  That is, a facet of the application ecosystem 
might influence cluster formation because we expect it 
to influence cluster formation, so we add a number of 
more or less redundant features that exaggerate its 
importance.  The results we observed do not give us 
cause to doubt our analysis in this regard.  Many 
applications and DLLs occurred in multiple clusters, 
and a number of clusters span multiple users and 
workstations.  To test our observations, we conducted a 
sensitivity analysis using the agglomerative clustering 
algorithm.  We doubled the weight of each feature in the 
extended data set (including the raw data from the crash 
reports and the derived features we calculated offline), 
one feature at a time, and recalculated the cluster 
members. This sensitivity analysis of the clusters did 
not disrupt the algorithm’s ability to identify crash 
chains, nor could we identify systematic changes in 
cluster membership. 

DLL Angels and Demons 

 
Num 
crashes 

NTDLL.DLL  69 
KERNEL32.DLL  17 
MSVCRT.DLL  44 
USER32.DLL  16 
MSHTML.DLL  12 

  
Figure 6: Commonly used dlls that produce several 
crashes. This list is based on 33 applications that we 
analyzed. 

As a side-effect of our clustering analysis, we 
distinguished between commonly used dlls that never 
crashed and those that generated many crashes. Among 
33 applications for which we were able to generate dll 
dependency graphs, 227 unique dll files were used. Of 
these dlls, only 37 caused crashes in our data set. The 
worst offenders were widely used components that 

                                                                                           
1 We could not identify systematic differences between the 

results of the k-means and agglomerative algorithms, so we 
focus our presentation on the agglomerative results. 

provided Win32 system functions. See figure 6 for the 5 
most commonly used dlls that produce several crashes. 
The top offender, used by all 33 applications and 
generating 69 crashes in our data set is ntdll.dll. Perhaps 
sandboxing this dll better will eliminate many future 
crashes.  

The remaining 190 dlls are “model citizens”  for 
good dll design and implementation. Of these 190, 96 
dlls were used by 32/33 applications analyzed. These 
top dlls are listed below in figure 6. One explanation for 
the success of these dlls is that they provide a focused 
set of functions. For example, netman.dll is responsible 
for managing network connections. Perhaps the best 
model for a dll is that it provides a small set of specific 
functions and intensively checks parameters for invalid 
values, eliminating errors at the earliest point possible. 

Sparsity and Sample Size 
One can think about application complexity and 

crash-susceptibility in terms of interface complexity.  
The interfaces between an executable and its libraries, 
between binary files and the system configuration, and 
between the user and the application all introduce 
complexity, and are easier to quantify than the source-
code complexity of a shrink-wrapped application with a 
range of external dependencies.  To address each of 
these interface, we would like our data set to include 
multiple crash events, occurring on different computers 
with different usage patterns, for each of the 
(application, DLL) pairs occurring most frequently in 
home or corporate settings.  For the 33 applications we 
could analyze, we found 227 DLLs in use.  Expanding 
this list to 50 applications and assuming around 250 
DLLs in use, this comes to around 12,500 (application, 
DLL) pairs.   

ACTIVEDS.DLL  IMAGEHLP.DLL  NETMAN.DLL  SECUR32.DLL  
ADSLDPC.DLL  IMM32.DLL  NETPLWIZ.DLL  SETUPAPI.DLL  
ADVAPI32.DLL  INETCOMM.DLL  NETRAP.DLL  SHLWAPI.DLL  
ADVPACK.DLL  IPHLPAPI.DLL  NETSHELL.DLL  SHSVCS.DLL  
ATL.DLL  IRPROPS.CPL  NETUI0.DLL  TAPI32.DLL  
AUTHZ.DLL  LINKINFO.DLL  NETUI1.DLL  URLMON.DLL  
CABINET.DLL  LZ32.DLL  NETUI2.DLL  USERENV.DLL  
CDFVIEW.DLL  MFC42U.DLL  NTDSAPI.DLL  UTILDLL.DLL  
CERTCLI.DLL  MLANG.DLL  NTLANMAN.DLL  VERSION.DLL  
CFGMGR32.DLL  MOBSYNC.DLL  ODBC32.DLL  W32TOPL.DLL  
CLUSAPI.DLL  MPR.DLL  OLEACC.DLL  WINMM.DLL  
COMDLG32.DLL  MPRAPI.DLL  OLEDLG.DLL  WINSCARD.DLL  
CREDUI.DLL  MPRUI.DLL  OLEPRO32.DLL  WINSPOOL.DRV  
CRYPT32.DLL  MSASN1.DLL  POWRPROF.DLL  WINSTA.DLL  
CRYPTUI.DLL  MSGINA.DLL  PRINTUI.DLL  WINTRUST.DLL  
CSCDLL.DLL  MSI.DLL  QUERY.DLL  WLDAP32.DLL  
DBGHELP.DLL  MSIMG32.DLL  RASAPI32.DLL  WMI.DLL  
DEVMGR.DLL  MSOERT2.DLL  RASDLG.DLL  WS2_32.DLL  
DHCPCSVC.DLL  MSRATING.DLL  RASMAN.DLL  WS2HELP.DLL  
DNSAPI.DLL  MSSIGN32.DLL  REGAPI.DLL  WSOCK32.DLL  
DUSER.DLL  MSVCP60.DLL  RPCRT4.DLL  WTSAPI32.DLL  
EFSADU.DLL  MSWSOCK.DLL  RTUTILS.DLL  WZCDLG.DLL  
ESENT.DLL  NETAPI32.DLL  SAMLIB.DLL  WZCSAPI.DLL  
GDIPLUS.DLL  NETCFGX.DLL  SCECLI.DLL  WZCSVC.DLL  

 
Figure 7: Most commonly used dlls that do not 
crash. This list is based on 33 applications that we 
analyzed 



This provides a foothold for an order-of-magnitude 
estimate of the sample size that might provide reliable 
clustering data.  If we let the number of (application, 
DLL) pairs approximate the number of outcomes we 
care about (the interaction between (application, DLL) 
pairs and error codes is difficult to quantify because the 
two are not causally independent), then the multinomial 
distribution of failures given a machine configuration 
and usage pattern has 12,500 outcomes.  Kalbfleisch 
[16] recommends at least five observations of each 
outcome to reliably apply a � 2 significance test to an 
empirical multinomial distribution.  If we interpret a 
crash event as an outcome, then we only require 62,500 
events, but if we interpret a crash chain as an outcome, 
then we require five crash chains for each of the 
(application, DLL) pairs.  If a crash chain has an 
average length of four, this requires 250,000 crash 
events.  The number grows if we demand that the crash 
chains occur on different machines (again, the nature of 
this growth is difficult to quantify because we do not yet 
have a good model of the relationship between machine 
configuration and crash events), but a few hundred 
thousand crash events (on the order of one hundred 
thousand crash chains) provide a good starting point.   

The sparsity challenge posed by crash events is 
similar to the sparsity challenge faced in the verb-noun 
co-occurrence example cited above.  In that case, we 
were able to increase the effective sample size for each 
verb by binning nouns with similar semantics; even 
then, we required nearly 100,000 verb-noun pairs to 
arrive at useful results for the thousand or so most 
common verbs.  In this case, the range of potential 
causes (corrupted DLLs, version conflicts, 
misconfiguration, and user behavior, among others) 
only serves to enlarge the space of possible outcomes.  
We will require more data to make more concrete 
claims about the results we observed. 

 

6. Conclusion 
Our analysis suggests that most crash histories are 

highly machine and/or user specific. Perhaps a high-
level lesson we learned from this experience is that 
configuration management is a golden nugget in 
improving PC reliability. There is no single organization 
that is responsible for all crashes as the system 
instability is a result of incompatible configurations 
more often than it is due to bad application code. A 
useful tool in this direction would be an application 
compatibility checker that can verify upon application 
installation that it is safe to use given the current 
machine configuration. 

Our analysis results seem promising that it is 
possible to find inter-application structural similarities 
given extensive crash data. However, to derive 
trustworthy patterns, we require orders of magnitude 
more crash data. It is important to have several instances 
of crashes generated for every 
application/component/error code tuple. Given the 
limited number of machines in the department and 
proficient system administration, it would be difficult to 
generate the necessary data locally. We would derive 
more accurate clustering results if we ran the tool on a 
large scale of data such as the millions of crashes  
reports collected by Microsoft. 

It is very important to incorporate expert knowledge 
of these applications and their structure into our analysis 
engine. It is impossible to automatically capture all the 
design intricacies and functional descriptions that an 
informed application developer might readily provide. 
However, such immense domain knowledge may bias 
the clustering results. So it is important to be aware of 
any biases introduced by expert knowledge while 
preserving the necessary structural information about 
each application.  

Additionally, it is also important to include end-
user-experience in any availability metrics we use. 
Crash patterns do not always correlate with usage 
patterns and it is such information is instrumental in 
accurate analysis to normalize the data. We are 
currently developing effective usage-data collectors that  
respect user privacy while providing us essential usage 
metrics. 
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