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Abstract

We design an encryption scheme called Multi-dimensional
Range Query over Encrypted Data (MRQED), to address the
privacy concerns related to the sharing of network audislog
and various other applications. Our scheme allows a network

However, when malicious behavior is suspected, an auditor
may ask the authority for a search capability. With this slear
capability, the auditor can decrypt entries satisfyingaiar
properties, e.g., network flows whose destination addmess a
port number fall within a certain range. However, the priwvac
of all other flows should still be preserved. Note that in prac

gateway to encrypt summaries of network flows before sub-ice, to avoid a central point of trust, we can have multiple

mitting them to an untrusted repository. When network intru

parties to jointly act as the authority. Only when a sulffitien

sions are suspected, an authority can release a key to an aunumber of the parities collaborate, can they generate d vali

ditor, allowing the auditor to decrypt flows whose attrilsite
(e.g., source and destination addresses, port numberg, etc
fall within specific ranges. However, the privacy of all iee
vant flows are still preserved. We formally define the segurit
for MRQED and prove the security of our construction un-
der the decision bilinear Diffie-Hellman and decision linea
assumptions in certain bilinear groups. We study the practi
cal performance of our construction in the context of networ
audit logs. Apart from network audit logs, our scheme also
has interesting applications for financial audit logs, readi
privacy, untrusted remote storage, etc. In particular, \we\s
that MRQED implies a solution to its dual problem, which en-
ables investors to trade stocks through a broker in a privacy
preserving manner.

1 Introduction

Recently, the network intrusion detection community has
made large-scale efforts to collect network audit logs from
different sites [25, 35, 24]. In this application, a netwgeke-
way or an Internet Service Provider (ISP) can submit network
traces to an audit log repository. However, due to the pres-
ence of privacy sensitive information in the network traces
the gateway will allow only authorized parties to searctirthe
audit logs. We consider the following four types of entitias
gateway anuntrusted repositoryanauthority, and anaudi-
tor. We design a cryptographic primitive that allows the gate-
way to submit encrypted audit logs to the untrusted reposi-
tory. Normally, no one is able to decrypt these audit logs.
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1-0316 from the Army Research Office, and grants 0433540 aA8452
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interpreted as necessarily representing the official slior endorsements,
either express or implied, of ARO, CMU, GM, NSF, or the U.S. &ownent
or any of its agencies.

search capability.

We name our encryption scheme Multi-dimensional
Range Query over Encrypted Data (MRQED). In MRQED,
we encrypt a message with a set of attributes. For example, in
the network audit log application, the attributes are thielie
of a network flow, e.g., source and destination addresses, po
numbers, time-stamp, protocol number, etc. Among these at-
tributes, suppose that we would like to support queries en th
time-stampt, the source addressand the destination port
numberp. Our encryption scheme provides the following
properties:

e Range query on attributes. An authority can issue a
decryption key for all flows whosé, a, p) falls within
a certain range:t € [t1,t2] anda € [a1,as] and
p € [p1,p2]. Notice that range query implies equality
and greater-than (smaller-than) tests, etgx t; and
a = a; andp < p;. With this decryption key, all flows
whose(t, a, p) tuple falls within the above range can be
decrypted.

Security requirement. Normally, no one can learn any
information from the ciphertexts. Under special circum-
stances, however, an auditor may obtain a decryption
key from an authority for some rangec [t1, 2] and

a € [a1,as] andp € [p1, p2]. For any flow, if at least one
attribute among, a, p lies outside the specified range,
the auditor fails to decrypt it. The auditor inevitably
learns that thgt, a, p) tuple of this flow does not lie
within the given range. However, apart from this in-
formation, the auditor cannot learn anything more about
the flow. For example, the auditor cannot learn anything
about attributes other thana, p; in addition, she cannot
decide whethet < t; ort > t,, etc.

Our results and contributions. We are among the earliest
to study the problem of point encryption, range query, and
conditional decryption of matching entries. We propose a
provably secure encryption scheme that allows us to achieve



Scheme Pub. Key Size| Encrypt. Cost CT Size Decrypt. Key Size| Decrypt. Cost| Security Model
BonehWaters06 [13] O(D-T) oD-T) O(D-T) O(D) O(D) MC
Naive AIBE-based scheme  O(1) O((log T)?) | O((logT)P) O((log T)P) O((log T)7) MR
Our scheme O(D -logT) | O(D-1ogT) | O(D -1logT) O(D -logT) O((log T)P) MR

Table 1. Performance of different approachd3.denotes the number of dimensions &nthe number of points in each.
The naive AIBE-based scheme is described in Section 4.3. MIOVR refer to thematch-concealingndmatch-revealing
security models respectively as defined in Section 3.

these properties. Table 1 summarizes the asymptotic perfortime, protocol (e.g., TCP, UDP, or ICMP), and, in the case
mance of our scheme in comparison with other approachesof NIDS, the type of rule causing an alert. Sharing and com-
Please refer to Section 2 for a detailed comparison betweerparing such logs across organizations is a method for gginin
our scheme MRQED, and the concurrent work BonehWa- broader information about malicious activities on the in&t
ters06 [13]. We study the practical performance of MRQED, so that administrators may better protect their systems- Cu
and show that it makes the encrypted network audit log appli-rent large scale efforts to collect and aggregate network au
cation feasible. We also study the dual problem to MRQED, dit logs for this purpose include DShield [25], myNetWatch-
where one encrypts under a hyper-range in multi-dimensiona man [35], and Deepsight [24].

space, and decrypts under a point. We show that MRQED im-  However, sharing of network audit logs is hampered by the
plies a solution to its dual problem, which enables investor ~ presence of security and privacy sensitive informationeBy
trade stocks through a broker in a privacy-preserving manne crypting each log entry before sending it to another palnty, t
Paper organization. In the remainder of this section, we SOurce canallay these concerns. Later, the source mageelea
give more example applications of MRQED. We review re- a decryption key for a carefully specified set of log entries
lated work in Section 2, and formally define the MRQED deemed currently relevant. For example, suppose a paticul
problem in Section 3. In Section 4, we demonstrate someN0St With IP address, is determined to have been compro-

initial attempts at constructing MRQED: while in Section 5, mised at time; and later involved in scanning other hosts for

we describe our novel construction which we consider the VUInerabilities on a certain range of pofts, p»]. A trusted
main contribution of this paper. We note that the purpose uthority may then choose to release a key decrypting any

of Section 4 is not only to exhibit straw-man schemes, but ENtries at time, with source address, connecting to porp
also to better motivate our design of MRQED as described SUCN that > 11, a = a1, andp; < p < p,. Note that to avoid

in Section 5. In particular, some of the primitives introddc & ¢éntral point of trust, we can have multiple parties jgintl
in Section 4 will later be used in Section 5 when we explain &Ct s the authority. Using techniques from secure muitiypa
our novel construction. Due to limit of space, formal seguri ~ COMPUtation [27], only when a sufficient number of them col-
proofs of security are provided in the online technical repo  2Porate, can they generate a valid decryption key. Theesour
version [43]. In the proof, we borrow techniques from the would then have precise guarantees about the privacy of thei

AHIBE scheme of Boyen and Waters [15]. As a result, the network while providing useful information to other indilvi

security of our construction is likewise based on the hasgne U&! organizations or a global monitoring effort. The public
of Decision Bilinear Diffie-Hellman problem and the Deci- key nature of the scheme would allow distributed, encrypted

sion Linear problem. In Section 7, we consider the practical SUPMISSIons to a central monitoring organization possgssi
performance of the scheme in the context of network audit € Master private key and giving out decryption keys as nec-
logs. We show that MRQED implies a solution to its dual ©SSary- There hav_e been some previous attempts to protect
problem in Section 8, and show that the dual problem is of (€ security of audit logs through encryption or anonymiza-
particular interest to investors who would like to tradeckw ~ tion while allowing limited queries [47, 23, 33], but in no

through a broker in a privacy-preserving manner. previous scheme has it been possible to issue keys for con-
junctions of ranges over multiple attributes while mainiiag

the secrecy of the attributes. In particular, we are not awér
any previous method supporting queries such as our example
of (t>t1) A (a=a1) N (p1 <p<ps) that does not require

We briefly mentioned network audit logs at the beginning gither revealing the attribute values or issuing an exptiaen
of this section. Throughout the paper, we will keep using umber of key components.

this example to motivate the design of MRQED. To provide
context for the remainder of the paper, we now describe this
application in greater detail.

Firewalls and network intrusion detection systems (NIDS) . L
such as Snort [44], Emerald [40], and Bro [39] produce logs _ Apart from the network audit log application, and the
summarizing detected or blocked activities suspected to beStock-trading application described in Section 8, we men-
malicious. Log entries typically correspond to either a sin tion here some other potentially interesting applicatiohs
gle packet (perhaps rejected by a firewall) or an establishedIRQED.
flow deemed suspicious. Each entry normally includes fields Financial audit logs. Financial audit logs contain sensi-
such as source and destination IP address and port, date artive information about financial transactions. Our MRQED

1.1 Application to Network Audit Logs

1.2 Other Applications



scheme allows financial institutions to release audit logs i et al. [10] later proposed Public Key Encryption with Key-
encrypted format. When necessary, an authorized auditor camword Search (PEKS), in which any party possessing the pub-
obtain a decryption key from a trusted authority. With this lic key can encrypt and the owner of the corresponding pri-
decryption key, the auditor can decrypt certain transastio vate key can generate keyword search capabilities. Both
that may be suspected of fraudulent activities. However, th SOE and PEKS can be trivially extended to support one-
privacy of all other transactions are preserved. dimensional range queries; the extension is similar to the
MRQED' scheme described in Section 4.2. However, it is
not clear that either can be used to construct a scheme sup-
porting range queries over multiple attributes. Recentkwor
on traitor-tracing systems [14, 12] allows a more specializ
sort of range query. Given a cipherte&t with attributes

X = (z1,®9,...,xp), @a master key owner can issue a token
for some valuer’ that allow us to decide whethey < 2’ for

Medical privacy. Consider a health monitoring program.
When Alice moves about in her daily life, a PDA or smart-
phone she carries automatically deposits encrypted crombs
her trajectory at a storage server. Assume that each crumb i
of the form ((z,y,t), ct), where(xz,y) represents the loca-
tion, t represents time, and is Alice’s contact information.

During an outbreak of an epidemic, Alice wishes to be alerted 11 < d < D with O(v'T) ciphertext size and token size.

if she was present at a site borne with the disease during al pplications of searchable encryption have been studied by
incubation period, i.e., ifz, y, t) falls within a certain range. {he database community [30, 22, 2]. Other works related to

However, she is also concerned with privacy, and she does no . .
wish to leak her trajectory if she has not been to a site bomesearch_es on encrypted daFa include oblivious RAMs [37, 28],
and private stream searching [5, 38].

with the disease.
IBE. The notion of Identity-Based Encryption (IBE) was in-
}roduced by Shamir [42]. Several IBE schemes [20, 11, 7, 6,

store emails and files on a remote server, but because the sto ; .
age server is untrusted, the content must be encryptedebeforlS' 46, 36]' h|erarch|cal IBE (HIBE) SChem‘?s [31, 26, 8, 48],
and applications [41, 29] were proposed since then. In par-

it is stored at the remote server. Emails and files can be clas-t. lar the HIBE sch d by B h B d
sified with multi-dimensional attributes. Users may wish to Icuiar, the scheme proposed Dy bonen, boyen, an

; - - Goh [8] can be extended to multiple dimensions (M-HIBE)
zﬁgﬁg range queries and retrieve only data that satisfy th efficiently and in a collusion-resistannanner. The resulting

scheme can be used to solve a problem similar to MRQED,
Using biometrics in anonymous IBE.The MRQED scheme  but lacking the third property in the previous discussiohafl
can also be used in biometric-based Anonymous Identity-is, when using M-HIBE it would not be possible to hide the
Based Encryption (AIBE). Using biometrics in identity-eds  attribute values associated with a ciphertext.

encryption first appeared in the work by Sahai and Wa-
ters [41]. In this application, a person’s biometric featur
such as finger-prints, blood-type, year of birth, eye catw,,

are encoded as a poiit in a multi-dimensional lattice. Per-
sonal data is encrypted using the owner’s biometric feature
as the identity, and the encryption protects both the sgcrec
of the personal data and the owner’s biometric identity. Due
to potential noise each time a person’s biometric features a
sampled, a user holding the private key for biometric idgnti

X should be allowed to decrypt data encrypted un¥ériff

X’ andX have small distance. In particular, the SahaiWa-
ters04 construction [41] considered tbet-overlapdistance

(or theHammingdistance); and their encryption scheme does
not hide the identity of the user. Our construction allows a
user with the private key for identitiX, to decrypt an en-

try encrypted undeX’, iff {(X,X’) < e. Herel, de-
notes the/, distance betweeX andX’, and is defined as
max{|z1 —}|,...,|zp —2p|}. In this case, the decryp-
tion region is a hyper-cube in multi-dimensional space. One
can also associate a different weight to each dimension, in
which case the decryption region becomes a hyper-rectangle

Untrusted remote storage. Individual users may wish to

Anonymous IBE. Recently, researchers have proposed
anonymous IBE and HIBE schemes (AIBE, AHIBE) [15, 1].
The notion of anonymity is also related to key privacy [4, 3].
Like the HIBE scheme mentioned above, the AHIBE scheme
of Boyen and Waters [15] can be extended to multiple dimen-
sions in a collusion-resistant manner, resulting in a Multi
dimensional AHIBE (M-AHIBE) scheme. An M-AHIBE
scheme could be used to implement MRQED (including the
third property), but applying it directly would have a ser$o
drawback. Because the encryption is anonymous and hides
the attributes used as the public key, at time of decryption
one would need to try all possible decryption keys on a given
ciphertext. This incur®)(7”) decryption cost on a single
ciphertext, wherél" is the number of possible values each
attribute may assume and may be quite large. Nevertheless,
on a technical level, this AHIBE scheme and its extension to
M-AHIBE are the most closely related work to ours. In par-
ticular, we prevent collusion in the same way the M-AHIBE
construction does. Since we do not require the key delagatio
property of HIBE schemes, however, we are able to improve
decryption cost to be logarithmic if.

Recent developments.Concurrent to our work, Boneh and
Waters [13] propose another construction (BonehWaters06
in Table 1) for complex queries over encrypted data. They
propose a primitive called Hidden Vector Encryption, and

2 Related Work

Search on encrypted data. The problem of search on en-
CryptEd data (SOE) was introduced in the symmetric key set- 1Collusion-resistance, in this sense, means that two partiehave been

ting by Song et al. [45] and has had some recent improve-jseq ditferent decryption keys cannot combine their kaysome way to
ments in security definitions and efficiency [21]. Boneh allow decryption of ciphertexts that neither could decrymviously.




use it in conjunctive range and subset queries. When ap-log, as simplylog. Suppose that we would like to support

plied to multi-dimensional range query, their scheme tasul
in O(DT) encryption time, ciphertext size, and public key
size, andD(D) decryption key size and decryption cost. As
in Table 1,D andT are the number of attributes and the num-
ber of discrete values for each attribute. Their scheme i@mo
expensive in terms of public key size, encryption cost and ci
phertext size; but saves on decryption key size and deorypti
cost. In applications with largé and smallD (e.g., net-
work audit logs, and the stock trading application mentibne
in Section 8), our approach is more appropriate. In particu-
lar, for network audit logs]” = 232 for an IP address, and
D may range fron2 to 4. In other applications wher®

is large andl’ is small, the BonehWaters06 construction is
more appropriate. We also would like to note that the Bone-

range queries o different attributes, each of them can take
on values in[Ty], [T»], ..., [Tp] respectively. We formally
define aD-dimensional lattice, points and hyper-rectangles
below.

Definition 1 (D-dimensional lattice, point,
per-rectangle). Let A (Th,Ts,...,Tp). La
[T1] x [T3] x ... x [Tp] defines aD-dimensional lattice. A
D-tupleX = (z1,x2,...,2p) defines goint in L, where
xq € [T4)(Vd € [D]). Ahyper-rectangle B in L is defined

B(Shth So,to, ..., SD,tD) = {(xl,xg, ey J}D)‘Vd S
[D],xd S [Sd,td}} (Vd € [DL 1 <sg <tg <Ty).

A MRQED scheme consists of four (random-
ized) polynomial-time algorithms: Setup, Encrypt,

hy-

hWaters06 construction achieves a stronger notion of seCUDeriveKey and QueryDecrypt. In the network audit

rity. Their construction hides the attribute values, evéremw

log example, an authority runSetup to generate public

the message is SUCCGSSfU”y decrypted. This stronger SECUparameterS and a master private key; a gateway runs the

rity property is a key difference from our construction, in

which the attribute values are revealed upon successful deperformed on a paitMsg, X).

cryption. In Section 3, we name these two different security
modelsmatch-concealingecurity andnatch-revealingecu-

rity respectively. For applications like encrypted netlwau-

dit logs, it is acceptable to reveal the attributes of a ngssa
when it is successfully decrypted. By relaxing the security
definition to allow this possibility, we achiev@(D logT')
encryption time, ciphertext size, and public key size. This

Encrypt algorithm to encrypt a flow. Encryption is
The messag®lsg is an
arbitrary string, an& is a point in multi-dimensional space,
representing the attributes. For example, suppose that we
would like to support queries on the following three atttési

of a flow: time-stamp, source address, and destination
portp. The tuple(t, a, p) then becomes the poiX, and the
entire flow summary forms the messalyesg. Whenever
necessary, the authority can run eriveKey algorithm,

makes applications such as the encrypted network audit logsand compute a decryption key allowing the decryption of
possible. However, one may conceive of other applicationsflows whose attributes fall within a certain range. Given

where the stronger security notion is necessary.
3 Problem Definition and Preliminary

3.1 Problem Definition

In the network audit log application, a gateway encrypts
network flows, and submits them to an untrusted repository.

When necessary, an auditor may ask an authority for a key

that allows the decryption of all flows whose attributes fall
within a certain range; while the privacy of all irrelevarais
are still preserved. There is a geometric interpretatidhase
multi-attribute range queries. Suppose that we would like t
allow queries on these three fields: time-stampource ad-
dressa, and destination pogt. The tuple(t, a, p) can be re-
garded as a poirX in multi-dimensional space. Now sup-
pose we query for all flows whogg a, p falls within some
range: t € [t1,t2], a € [a1,a2] andp € [p1,p2]. Here
the “hyper-range’ty, t2] x [a1,a2] X [p1,p2] forms a hyper-
rectangleB in space. The above range query is equivalent to
testing whether a poirX falls inside the hyper-rectanglg.

We now formally define these notions mentioned above.

Assume that an attribute can be encoded using discrete inte

ger valuesl through7'. For example, an IP address can be
encoded using integefsthrough232. We use the notation
[T] to denote integers fromto 7', i.e., [T] = {1,2,...,T}.
Let S < T be integers, we use, T] to denote integers from
StoT inclusive, i.e.[S,T] = {S,S +1,...,T}. Through-
out this paper, we assume thais a power of 2, and denote

this decryption key, an auditor runs tl@ueryDecrypt
algorithm over the encrypted data to decrypt the relevant
flows. We now formally define MRQED.

Definition 2 (MRQED). An Multi-dimensional Range Query
over Encrypted Data (MRQED) scheme consists of the fol-
lowing polynomial-time randomized algorithms.

1. Setup(X,La): Takes a security paramet&rand D-
dimensional latticd., and outputs public kePPK and
master private kepK.

Encrypt(PK, X, Msg): Takes a public keyPK, a
point X, and a messagklsg from the message space
M and outputs a ciphertexi.

DeriveKey(PK, SK, B): Takes a public kelPK, a
master private ke$ K, and a hyper-rectangl® and out-
puts decryption key for hyper-rectandse
QueryDecrypt(PK,DK, C): Takes a public key
PK, a decryption keyDK, and a ciphertex€ and out-
puts either a plaintexivIsg or L, signaling decryption
failure.

2.

3.

4,

For each messagelsg € M, hyper-rectangld3 C Lx,
and pointX € La, the above algorithms must satisfy the
following consistency constraints:

Msg
1

if X eB
w.h.p.,ifX ¢ B
(1)

QueryDecrypt(PK,DK, C) = {

where C Encrypt(PK, X, Msg) and DK
DeriveKey(PK, SK, B).



We would like to note that a stronger notion of security
is possible as defined by Boneh and Waters in their concur-
rent work [13]. We call this stronger security notiaratch-

3.2 Security Definitions

Suppose that during timie, , ¢2], there is an outbreak of a
worm characteristic by the port number. Now the trusted
authority issues a key for the rangec [t1,t2] andp = py
to a research group who has been asked to study the wor
behavior. With this key, the research group should be able
to decrypt only flows whose time-stamp and port number
fall within the given range. The privacy of all other flows
should still be preserved. Informally, suppose that a com-
putationally bounded adversary has obtained decryptiga ke
for regionsBy, B, ...,B,. Now given a ciphertexC =
Encrypt(PK, X, Msg) such thatX ¢ Bg,Bi,...,Bg,
the adversary cannot leald or Msg from C. Of course,
since the adversary fails to decryptusing keys for regions
By, B,,...,B,, the adversary inevitably learns that the point
X encrypted does not fall within these regions. But apart
from this fact, the adversary cannot learn more information
aboutX or Msg.

We now formalize this intuition into aelective security
game for MRQED. Here, the selective security notion is sim-
ilar to the selective-ID security for IBE schemes [16, 17, 6]
We prove the security of our construction in the selective
model. A stronger security notion is adaptive security, iehe
the adversary does not have to commit to two points in the
Init stage of the security game defined below. In the technical
report version [43], we give a formal definition for adaptive
security, and state how it is related to the selective sicuri
model.

Definition 3 (MR-selective security). An MRQED scheme
is selectively securein thematch-revealing (MR) model if all
polynomial-time adversaries have at most a negligible adva
tage in the selective security game defined below.

Init: The adversary submits two poinks;, X; € La
where it wishes to be challenged.

Setup. The challenger runs thBetup(X,La) algo-
rithm to generatdPK, SK. It givesPK to the adver-
sary, keepin@gK secret.

key queries for hyper-rectanglés , B, ..., B,,. Fur-
thermore,X{; and X are not contained in any hyper-
rectangles queried in this phase, i.e., ok i < qq,
X} ¢ By, andX? ¢ B;.

Challenge The adversary submits two equal length
messageMsg,, Msg; € M. The challenger flips a
random coinp, and encryptdMsg, underX;. The ci-
phertext is passed to the adversary.

By +1,Bg+2, ..., Bg. As before, all hyper-rectangles
queried in this stage must not cont&i andX7.
e Guess The adversary outputs a guéssf b.
An adversarwls advantage in the above game is defined
asAdv(Z) = |Prlb=b] - 1|

Phase 1 The adversary adaptively issues decryption defined asAdv (3

Phase 2 Phase 1 is repeated. The adversary adap-
tively issues decryption key queries for hyper-rectangles function, e :

thate(g”,9°) = e(9,9)

concealing (MC) securitysince it requires that the attribute
values (i.e., the poinK) remain hidden even when an entry

atches a query. MC-selective security can be formally de-
ined through the following game between an adversary and

a challenger.

Definition 4 (MC-selective security [13]). An MRQED
scheme isselectively secure in the match-concealing (MC)
model if all polynomial-time adversaries have at most a neg-

ligible advantage in the selective security game defined be-
low.

Init: The adversary submits two poinks;, X; € La
where it wishes to be challenged.

Setup The challenger runs thBetup(X,La) algo-
rithm to generatdPK, SK. It givesPK to the adver-
sary, keepin@K secret.

Phase 1 The adversary adaptively issues decryption
key queries for hyper-rectanglds;, B,, ..., B,,, sat-
isfying the condition that for alb < ¢ < ¢qq, either
Challenge The adversary submits two equal length
messagedIsg,, Msg, € M. If in Phase 1, there ex-
ists somd) < i < go suchtha{Xy € B;) A (X5 € B;),
thenMsg, = Msg,. The challenger flips a random
coin, b, and encryptdsg, underX;. The ciphertext is
passed to the adversary.

Phase 2 Phase 1 is repeated. The adversary adap-
tively issues decryption key queries for hyper-rectangles
Byy+1,Bgy+2, - . ., By, satisfying the condition that for

all go < @ < ¢, either(X§ € B;) A (X] € B;), or
(X§ ¢ Bi) A (X7 ¢ B;). Inaddition, if in the Chal-
lenge stageMsg, # Msg;, then for allgy < i < ¢,

(X5 ¢ Bi) A (XT ¢ Bi).

e Guess The adversary outputs a guéssf b.

Likewise, an adversaryls advantage in the above game is
|Pr b=0V]- 2{

In this paper, we use the MR security model, i.e., we do
not protect the privacy of the attributes if an entry is matth
by the query. This security notion suffices for applications

such as network audit logs, and the stock-trading apptioati
as described in Section 8.

3.3 Preliminary: Bilinear Groups

A pairing is an efficiently computable, non-degenerate
G x G — G, satisfying the bilinear property
rs. G, G andG’ are all groups of
prime order. g, g ande(g,g) are generators of, G and

G’ respectively. Although our MRQED scheme can be con-
structed using asymmetric pairing, for simplicity, we dése

our scheme usmg symmetric pairing in the remainder of the
paper, i.e.G = G.



We name a tupl&s = [p,G,G’, g, e] a bilinear instance,
whereG andG’ are two cyclic groups of prime order We

pk ;; otherwise, we encrypt an invalid messagevith pk; ;.
The decryption key for any rande, t] is thensk, ., the pri-

assume an efficient generation algorithm that on input of avate key forfs, t]. In the technical report version [43], we give

security parametex, outputsG E GenX) wherelog, p =
o).

We rely on the following complexity assumptions:
Decision BDH Assumption The Decision Bilinear DH as-
sumption, first used by Joux [32], later used by IBE sys-
tems [11], posits the hardness of the following problem:
Given [g,971,9%2,9%,7Z] € G* x G', where exponents
21, %2, %3 are picked at random frorZ,, decide whether
Z =e(g,g)1 7%,

Decision Linear Assumption The Decision Linear assump-

a formal description of this trivial construction.

One can extend this idea into multiple dimensions.
The resulting MRQED scheme requires that one encrypt
o (Msg, X) for all hyper-rectangleB in space. Therefore,
the trivial MRQED” scheme ha®)(T??) public key size,
O(T?P) encryption cost and ciphertext size(1) decryption
key size andD(1) decryption cost.

4.2 Improved MRQED!
Based on AIBE

Construction

tion, first proposed by Boneh, Boyen and Shacham for group  We show an improved MRQED construction based on

signatures [9], posits the hardness of the following pnoble
Given [ga gZI ) gZ2a gZIZSa 922247 Z] S GG’ Wherezla 22,23, %4
are picked at random frof,, decide whetheZ = g*s 14,

4 A First Step towards MRQED

In this section, we first show a trivial construction for
MRQED which hasO(T?P) public key size,O(T??) en-
cryption cost and ciphertext siz€)(1) decryption key size

Anonymous ldentity-Based Encryption (AIBE). For clarity,
we first explain the construction for one dimension. We call
the scheme MRQEDwhere the superscript denotes the num-
ber of dimensions. We note that the primitives and notations
introduced in this section will be used in our main construc-
tion.

4.2.1 Primitives: Efficient Representation of Ranges

To represent ranges efficiently, we build a binary intercex t

and decryption cost. Then in Section 4.2, we show that usingg integerd through.

AIBE, we can obtain an improved one-dimension MRQED

scheme. Henceforth, we refer to a one-dimension MRQED Definition 5 (Interval tree). Lettr(7') denote a binary inter-

scheme as MRQEDand refer to multi-dimension MRQED
as MRQED’. The AIBE-based MRQEDconstruction has
O(1) public key size,O(logT') encryption cost, ciphertext

size, decryption key size and decryption cost. While de-

scribing the AIBE-based MRQEDconstruction, we intro-

val tree over integers fromto 7". Each node in the tree has a
pre-assigned uniquéD. For convenience, we defingT) to
be the set of all nodéDs in the tree. Each node im(T") rep-
resents a range. Lei/(/ D) denote the range represented by
nodelD € tr(T). Definecv(ID) as the following: Letl D

duce some primitives and notations that will later be used e thei'" leaf node, therv(ID) = i. Otherwise, whed D

in our main construction in Section 5. In Section 4.3, we

demonstrate that a straightforward extension of the AIBE-

based MRQED scheme into multiple dimensions results in
O ((log T')”) encryption cost, ciphertext size, decryption key
size and decryption cost. The AIBE-based MRQE®N-
struction aids the understanding of our main construction i
Section 5. By contrast, details of the AIBE-based MRGED

scheme are not crucial towards the understanding of our main

construction. Therefore, we only highlight a few important

definitions and give a sketch of the scheme in Section 4.3. We

give the detailed description of the AIBE-based MRQED
scheme in the technical report version [43].
4.1 Trivial Construction

We first give a trivial construction for one-dimensional

range query over encrypted data. We refer to one-dimerisiona

range query over encrypted data as MRQEihere the su-
perscript represents the number of dimensions.
In the trivial MRQED' construction, we make use of

any secure public key encryption scheme. We first generate

O(T?) public-private key pairs, one for each ranget] C
[1,T]. To encrypt a messagelsg under a point:, we pro-
duceO(T?) ciphertexts, one for each ranget] C [1,T].
In particular, ifz € [s,t], we encryptMsg with public key

is an internal node, lef D; and I D, denote its child nodes,
thencv(ID) = cv(ID1) Ucv(IDs3). In other wordsgv(ID)

is the set of integers that correspond to the leaf descesdant
of ID.

Given the interval treer(7T'), we define théP(x) of IDs
covering a point: € [1,7], and the set\(x) of I Ds repre-
senting a rangés, t] C [1, 7.

e Set of I Ds covering a pointz. For a pointz € [1,7]
and some nodéD € tr(T), we say that/ D covers
the pointz if x € cv(ID). DefineP(z) to be the
set of I Ds covering pointz. Clearly, P(z) is the col-
lection of nodes on the path from the root to the leaf
node representing. As an example, in Figure 1 (a),
P(z) = {ID1,IDy,ID3,ID,}.

e Range as a collection of Ds. A range(s,t] C [1,T]
is represented by a collection of nodéss, t) C tr(T).
We defineA(s,t) to be the smallest of all subsetsC
tr(T) such that J, ,.y cv(ID) = [s,t]. Itis not hard
to see that for anys,¢] C [1,T], A(s,t) is uniquely
defined, and its sizg\(s, t)| is at mostO(log T').

We will make use of the following properties in our AIBE-
based construction: If € [s, ], thenP(z) N A(s, t) # 0; in
addition,P(x) andA(s, t) intersect at only one node. Other-
wise, if z ¢ [s,t], thenP(x) N A(s,t) = 0.
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(a) The path from a leaf to the root.

[3,7]
(b) A ciphertext and a decryption key in MRQED

Figure 1. An MRQED' scheme. (a) Path from the leaf node representinge [T to the root. P(x) = {ID1, D2, D3, ID4}.
(b) Encryption under the point = 3 and the keys released for the range7].

4.2.2 AIBE-Based MRQED' Scheme

AIBE encrypts a messagelsg using an identity/ D as the
public key. Given the private key fafD, one can success-
fully decrypt all messages encrypted by identity). The

encryption scheme protects both the secrecy of the message

Msg and the identity/ D in the following sense: Given ci-
phertextC, which is an encryption dMsg by identity I Dy,
and given decryption keys for identitidd,, I Ds, ..., 1D,

but not forI Dy, a computationally bounded adversary cannot
learn anything abouMsg or about/ D, from the ciphertext

C. Researchers have successfully constructed secure AIBE ®

schemes [15, 1] witlD (1) cost in all respects: in public pa-
rameter size, encryption cost, ciphertext size, decrpkiy
size and decryption cost.

Given a secure AIBE scheme, we can construct an
MRQED' scheme based on the following intuition. To en-
crypt the messag®lsg under pointx, we encrypfMsg un-
der allIDs inP(x). To release the decryption key for a range
[s,t] € [1,T], we release the keys for allDs in A(s,t).
Now if z € [s, ], thenP(z) N A(s,t) # 0. Supposé(x) and
A(s,t) intersect at nodéD. Then we can apply the decryp-
tion key at/ D to the ciphertext encrypted undeb, and ob-
tain the plaintext messa@dsg. Otherwise, ifr ¢ [s, ], then
P(z)NA(s,t) = (. Inthis case, the security of the underlying

one can construct a secure MRQE&heme as below:

Setup(3, T) calls Setup” (%) and outputsPK and
SK.

Encrypt(PK, x, Msg) encrypts the messag®lisg
under everyID € P(z). In other words,Encrypt
yields C {erp|ID € P(x)}, where ¢;p
Encrypt*(PK, 1D, Msg||0™'). To check whether a
decryption is valid, prior to encryption, we append
trailing Os denoted™ to messagdlsg € {0,1}™.
DeriveKey(PK, SK, [s, t]) releases a decryption key
kip for eachID € A(s,t). kyp is computed as
kr;p = DeriveKey"(PK,SK, D). The entire de-
cryption key for the rangés, ¢] is then the seDK, ;, =
{kip | ID € A(s,1)}.

QueryDecrypt(PK, DK, C) tries each keyk;p €
DK, on each ciphertext;pr € C. If ID = ID’, then
Decrypt™(PK, krp,crp/) yields result of the form
J\7S\G|\0m'. In this case, we accept the result and exit
the QueryDecrypt algorithm. If all trials fail to yield
result of the form@ﬂom’, QueryDecrypt out-
puts_L, indicating failure to decrypt.

Note that in the AIBE-based construction, if we simply

AIBE scheme ensures that a computationally bounded advertry all decryption keys over all ciphertexts, then decrgpti

sary cannot learn any information about the messlyg
or the pointz, except for the obvious fact (since decryption
fails) thatz ¢ [s, t].

Example. In Figure 1(b), we show a ciphertext en-
crypted under the point. Let L = O(logT) denote the
height of the treeC is composed 0D (log T") components:
{c1,¢2,...,cr}. On the right, we show the decryption keys
for the rangg3, 7]. Since[3, 7] can be represented by the set
of nodesA(3,7) = {IDa,IDp,ID¢}, the decryption key
for [3, 7] consists of three sub-keys;p , , kip, andk;p,.

The AIBE-based construction ha®(1) public key
size, O(|P(x)|) encryption cost and ciphertext size, and
O(|A(s,t)|) decryption key size. Sinc®(x)| = O(logT),
and |A(s, )] O(logT), we getO(logT) in encryption
cost, ciphertext size, and decryption key size. Later, wk wi
show that decryption can be doneGxflog T') time as well.

Stated more formally, given a secure AIBE scheme

Setup®(X), DeriveKey"(PK,SK, D),
Encrypt*(PK, ID,Msg), Decrypt”(PK,DK,C) |’

would requireO(|P(z)| - |A(s,t)|) time; and sincéP(z)| =
O(logT),|A(s,t)] = O(logT), decryption would require
O(log® T) time. However, observe that it is not necessary
to try k;p oncyp, if ID andID’ are at different depth in
the tree; since then,D and 1D’ cannot be equal. Thus we
only need to tryk;p oncyps if ID andID’ are at the same
depth in the tree, which requires knowledge of the depth of
1D’ for ciphertextc;p.. Of course, we cannot directly re-
leasel D' for ciphertextc;ps, since the encryption is meant
to hideI D’. However, since each cipherteXthas a portion

at every depth of the tree, we can give out the depthi@ffor
eachcypr € C without leaking any information aboutD’.

In this way, we reduce the decryption costQ¢log T') rather
thanO(log® T').

We emphasize that using AIBE as the underlying encryp-
tion scheme is crucial to ensuring the security of the de-
rived MRQED! scheme. In particular, a non-anonymous IBE
scheme is not suitable to use as the underlying encryption
scheme, since IBE hides only the messadsg but not the
attributex.



4.3 AIBE-Based MRQED?” Construction

The same idea can be applied to construct an MROED
scheme, resulting i®(1) public key sizeO ((log T)") en-
cryption cost, ciphertext size, decryption key size, and de
cryption cost. Since the details of this construction isarat

cial to the understanding of our main construction, we only

give a sketch here and leave the full description of the sehem
to the technical report version [43]. However, we highlight
a few important definitions here, including the notion of a
simple hyper-rectangle, and the definition/of (B). These
definitions will later be used in our main construction.

We build D binary interval trees, one for each dimension.
We assign a globally uniqueD to each node in th® trees.

Representing a hyper-rectangle.We represent an arbitrary
hyper-rectangle as a collection simple hyper-rectangles
To illustrate this idea, we first give a formal definition of

that contain the poinK = (z1,z2,...,2p). This is equiv-
alent to encryptingMsg under the cross-product @ dif-
ferent paths to the root. Specifically, fdr € [D], denote
Py(X) := P(z4). Pg(X) is the path from the root to the
leaf node representing, in the d** dimension. Define the
cross-product of alD different paths to the root:

P*(X) = Py (X) x Po(X) x ... x Pp(X).

Then, to encryptMsg and X, we use AIBE to en-
crypt Msg under everyid € P*(X). Since|P*(X)|
O ((log T)”), both encryption cost and ciphertext size are
O ((logT)").

Key derivation and decryption. To issue decryption keys
for a hyper-rectangldB, we issue a key for everyd <
A*(B). Since|A*(B)| = O ((logT)?), the decryption
key has size) ((logT)”). Now if X € B, thenP*(X) N
AX(B) # 0; in addition,P* (X) andA* (B) intersect at ex-

a simple hyper-rectangle, and then state how to represenjctly one simple hyper-rectangths, , where the keys and the

an arbitrary hyper-rectangle as a collection of simple hype

ciphertexts overlap. In this case, we use the keyidgy, to

rectangles. Simply put, a simple hyper-rectangle is a hyper decrypt the ciphertext fadg,. Otherwise, ifX ¢ B, then

rectangleB, in space, such thdB, can be represented by

P*(X) N A*(B) = 0. In this case, the security of the under-

a single node in the tree of every dimension. More specif- lying AIBE schemes ensures the security of the MRGED

ically, a hyper-rectangld(s1,t1,...,sp,tp) in space is
composed of a range along each dimension. If forlai
d < D, |A(sq,tq)] = 1, i.e., [sq,tq] is @ simple range

in the d** dimension, then we say that the hyper-rectangle

B(s1,t1,...,8p,tp) is asimple hyper-rectangleA simple

constructions. In the technical report version [43], wevsho
that the cost of decryption is algd ((log 7')”).

5 Our MRQED ” Construction

hyper-rectangle can be defined by a single node from each

dimension. We can assign a unique identity to each simple-

rectangleBy(s1,t1,...,sp,tp) in space. Define
(ID17[D27~ e ;IDD)v

whereID,4(1 < i < D) is the node representirigy, t4] in
thed'" dimension.

idg,

Definition 6 (Hyper-rectangle as a collection of
simple hyper-rectangles). Given an hyper-rectangle
B(s1,t1,...,8p,tp), denote Ay(B) A(sq,tq) for

d € [D]. A(B) is the collection of nodes representing
range [sq,t4] in the d** dimension. The hyper-rectangle
B can be represented as a collection (B) of simple
hyper-rectangles:

AX(B) = A1(B) x A»(B) x ... x Ap(B)

In particular, for everyid € A*(B), id is a vector of the form
(ID1,1Ds,...,IDp), whereID, (d € [D]) is a node in
the tree corresponding to th&" dimension. Thereforad
uniquely specifies a simple hyper-rectanBlgin space.

Clearly, |A*(B)| = O ((logT)"”); in addition, A*(B)
can be efficiently computed. Given the above definitions,
we briefly describe the AIBE-based MRQExonstruction.
The detailed description is provided the technical repert v
sion [43].

Encryption. Suppose that now we would like to encrypt a
messageMsg and the pointX = (x1,29,...,2p). We
encrypt the messagelsg under all simple hyper-rectangles

In Section 4, we showed an AIBE-based MRQEDon-
struction withO(1) public key size,0 ((logT)”) encryp-
tion cost and ciphertext siz&) ((log7")”) decryption key
size and decryption cost. In this section, we propose a new
MRQED? construction withO (D logT) public key size,
O (DlogT) encryption cost and ciphertext size (D log T')
decryption key size, an@ ((log T')”) decryption cost.

5.1 Intuition

We build D interval trees over integers frointo 7', each
representing a separate dimension. Assume each tree node
has a globally uniquéD. In the previous section, we showed
a naive construction for MRQEDbased on AIBE. The naive
construction encryptdsg under theO((logT)?) simple
hyper-rectangles that contain the polit and releases de-
cryption keys for theO((log T')”) simple hyper-rectangles
that compose a hyper-rectangle Our goal is to reduce
the ciphertext size and decryption key siz&x@D log T') in-
stead. However, as we will soon explain, naively doing this
introduces theollusion attackas shown in Figure 2 (b). Our
main technical challenge, therefore, is to devise ways 10 se
cure against the collusion attack.

Reducing the ciphertext sizeln other words, rather than en-
cryption Misg for each simple hyper-rectangle I (X) =
Py (X) x ... x Pp(X), we would like to encrypMsg for
each tree node in the the union of thd3elifferent paths:

PY(X) = Py(X) U... UPp(X).
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(a) A ciphertext and a decryption key in MRQED

Figure 2. An MRQED? scheme.(a) Encryption under the point =

kzl k12
,,,,,, ky1 | R1 Ro
ke |m i

(b) Collusion.

(3,5) and the keys released for the ran@e6] x [3, 7]. (b) With

decryption keys,1, k,1 for region R, andkg2, ky2 for region R4, regionsR, and R3 are compromised.

Reducing the decryption key size.Instead of representing
an arbitrary hyper-rectangle using the collection of senpl

the adversary would have collected kéys = {ky1,ky1},
kpa = {ks2,ky2}. With these, the adversary would be able

hyper-rectangles, we can represent a simple hyper-rdetang to reconstruct the keys faR, and Rs: kre = {ka2,ky1},

B as the collection of disjoint intervals over different dime
sions:

Definition 7 (Hyper-rectangle as a collection of nodes)A
hyper-rectangleB C L gives a collection of nodes corre-
sponding to disjoint intervals over different dimensions:

AY(B) = A,(B) UAs(B)U...UAp(B)

Note that for all hyper-rectanglB C L, |[AY(B)| =
O(DlogT); in addition,A”(B) can be computed efficiently.

Using the above definition, rather than releasing keys for

each simple hyper-rectangle *(B) = A;(B) x ... x
Ap(B), we would like to release keys for eadD in
A(B)U...UAp(B).

Example. Figure 2 (a) is an example in two dimensions. To
encrypt under the poin(, 5), we find the path from the leaf

node3 to the root in the first dimension, and the path from
the leaf nodés to the root in the second dimension. We then

krs = {ks1,ky2}. Hence, our major challenge is to find
a way to secure against the collusion attack without incur-
ring additional cost. We use l@inding technique to prevent
the collusion attack: we use re-randomization to tie togieth
the sub-keys in different dimensions. For example, in Fig-
ure 2 (b), when we release the decryption key for redgiqn
instead of releasingk,1, ky1 }, we releas€{jizkz1, fiyky1},
where ji,, and ji,, are random numbers that we pick each
time we issue a decryption key. Likewise, when releasing
the key for regioni?,, we releasd /i, k.2, fi, ky2 }, wheregi,
and i, are two random numbers picked independently from

i andp,,. Of course, in the real constructiop, and i, (

p,, and i) also need to satisfy certain algebraic properties
(e.9., fizfiy = pp, = some invariant) to preserve the in-
ternal consistency of our scheme. In this way, components in
the decryption key foRR; cannot be used in combination with
components in the decryption key féy;.

5.2 The Main Construction

produce a block in the ciphertext corresponding to each node

on the two paths. In the first dimension, we produce blocks

c1, 2, c3 andey. Inthe second dimension, we produce blocks
cs, co,c7 andcg. To release decryption keys for the range
[2,6] x [3,7], we find a collection\ (2, 6) of nodes covering
the rangg2, 6] in the first dimension; and a collectidy(3, 7)

of nodes covering3, 7] in the second dimension. We issue

We are now ready to describe our construction. Define
L = O(logT) to represent the height of a tree. Assume
that nodel Ds are picked fron¥,;. We append a message
Msg € {0,1}™ with a series of trailing zero®/™', prior to
encryption. Assume thdn, 1} C G/,

a block in the decryption key corresponding to each node setup (3, La) To generate public parameters and the mas-

in A(2,6) and inA(3,7). In the first dimension, we create
blocksk;p ,, krp,, andk;p.; and in the second dimension,
we create block&;p,,, kip,, andk;p,..

Preventing the collusion attack. Unfortunately, naively

ter private key, the setup algorithm first generates a laline

instanceG = [p,G,G/, g, €] & GenX). Then, the setup
algorithm does the following.

doing the above is equivalent to applying the AIBE-based 1- SsejljeLctl at random the following parameters from
MRQED' scheme independently in each dimension. As we Z, .

demonstrate in Figure 2 (b), such a scheme is susceptible to
the collusion attack. Suppose that Figure 2 (b), every rect-
angle is a simple rectangle. Now suppose that an adversary
were given the decryption keys for regidty and R4, then

/ /
w, [O‘ga,lv Qp 2, /Btp,h 6@,27 oga,lv 0@,25 agp,h 9@,2} L/E;](d,[lz]
S X

In addition, we require that the’s and the’'s be



forcibly non-zero. At this point, we give a brief expla-
nation of our notation. The variableis used to index a

tuple (d,1) € [D] x [L], whered denotes the dimension
and/ denote the depth of a node in the corresponding
tree.
2. PublishG and the following public parameteRBK &
G’ x G8PL:
Q —e(g,9),
a/(p,l — gaw 10, 17 a‘tp 2 ga%29%25
al,y — goe 0 al,, — ge2ten,
b 1 (_gﬂiplaupl b 2 (_gﬁ¢29¢2
b’ 1 glenfen, b’ gPerler, | o=(ane
[DIx[L]
3. Retain a master private k8K ¢ G3PL+! comprising

the following elements:

w—g*,

1 gTet, Ap 2 — gUe2,

btp,2 — gﬁw’zv

Yp,2 — gre2Pe2lez
!

ygp,Q

Ay, 5

btp,l — g @1,

y%l «— go‘%lﬂ%lew,l’
0/

— ga¢,25w,2 ©,2

’
— grefenlon, p=(d.1)

/
Yo €lDIx(L]
Notice that in the public parameters and the master key,
we have different versions of the same variable, e.g.,
Ap1, Ay 2,0, 1,y 5. Although they seem to be redun-
dant, they are actually needed to provide sufficient de-
grees of randomness for our proof to go through. The

reasons for having these different versions will become

clear once the reader has gone over the detailed proof

provided in the technical report version [43].

DeriveKey(PK, SK, B) The following steps compute the
decryption key for hyper-rectangl, given public keyPK
and master private keyK.

1. PickO(D - L) random integers fror? x Z2|AU(B)|

[ﬁd]dE[D]’ [)‘ID,laAID,Q][DeAU(B)

such that] [ ;c(p ta = w. The reason for having an

overhead tilde for the variablg, is to associate it with
the variablew, since they both belong to the gro@h
and they satisfy the condition thpf ;. 11 = w. We
note that the random,’s generated in this stage are later

used to re-randomize the components of the decryption

key. In this way, components in different dimensions
are tied to each other; and components from one decryp-
tion key cannot be used in combination with components
from another decryption key. This is how we prevent the
collusion attack as shown in Figure 2 (b).

. Compute and release a decryption kK ¢
G5IA”(®B) DK is composed of a portiolK (ID)
for eachID € AY(B). In the following definition for
DK(ID), ¢ = (d,l) = ®(ID) represents the dimen-
sion and depth of nodéD; without risk of ambiguity,

denoteh; = Arp.1, 2 = Arp2. DK(ID) is defined
below:

1D,

1D,/
ygplygpl

—A —A
ygp 2y¢2 Yobya!

—>\2 —)\2
e, 1 Fpl o b

9,2

) ( R

Observe that we release a portion of the decryption key
for each node imM”(B), as opposed to for each hyper-
rectangle inA*(B). In this way, the size of the private
key isO(DL), instead ofO(L?). Also observe that we
multiply the first element oDK (I D) by jz4. This illus-
trates thebindingtechnique used to tie together compo-
nents in different dimensions. In this way, components
in one decryption key cannot be used in combination
with components in another decryption key; therefore,
we successfully prevent the collusion attack.

fia

Encrypt(PK, X, Msg) We create a block in the ciphertext
for everyID € PY(X). Equivalently, for each dimensiah
and deptH, denotep = (d, 1), we create a portion of the ci-
phertext corresponding to the ndflg, residing in thei'” tree
at depthi, on the pattP,(X) to the root. We now describe
the Encrypt algorithm in the following steps:

1. SelecDL + 1 random integers: selectcr Z,, select
[resme2lomapepix ) €r Zi0F-

2. Forp = (d,1) € [D] x [L], defineZ, = Z,(X), i.e.,
the node at depthin P4(X) in thed*” dimension. Now

compute and output the following cipherte®te G’ x
G4DL+1:

(MngOml) : er’ gr’
T
(b%lzwb;,ﬁ o (asa,lz“’a;,l

T,
(bp2a™ b, ) ", (apaTeal )"

)’I‘—T(p‘l
R ’
p=(d,l)e
[DIx[L]

QueryDecrypt(PK, DK, C) We first give an overview
on how QueryDecrypt works. Recall that a decryption
key DK = {DK(ID)|ID € A”(B u} |s composed of a
portion DK (ID) for each ID € A . We now re-
construct a decryption key for each S|mple hyper-rectangle
idp, € A*(B) as below. We grab frodDK a sub-key from
each dimension: for eache [D], grab a sub-kePK (D)
from thed'" dimension, wherd D; € A4(B). The collec-
tion of sub-keys{DK(/D;),DK(IDs),...,DK(IDp)}
can now be jointly used to decrypt a message encrypted under
the simple hyper-rectanglég, = (ID1,...,I1Dp).

We also need to find the correct blocks in the ciphertext
to apply this key foridg,. Recall that the ciphertext is of

the formC = (c, €0, [Cp,1, Cp,2, Cop.3, c¢,4]w:(d_’l)€[D]X[L]>.
For convenience, denote, := [c,1,Cy 2,Cp3,Cp 4] fOr
¢ = (d,l) € [D] x [L]. ¢, is the block in the ciphertext
corresponding to a node in tl#" dimension and at depth
of the tree. Defin@d(ID) := (d,1) to extract the dimension
and depth of the nodeD. Now for a sub-keyDK (I D), de-
fine o = ®(ID), itis not hard to see thdDK (I D) should
be used in combination with the bloek in the ciphertext.



The following algorithm iterates through the simple hyper- the confidentiality game or the anonymity game, then no
rectangles inA*(B) and checks if the ciphertext can de- polynomial-time adversary has more than negligible advan-
crypt to a valid message under each simple hyper-rectangld¢age in the combined selective MRQED game.

in A*(B). In the proof, we build a simulator that leverages an
For each simple hyper-rectangleA”(By) = MRQED adversary to solve the D-BDH problem or the D-
{(IDy,ID,,...,IDp)} C A*(B), Linear problem. The simulator inherits parameters spetifie

by the D-BDH/D-Linear instance, hence, it has incomplete
(1) LetDK(/Dq) = (k1p,,0,Kipa,1, kg2 kipe3:kipa,4)  information about the master key. Therefore, the crux of the
represent the element IDK for /Dy, whered < [D]. proof is how to simulate the key derivation algorithm with-
(2) Try to decrypt C under By with the collection  out knowing the complete master key. In comparison, the
{DK(ID,),DK(IDy),...,DK(IDp)} of sub-keys:  anonymity proof is more complicated than the confidenjalit
proof, because it involves a hybrid argument contairing.

Vec- e(co, k ce(cu 1,k steps. In stefjd:, l1,n1) of the hybrid argumenty,,, ,,, and
11 [ (0, kipao) - &l6pai; kipas) v, . (g1 = (di,11)) in the master key contain unknown pa-
de[D], P11 \FL . X ‘
a=®(IDy) rameters inherited from the D-Linear instance. Therefaee,
need to condition on the relative position betwé&hand the
€(Cpy 2, Krpy2) - €(Cpy3.kip,,3) - €(Cpy 4, kip,,a) (d1,11) in question. Our proof techniques are similar to that

presented in the AHIBE paper [15].

If V is of the formMsg]||0™', then outputMsg as the .
decrypted plaintext and exit. 7 Practical Performance

If for all simple hyper-rectangles ih* (B), the previous step
fails to produce the plaintext, then output

When done naively, the abov@ueryDecrypt algo-
rithm takesO(D(log T')?) time. However, if one saves in-
termediate results, it can be donedr(log T)”) time with
O(DlogT) storage. The above numbers takes into accountAssumptions.To evaluate the scheme of Section 5 in this ap-
all group operations, include multiplication, exponetitia plication, we detail a set of scenarios regarding the seéteh
and bilinear pairing. However, since a pairing operation is fields present in the logs. We assume log entries contain the
typically more expensive than exponentiation (and far more fields listed in Table 2. The 17-bit time field is sufficient to
expensive than multiplication) in known bilinear groupg w distinguish times over a period of about 15 years with a one
are particularly interested in reducing the number of pair- hour resolution, or about three months at a one minute resolu
ings at time of decryption. Notice that we can precompute tion. More precise times may be stored in the non-searchable

In this section, we give a detailed analysis of the perfor-
mance of the MRQEB scheme given in Section 5 in prac-
tical scenarios. We use the conditional release of enadypte
network audit logs as our motivating application.

all pairings e(co, krp,,0) and pairingse(c,, ., krp,,:) for portion of the message if desired. The protocol field cor-
1 < i < 4, and store the results in a look-up table. There-
fore, the decryption algorithm requiré¥(D log T") pairings Field || Abbr. | Range | Distinct Values
in total. Source IP || sip 0, Ty —1] | Tgp =27
Dest. IP dip [0, Tdip —1} Tdip = 232‘
6 Consistency, Security Port || port | [0, Tporr —1] | Tporr =2'
Time || time | [0, Tyime —1] | Ttime = 27
8
The following two theorems state the consistency and se- ~ Protocol || prot | [0, Toor —1] | Tpror =2

curity of our MRQED construction. Table 2. Fields appearing in a network audit log and their

Theorem 6.1 (Internal consistency). The above defined possible values.
MRQED construction satisfies the consistency requirement
posed by Equation (1).
. . responds to the actual bits of the corresponding field in an
T_heorem 6.2 (Selectlv_e s_ecurlty). _The above def IP header (where, for example, 6 denotes TCP and 133 de-
fined MRQED construction is selectively secure against a5 Fipre Channel). Various subsets of these fields may be
polynomial-time adversaries. included as searchable attributes in MRQEDOther fields
Below we give an overview of the techniques used in and any additional associated data such as a payload may be
the security proof. The detailed proofs of Theorem 6.1 and included as the encrypted message. Regardless of message
Theorem 6.2 are provided in the online technical report ver- length, we need only use the MRQEDscheme to encrypt
sion [43]. To prove the selective security of our MRQED  a single group element, which may be a randomly generated
construction, we decompose the selective MRQED game intosymmetric key (e.g., for AES) used to encrypt the message.
two games: a selective confidentiality game and a selective Benchmarks for the selected pairing were run on a modern
anonymity game. By the hybrid argument, if no polynomial- workstation. The processor was a 64-bit, 3.2 Ghz Pentium 4.
time adversary has more than negligible advantage in eitheiWe used the Pairing-Based Cryptography (PBC) library [34],



which is in turn based on the GNU Multiple Precision Arith- tion from 6.4ms to 30s [19], resulting in a total encryption
metic Library (GMP). The relevant results are given in Ta- time as low as 27ms.
ble 3. Using these benchmark numbers, we now estimate the

performance of our encryption scheme under several scenarey derivation and decryption. We now consider decryp-
ios for the network audit log application. tion keys and the running time of the decryption algorithm,

the more interesting aspects of the scheme’s computational
and storage requirements. The space required to store a de-

Operation| Time X . e .
pairing (No preprocessing) 5.5 ms cryption key, the time to derive it, and the time to decrypt
pairing (after preprocessing) 2.6 ms using it depend only on the ranges of attributes for which it
preprocess pairing 5.9 ms permits decryption. Unlike the computational and storage r
exponentiation iG,G | 6.4ms quirements discussed thus far, these costs do not depend on
exponentiation irG’ | 0.6 ms the full range of possible values, only those associateld wit
multiplication inG’ | 5.1us the key. These costs depend on the number of key com-

ponents necessary to represent the permissible range along
Table 3. Group arithmetic and pairing performance bench-  each dimension. For example, suppose a particular decryp-
marks on a modern workstation [34]. tion key DK only allows decryption of entries with a desti-
nation port in the rangg, 7] (perhaps placing other require-
ments on the other attributes). Referring back to Figure 1,
Public parameters and master key. The space required We see that three tree nodes are necessary to cover this range
to store the pub“c parameters and master key is |ogarith_SODeI‘iveKey would include these three for the destination
mic with respect to the number of possible attribute val- port dimension irDK. Similarly, given some decryption key
ues. Specifically, denote the set of attributes As= DK, we denote the number of tree nodes necessary to cover
{sip, dip, port, time, prot}. Then for each attribute € A, the decryption range in each of the dimensiang A by
define the height of the trele, = log, T, + 1. For example, ~ Na = |Aa(B)] (using the notation of Section 5). So in this
Lsp = 33 and Lo = 9. Then the public parameteRK re- example,Nyo = 3. Note that for anys € A, in the worst
quire atotal o>~ , L, = 880 elements oz and one el-  Case N, = 2L, — 2.
ement ofG’. Assuming 512-bit representaticnsf elements Now given N, for eacha € A, we may com-
of G andG/, the total size ofPK is 55KB. The master key = pute the decryption costs. A decryption key consists
SK contains the same number of elements, again requiringof 53 , N, group elements aniDeriveKey performs
55KB of storage. More space efficient pairings than the one8) ., N, exponentiations. The number of operations
used in this estimate are available, but this one was sélecte necessary to decrypt using a k&K is slightly more
for speed of evaluation. subtle.  While QueryDecrypt is O([],.4 La) (i€,
Computation time foSetup is reasonable, given thatit  ©((log 7')”)) overall, onlyO(}" . 4 La) (i.e., O(DlogT))
is only run once. Computing the public and private parame- pairings are required, as mentioned in Section 5.2. Specif-
ters inSetup requires roughlyi6 3, , L, exponentiations ically, we need only computg} ., N, pairings to pop-
and one pairing, for a total of about 11.3s. Time spent onulate a lookup table containing values efco,kipo),
multiplication in this case is negligible. e(cp,1,kin), e(cp2,kip2), €(cp3,kip,3), €(cpa, kip,a),
Encryption. Saving the group elements of a ciphertext re- @Nd €(¢e5,kip5). These values are enough to complete
quires4>", _, L + 2 group elements, or 28KB. Note that the QueryDecrypt algorithm. Assumlng a key will nor-
we normally just encrypt a session key, so this is a constantM2lly be used to decrypt a batch of ciphertexts one after an-
overhead beyond the actual length of the message. Runnin@ther, we may further reduce the cost of pairings by prepro-
Encrypt requires about two exponentiations for each group ¢€SSing with the key. As shown in Table 3, preprocessing
element, resulting in a time of about 5.6s. While significant, féduces the pairing time by about half, at a one time cost
this overhead should be acceptable in most cases in the ne{P€r decryption keyDK) equivalent to one or two decryp-
work audit log example. If audit logs are high volume, the tions. Computed naively, the sequence of trials in step éne o
best strategy may be to produce periodic summaries rathefueryDecrypt er/1d up requiring a total ofA| [, 4 Va
than separately encrypting each packet. The searchable afhultiplications inG'. This can be somewhat reduced. Let
tributes of such summaries would reflect the collection of en 21:--- 54| be { Naa € A} sorted in ascending order:
tries they represent, and the full contents of the entriesdco  ©1 < S2 < ...S|a. Then by saving intermediate re-
be included as the encrypted message without incurring ad-Sults between trials and ordering the dimensions appropri-
ditional overhead. In systems containing a cryptograpbic a 2(€ly, it is possible to complete step one with a total of
celerator chip supporting ECC (such as some routers), much®t + 5192 + 515253 + ... 51592 - -- 5] 4) multiplications.
higher performance is possible. For example, the Elliptic gpaific scenarioswe have now computed the costs associ-
Semiconductor CLP-17 could reduce the time of exponentia- 414 with the storage and usage of a decryption key in terms
2We consider a type A pairing using the singular cugge= x> + z for of N for a € A, but we have .n0t y.et specifiedl,. If we
the groupsG andG with a base field size of 512-bits. Note that all groups assume the range for each attribute is randomly selected (un

involved have 160-bit group order; the storage requiremanse from the formly), the_n for eacr_u € A, the _expected_ value a¥, is
specific representation of elements in the elliptic curves. L, — 1. This results in a decryption key size of 33KB and




a running time foeriveKey of 5.4s. The corresponding
worst-case decryption timds 13.1s. We note that this is a
major cost, and likely to be inconvenient if significant quan
tities of log entries must be decrypted. Fortunately, agseri
eliciting such long decryption times are not likely to be nec
essary in practice. In fact, fairly elaborate queries assjibe
while keeping decryption costs low.

In Table 4 we provide several examples that help demon-

strate this. The first entry illustrates the fact that spaodf a
single value, all values, or a range of values falling on pewe

stock price can act as the trusted authority who owns the mas-
ter key. For convenience, in the following description, we
assume that thstock exchanges the trusted authority. The
investor first encrypts the order along with the desiredepric
and time ranges, and sends the encrypted order to the broker.
Suppose that at a certain point of timehe stock price ip.

The stock exchange constructs a decryption key for the pair
(t,p), and hands it to the broker. With this decryption key,
the broker can decrypt all orders whose price and time ranges
match the current price and the current time¢, and execute

of-two boundaries (as in the case of an IP subnet) for somethese orders. For orders whose price and time ranges do not

attributea results inN, = 1, reducing decryption time dra-
matically. In the next example, several attributes areirequ

to be in general ranges, or, in the casewft, selected from

a small set. This results in larger numbers of key compo-
nents and slightly longer decryption times. Still, the gper
tion time in this case is far below the time with each range
randomly selected. As shown by the third example, larger
ranges result in larger values of, and, again, somewhat
larger, but still relatively low, decryption times.

8 Extensions and Discussions

8.1 The Dual Problem and Stock Trading

through a Broker

In the MRQED problem, one encrypts a messhfe un-
der a pointX in multi-dimensional space, and given a hyper-
rectangleB, the master key owner can construct a capability,
allowing an auditor to decrypt all entries satisfyiXge B.

On the other hand, the privacy of the irrelevant entries@ie s
preserved.

Informally, the natural dual problem to MRQED is where
one encrypts under a hyper-rectanfde and given a point
X, the master key owner can construct a capability allowing
an auditor to decrypt all entries satisfyifig) > X. Like in
MRQED, we require that the privacy of all irrelevant entries

match the current price and time, the broker cannot learn any
additional information about these orders.

MRQED implies the dual problem. We use a two-
dimensional example to illustrate how MRQED implies a so-
lution for the dual problem.

e Dual.Setup (%, [T]?): Call MRQED.Setup (X, [T]%),
and output the public kelPK, and master ke$K.

Dual.Encrypt (PK,[z1,z2] X [y1,y2], Msg): To
encrypt a messagdlsg under the ranggz;,xs] x
[y1,92] in 2 dimensions, call MRQED.Encrypt
(PK, (z1,72,91,y2), Msg). Observe that here a
range(z1, 2] X [y1,y2) in [T]? is mapped to a point
(1,22, y1,92) in [T]*.

Dual.DeriveKey (PK,SK,(z,y)): To generate
a decryption key for the point(z,y) € [T]?,

call MRQED.DeriveKey (PK,SK, [1,z] x [z,T] x

[1,y] < [y, T1).

Dual.QueryDecrypt (PK,DK,C): To try to de-
crypt a ciphertexC using the decryption kepK, call
MRQED.QueryDecrypt (PK,DK, C).

In essence, the above construction maps a rénges| x
[y1,92] C [T]? to a point(z1, z2,y1,y2) € [T]%, and test-
ing if a point (x,y) is within the rang€exy, z2] X [y1, y2]

be preserved. We now show an interesting application of theis equivalent to testing whethet:1, x2,y1,72) € [1,2] x

dual problem, and then show that MRQED implies a solution
for the dual problem.

An interesting application of the dual problem is for trad-
ing stocks and other securities. Supposdraestortrades
stocks through &roker. The investor specifies a price range
and a time range, such that if the stock price falls withirt tha
range during a specific period of time, the broker can buy or
sell the stock on behalf of the investor. This is usually mefe
to as astop order limit order, or stop-limit order Sometimes,
the investor may not fully trust the broker, and may wish to

[,T] x [1,y] x [y,T]. Itis easy to verify that the security
of the MRQED scheme guarantees a similar notion of secu-
rity for the dual construction, i.e., if a decryption keyléatio
decrypt a certain ciphertext entry, then a probablistiypot

mial adversary cannot learn any additional informationubo
that entry.

8.2 Adaptive Security

Our scheme is provably secure in the selective-ID model.

conceal the price and time ranges from the broker before any stronger notion of security is adaptive-ID security (also

order is executed.

known asfull security), i.e., the adversary does not have to

The dual problem can be applied in such scenarios to ad-ommit ahead of time which point in the lattice to attack. We

dress the privacy concerns of investors. In particularstbek
exchangeor any third-party with knowledge of the real-time

3In reality, the average decryption time is smaller than thimber, since
upon a successful decryption, ti@gueryDecrypt algorithm exits after
trying half of the combinations in expectation and thus penfag half the
worst-case multiplications.

present the formal definition for MRQED adaptive-ID secu-
rity in the online technical report version [43]. Previo@s r
search has shown that IBE schemes secure in the selective-ID
sense can be converted to schemes fully secure [6, 18, 46, 36]
with some loss in security. In particular, Boneh and Boyen
prove the following theorem:



Example Query Nsip | Naip

N, port

Worst-case
Dec. Time

Worst-case
Mult. Time

Pairing

Ntime Nprot Time

sip=207.44.178.%,
dip=216.187.103.169, port=22,
time=x%, prot=TCP

65ms < 0.1ms 65ms

sip€[207.44.178.123,207.44.182.247],
dip==x%, port=22,
time € [5pm 10/31, 9am 11]5
prot € {TCP, UDP, ICMP

10 1

286ms 1.2ms 287ms

sip € [207.44.178.123, 207.60.177.15),
dip €[207.44.178.123, 207.60.177.15),
port € [3024, 35792,
time € [10/31/2006, 10/31/2020
prot € {TCP, UDP, ICMP

20 20

15

17 3 0.98s 1.64s 2.62s

Table 4. Decryption times resulting from decryption keys of various sizes.

Theorem 8.1 ([6]). A (¢, ¢, €)-selective identity secure IBE
system IND-sID-CPA) that admits N distinct identities is
also a(t, ¢, Ne)-fully secure IBE (ND-ID-CPA).

[2] Rakesh Agrawal, Jerry Kiernan, Ramakrishnan Srikant, and

This technique can be applied to our case to achieve full
confidentiality and anonymity. In our case, the scheme admit

N = TP identities and hence that would be the loss factor
security.

9 Conclusion

in

(4]

We design an encryption scheme that allows us to encrypt
an arbitrary message and a set of attributes. An authority
holding a master key can issue a search capability to an-autho [5] John Bethencourt, Dawn Song, and Brent Waters. New con-

rized party, allowing it to decrypt data entries whose latifiés
fall within specific ranges; while the privacy of other date. e

tries is preserved. We prove the security of our scheme under
the D-BDH and the D-Linear assumptions in certain bilinear

groups. We also study the practical performance of our con- [6]

struction in network audit log applications. Apart from net
work audit logs, MRQED can be useful in various other ap-

plications such as financial audit logs, untrusted emaiessr
and medical privacy.

[7]
In particular, we show that the dual

problem can be useful for investors who wish to trade stocks

through a broker in a privacy-preserving manner.
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