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ABSTRACT

The C language is among the most widely used in the world, par-
ticularly for critical infrastructure software. C programs depend
upon macros processed using the C preprocessor, but these macros
are difficult to analyze and are often error-prone [4]. Existing tools
that analyze and transform C source code have rudimentary sup-
port for the preprocessor, leading to obscure error messages and
difficulty refactoring. We present a three part solution: (1) a re-
placement macro language, ASTEC, that addresses the most impor-
tant important deficiencies of the preprocessor and that eliminates
many of the errors it introduces; (2) a translator, Macroscope, that
converts existing code into ASTEC semi-automatically; and (3), an
ASTEC-aware refactoring tool that handles preprocessor constructs
naturally.

ASTEC’s primary benefits are its analyzability and its refactora-
bility. We present several refactorings that are enabled by ASTEC.
Additionally, ASTEC eliminates many of the sources of errors that
can plague C preprocessor macros; Ernst et al. [4] estimate that
more than 20% of macros may contain errors. In this paper, we
describe our translation and refactoring tools and evaluate them on
a suite of programs including OpenSSH and the Linux kernel.

Categories and Subject Descriptors

D.3.4 [Programming languages]: Processors; D.3.3 [Programming
languages]: Language constructs and features; D.2.5 [Software
engineering]: Testing and debugging
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1. INTRODUCTION

Although C and C++ have many well-known faults, they remain
by far the most commonly used languages for embedded systems,
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operating systems, and critical infrastructure. Unfortunately, the
C language is an unsatisfactory basis for many of the tools that
are driving software development forward. Powerful integrated de-
velopment environments, static analyses, and refactoring browsers
are crippled by several troublesome C and C++ “features.” Pointer
aliasing is the most commonly mentioned problem in this domain,
but the use of the C preprocessor is perhaps even more intransigent.
In this paper, we describe and attempt to resolve the problems cre-
ated by the preprocessor. We explore an evolutionary path by which
the C preprocessor (CPP) can be completely replaced by a macro
language that is equally expressive and that enables source code
refactoring, transformation, and analysis.

The preprocessor presents a difficult problem as it is purely lex-
ical. Although almost all modern source-code analysis tools oper-
ate on syntax trees, CPP works at the token level. Consequently,
CPP code cannot be parsed with a standard parser. Most program-
ming tools take one of three fairly unappealing approaches to this
problem: (a) ignore the preprocessor and perform a simple lex-
ical analysis, (b) operate on post-processed program text, or (c)
try to emulate the preprocessor while doing the analysis. Option
(a) is too simple for most tools, since they rely on semantic infor-
mation that cannot be obtained without a syntax tree for the pro-
gram. The best and most useful tools take approach (c), although
we know of no working tool that does not use purely ad-hoc rea-
soning to track macros and conditionals as they are preprocessed.
These tools often work in simple cases but have trouble when their
heuristics fail. The most common approach is (b), to operate on
post-processed code, which works reasonably well for compila-
tion and error-checking, but which fails entirely when the goal is
to transform source code into readable output. Most programmers
would barely recognize their code once it has been preprocessed:
Ernst et al. [4] estimate that the average C program contains 0.28
macros per line of code. CPP merges included files together, ex-
pands macros (including many common constructs from the stan-
dard C libraries), and selects only one build configuration from the
many available via #1ifdefs. It effectively obfuscates the original
source code.

We propose a completely new approach: a one-time semi-automatic
translation to an AST-based macro language called ASTEC (“ASTEC”
= Abstract Syntax Trees for Extending C). There are several ad-
vantages to this approach:

e Refactoring a syntactic macro language is much easier than
refactoring a lexical one. The original source code is parsed
directly, without any preprocessing phase. Refactoring tools
analyze macros and conditional directives without expanding
them.

e Our macro language, ASTEC, eliminates many of the poten-
tial errors that programmers are prone to make when using
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the C preprocessor. In CPP, it is important to surround all
macros and their arguments with parentheses, and to take
great care when writing macros that generate C statements.
In Section 2.2, we give examples of these errors and show
how ASTEC avoids them.

e After a program is preprocessed with CPP and #1ifdefs are
evaluated, the program’s many possible configurations are
collapsed to one: one compiler, one operating system, one
set of features, and debugging options either enabled or dis-
abled. Besides the problems this collapse poses for refactor-
ing tools, it also means that bug-finding tools analyze only a
portion of the functionality of a program. In contrast, ASTEC
represents both branches of all #ifdefs. These branches
are not evaluated before they are delivered to analysis tools.
Consequently, the tools analyze all the #1ifdef configura-
tions of a program simultaneously.

e Any analysis tool that generates error messages encounters
problems when an error occurs near a macro expansion. Most
compilers will show an excerpt of the macro-expanded code,
which can confuse users. Since ASTEC allows compilers and
other tools to check code before macros are expanded, errors
are reported more naturally. Errors in macros are reported at
the macro definition site.

e ASTEC treats macros as first-class elements of the program,
just like functions or variables. In Section 5, we show an
example refactoring where ASTEC macros (translated from
CPP) are renamed along with functions and types. Since
macros often constitute a substantial part of the interface of
a C module, it is very beneficial to be able to refactor them
easily.

Of course, in order to realize these benefits on existing code, it
must be possible to translate C code meant for the preprocessor into
ASTEC code. This transformation is a fundamentally hard task.
CPP is a lexical macro language that deals with tokens, and thus
almost any sequence of tokens could be a valid CPP macro. In con-
trast, ASTEC is based on syntax trees. Any CPP-to-ASTEC trans-
lator must be able to transform arbitrary token sequences, which
may not make up complete syntactic units in the C grammar, into
fully formed ASTEC macros. Despite these difficulties, our transla-
tor, called Macroscope, is able to transform large open-source pro-
grams such as OpenSSH and a minimally configured Linux kernel
into ASTEC with little user assistance. Additionally, Macroscope is
capable of detecting subtle macro errors that otherwise would es-
cape detection. We believe that the success of Macroscope in trans-
lating real-world programs demonstrates that ASTEC is expressive
enough to capture the most common C preprocessor idioms, mak-
ing it a suitable replacement for CPP. We elaborate on these results
in Section 4.

The primary contributions of this work are:

1. to show that it is possible to define a clean replacement for
CPP (ASTEC, Section 2);

2. to translate C with CPP into ASTEC mostly automatically
(Macroscope, Sections 3-4); and

3. to show that the ASTEC language enables simple analysis and
transformation via a few example refactorings that improve
code quality (Section 5).

2. ANEW LANGUAGE: ASTEC

In this section we describe our new macro language, ASTEC,
by comparing it to the C preprocessor. The design of ASTEC was
primarily influenced by the following considerations:

e ASTEC must be backward compatible with C so that any
C code containing no preprocessor directives is also valid
ASTEC code.

e All the commonly used CPP idioms must be expressible in
ASTEC, including CPP features that increase the power of C.
Throughout the paper, we mark such extra-linguistic capa-
bilities with a @.

e None of the potential errors involving precedence or side-
effects that plague CPP (marked below by ©) should even be
expressible in ASTEC.

Much of the extra-linguistic power in CPP is desirable to program-
mers, and we have preserved itin ASTEC. However, because ASTEC
is based on syntax trees rather than tokens, it eliminates the most
important sources of errors in CPP. The extra-linguistic power pro-
vided by the two macro languages is summarized in Table 1 and
described in depth below. Both the extra-linguistic features and the
potential errors of CPP are known to many programmers. They are
described in depth in Ernst et al. [4].

Currently, ASTEC lacks support for C++. C and C++ use the
same preprocessor, but since C++ is a larger language, a C++ ASTEC
would need to support a greater variety of macros. Nevertheless,
the basic research problem of replacing the preprocessor is the
same for both languages, and there is no fundamental obstacle to
porting ASTEC to C++.

ASTEC may be used by analysis and refactoring tools in two pos-
sible ways. Sophisticated ASTEC-aware tools parse ASTEC with
no initial preprocessing step. Their analyses and transformations
must handle the extra-linguistic constructs of ASTEC. In return,
they are able to generate readable output with better error mes-
sages. Tools may also operate on raw C code after ASTEC has been
translated away by a compiler. Such tools are simpler to write, but
they lose many of the benefits of ASTEC. However, they still profit
from ASTEC’s elimination of macro errors. Tool vendors are free
to choose either approach, although refactoring tools that generate
readable code must take the first route.

We propose ASTEC merely as one possible replacement for CPP,
and we welcome input on its design. Although ASTEC is analyz-
able, it would be possible to design languages that are more ana-
lyzable. In the extreme case, the most analyzable language would
have no macros or conditional compilation. Instead, we seek a bal-
ance between analyzability and usability. We believe that syntactic
macros are a large step forward. Although further steps are fore-
seeable, it will be much easier to achieve them with ASTEC as a
starting point: unlike raw CPP, future refinements of ASTEC can
be made via standard parsing, modifying the syntax tree, and out-
putting the results. In this sense, we believe that the transition from
a lexical language to a syntactic language is the key step, while
the language design choices are somewhat more arbitrary (although
still important).

2.1 Extra-Linguistic Power

The C preprocessor allows programmers to express many useful
idioms that C alone cannot handle. Since CPP is based on tokens,
any objects that can be built from tokens are “first class” in CPP;
they can be generated by macros and passed as macro arguments.
Despite this flexibility, we believe we have identified the idioms



Feature CPP example ASTEC example
@ Include files #include "header.h" @import "header.h";
@ Conditional compilation #if defined(X) && Y > 3 @if (@defined(X) && Y > 3) int z;
int z;
#endif
@ Macros #define M(x) ((x)+2) @macro int M(int x) = x+2;
#define RETURN(x) return x; @macro RETURN(x) { return x; }
#define u32 unsigned int @type u32 = unsigned int;
@ Dynamic scoping #define zZ() ptr->x->y->z @macro char *Z ([T *ptr]) = ptr->x->y->z;
@ Reference arguments #define M(x, y) x = 2*(y); @macro M(int &x, int y) { x = 2*y; }
@ First-class types #define SIZE(T) \\ @macro SIZE(@type T) =
(sizeof (T) + sizeof (int)) sizeof (T) + sizeof(int);
@ First-class statements #define FOR_EACH (x, list) \\ @macro FOR_EACH (x, List *list, @stmt S) {
for (x=(list); x; x = X->next) for (x=(list); x; x = x->next) S;
... }
FOR EACH(it, list) { ... } FOR_EACH(it, 1ist, { ... });
@ First-class names #define offsetof (T, field) \\ @macro offsetof (@type T, @name field) =

(size t) (&((T*)0)->field)

(size t) (&((T*)0)->S(field))

DECLARE_LIST (hello)

@ Declaration “decorators” | #define NONNULL (args...) \\ @decorator NONNULL (args...) =
__attribute_ ((nonnull (args))) __attribute_ ((nonnull (args)))

@ Declaration macros #define DECLARE_LIST (name) \\ @module DECLARE_LIST (@name name) {
List name = { .head = NULL }; List $(name) = { .head = NULL };

};
@import DECLARE_LIST(Shello);

@ Stringization and con-

catenation char *name##_str =

#s;

#define DECLARE_STRING (name,

s) \\ @module DECLARE_STRING (@name name,
@expr s) {
char * $(name ## $_str) = @stringize(s);

}:

Table 1: Both CPP and ASTEC give the programmer power beyond the basic C language. This table shows how these features are
expressed in the two languages. Also, although type annotations are supported by ASTEC, they are not inferred by Macroscope.

that account for the vast majority of the uses of CPP. Comparable
functionality for each idiom exists in ASTEC, as shown in Table 1.
Throughout this paper, the extra-linguistic idioms of CPP will be
denoted as “@ <feature>".

@ Include files. These directives allow the relatively straightfor-
ward inclusion of source code from another file. Include files are
supported in essentially the same way in ASTEC as in CPP.

@ Conditional compilation. Conditional compilation is used for
portability, debugging, and protecting files from multiple inclu-
sion. The condition of an #1i fdef directive may test the value of a
macro, and it may also check whether a macro has been defined or
not. ASTEC supports conditional compilation with if statements
at the level of declarations, statements, and expressions. The latter
two are presented as normal C if statements and the ternary op-
erator, respectively. Although CPP allows #ifdefs to guard any
sequence of tokens, the conditional can always be hoisted to pro-
tect an entire expression, statement, or declaration (although some
code may have to be duplicated). Therefore, ASTEC can express
any conditional directive that CPP can.

@ Macros. CPP allows macros to expand to arbitrary sequences
of tokens. Macros may appear at any point in a file. ASTEC al-
lows macros to expand only to expressions, statements, types, dec-
larations, and attributes of declarations or types. However, as with
#ifdefs, any CPP macro can be expressed in ASTEC by expand-
ing it to include an entire expression, statement, or other entity sup-
ported by ASTEC (an entire syntactic unit). However, expanding
the macro may make it less general than before, and so multiple
ASTEC macros may be needed to express a single CPP macro. For
example, a CPP macro that expands to the token 11 st may be used
in some places as a type and in others as a variable name. ASTEC
would require that this macro be written twice, once as a type and
again as an expression.

An additional difference from CPP macros is that ASTEC macros
evaluate their arguments exactly once when the macro is called.
CPP evaluates arguments each time they are used in the macro,
which may cause confusion or errors if the argument expression
has side effects.

ASTEC macros are hygienic. Variable names defined by macros
are renamed to fresh identifiers to prevent name capture. However,
when the variable name is passed as an argument to the macro (us-
ing a first-class name, described below), no renaming is done, since
the user probably intends the name to be captured in that case.

Finally, ASTEC macros may be annotated with type information,
although the types are optional.

@ Dynamic scoping. CPP macros are dynamically scoped. This
facility allows macros to capture variables from the functions that
call them. Although dynamic scoping can at times be dangerous,
we have chosen to permit it in ASTEC. However, macros that use
dynamically scoped variables must declare them as implicit argu-
ments which are part of the macro declaration but are not passed in
when the macro is used. We believe that forcing programmers to
declare implicit arguments will reduce the likelihood of errors.

@ Reference arguments. CPP allows macros to modify their ar-
guments. These side effects are witnessed by functions calling the
macro. This functionality can be implemented with C++-style ref-
erences. ASTEC allows arguments to be passed by reference in the
same manner as C++.

@ First-class types. CPP allows types to be passed as arguments to
macros. It also allows a macro to expand to a type. ASTEC allows
both of these uses, although with certain restrictions. Type argu-
ments must consist of entire types—not just qualifiers like const
or unsigned. Type macros are similar to C typedefs, although
they may take arguments, making them polymorphic.

@ First-class statements. Although statements may be passed as



arguments in CPP, they are usually tied to the macro in a more in-
direct way. As the example in Table 1 illustrates, CPP macros can
expand to partial statements that must be placed next to the text
that completes the statement. For example, a macro may expand to
a for loop header that must be followed by the statement forming
the loop body. ASTEC simply allows statements to be passed as ar-
guments, which we believe is more direct and less confusing. (CPP
macros are written as they are for esoteric reasons.)

@ First-class names. Both CPP and ASTEC allow names to be
passed as arguments to macros. They may name declarations, vari-
ables, types, or fields.

@ Declaration ‘“decorators.” A very common use of macros in
large programs is to add attributes to declarations or types. Usu-
ally, these macros define shorthands for GCC-specific compiler at-
tributes that control type checking or data layout.

@ First-class declarations. Macros in CPP are allowed to expand
to declarations. In ASTEC, these macros are called modules, since
they allow the programmer to define a suite of related variables
and functions that are parametrized by types and variable names,
somewhat like ML modules. Unlike ML, however, the declarations
are copied each time the module is instantiated, as is done for C++
templates. In fact, much of the non-object oriented functionality of
templates can be replicated with ASTEC modules.

@ Stringization and concatenation. CPP provides special fea-
tures for converting expressions to string constants and also for
concatenating two tokens together. ASTEC provides features that
are somewhat analogous. Arguments to macros can be marked
as expression arguments, meaning that the expression’s tokens are
passed to the macro unevaluated (replicating the semantics of CPP).
These expression arguments can be converted to string constants.
Similarly, token concatenation is present in a more restricted form.
Name arguments to macros can be manipulated inside name ex-
pressions, which allow name arguments and literal identifiers to be
concatenated together. An example name expression is shown on
the last row of Table 1.

2.2  Error-Prone Constructs of CPP

The C preprocessor gives its user great power, but this power
comes at a cost. It is extremely easy to misuse CPP to introduce
subtle bugs in a program. In this section, we review some of the
most common bugs, denoted “©@ <bug>". We call a macro error-
prone if it exhibits one of the problems described here. Keep in
mind that although a macro definition may be error-prone, the error
may not be exhibited when the macro is called. Nevertheless, the
error may manifest itself when new calls to the macro are added.

One of the goals for ASTEC is to forbid all of the potential errors
that CPP permits. For each class of error below, we show why it is
inexpressible in ASTEC. Many of these errors are eliminated sim-
ply because ASTEC is based on syntax trees rather than on tokens,
so it behaves more like a typical programming language.

© Unparenthesized body. Careful programmers always put paren-
theses around macros that expand to expressions. Otherwise, prece-
dence errors could cause the macro to be evaluated improperly.
Consider the following code:

#define M(x) x+2
int a = M(1)*3;

It expands the value assigned to a to 1+2*3, which evaluates
to 7. However, the programmer probably wanted a < 9. Since
ASTEC expands such macros to complete expressions, it results in
the expected value.

© Unparenthesized formal. A similar problem can occur when for-
mal arguments are not surrounded by parentheses. The example
below will assign 3 to a, not 4:

#define M(x) (x*2)
int a = M(1+1);

ASTEC passes only complete expressions as arguments, so it would
parenthesize x properly.

© Multiple formal uses. Since CPP evaluates each macro argument
every time it is used, problems may be caused if the user expected
normal C function semantics, in which arguments are evaluated ex-
actly once. In this example, a may be incremented twice, but only
in some cases (those in which a > b):

#define MAX (x, y) ((x) > (y) ? (x) : (v))
void f() { int m = MAX(a++, b); }

This error is caused by the unexpected difference in semantics be-
tween C and CPP. To avoid confusion, ASTEC evaluates arguments
eagerly as the C language itself does.

© Type macro with pointer. CPP allows users to define types as
macros. This feature can cause problems when the types are point-
ers. In the following example, x has type int* and y has type
int.

#define T int *

T x, vi

ASTEC treats type macros much like C typedefs. Therefore, in
an ASTEC version of the example above, both x and y would be
pointers, as expected.

© Dangling semicolon. Thinking that a statement macro should
expand to a complete statement, many programmers either will end
the macro with a semicolon or will surround its statements in curly
braces. The following code, which appears to be correct, fails to
parse; the programmer has used a semicolon both in the macro def-
inition and after the macro use.

#define STMT() somefunc() ;
void f£() { if (e) STMT(); else {} }

Since ASTEC expands statement macros to full statements in all
cases, and since it always requires a semicolon after the macro use,
semicolon errors do not occur. ASTEC statement macros are closer
to inline functions than to CPP macros, and so programmers are
less likely to be surprised or confused by their behavior.

© Macro swallows else. Some macros expand to if statements
without else clauses. If such a macro is used in the context of
another 1f statement with an else clause, then the else will
unexpectedly be matched to the macro’s if statement. Consider
the following:

#define STMT() if (el) g()
void f£() { if (e2) STMT(); else h(); }

The programmer probably expects h () to be called when e2 is
false. In fact, h () will be called when el is false and e2 is true.
ASTEC properly handles this case; the STMT () macro call would
be treated as a full syntactic statement, and the else would asso-
ciate with the outer if.

3. TRANSLATION

In order to simplify the transition from CPP to ASTEC, we have
developed a translator, Macroscope. This tool translates CPP macros,
include files, and preprocessor conditionals into semantically equiv-
alent ASTEC code. In this section we explain how translation works;
we evaluate the effectiveness of translation in Section 4.



In some cases, Macroscope may require some user intervention
to produce a correct translation, but our goal is to make the process
as automatic as possible. Using Macroscope requires some expe-
rience, but usually it takes only one programmer to translate an
entire project. Subsequently, programmers of all skill levels reap
the benefits of better tool support and fewer bugs.

The output of Macroscope is as close to the original input as is
feasible: comments and whitespace are preserved if possible. The
current version of Macroscope does not generate type annotations
for macros, but it would not be difficult to infer them based on
usage.

We have considered creating a “reverse translation” tool (poten-
tially named Microscope) that would convert ASTEC code back
into CPP code. Such a tool would give users the reassurance that
their CPP code could always be recovered even if the ASTEC lan-
guage were left unmaintained. We believe that idiomatic transla-
tions could be found for the vast majority of ASTEC macros, al-
though order of evaluation would have to be handled carefully. We
have not implemented such a translator, and for the rest of this sec-
tion we focus purely on forward translation from CPP to ASTEC.

3.1 Translating Macros

The greatest difficulty in translating CPP macros is that they do
not necessarily constitute complete syntactic units. Therefore, they
cannot be parsed in isolation. Heuristics might allow many macros
to be parsed adequately, but the following example illustrates the
difficulty of this approach. The macro THROW, used by the GNU
C Library, is meant to represent an attribute. In C it is defined to
be empty, but in C++ it is meaningful. This example shows how
THROW is used.

#define THROW /* empty */
int remove (const char *__filename) THROW;

Parsing the THROW definition without considering its use is im-
possible. It might represent an empty statement, attribute, or dec-
laration. Even worse, it might be incomplete, such as an empty
enumerator in an enumeration. Clearly, the context in which the
macro is used is crucial to understanding its meaning.

Macroscope does not translate macro definitions, but instead trans-

lates a macro each time it is used throughout the rest of the program.
A single macro definition may be translated in several ways if it is
used in different contexts. In practice, though, nearly all definitions
have only one unique translation, in part because Macroscope can
often unify slightly different translations (Section 3.1.1). The final
stage of the Macroscope algorithm merges together all the ASTEC
macros that have been generated for a given CPP macro.

Since the raw CPP input to Macroscope is not parsable, the tool
first tokenizes and then preprocesses its input. It uses a prepro-
cessor similar to the normal C preprocessor, except that it keeps a
record of every macro expansion. This record contains the before
and after tokens of the expansion, called the pre-tokens and post-
tokens. Once the input has been preprocessed, it can be parsed with
anormal C parser. Then the translation begins.

In its simplest form, Macroscope attempts to “back out” every
macro expansion made by the preprocessor. However, it does so in
a way that respects the syntax tree. The process of backing out an
expansion is called extraction. Macros are extracted in the reverse
order of expansion. For an expansion E of macro M, let E,.. be
the sequence of pre-tokens and E,,s¢ the post-tokens. Macroscope
examines the concrete syntax tree, looking for the least common
ancestor of the F,,,; tokens. Let this node be called Tps¢. It is the
smallest complete syntactic unit that contains the entire macro ex-
pansion. Macroscope cuts it out of the syntax tree, and it becomes
the translation of the macro M (at least in this instance). To replace

Tpost in the tree, Macroscope inserts a call to the newly generated
macro.
As an example, consider the code below.

#define BITS 8
#define MAX_S7Z (1 << BITS)
int x = MAX_SZ;

Macroscope first preprocesses the code, obtaining the token se-
quence (1 << 8). It records two macro expansions. After pars-
ing, the concrete syntax tree (annotated with tokens) looks like the
leftmost tree below.

MAX_SZ()
( ) — = | ( ) -
BITS MAX_SZ
extracted extracted 1 <<
1 << 8 1 << BITS()
|

8

The BITS macro was expanded last, so it is extracted first. The
integer constant node representing the pre-token 8 is found in the
AST, and it is replaced with a call to the macro BITS. Finally, the
MAX_SZ macro can be extracted in a similar way. The ASTEC code
that results is:

@macro BITS() =
@macro MAX_SZ()
int x = MAX_SZ(

8;
= 1 << BITS();
)

3.1.1 Extracting Arguments

The algorithm just described is conservative in the sense that it
never changes the semantics of the program. However, it may gen-
erate a macro that contains more tokens than the original one, mak-
ing it less general. For example:

#define CURRYADD_3 3+

The code CURRYADD.3 7 expands to 3+7. The Macroscope al-
gorithm will extract the entire AST subtree containing 3+7 as the
CURRYADD.3 macro. Such extractions, which include tokens that
did not occur in the macro, are called imperfect. When multiple
imperfect macro extractions of the same macro occur, Macroscope
is forced to generate multiple translations of a single macro defini-
tion:

CPP | ASTEC (no argument extraction)

#define CURRYADD.3 3+ | @macro CURRYADD3 () = 3+7;
@macro CURRYADD_3_.1()=3+8;
int x = CURRYADD3();

int y = CURRYADD3_1();

int x CURRYADD.3 7;
int y = CURRYADD.3 8;

Some of the problems caused by imperfect macro extractions
can be solved by allowing the newly generated macro to take argu-
ments. Passing the number to add into CURRYADD_3 would make
it as general as the original CPP version, but it would be parsable.

Macroscope extracts arguments by searching for subtrees of the
extracted macro that fit one of two criteria:

1. If the subtree’s tokens correspond exactly to tokens passed as
an argument to the CPP macro, then the subtree is an ASTEC
argument also.

2. If none of the subtree’s tokens are post-tokens, then the sub-
tree is also an argument.

The first case covers traditional macro arguments, and the second
case extracts additional arguments that appear near the macro ex-
pansion. The first case is much more common than the second, but
it fails to cover macros where arguments are written adjacent to the



macro call. With argument extraction (of the second kind above),
Macroscope produces:

@macro CURRYADD_3(e) = 3+e;
int x = CURRYADD_3(7);
int y = CURRYADD_3(8);

Note that if a macro argument is not a complete syntactic unit,
it will not be extracted. Macroscope only extracts complete ar-
guments. This restriction allows Macroscope to detect bugs in
macros, as discussed in Section 3.1.4.

3.1.2 Discussion

A complication occurs when the macro body is empty and there
are no post-tokens. Without post-tokens, Macroscope is unable
to extract the macro. Therefore, the Macroscope preprocessor ex-
pands empty macro bodies to a special placeholder token. Unfortu-
nately, because these placeholder tokens are delivered to the parser,
they must only occur in contexts where they are expected. The cur-
rent parser allows placeholders to occur as declarations, statements,
attributes, enumerators, fields, initializers, and items in expression
lists. More placeholder contexts could easily be added to this list if
required by a particular program.

Unused arguments pose another complication for Macroscope.
Unused arguments cannot be extracted, so they do not appear in
the ASTEC output. There is no effect on the semantics of the code,
but the absence of these arguments may be troublesome for the pro-
grammer if he or she intends to use them later. However, macros
that do not use all of their arguments appear to be rare (see Sec-
tion 4).

Another challenge with the algorithm employed by Macroscope
is that it only extracts macros that are actually used by the program.
This tends not to affect individual programs, but becomes worse
when translating a common library, such as 1ibc. Most programs
exercise only a small portion of the C library, but it would be un-
fortunate for the ASTEC translation to include only that subset. We
expect to address this problem using library test suites, such as the
one that exists for GNU 1ibc. A good test suite exercises the full
extent of the library’s capabilities, including the macros.

A further problem is that in rare cases Macroscope may be un-
able to translate a macro without some assistance from the user.
Assistance is given in the form of hints. In the evaluation section,
we show that only a few hints are needed per translated program.
The hints may be of the following form:

Ignore hints. The simplest hint tells Macroscope not to extract a
macro. Ignore hints are almost always used for macros that pertain
to C++, which is outside the scope of this project.

Parser hints. In some cases, the Macroscope parser may have diffi-
culty understanding its input. This problem occurs when an empty
macro is expanded to a placeholder token, but the parser is unable
to determine whether it is a placeholder for a declaration, a state-
ment, or an attribute. A parser hint makes the choice explicit.

User-specified translations. When Macroscope produces an unde-
sirable translation, the user can provide his or her own by writing
an ASTEC macro to replace the CPP macro in a special comment
in the original C code. Macroscope will read the comment and use
the user’s translation if it is valid to do so (that is, if the semantics
of the code are not affected).

Macro changes. In rare cases, users may be forced to change a
CPP macro to make it more comprehensible to Macroscope. Most
such changes involve macros that allow code to compile under
both K&R C and ANSI C compilers. Macroscope requires slight
changes to these macros, since they often have a very odd structure.

3.1.3 Translating Extra-Linguistic Features

In this section, we show how Macroscope extracts ASTEC code
for the extra-linguistic features of CPP from Section 2.1. We defer
the discussion of conditional compilation to Section 3.2. We also
skip macros, since they have already been discussed in detail.

@ Include files. Since the #include directive almost always oc-
curs at the top level of a file, it poses few challenges for the trans-
lator. Macroscope keeps track of which tokens correspond to each
file. When it needs to extract an #include directive from the
syntax tree, it simply selects all the subtrees with tokens from that
file.

@ Dynamic scoping. Macroscope postprocesses the macros it gen-
erates to ensure that all their variables and referenced macros are
declared in some way. If a macro M; relies on another macro M
that is not in the environment when M, is declared, then Macro-
scope inserts a macro prototype declaration for M- before the dec-
laration of M;. If a type or value is free in a macro, then it is
declared as an implicit argument. Macroscope preserves the dis-
tinction between values, types, and macros during translation so
that it can distinguish them during this postprocessing phase.

@ Reference arguments. Macroscope ensures that any arguments
that are modified by a macro are passed as ASTEC reference argu-
ments.

@ First-class types, statements, and names. CPP macros fre-
quently pass types, names, or statements as arguments to macros.
Macroscope extracts them in the same way that it extracts other
arguments. Although statements are not normally passed directly
as CPP arguments, Macroscope recognizes them as being separate
from the macro, and thus makes them arguments (arguments of the
second kind described in Section 3.1.1).

@ Declaration decorators and declaration macros. These macros
are extracted normally, without any complications.

@ Stringization and concatenation. The Macroscope preproces-
sor avoids actually forming a string from a stringized token se-
quence. Instead, it passes the tokens to the parser, which attempts
to parse them as an expression (in practice, all stringized token se-
quences are expressions). Once stringization is represented in the
AST, stringized arguments can be extracted like normal ones. Con-
catenation is handled in a similar fashion.

3.1.4 Error Detection

Ernst et al. [4] present a classification of errors that may occur
in CPP code. They show that over 20% of macros may contain
one or more potential errors, proving that CPP is a very error-prone
language. However, these are only potential errors—a careful pro-
grammer may be able to use these macros without incident. We
separate uses of error-prone macros into two categories: potential
errors and true errors. In the code below, only the assignment to y
is a true error.

#define M(x) (x*2)
int x = M(3);
int y = M(1+2);

Macroscope’s approach to errors is two-fold. When it encoun-
ters a use of an error-prone macro that is not a true etror, it converts
the macro to a safe ASTEC macro. The program semantics are left
unchanged. When Macroscope encounters a true error, it prints a
warning but preserves the semantics of the macro use. Not all warn-
ings are true errors, so it is important not to change the semantics.
Different kinds of errors generate different warnings, as described



below. In order to fix true errors, users must consult the warning
messages and correct them if necessary.

@ Unparenthesized body. When a macro instance is a true error of
this kind, then its tokens are mixed together with the surrounding
tokens in the syntax tree. Therefore, when Macroscope extracts
the macro, the extraction will be imperfect and a warning will be
generated. However, the program semantics will remain the same,
since the extracted macro will include the surrounding tokens that
were mixed in with the macro.

@ Unparenthesized formal. These are handled similarly to un-
parenthesized bodies. Recall that all macro arguments must be ex-
tracted perfectly by Macroscope if they are to be extracted at all.
If Macroscope cannot extract a macro argument, then it will warn
the user that the argument may be mixed in with other parts of the
macro due to a precedence error. Since the argument is left unex-
tracted, the semantics of the program are unchanged.

© Multiple formal uses. Every time Macroscope extracts a macro
and its arguments, it checks for possible side-effect errors. Unless a
possibly side-effecting argument is always evaluated exactly once
by a macro, Macroscope will generate a warning. Any argument
that generates a warning will be passed as an expression argument
so that it commits its side effects each time it is evaluated, thus
preserving the original semantics. (Recall from Section 2.1 that
expression arguments have the same semantics as CPP arguments.)

© Type macro with pointer. Macroscope will not extract type macros
containing pointers. Instead, it will extract the entire declaration
into a module macro. The user will be notified of an imperfect
extraction, which is a sign of a possible true error.

© Dangling semicolon. These errors lead to parse errors, which are
immediately noticeable to the user.

© Macro swallows else. These errors occur when an else clause

from outside a macro associates to an i f statement inside the macro.
In this case, Macroscope will extract the entire statement, including

the else clause, as the macro. It will also generate an imperfect

extraction warning to notify the user of a potential true error.

3.2 Translating Conditional Directives

Conditional compilation poses two challenges for translation.
First, the translator must decide which branch of a conditional to
translate. Second, since ASTEC allows conditional compilation di-
rectives to occur only at the declaration, statement, and expression
level, the translator must find an appropriate place to insert the con-
ditional directive.

3.2.1 Branching

Ideally, Macroscope would translate every possible configura-
tion of a C program. That would require translating every feasible
#ifdef branch under all possible settings of every CPP macro
definition. Unfortunately, this approach is impractical. Most pro-
grams are written to compile for many platforms and compilers,
and even for a variety of flavors of C and C++. It would be ex-
tremely inconvenient if a Macroscope user were forced to have the
header files for every conceivable operating system available for
translation. Additionally, it would be nearly impossible to write the
Macroscope parser so that it could simultaneously parse every va-
riety of C and C++. Therefore, ASTEC only parses and explores
branches corresponding to the current version of C, C99 [1], and to
a particular operating system (Linux with glibc in this case).

However, we believe it is feasible to translate configurations that
explore all branches of some #1 fdefs, like those that regulate de-

bugging options or program features. Macroscope has support for
translating both sides of a conditional when instructed to by the
user. For example, the user might specify that the value of a macro
like ENABLE_DEBUG is non-deterministic. In this case, the pre-
processor and the parser explore both branches of the conditional.
A simple but incomplete satisfiability procedure is used to prune
infeasible paths.

3.2.2 Placement

Normally, Macroscope attempts to place ASTEC if statements
wherever the input program used an #1ifdef directive. However,
if the directive guards an incomplete syntactic unit, then Macro-
scope is forced to hoist the if statement to a place where one is
valid in ASTEC; ASTEC only allows 1f statements at the level of
declarations, statements, and expressions. Macroscope determines
placement using the same technique as for macros: it chooses the
least common ancestor node in the syntax tree of all the tokens in-
volved in the #1ifdef and inserts the conditional there.

4. EVALUATION

We have run Macroscope on a representative set of open-source
software packages: gzip, RCS, OpenSSH, and Linux. The smallest
one is gzip, which Ernst et al. identified as a heavy user of the pre-
processor. The largest package is the Linux kernel. We configured
Linux with few extra features or device drivers; this configuration
pulled in over 150,000 lines of code from a much larger code base.
We know of no limitation preventing Macroscope from scaling to
even larger packages.

One factor affecting the feasibility of Macroscope is the num-
ber of hints that it requires to successfully translate programs (see
Section 3.1.2 for an explanation of hints). The packages we tested
needed very few hints or macro changes. OpenSSH required none.
For Linux, there were only 0.0001 hints or changes per line of code.
Aside from hints and changes, all programs translated automati-
cally.

We have designed our experiments to answer the following ques-
tions:

1. How well is Macroscope able to translate CPP programs into
ASTEC programs?

2. Is ASTEC expressive enough to adequately represent com-
mon C programs?

3. Although the number of potential errors is quite high, are any
of these errors true errors?

The answers to these three questions can be found by exam-
ining the warnings that Macroscope generates during translation.
Warnings are generated when Macroscope is unable to translate a
construct without using extra tokens. These imperfect extractions
may be a result of an inadequacy in Macroscope, an inadequacy in
ASTEC, or a true error in the input. In some cases, of course, using
extra tokens is actually desirable, and the warning can be consid-
ered spurious. Table 2 summarizes the warnings produced on our
test suite. Warnings related to macros are counted by definition, not
by use. If a macro definition is extracted imperfectly every time it
is used, the warning is only counted once. In every case we have
encountered where a warning necessitates user intervention, only
the definition needed to be changed. Therefore, we believe that
counting by definition is the best measure of the work involved in
checking warnings. We explain the warnings below.

Imperfect extractions. These warnings are generated when Macro-
scope attempts to extract some construct from the syntax tree, but



Warning gzip 1.2.4 rcs 5.7 | OpenSSH 3.9p1 | Linux 2.6.10

7,324 lines | 17,178 lines 55,153 lines | 163,154 lines
imperfect macro 7 (0.5% of macro defs) 10 (0.6%) 10 (0.1%) 88 (0.6%)
imperfect #ifdef 18 (2.0% of #1ifdefs) 59 (5.8%) 41 (1.9%) 62 (2.7%)
imperfect #include 0 (0.0% of #includes) 0 (0.0%) 2 (0.1%) 3(0.1%)
multiple translations 3 (0.2% of macro defs) 0 (0.0%) 9 (0.1%) 76 (0.5%)
argument failure 1 (0.1% of macro defs) 0 (0.0%) 8 (0.1%) 82 (0.5%)
unused argument 14 (0.9% of macro defs) 7 (0.4%) 8 (0.1%) 240 (1.6%)
moved macro definition 1 (0.1% of macro defs) 9 (0.9%) 18 (0.2%) 58 (0.4%)

Table 2: The warnings generated by Macroscope. Each cell contains the number of warnings followed by the percentage in paren-
theses. Warnings are counted by definition. The errors are explained in the text below.

it is forced to extract more tokens than necessary. This warning
applies to extractions of macros, #1 fdefs, and include files.

Multiple translations. When Macroscope is unable to extract a
macro perfectly, it may be forced to generate a different macro
translation for each use. Warnings are produced in these cases.

Argument extraction. Macroscope may fail to extract an argu-
ment either because the argument is unused by the macro or be-
cause the argument did not form a complete syntactic unit.

Moved macro definition. Users occasionally #define macros
in the middle of a function or other syntactic unit. ASTEC only
allows macro definitions at the top level, so Macroscope moves the
#define to an appropriate location. Since there is a small chance
that this move may change the program’s semantics, Macroscope
asks the user to examine the change.

4.1 Warnings

We examine the warnings in Table 2 to try to determine their
causes and to see how they provide answers to the three questions
above.

Imperfect #1ifdef extractions. In almost all cases, Macroscope
successfully extracted #1ifdefs that surrounded full declarations,
fields, enumerators, statements, or expressions. However, the cur-
rent version of Macroscope cannot extract #ifdefs around indi-
vidual elements of a compound initializer. There were many in-
stances where this problem led to an imperfect extraction, and we
plan to fix the problem in the future.

Also, there were even more cases where #ifdefs bracketed
partial statements—i £ statements in particular. In the future, we
may modify Macroscope so that it handles such constructs some-
what more naturally.

Unused arguments. Macros with unused arguments were the next
most frequent. Generally, these tended to be statement macros that
expanded to blank statements without using their arguments. In
all cases, the arguments to these macros were complete expres-
sions. Macroscope currently makes no effort to translate unused
arguments, but it would be a simple addition to have it try to parse
these arguments as expressions.

Imperfect macro extraction. Imperfect macro extraction warn-
ings occurred occasionally. In most of these cases, ASTEC required
more context than CPP did so that the macro could form a complete
syntactic unit. Fields, casts, and loop headers were the most com-
mon examples of this behavior. An example loop and its translation
is shown in the first-class statements row of Table 1. This macro
generates an imperfect extraction warning despite the fact that the
translation is in some ways better than the original macro. There-
fore, we consider warnings about them spurious.

In other cases, ASTEC was not powerful enough to express the
macro naturally. For example, Linux frequently used CPP macros
to initialize large data structures, but ASTEC does not have an anal-
ogous capability. We plan to extend it in the future.

Moved macro definition. This category appears to be the most se-
rious, since these errors may change the program semantics and re-
quire user intervention. In practice, though, they never did change
the semantics of the program. In the four programs tested, all the
warnings about moved macro definitions were spurious.

Multiple translations and argument failures. There were few
failures in these categories, but most of them exhibited genuine
deficiencies in the expressiveness of ASTEC. The most common
problem was a lack of first-class macros. Macros in ASTEC are not
first-class entities—they cannot be passed as arguments or gener-
ated by macros. For example, the Linux kernel contains a macro
that generates system call information. One of its arguments is the
name of a macro that is used to obtain the system call number.
ASTEC does not allow macros to be passed as arguments to other
macros. Eventually, we plan to add first-class macros to ASTEC, al-
though only in a restricted fashion that does not significantly hinder
analysis.

4.2 Results

The data on warnings shows that Macroscope and ASTEC can
both be extended in several ways to give slightly better translations.
Nevertheless, both the language and the translator performed well
enough to translate the vast majority of the macros and #1ifdefs
in these programs without making them less general than the orig-
inals. Even when Macroscope failed to translate a macro perfectly,
it generated a translation that was semantically equivalent to the
original code. Very few hints or macro modifications were needed.

Interestingly, none of the warnings generated by Macroscope
were true errors. The programs in the test suite have all been stable
for long periods of time, and any true errors would be surprising.
Nevertheless, the preponderance of potential errors shows how dan-
gerous it can be to program with CPP. Across their entire test suite,
which included the same RCS and gzip programs that we tested,
Ernst et al. discovered that more than 20% of macro definitions
contained potential errors [4]. Macros with potential errors may
still be harmful, since programmers who are unfamiliar with them
may unwittingly cause true errors when using them. The ASTEC
programs generated by Macroscope remove these potential errors.

4.3 Validation

To validate correctness, we transformed the original CPP code
and our ASTEC code into normal C code and then compared them
mechanically. In all our test cases, they are identical. Although it
might appear that Macroscope changes the program it operates on



via transformations like hoisting, only the macros and conditionals
are affected, and those modifications are eliminated when ASTEC
code is expanded to raw C code.

Translating ASTEC code into C code is fairly simple, although
we have temporarily violated ASTEC semantics to simplify the com-
parison process. Rather than evaluating all macro arguments ex-
actly once, our ASTEC expander evaluates them only when neces-
sary (as CPP does). Since Macroscope separately checks that the
CPP code it translates behaves as if all arguments were evaluated
exactly once, we are confident that expanding the ASTEC code in
this way does not affect the final semantics.

4.4 Multiple Configurations

In the above experiments, all programs were translated in only
a single configuration (the default one). As a test, we instructed
Macroscope to translate multiple configurations of gzip, which
Ernst et al. reported to be a heavy user of conditional compila-
tion. We marked 3 configuration variables as being nondeterminis-
tic. These variables control whether debugging output is generated,
whether the LZW algorithm should be used, as well as the conven-
tion that is used to generate output filenames (where the . gz suffix
is added). Macroscope successfully explored these configurations,
and we used this translation in an analysis described below.

S. REFACTORING

The preprocessor causes great difficulty for traditional refactor-
ing tools, which transform a program in such a way that the re-
sulting program is still human-readable. Unfortunately, CPP ob-
fuscates the program that it is run on. Macroscope, on the other
hand, can translate a CPP program into an ASTEC program that is
human-readable. Then a refactoring tool can parse and transform
the ASTEC code directly, generating readable output. We believe
that this is one of the central benefits of using ASTEC. In this sec-
tion, we explore some of the possibilities of refactoring tools for
ASTEC.

We have developed a refactoring tool for ASTEC programs called
Asfact. Refactorings are specified in a small programming lan-
guage. The tool processes an entire ASTEC file at once and applies
all refactorings to it. Eventually, though, Asfact could be incorpo-
rated into an IDE such as Eclipse [3] or Microsoft Visual Studio [9].

We created Asfact merely to demonstrate how ASTEC enables
macro-aware analyses and transformations. Asfact is a research
prototype, although it is quite useful. Its main strengths, which it
owes to ASTEC, are its simplicity and its understanding of ASTEC
constructs. Although less than 1,000 lines of code, Asfact deals
with macros and compile-time conditionals as well or better than
existing refactorings.

Asfact performs several well-known refactorings, such as find-
ing or renaming functions, variables, and structure fields. These
refactorings are described using S-expressions. The language for
refactorings is briefly described here.

The following refactoring finds all instances where the local vari-
able x of function £ is used:

(find "f.x")

To rename the local variable x to y, the following code is used:
(change "f.x" "y")

More complex refactorings recognize functions or macros based

on their arguments. Arguments are matched using pattern S-expressions.

For example, the following refactoring will find all instances of the
function strcpy when the first argument is an array (the names a
and b are placeholders):

(find ("strcpy" (array a) b))

Argument patterns become more powerful when they are used
to rewrite function calls. For example, the following code rewrites
strcpy to strlcpy when the first argument is an array. It adds
a new argument, which is the size of the array:

(change ("strcpy" (array a) b)
("strlcpy" a (sizeof a) b))

These refactorings are somewhat conventional; Asfact is unique
because it operates on ASTEC code without first expanding it. For
example, Asfact refactorings apply to all versions of a program that
are defined using conditional compilation. Even such a simple task
is difficult for conventional C refactoring tools.

The next two sections show Asfact in action.

5.1 Changing Implementations

A common use of refactorings is to change the implementation of
an algorithm to use a different kind of data structure. Unfortunately,
most data structures expose an interface that includes not just types
and functions but also macros, which are difficult for most tools to
refactor properly. Asfact handles them cleanly.

We tested this sort of refactoring on the Linux kernel. Linux uses
a linked-list data structure to represent the kernel modules that are
currently loaded in the system. We decided to change the code to
use a read-copy-update list data structure, which uses more efficient
synchronization operations when accessing data. All the functions
that manipulated the list of modules needed to be updated.

Crucially, the refactoring changed a macro called 1ist_for_each

that took a statement as an argument. The original CPP code for this
macro expanded to a partial statement, a for loop header, much
like the example in Table 1. Refactoring this macro call using a
traditional tool would be virtually impossible.

5.2 Eliminating Buffer Overflows

Another use of Asfact is to correct some of the buffer overflow
vulnerabilities that seem to be ubiquitous in C programs. Buffer
overflows occur when a function like strcpy or gets overflows
its target buffer while copying data. These problems can be fixed
by replacing the offending calls with safer versions that check for
overflow. For example, fgets is a safer version of gets. The
safer functions take the size of the target buffer as an argument so
they can check it for overflow. Asfact makes the gets to fgets
conversion semi-automatically. In some cases, it statically detects
the size of the destination buffer. In others, the user must provide
the size.

In order to show the usefulness of refactoring transformations,
we applied Asfact to the gzip program to find and correct a class
of buffer overflow vulnerabilities. Gzip contains several known
overflows involving the strcpy function. Converting strcpy
to strlcpy, a safer version that takes the size of the destination
buffer as an argument, can correct the problem. This refactoring is
shown below:

(change ("strcpy" (array a) b)
("strlcpy" a (sizeof a) b))

The ASTEC version of gzip contains 12 calls to strcpy. Asfact
determined the size of 9 of the destination buffers statically. The
other three calls involved complex pointer arithmetic. The final
program was free of buffer overflows of this kind.

6. RELATED WORK

Our work is built on top of the analysis of preprocessor usage
in Ernst et al. [4]. The design of ASTEC was based heavily on
their data about usage and potential errors. Their analysis used a
tool called PCp® [2]. Like Macroscope, PCp® implements its own



version of the C preprocessor that records information about macro
expansions. PCp® allows users to write program analyses in Perl
that have access to the program’s parse tree and also to the data
on macro expansions. As an example, PCp® can translate simple
constant macros into C++ const declarations. However, because
it has no macro extraction phase, PCp? is not able to translate more
complex macros, and it has no way of detecting macros containing
actual errors.

Two C refactoring tools, CRefactory [7, 6] and Xrefactory [11],
are similar in power to Asfact, although they operate directly on
C code with no translation phase. These tools start by preprocess-
ing the C code while tracking the effects of include declarations,
#1fdefs, and macros at the token level. After parsing and seman-
tic analysis, the user is allowed to rename variables or extract func-
tions. Xrefactory maps all such refactorings directly back down to
the token level (based on how the AST was constructed from to-
kens) and edits the tokens directly, circumventing the preprocessor.
However, Xrefactory’s changes are limited to renaming or mov-
ing tokens from the original input file. CRefactory adds a pretty-
printing phase where whole parts of the syntax tree, rather than just
tokens, can replace parts of the original program text. The CRefac-
tory approach allows more extensive changes, but it would seem to
have greater difficulty handling eccentric macros that do not form
complete syntactic units.

Although CRefactory and Xrefactory avoid the one-time over-
head of translating to a new macro language, they are restricted to
transforming the syntax tree in fairly simple ways. For example,
CRefactory does not appear to be able to perform the implementa-
tion change refactoring of Section 5.1, since it would not be able
to map the change back to the source text, which contains a macro
expanding to a partial statement. Similarly, since Xrefactory is lim-
ited to parsing only one branch of an #ifdef, it would be unable
to perform refactorings that must operate on two versions of a code-
base (such as debugging and production versions). Additionally,
we believe that our introduction of a new macro language, ASTEC,
makes writing all other analyses and transformations easier. Rather
than forcing each tool to deal with the preprocessor in its own indi-
vidual way, ASTEC abolishes CPP once and for all. Since the cost
of translation is fairly low in time and effort, we see no reason why
refactoring tools should ever have to deal with CPP again.

A number of other tools make an effort to track the actions of
the preprocessor so that they can generate human-readable C out-
put. CScout [10] is a refactoring tool with a fairly simple but effec-
tive means of doing rename refactorings on un-preprocessed code.
However, it is limited to renaming. Ghinsu [8] is a program slicing
tool that implements its own preprocessor to record token mapping
information. Tracking tokens throughout the slicing process seems
to be quite complicated. We believe that our approach of transform-
ing the code once and for all simplifies the process, permanently
fixes error-prone constructs, and enables evolution via refactoring.

Refactoring [5] is a large subject in software engineering. How-
ever, our work is less concerned with specific refactorings than with
enabling the process of refactoring in C. Currently, it is much eas-
ier to find refactoring tools for languages like Java that have no
preprocessing stage. We believe that ASTEC represents a linguistic
middle ground, since it includes preprocessing features like macros
but also supports refactoring.

7. CONCLUSION

The C preprocessor causes severe problems for refactoring tools
operating on C code. We have presented a path that completely
eliminates the C preprocessor from the refactoring process and re-
places it with a more analyzable substitute, ASTEC. Unlike CPP,
ASTEC is a syntactic macro language. It permits complex trans-
formations to be applied directly to source code, without an initial
preprocessing step. We hope that ASTEC will lead to better er-
ror messages and more refactoring support for tools that adopt it.
Additionally, ASTEC forbids several difficult-to-find programming
errors that are permitted by CPP.

To make the language practical, we have demonstrated the Macro-
scope tool to translate legacy CPP code into ASTEC. In our evalua-
tion, Macroscope required little user guidance in order to translate
several large open-source programs. These experiments prove not
only the functionality of Macroscope, but also the expressiveness
of ASTEC: virtually all of the macros present in our test suite were
translated to ASTEC with no loss of power or generality.

Finally, we have demonstrated several real-world refactorings
that are enabled by ASTEC. We believe that other tools would
have great difficulty obtaining the same results, since some of these
refactorings operate on macros. In essence, ASTEC and Macro-
scope put macros, header files, and preprocessor conditionals on
the same footing as other C constructs; this simplification eases the
process of writing analysis and refactoring tools significantly.
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