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1. INTRODUCTIONScalable computers have moved from the research lab to the marketplace. Multiplevendors are now shipping scalable systems with con�gurations in the tens or evenhundreds of processors. Unfortunately, the system software for these machineshas often trailed hardware in reaching the functionality and reliability expectedby modern computer users. Operating systems developers shoulder much of theblame for the inability to deliver on the promises of these machines. Extensivemodi�cations to the operating system are required to e�ciently support scalablemachines. The size and complexity of modern operating systems have made thesemodi�cations a resource-intensive undertaking.In this paper, we present an alternative approach for constructing the systemsoftware for these large computers. Rather than making extensive changes to ex-isting operating systems, we insert an additional layer of software between thehardware and operating system. This layer acts like a virtual machine monitorin that multiple copies of \commodity" operating systems can be run on a singlescalable computer. The monitor also allows these commodity operating systemsto e�ciently cooperate and share resources with each other. The resulting sys-tem contains most of the features of custom scalable operating systems developedspeci�cally for these machines at only a fraction of their complexity and implemen-tation cost. The use of commodity operating systems leads to systems that areboth reliable and compatible with the existing computing base.To demonstrate the approach, we have constructed a prototype system targetingthe Stanford FLASH shared memory multiprocessor [Kuskin et al. 1994], an exper-imental cache coherent non-uniform memory architecture (CC-NUMA) machine.The prototype, called Disco, combines commodity operating systems, not origi-nally designed for large-scale multiprocessors, to form a high performance systemsoftware base.Disco contains many features that reduce or eliminate the problems associatedwith traditional virtual machine monitors. Speci�cally, it minimizes the overheadof virtual machines and enhances the resource sharing between virtual machinesrunning on the same system. Disco allows operating systems running on di�erentvirtual machines to be coupled using standard distributed systems protocols such asTCP/IP and NFS. It also allows for e�cient sharing of memory and disk resourcesbetween virtual machines. The sharing support allows Disco to maintain a globalbu�er cache which is transparently shared by all the virtual machines, even whenthe virtual machines communicate through standard distributed protocols.Our experiments with realistic workloads on a detailed simulator of the FLASHmachine show that Disco achieves its goals. With a few simple modi�cations to anexisting commercial operating system, the basic overhead of virtualization rangesfrom 3% to 16% for all our uniprocessor workloads. We show that a system witheight virtual machines can run some workloads 1.7 faster than on a commercialsymmetric multiprocessor operating system by increasing the scalability of the sys-tem software, without substantially increasing the system's memory footprint. Fi-



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 3nally, we show that page placement and dynamic page migration and replicationallow Disco to hide the NUMA-ness of the memory system, reducing the executiontime by up to 37%. Early experiments on a uniprocessor SGI machine on�rm thesimulation-based results.In Section 2, we provide a more detailed presentation of the problem being ad-dressed. Section 3 describes an overview of the approach and the challenges of usingvirtual machines to construct the system software for large-scale shared-memorymultiprocessors. Section 4 presents the design and implementation of Disco. Sec-tion 5 shows experimental results based on machine simulation and Section 6 showsexperimental results on the SGI uniprocessor. We end the paper with a discussionof related work in Section 7 and conclude in Section 8.2. PROBLEM DESCRIPTIONThis paper addresses the problems seen by computer vendors attempting to pro-vide system software for innovative hardware. For the purposes of this paper, theinnovative hardware is scalable shared memory multiprocessors, but the issues aresimilar for any hardware innovation that requires signi�cant changes in the systemsoftware. For shared memory multiprocessors, research groups have demonstratedprototype operating systems such as Hive [Rosenblum et al. 1996] and Hurricane[Unrau et al. 1995] that address the challenges of fault containment and scalability.Silicon Graphics has announced the Cellular IRIX operating system to support itsshared memory machine, the Origin2000 [Laudon and Lenoski 1997]. These de-signs require signi�cant OS changes, including partitioning the system into scalableunits, building a single system image across the units, as well as other features suchas fault containment and CC-NUMA management [Verghese et al. 1996].With the size of the system software for modern computers in the millions of linesof code, the changes for CC-NUMA machines represent a signi�cant developmentcost. These changes have an impact on many of the standard modules that makeup a modern system, such as virtual memory management and the scheduler. Asa result, the system software for these machines is generally delivered signi�cantlylater than the hardware. Even when the changes are functionally complete, theyare likely to introduce instabilities for a certain period of time.Late, incompatible, and possibly even buggy system software can signi�cantlyimpact the success of such machines, regardless of the innovations in the hardware.As the computer industry matures, users expect to carry forward their large baseof existing application programs. Furthermore, with the increasing role that com-puters play in today's society, users are demanding highly reliable and availablecomputing systems. The cost of achieving reliability in computers may even dwarfthe bene�ts of the innovation in hardware for many application areas.Computer hardware vendors that use \commodity" operating systems such asMicrosoft's Windows NT [Custer 1993] face an even greater problem in obtainingoperating system support for their CC-NUMA multiprocessors. These vendors needto persuade an independent company to make changes to the operating system tosupport the new hardware. Not only must these vendors deliver on the promises ofthe innovative hardware, they must also convince powerful software companies thatrunning on their hardware is worth the e�ort of the port [Perez 1995]. Given thissituation, it is not surprising that computer architects frequently complain about
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CC−NUMA MultiprocessorFig. 1. Architecture of Disco: Disco is a virtual machine monitor, a software layer betweenthe hardware and multiple virtual machines that run independent operating systems.the constraints and in
exibility of system software. From their perspective, thesesoftware constraints are an impediment to innovation. To reduce the gap betweenhardware innovations and the adaptation of system software, system developersmust �nd new ways to develop their software more quickly and with fewer risks ofincompatibilities and instabilities.3. A RETURN TO VIRTUAL MACHINE MONITORSTo address the problem of providing system software for scalable multiprocessors,we have developed a new twist on the relatively old idea of virtual machine moni-tors [Goldberg 1974]. Rather than attempting to modify existing operating systemsto run on scalable shared-memory multiprocessors, we insert an additional layerof software between the hardware and the operating system. This layer of soft-ware, called a virtual machine monitor, virtualizes all the resources of the machine,exporting a more conventional hardware interface to the operating system. Themonitor manages all the resources so that multiple virtual machines can coexist onthe same multiprocessor.Figure 1 shows how the virtual machine monitor allows multiple copies of poten-tially di�erent operating systems to coexist. In this �gure, �ve virtual machinescoexist on the multiprocessor. Some virtual machines run commodity uniprocessoror multiprocessor operating systems, and others run specialized operating systems�ne-tuned for speci�c workloads. The virtual machine monitor schedules the virtualresources (processor and memory) of the virtual machines on the physical resourcesof the scalable multiprocessor.Virtual machine monitors, in combination with commodity and specialized op-erating systems, form a 
exible system software solution for these machines. A



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 5large CC-NUMA multiprocessor can be con�gured with multiple virtual machineseach running a commodity operating system such as Microsoft's Windows NT orsome variant of UNIX. Each virtual machine is con�gured with the processor andmemory resources that the operating system can e�ectively handle. The virtualmachines communicate using standard distributed protocols to export the image ofa cluster of machines.Although the system looks like a cluster of loosely-coupled machines, the vir-tual machine monitor uses global policies to manage all the resources of the ma-chine, allowing workloads to exploit the �ne-grain resource sharing potential of thehardware. For example, the monitor can move memory between virtual machinesto keep applications from paging to disk when free memory is available in themachine. Similarly, the monitor dynamically schedules virtual processors on thephysical processors to balance the load across the machine. The use of commod-ity software leverages the signi�cant engineering e�ort invested in these operatingsystems and allows CC-NUMA machines to support their large application base.Since the monitor is a relatively simple piece of code, this can be done with a smallimplementation e�ort as well as with a low risk of introducing software bugs andincompatibilities.The approach o�ers two di�erent possible solutions to handle applications whoseresource needs exceed the scalability of commodity operating systems. First, arelatively simple change to the commodity operating system can allow applicationsto explicitly share memory regions across virtual machine boundaries. The monitorcontains a simple interface to setup these shared regions. The operating system isextended with a special virtual memory segment driver to allow processes runningon multiple virtual machines to share memory. For example, a parallel databaseserver could put its bu�er cache in such a shared memory region and have queryengines running on multiple virtual machines.Second, the 
exibility of the approach supports specialized operating systemsfor resource-intensive applications that do not need the full functionality of thecommodity operating systems. These simpler, specialized operating systems bettersupport the needs of the applications and can easily scale to the size of the machine.For example, a virtual machine running a highly-scalable lightweight operating sys-tem such as Puma [Shuler et al. 1995] allows large scienti�c applications to scaleto the size of the machine. Since the specialized operating system runs in a virtualmachine, it can run alongside commodity operating systems running standard ap-plication programs. Similarly, other important applications such as database andweb servers could be run in highly-customized operating systems such as databaseaccelerators.Besides the 
exibility to support a wide variety of workloads e�ciently, thisapproach has a number of additional advantages over other system software designstargeted for CC-NUMA machines. Running multiple copies of an operating systemhandles the challenges presented by CC-NUMA machines such as scalability andfault-containment. The virtual machine becomes the unit of scalability, analogousto the cell structure of Hurricane, Hive, and Cellular IRIX. With this approach,only the monitor itself and the distributed systems protocols need to scale to thesize of the machine. The simplicity of the monitor makes this task easier thanbuilding a scalable operating system.



6 � E. Bugnion, S. Devine, K. Govil, and M. RosenblumThe virtual machine also becomes the unit of fault containment where failuresin the system software can be contained in the virtual machine without spreadingover the entire machine. To provide hardware fault-containment, the monitor itselfmust be structured into cells. Again, the simplicity of the monitor makes this easierthan to protect a full-blown operating system against hardware faults.NUMA memory management issues can also be handled by the monitor, e�ec-tively hiding the entire problem from the operating systems. With the carefulplacement of the pages of a virtual machine's memory and the use of dynamic pagemigration and page replication, the monitor can export a more conventional view ofmemory as a uniform memory access (UMA) machine. This allows the non-NUMA-aware memory management policies of commodity operating systems to work well,even on a NUMA machine.Besides handling CC-NUMA multiprocessors, the approach also inherits all theadvantages of traditional virtual machine monitors. Many of these bene�ts arestill appropriate today and some have grown in importance. By exporting multiplevirtual machines, a single CC-NUMA multiprocessor can have multiple di�erentoperating systems simultaneously running on it. Older versions of the system soft-ware can be kept around to provide a stable platform for keeping legacy applicationsrunning. Newer versions can be staged in carefully with critical applications resid-ing on the older operating systems until the newer versions have proven themselves.This approach provides an excellent way of introducing new and innovative systemsoftware while still providing a stable computing base for applications that favorstability over innovation.3.1 Challenges Facing Virtual MachinesUnfortunately, the advantages of using virtual machine monitors come with certaindisadvantages as well. Among the well-documented problems with virtual machinesare the overheads due to the virtualization of the hardware resources, resourcemanagement, sharing and communication.Overheads. The overheads present in traditional virtual machine monitors comefrom many sources, including the additional exception processing, instruction exe-cution and memory needed for virtualizing the hardware. Operations such as theexecution of privileged instructions cannot be safely exported directly to the op-erating system and must be emulated in software by the monitor. Similarly, theaccess to I/O devices is virtualized, so requests must be intercepted and remappedby the monitor.In addition to execution time overheads, running multiple independent virtualmachines has a cost in additional memory. The code and data of each operatingsystem and application is replicated in the memory of each virtual machine. Fur-thermore, large memory structures such as the �le system bu�er cache are alsoreplicated resulting in a signi�cant increase in memory usage. A similar wasteoccurs with the replication on disk of �le systems for the di�erent virtual machines.Resource Management. Virtual machine monitors frequently experience resourcemanagement problems due to the lack of information available to the monitor tomake good policy decisions. For example, the instruction execution stream of anoperating system's idle loop or the code for lock busy-waiting is indistinguishable



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 7at the monitor's level from some important calculation. The result is that themonitor may schedule resources for useless computation while useful computationmay be waiting. Similarly, the monitor does not know when a page is no longerbeing actively used by a virtual machine, so it cannot reallocate it to anothervirtual machine. In general, the monitor must make resource management decisionswithout the high-level knowledge that an operating system would have.Communication and Sharing. Finally, running multiple independent operatingsystems makes sharing and communication di�cult. For example under CMS onVM/370, if a virtual disk containing a user's �les was in use by one virtual machineit could not be accessed by another virtual machine. The same user could notstart two virtual machines, and di�erent users could not easily share �les. Thevirtual machines looked like a set of independent stand-alone systems that simplyhappened to be sharing the same hardware.Although these disadvantages still exist, we have found their impact can begreatly reduced by combining recent advances in operating system technology withsome new tricks implemented in the monitor. For example, the prevalence of sup-port in modern operating systems for interoperating in a distributed environmentgreatly reduces the communication and sharing problems described above. In thefollowing section we present techniques that lower the overheads associated withthe use of virtual machines.4. DISCO: A VIRTUAL MACHINE MONITORDisco is a virtual machine monitor designed for the FLASH multiprocessor [Kuskinet al. 1994], a scalable cache-coherent multiprocessor. The FLASH multiprocessorconsists of a collection of nodes each containing a processor, main memory, and I/Odevices. The nodes are connected together with a high-performance scalable inter-connect. The machines use a directory to maintain cache coherency, providing tothe software the view of a shared-memory multiprocessor with non-uniform memoryaccess times. Although written for the FLASH machine, the hardware model as-sumed by Disco is also available on a number of commercial machines including theConvex Exemplar [Brewer and Astfalk 1997], Silicon Graphics Origin2000 [Laudonand Lenoski 1997], Sequent NUMAQ [Lovett and Clapp 1996], and DataGeneralNUMALiine.This section describes the design and implementation of Disco. We �rst describethe key abstractions exported by Disco. We then describe the implementation ofthese abstractions. Finally, we discuss the operating system requirements to runon top of Disco.4.1 Disco's InterfaceDisco runs multiple independent virtual machines simultaneously on the same hard-ware by virtualizing all the resources of the machine. Each virtual machine can runa standard operating system that manages its virtualized resources independentlyof the rest of the system.Processors. To match the FLASH machine, the virtual CPUs of Disco providethe abstraction of a MIPS R10000 processor. Disco correctly emulates all instruc-tions, the memory management unit, and the trap architecture of the processor



8 � E. Bugnion, S. Devine, K. Govil, and M. Rosenblumallowing unmodi�ed applications and existing operating systems to run on the vir-tual machine. Though required for the FLASH machine, the choice of the processorwas unfortunate for Disco since the R10000 does not support the complete virtu-alization of the kernel virtual address space. Section 4.3.1 details the OS changesneeded to allow kernel-mode code to run on Disco.Besides the emulation of the MIPS processor, Disco extends the architecture tosupport e�cient access to some processor functions. For example, frequent kerneloperations such as enabling and disabling CPU interrupts and accessing privilegedregisters can be performed using load and store instructions on special addresses.This interface allows operating systems tuned for Disco to reduce the overheadscaused by trap emulation.Physical Memory. Disco provides an abstraction of main memory residing in acontiguous physical address space starting at address zero. This organization wasselected to match the assumptions made by the operating system.Since most commodity operating systems are not designed to e�ectively managethe non-uniform memory of the FLASH machine, Disco uses dynamic page mi-gration and replication to export a nearly uniform memory access time memoryarchitecture to the software. This allows a non-NUMA aware operating system torun well on FLASH without the changes needed for NUMA memory management.I/O Devices. Each virtual machine is created with a speci�ed set of I/O devices,such as disks, network interfaces, periodic interrupt timers, clock, and a console.As with processors and physical memory, most operating systems assume exclusiveaccess to their I/O devices, requiring Disco to virtualize each I/O device. Discomust intercept all communication to and from I/O devices to translate or emulatethe operation.Because of their importance to the overall performance and e�ciency of thevirtual machine, Disco exports special abstractions for the SCSI disk and networkdevices. Disco virtualizes disks by providing a set of virtual disks that any virtualmachine can mount. Virtual disks can be con�gured to support di�erent sharingand persistency models. A virtual disk can either have modi�cations (i.e. diskwrite requests) stay private to the virtual machine or they can be visible to othervirtual machines. In addition, these modi�cations can be made persistent so thatthey survive the shutdown of the virtual machine or non-persistent so that theydisappear with each reboot.To support e�cient communication between virtual machines, as well as otherreal machines, the monitor virtualizes access to the networking devices of the un-derlying system. Each virtual machine is assigned a distinct link-level address onan internal virtual subnet handled by Disco. Besides the standard network inter-faces such as Ethernet and FDDI, Disco supports a special network interface thatcan handle large transfer sizes without fragmentation. For communication with theworld outside the machine, Disco acts as a gateway that uses the network interfacesof the machine to send and receive packets.4.2 Implementation of DiscoLike most operating systems that run on shared-memory multiprocessors, Disco isimplemented as a multi-threaded shared-memory program. Disco di�ers from exist-



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 9ing systems in that careful attention has been given to NUMA memory placement,cache-aware data structures, and interprocessor communication patterns. For ex-ample, Disco does not contain linked lists or other data structures with poor cachebehavior. The small size of Disco, about 13,000 lines of code, allows for a higherdegree of tuning than is possible with million line operating systems.To improve NUMA locality, the small code segment of Disco, currently 72KB,is replicated into all the memories of FLASH machine so that all instruction cachemisses can be satis�ed from the local node. Machine-wide data structures arepartitioned so that the parts that are accessed only or mostly by a single processorare in a memory local to that processor.For the data structures accessed by multiple processors, very few locks are usedand wait-free synchronization [Herlihy 1991] using the MIPS LL/SC instruction pairis heavily employed. Disco communicates through shared-memory in most cases. Ituses inter-processor interrupts for speci�c actions that change the state of a remotevirtual processor, for example TLB shootdowns and posting of an interrupt to agiven virtual CPU. Overall, Disco is structured more like a highly tuned and scalableSPLASH application [Woo et al. 1995] than like a general-purpose operating system.4.2.1 Virtual CPUs. Like previous virtual machine monitors, Disco emulates theexecution of the virtual CPU by using direct execution on the real CPU. To schedulea virtual CPU, Disco sets the real machines' registers to those of the virtual CPUand jumps to the current PC of the virtual CPU. By using direct execution, mostoperations run at the same speed as they would on the raw hardware. The challengeof using direct execution is the detection and fast emulation of those operations thatcannot be safely exported to the virtual machine. These operations are primarilythe execution of privileged instructions performed by the operating system such asTLB modi�cation, and the direct access to physical memory and I/O devices.For each virtual CPU, Disco keeps a data structure that acts much like a processtable entry in a traditional operating system. This structure contains the savedregisters and other state of a virtual CPU when it is not scheduled on a real CPU.To perform the emulation of privileged instructions, Disco additionally maintainsthe privileged registers and TLB contents of the virtual CPU in this structure.On the MIPS processor, Disco runs in kernel mode with full access to the ma-chine's hardware. When control is given to a virtual machine to run, Disco putsthe processor in supervisor mode if running the virtual machine's operating system,and in user mode otherwise. Supervisor mode allows the operating system to usea protected portion of the address space (the supervisor segment) but does notgive access to privileged instructions or physical memory. Applications and kernelcode can however still be directly executed since Disco emulates the operations thatcannot be issued in supervisor mode. When a trap such as page fault, system call,or bus error occurs, the processor traps to the monitor that emulates the e�ect ofthe trap on the currently scheduled virtual processor. This is done by updating theprivileged registers of the virtual processor and jumping to the virtual machine'strap vector.Disco contains a simple scheduler that allows the virtual processors to be time-shared across the physical processors of the machine. The scheduler cooperateswith the memory management to support a�nity scheduling that increases data



10 � E. Bugnion, S. Devine, K. Govil, and M. Rosenblumlocality.4.2.2 Virtual Physical Memory. To virtualize physical memory, Disco adds alevel of address translation and maintains physical-to-machine address mappings.Virtual machines use physical addresses that have memory starting at address zeroand continuing for the size of virtual machine's memory. Disco maps these physicaladdresses to the 40 bitmachine addresses used by the memory system of the FLASHmachine.Disco performs this physical-to-machine translation using the software-reloadedtranslation-lookaside bu�er (TLB) of the MIPS processor1. When an operating sys-tem attempts to insert a virtual-to-physical mapping into the TLB, Disco emulatesthis operation by translating the physical address into the corresponding machineaddress and inserting this corrected TLB entry into the TLB. Once the TLB en-try has been established, memory references through this mapping are translatedwith no additional overhead by the processor. To quickly compute the correctedTLB entry, Disco keeps a per virtual machine pmap data structure that containsone entry for each physical page of a virtual machine. Each pmap entry contains apre-computed TLB entry that references the physical page location in real memory.Disco merges that entry with the protection bits of the original entry before insert-ing it into the TLB. For example, a writeable mapping is only inserted in the TLBwhen the virtual machine requests it and the page is not marked copy-on-write.The pmap entry also contains backmaps pointing to the virtual addresses that areused to invalidate mappings from the TLB when a page is taken away from thevirtual machine by the monitor.On MIPS processors, all user mode memory references must be translated bythe TLB but kernel mode references used by operating systems may directly accessphysical memory and I/O devices through the unmapped segment of the kernelvirtual address space. Many operating systems place both the operating systemcode and data in this segment. Unfortunately, the MIPS architecture bypasses theTLB for this direct access segment making it impossible for Disco to e�cientlyremap these addresses using the TLB. Having each operating system instructiontrap into the monitor would lead to unacceptable performance. We were thereforerequired to re-link the operating system code and data to a mapped region of theaddress space. This problem seems unique to MIPS as other architectures such asAlpha can remap these regions using the TLB.The MIPS processors tag each TLB entry with an address space identi�er (ASID)to avoid having to 
ush the TLB on MMU context switches. To avoid the complex-ity of virtualizing the ASIDs, Disco 
ushes the machine's TLB when scheduling adi�erent virtual CPU on a physical processor. This approach speeds up the trans-lation of the TLB entry since the ASID �eld provided by the virtual machine canbe used directly.A workload executing on top of Disco will su�er an increased number of TLBmisses since the TLB is additionally used for all operating system references andsince the TLB must be 
ushed on virtual CPU switches. In addition, each TLB miss1A similar technique is applied on processors with a hardware-reloaded TLB such as the Intelx86. The virtual machine monitor manages the page table and prevents the virtual machine fromdirectly inserting entries into it.



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 11is now more expensive because of the emulation of the trap architecture, the emula-tion of privileged instructions in the operating systems's TLB-miss handler, and theremapping of physical addresses described above. To lessen the performance im-pact, Disco caches recent virtual-to-machine translations in a second-level softwareTLB. On each TLB miss, Disco's TLB miss handler �rst consults the second-levelTLB. If it �nds a matching virtual address it can simply place the cached mappingin the TLB, otherwise it forwards the TLB miss exception to the operating sys-tem running on the virtual machine. The e�ect of this optimization is that virtualmachines appear to have much larger TLBs than the MIPS processors.4.2.3 NUMA Memory Management. Besides providing fast translation of the vir-tual machine's physical addresses to real machine pages, the memory managementpart of Disco must also deal with the allocation of real memory to virtual machines.This is a particularly important task on CC-NUMA machines since the commod-ity operating system is depending on Disco to deal with the non-uniform memoryaccess times. Disco must try to allocate memory and schedule virtual CPUs sothat cache misses generated by a virtual CPU will be satis�ed from local memoryrather than having to su�er the additional latency of a remote cache miss. Toaccomplish this, Disco implements a dynamic page migration and page replicationsystem [Bolosky et al. 1989; Cox and Fowler 1989] that moves or replicates pagesto maintain locality between a virtual CPU's cache misses and the memory pagesto which the cache misses occur.Disco targets machines that maintain cache-coherence in hardware. On thesemachines, NUMA memory management is strictly an optimization that enhancesdata locality and is not required for correct exection. Disco uses a robust policy thatmoves only pages that will likely result in an eventual performance bene�t [Vergheseet al. 1996]. Pages that are heavily accessed by only one node are migrated to thatnode. Pages that are primarily read-shared are replicated to the nodes most heavilyaccessing them. Pages that are write-shared are not moved because remote accessescannot be eliminated for all processors. Disco's policy also limits the number oftimes a page can move to avoid excessive overheads.Disco's page migration and replication policy is driven by the cache miss countingfacility provided by the FLASH hardware. FLASH counts cache misses to eachpage from every physical processor. Once FLASH detects a hot page, the monitorchooses between migrating and replicating the hot page based on the cache misscounters. To migrate a page, the monitor transparently changes the physical-to-machine mapping. It �rst invalidates all TLB entries mapping the old machine pageand then copies the data to a local machine page. To replicate a page, the monitormust �rst downgrade all TLB entries mapping the machine page to ensure read-only accesses. It then copies the page to the local node and updates the relevantTLB entries mapping the old machine page. The resulting con�guration afterreplication is shown in Figure 2. In this example, two di�erent virtual processorsof the same virtual machine logically read-share the same physical page, but eachvirtual processor accesses a local copy.Disco maintains a memmap data structure that contains an entry for each realmachine memory page. To perform the necessary TLB shootdowns during a pagemigration or replication, the memmap entry contains a list of the virtual machines
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Fig. 2. Transparent Page Replicationusing the page and the virtual addresses used to access them. A memmap entryalso contains pointers to any replicated copies of the page.Figure 3 summarizes the key data structures of Disco's memory management de-scribed in Sections 4.2.2 and 4.2.3 and their interactions. We discuss two examplesof operations on these data structures. The �rst example describes the impact of aTLB miss. If the virtual address is not in the hardware TLB of the MIPS R10000,Disco's TLB miss handler will �rst check if the TLB entry is present in the l2tlb(second-level TLB) of the vcpu (virtual processor). If this is not the case, Discowill forward the exception to the virtual machine. The operating system's TLBmiss handler will contain a TLB write instruction that is emulated by Disco. Discouses the physical address speci�ed by the operating system to index into the pmapto determine the corresponding machine address, allocating one if necessary. Thememmap is used to determine which replica is closest to the physical processor thatcurrently schedules the vcpu. Finally, the virtual-to-machine translation is insertedinto the l2tlb and the R10000 TLB.The second example shows the impact of a page migration action. The hardwareof the FLASH machine determines that a given machine page is \hot" and Discodetermines that it is suitable for migration. The transparent migration requires thatall mappings that point to that page be removed from all processors. The entryin the memmap of that machine address contains the list of the pmap entries thatrefer to the page. The pmap entry contains a backmap to the virtual address and abitmask of vcpus that possibly have the mapping to that machine address. Finally,all matching entries in the relevant l2tlbs and R10000 TLBs are invalidated beforethe page is actually migrated.4.2.4 Virtual I/O Devices. To virtualize access to I/O devices, Disco interceptsall device accesses from the virtual machine and forwards them to the physicaldevices. Although it would be possible for Disco to interpose on the programmedinput/output (PIOs) from the operating system device drivers and emulate thefunctionality of the hardware device, this approach would be complex, speci�c toeach device, and require many traps. We found it was much cleaner to simplyadd special device drivers into the operating system. Each Disco device de�nes a
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Fig. 3. Major Data Structures of Discomonitor call used by the device driver to pass all command arguments in a singletrap.Devices such as disks and network interfaces include a DMA map as part of theirarguments. A DMA map consists of a list of physical address-length pairs thatspecify the memory source or destination of the I/O operation. Disco must interceptsuch DMA requests to translate the physical addresses speci�ed by the operatingsystems into machine addresses. Disco's device drivers then interact directly withthe physical device. For devices accessed by a single virtual machine, Disco onlyneeds to guarantee the exclusivity of this access and translate the physical memoryaddresses of the DMA, but does not need to virtualize the I/O resource itself.The interposition on all DMA requests o�ers an opportunity for Disco to sharedisk and memory resources among virtual machines. Disco's copy-on-write disksallow virtual machines to share both main memory and disk storage resources.Disco's virtual network devices allow virtual machines to communicate e�ciently.The combination of these two mechanisms, detailed in Section 4.2.5 and Section4.2.6, allows Disco to support a system-wide cache of disk blocks in memory thatcan be transparently shared between all the virtual machines.
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Machine MemoryFig. 4. Memory Sharing in Disco4.2.5 Copy-on-write Disks. Disco intercepts every disk request that DMAs datainto memory. When a virtual machine requests to read a disk block that is already inmain memory, Disco can process the request without going to disk. Furthermore, ifthe disk request is a multiple of the machine's page size, Disco can process the DMArequest by simply mapping the page into the virtual machine's physical memory. Inorder to preserve the semantics of a DMA operation, Disco maps the page read-onlyinto the destination address page of the DMA. Attempts to modify a shared pagewill result in a copy-on-write fault handled internally by the monitor.Using this mechanism, multiple virtual machines accessing a shared disk end upsharing machine memory. The copy-on-write semantics means that the virtual ma-chine is unaware of the sharing with the exception that disk requests can �nishnearly instantly. Consider an environment running multiple virtual machines forscalability purposes. All the virtual machines can share the same root disk con-taining the kernel and application programs. The code and other read-only datastored on the disk will be DMA-ed into memory by the �rst virtual machine thataccesses it. Subsequent requests will simply map the page speci�ed to the DMAengine without transferring any data. The result is shown in Figure 4 where all vir-tual machines share these read-only pages. E�ectively we get the memory sharingpatterns expected of a single shared memory multiprocessor operating system eventhough the system runs multiple independent operating systems.To preserve the isolation of the virtual machines, disk writes must be kept privateto the virtual machine that issues them. Disco logs the modi�ed sectors so that thecopy-on-write disk is never actually modi�ed. For persistent disks, these modi�edsectors would be logged in a separate disk partition managed by Disco. To simplifyour implementation, we only applied the concept of copy-on-write disks to non-persistent disks and kept the modi�ed sectors in main memory whenever possible.The implementation of this memory and disk sharing feature of Disco uses twodata structures. For each disk device, Disco maintains a B-Tree indexed by therange of disk sectors being requested. This B-Tree is used to �nd the machinememory address of the sectors in the global disk cache. A second B-Tree is keptfor each disk and virtual machine to �nd any modi�cations to the block made bythat virtual machine. We used B-Trees to e�ciently support queries on ranges of



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 15sectors [Cormen et al. 1990].The copy-on-write mechanism is used for �le systems such as the root disk whosemodi�cations as not intended to be persistent or shared across virtual machines.For persistent disks such as the one containing user �les, Disco enforces that onlya single virtual machine can mount the disk at any given time. As a result, Discodoes not need to virtualize the layout of the disk. Persistent disks can be accessedby other virtual machines through a distributed �le system protocol such as NFS.4.2.6 Virtual Network Interface. The copy-on-write mechanism for disks allowsthe sharing of memory resources across virtual machines, but does not allow virtualmachines to communicate with each other. To communicate, virtual machines usestandard distributed protocols. For example, virtual machines share �les throughNFS. As a result, shared data will end up in both the client's and server's bu�ercache. Without special attention, the data will be duplicated in machine memory.We designed a virtual subnet managed by Disco that allows virtual machines tocommunicate with each other, while avoiding replicated data whenever possible.The virtual subnet and networking interfaces of Disco also use copy-on-writemappings to reduce copying and to allow for memory sharing. The virtual deviceuses ethernet-like addresses and does not limit the maximum transfer unit (MTU)of packets. A message transfer sent between virtual machines causes the DMA unitto map the page read-only into both the sending and receiving virtual machine'sphysical address spaces. The virtual network interface accepts messages that consistof scattered bu�er fragments. Our implementation of the virtual network in Discoand in the operating system's device driver always respects the data alignmentof the outgoing message so that properly aligned message fragments that span acomplete page are always remapped rather than copied.Using this mechanism, a page of data read from disk into the �le cache of a�le server running in one virtual machine can be shared with client programs thatrequest the �le using standard distributed �le system protocols such as NFS.Figure 5 illustrates the case when the NFS reply to read request includes a datapage. In (1) the monitor's networking device remaps the data page from the source'smachine address space to the destination's. In (2) the monitor remaps the data pagefrom the driver's mbuf to the clients bu�er cache. This remap is initiated by theoperating system through a monitor call. As a result, Disco supports a global diskcache even when a distributed �le system is used to connect the virtual machines.In practice, the combination of copy-on-write disks and the access to persistentdata through the specialized network device provides a global bu�er cache that istransparently shared by independent virtual machines.As a result, all read-only pages can be shared between virtual machines. Al-though this reduces the memory footprint, this may adversely a�ect data localityas most sharers will access the page remotely. However, Disco's page replicationpolicy selectively replicates the few \hot" pages that su�er the most cache misses.Pages are therefore shared whenever possible and replicated only when necessaryto improve performance.



16 � E. Bugnion, S. Devine, K. Govil, and M. Rosenblum
Buffer Cache Buffer Cache

 1

2 1

NFS Server NFS Client

Machine Pages

Physical PagesFig. 5. Example of transparent sharing of pages Over NFS4.3 Running Commodity Operating SystemsThe \commodity" operating system we run on Disco is IRIX, a UNIX SVR4 basedoperating system from Silicon Graphics. Disco is however independent of any spe-ci�c operating system and we plan to support others such as Windows NT andLinux.In their support for portability, modern operating systems present a hardwareabstraction level (HAL) that allows the operating system to be e�ectively \ported"to run on new platforms. Typically the HAL of modern operating systems changeswith each new version of a machine while the rest of the system can remain un-changed. Our experience has been that relatively small changes to the HAL canreduce the overhead of virtualization and improve resource usage.Most of the changes made in IRIX were part of the HAL2. All of the changeswere simple enough that they are unlikely to introduce a bug in the software anddid not require a detailed understanding of the internals of IRIX. Although weperformed these changes at the source level as a matter of convenience, many ofthem were simple enough to be performed using binary translation or augmentationtechniques.4.3.1 Necessary Changes for MIPS Architecture. Virtual processors running insupervisor mode cannot e�ciently access the KSEG0 segment of the MIPS virtualaddress space, that always bypasses the TLB. Unfortunately, many MIPS operatingsystems including IRIX 5.3 place the kernel code and data in the KSEG0 segment.As a result, we needed to relocate the unmapped segment of the virtual machinesinto a portion of the mapped supervisor segment of the MIPS processor. Thisallowed Disco to emulate the direct memory access e�ciently using the TLB. Theneed for relocating the kernel appears to be unique to MIPS and is not present inother modern architecture such as Alpha, x86, SPARC, and PowerPC.Making these changes to IRIX required changing two header �les that describethe virtual address space layout, changing the linking options, as well as 15 assemblystatements in locore.s. Unfortunately, this meant that we needed to re-compile and2Unlike other operating systems, IRIX does not contain a documented HAL interface. In thispaper, the HAL includes all the platform and processor-speci�c procedures of the operating system.



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 17re-link the IRIX kernel to run on Disco.4.3.2 Device Drivers. Disco's monitor call interface reduces the complexity andoverhead of accessing I/O devices. We implemented UART, SCSI disks, and ether-net drivers that match this interface. Since the monitor call interface provides theview of an idealized device, the implementation of these drivers was straightforward.Since kernels are normally designed to run with di�erent device drivers, this kindof change can be made without the source and with only a small risk of introducinga bug. The complexity of the interaction with the speci�c devices is left to thevirtual machine monitor. Fortunately, we designed the virtual machine monitor'sinternal device driver interface to simplify the integration of existing drivers writtenfor commodity operating systems. Disco uses IRIX's original device drivers.4.3.3 Changes to the HAL. Having to take a trap on every privileged registeraccess can cause signi�cant overheads when running kernel code such as synchro-nization routines and trap handlers that frequently access privileged registers. Toreduce this overhead, we patched the HAL of IRIX to convert these frequently usedprivileged instructions to use non-trapping load and store instructions to a spe-cial page of the address space that contains these registers. This optimization isonly applied to instructions that read and write privileged registers without causingother side-e�ects. Although for this experiment we performed the patches by handto only a few critical locations, the patches could easily be automatically appliedwhen the privileged instruction �rst generates a trap. As part of the emulationprocess, Disco could overwrite certain instructions with the special load and storeso it would not su�er the overhead of the trap again.To help the monitor make better resource management decisions, we have addedcode to the HAL to pass hints to the monitor giving it higher-level knowledge ofresource utilization. We inserted a small number of monitor calls in the physicalmemory management module of the operating systems. The �rst monitor callrequests a zeroed page. Since the monitor must clear pages to ensure the isolationof virtual machines anyway, the operating system is freed from this task. A secondmonitor call informs Disco that a page has been put on the operating system's freepage list without a chance of reclamation, so that Disco can immediately reclaimthe memory.To improve the utilization of processor resources, Disco assigns special semanticsto the reduced power consumption mode of the MIPS processor. This mode is usedby the operating system whenever the system is idle. Disco will deschedule thevirtual CPU until the mode is cleared or an interrupt is posted. A monitor callinserted in the HAL's idle loop would have had the same e�ect.4.3.4 Other Changes to IRIX. For some optimizations Disco relies on the co-operation of the operating system. For example, the virtual network device canonly take advantage of the remapping techniques if the packets contain properlyaligned, complete pages that are not written. We found that the operating system'snetworking subsystem naturally meets most of the requirements. For example, itpreserves the alignment of data pages, taking advantage of the scatter/gather op-tions of networking devices. Unfortunately, IRIX's mbuf management is such thatthe data pages of recently freed mbufs are linked together using the �rst word of the



18 � E. Bugnion, S. Devine, K. Govil, and M. Rosenblumpage. This guarantees that every packet transferred by the monitor's networkingdevice using remaps will automatically trigger at least one copy-on-write fault onthe receiving end. A simple change to the mbuf freelist data structure �xed thisproblem.The kernel implementation of NFS always copies data from the incoming mbufsto the receiving �le bu�er cache, even when the packet contained un-fragmented,properly aligned pages. This would have e�ectively prevented the sharing of the�le bu�er cache across virtual machines. To have clients and servers transparentlyshare the page, we specialized the call to bcopy to a new remap function o�eredby the HAL. This remap function has the semantics of a bcopy routine but usesa monitor call to remap the page whenever possible. Figure 5 shows how a datapage transferred during an NFS read or write call is �rst remapped from the sourcevirtual machine to the destination memory bu�er (mbuf) page by the monitor'snetworking device, and then remapped into its �nal location by a call to the HAL'sremap function.4.4 SPLASHOS: A Specialized Operating SystemThe ability to run a thin or specialized operating system allows Disco to supportlarge-scale parallel applications that span the entire machine. These applicationsmay not be well served by a full function operating system. In fact, specializedoperating systems such as Puma [Shuler et al. 1995] are commonly used to runscienti�c applications on parallel systems.To illustrate this point, we developed a specialized library operating system[Kaashoek et al. 1997], SPLASHOS, that runs directly on top of Disco. SPLASHOScontains the services needed to run SPLASH-2 applications [Woo et al. 1995]:thread creation and synchronization routines, "libc" routines, and an NFS clientstack for �le I/O. The application is linked with the library operating system andruns in the same address space as the operating system. As a result, SPLASHOSdoes not need to support a virtual memory subsystem, deferring all page faultingresponsibilities directly to Disco.Although one might �nd SPLASHOS to be an overly simplistic and limited oper-ating system if it were to run directly on hardware, the ability to run it in a virtualmachine alongside commodity operating systems o�ers a powerful and attractivecombination.5. EXPERIMENTAL RESULTSWe have implemented Disco as described in the previous section and performed acollection of experiments to evaluate it. We describe our simulation-based exper-imental setup in Section 5.1. The �rst set of experiments presented in Sections5.2 and 5.3 demonstrate that Disco overcomes the traditional problems associatedwith virtual machines, such as high overheads and poor resource sharing. We thendemonstrate in Sections 5.4 and 5.5 the bene�ts of using virtual machines, includingimproved scalability and data locality.5.1 Experimental Setup and WorkloadsDisco targets the FLASH machine, which is unfortunately not yet available. As aresult, we use SimOS [Rosenblum et al. 1997] to develop and evaluate Disco. SimOS



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 19is a machine simulator that models the hardware of MIPS-based multiprocessorsin enough detail to run essentially unmodi�ed system software such as the IRIXoperating system and the Disco monitor. For this study, we con�gured SimOS toresemble a multiprocessor with performance characteristics similar to FLASH.Although SimOS contains simulation models of the MIPS R10000 processor usedin FLASH, these simulation models are too slow for the workloads that we chose tostudy. As a result, we model a much simpler statically scheduled, non-superscalarprocessors running at twice the clock rate. These simpler pipelines can be modeledan order of magnitude faster than the R10000. The processors have the on-chipcaches of the MIPS R10000 (32KB split instruction/data) and a 1MB board-levelcache. In the absence of memory system contention, the minimum latency of acache miss is 300 nanoseconds to local memory and 900 nanoseconds to remotememory.Although SimOS allows us to run realistic workloads and examine their behaviorin detail with its non-intrusive annotation mechanism, the simulation slowdownsprevent us from examining long running workloads in detail. Using realistic butshort workloads, we were able to study issues like the CPU and memory overheadsof virtualization, the bene�ts on scalability, and NUMA memory management.However, studies that would require long running workloads, such as those fullyevaluating Disco's resource management policies, are not possible in this environ-ment and will hence have to wait until we have a real machine.We chose workloads that were representative of four typical uses of scalable com-pute servers:(1) Software Development (Pmake). This workload consists of the parallel compi-lation using Pmake of the GNU chess application using the gcc compiler. Thisworkload is multiprogrammed, consists of many short-lived processes. It is bothoperating system intensive and I/O intensive. This is a particularly stressfullworkload for the operating system and virtual machine monitor running belowit.(2) Hardware Development (Engineering). This multiprogrammed engineering work-load consists of the concurrent simulation of part of the FLASH MAGIC chipusing the VCS Verilog simulator from Chronologics and of the simulation ofthe memory system of the FLASH machine using the Flashlite simulator. Thisworkload consists of long-running processes, has a large memory footprint, butmakes little use of operating systems services.(3) Scienti�c Computing (Raytrace, Radix). These workloads consist of the exe-cution of a single shared-memory parallel application. The Raytrace workloadrenders the \car" model from the SPLASH-2 suite [27]. The Radix sortingalgorithm, also from SPLASH-2, sorts 4 million integers (-n4194304 -r256 -m1073741824). Such workloads typically require very few operating systemsservices other than setting up shared memory regions.(4) Commercial Database. Our commercial database workload uses the Sybase Re-lational Database Server to perform a decision-support workload. The decision-support queries operate on a warm database cache. As a result, the workloadis not I/O intensive, but consists of a single memory-intensive application.



20 � E. Bugnion, S. Devine, K. Govil, and M. RosenblumTable 1. Workloads and Execution TimeEnvironment Workload Execution TimeSoftware development pmake -J2 3.9 sec.Hardware development 1 VCS + 1 Flashlite 3.5 sec.Scienti�c computing raytrace -p1 -z -l0 -m64 inputs/car.env 12.9 sec.Commercial database Decision Support (Sybase Server) 2.0 sec.
 Idle
 Disco
 Kernel
 User

||0

|20

|40

|60

|80

|100

|120

|140

|160 |

|
|

|
|

|
|

|
|

|

 N
or

m
al

iz
ed

 E
xe

cu
tio

n 
T

im
e

IRIX

100

Disco

116

Pmake

IRIX

100

Disco

106

Engineering

IRIX

100

Disco

103

Raytrace

IRIX

100

Disco

116

DatabaseFig. 6. Overhead of virtualizationTable 1 lists the execution time of the four uniprocessor workloads. Each work-load is scaled di�erently for the uniprocessor and multiprocessor experiments. Thereported execution time is for the uniprocessor workloads running on IRIX with-out Disco. The execution time does not include the time to boot the operating,ramp-up the applications and enter a steady execution state. This setup time is atleast two orders of magnitude longer and performed using SimOS's fast emulationmode.Although the simulated execution times are small, the SimOS environment al-lowed us to study the workload's behavior in great detail and determine that thesmall execution regions exhibit similar behavior to longer-running workloads. Wealso used the fast mode of SimOS to ensure that the workloads did not includeany cold start e�ects. As a result, we believe that these short-running workloadsexhibit a behavior similar than corresponding longer-running workload.5.2 Execution OverheadsTo evaluate the overheads of running on Disco, we ran each workload on a unipro-cessor, once using IRIX directly on the simulated hardware, and once using Discorunning IRIX in a single virtual machine on the same hardware. Figure 6 comparesthe execution time for the four uniprocessor workloads, normalized to the execu-tion on IRIX. The execution time is separated between the the time spent in userprograms, the IRIX kernel, Disco, and the idle loop.Overall, the overhead of virtualization ranges from a modest 3% for Raytrace to



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 21a high of 16% in the Pmake and Database workloads. For the compute-bound En-gineering, Raytrace and Database workloads, the overheads are mainly due to theDisco trap emulation of TLB reload misses. The Database workload has an excep-tionally high TLB miss rate and hence su�er from a larger overhead. Nevertheless,the overheads of virtualization for these applications are less than 16%. The heavyuse of OS services for �le system and process creation in the Pmake workload makesit a particularly stressful workload for Disco. Overall, the workload su�ers from a16% slowdown and the system time (Kernel+Disco) increases by a factor of 2.15.Figure 6 also shows a reduction in overall kernel time of some workloads. Someof the work of the operating system is being handled directly by the monitor. Thereduction in Pmake is primarily due to the monitor initializing pages on behalf of thekernel and hence su�ering the memory stall and instruction execution overhead ofthis operation. The reduction of kernel time in Raytrace, Engineering and Databaseworkloads is due to the monitor's second-level TLB handling most TLB misses.To understand the sources of overhead, we compare the performance of eachkernel service separately. Table 2 shows the overhead of the virtualization separatelyfor the top OS services for the Pmake workload. We focus on that workload as itis the most stressful one for the operating system and the monitor. The table �rstlists the importance, frequency and latency of these services for IRIX on the barehardware. The table then decomposes the slowdown due to the virtualization in �vecategories: the time spent in the kernel, spent emulating TLB write instructions,spent emulating other privileged instructions, spent performing monitor services inthe form of monitor calls or page faults, and �nally spent handling TLB misses toemulate the virtual machine's unmapped address space segments. Kernel servicesinclude all system calls (in lower case), faults, exceptions and interrupts handlers(in upper case). DEMAND-ZERO is demand zero page fault, QUICK-FAULT isa slow TLB re�ll, UTLB-MISS is a fast TLB re�ll. COPY-ON-WRITE services aprotection fault.From Table 2, we see the overheads can signi�cantly lengthen system servicesand trap handling. Short running services such as the quick page fault handler(QUICK-FAULT), where the trap overhead itself is a signi�cant portion of theservice, show slowdowns over a factor of 3. Even longer running services such asexecve and open system calls show slowdowns of 1.6. These slowdowns can beexplained by the common path to enter and leave the kernel for all page faults,system calls and interrupts. This path includes many privileged instructions thatmust be individually emulated by Disco. A restructuring of the HAL of IRIX couldremove most of this overhead. For example, IRIX 5.3 uses the same TLB wiredentry for di�erent purposes in user mode and in the kernel. The path on each kernelentry and exit contains many privileged instructions that exchange this wired TLBentry and individually emulated.We have recently brought up a 64-bit version of IRIX, IRIX 6.2, on top of a64-bit version of Disco. IRIX6.2 di�ers from IRIX5.3 primarily through its use of alarger word size (64-bit vs. 32-bit) and a larger page size (16KB vs. 4KB). IRIX6.2and the 64-bit Disco are used for our experiments on \real" hardware describedin Section 6. We therefore ran the Pmake workload in this new con�guration inSimOS both to predict the performance of the \real" hardware and to compare itwith the IRIX 5.3 simulation results.



22 � E. Bugnion, S. Devine, K. Govil, and M. RosenblumTable 2. Overhead breakdown for the top kernel services of the pmake workloadExecution on IRIX Relative Execution Time on DiscoOS Service Time Count Avg time Slowdown Kernel Exec TLB Writes Other Privs Monitor Services Kernel TLB faultsIRIX 5.3 { 32 bit { 4KB pagesDEMAND-ZERO 30% 4328 21 �s 1.42 0.43 0.21 0.16 0.47 0.16QUICK-FAULT 10% 5745 5 �s 3.17 1.27 0.80 0.56 0.00 0.53open 9% 667 42 �s 1.63 1.16 0.08 0.06 0.02 0.30UTLB-MISS 7% 630 K 0.035 �s 1.35 0.07 1.22 0.05 0.00 0.02write 6% 1610 12 �s 2.14 1.01 0.24 0.21 0.31 0.17read 6% 733 23 �s 1.53 1.10 0.13 0.09 0.01 0.20execve 6% 42 437 �s 1.60 0.97 0.03 0.05 0.17 0.40IRIX 6.2 { 64 bit { 16KB pagesDEMAND-ZERO 27% 1134 57 �s 1.01 0.17 0.05 0.10 0.68 0.01execve 16% 42 608�s 1.30 0.81 0.01 0.03 0.33 0.11open 10% 667 37 �s 1.37 1.17 0.00 0.08 0.02 0.11read 6% 733 21 �s 1.32 1.13 0.00 0.12 0.00 0.07write 6% 1640 9 �s 1.71 0.98 0.00 0.31 0.35 0.06COPY-ON-WRITE 5% 120 94 �s 1.16 0.59 0.03 0.06 0.41 0.06QUICK-FAULT 5% 2196 5 �s 2.83 1.28 0.49 0.89 0.00 0.16Table 2 shows the performance of IRIX6.2's top services. The use of larger pagesreduces the pressure on the TLB and the overhead of emulating the unmapped seg-ments. IRIX6.2 also no longer uses the same TLB entry for two di�erent purposesin user and kernel mode, eliminating most TLB write instructions. Overall, thereduction in virtual memory faults and the cooperation of the operating systemsubstantially reduce the overheads of the virtualization for that that workload. Forthe same Pmake workload, the system time \only" increases by a factor of 1.62,whereas it increased by 2.15 in the 32-bit kernel. The overall workload executesonly 6% slower than IRIX6.2 on the bare hardware.5.3 Memory OverheadsTo evaluate the e�ectiveness of Disco's transparent memory sharing and quantifythe memory overheads of running multiple virtual machines, we use a single work-load running under di�erent system con�gurations. The workload consists of eightdi�erent copies of the basic Pmake workload. Each Pmake instance reads and writes�les from a di�erent disk, but the di�erent instances use the same binaries and usethe same system input �les. Such a workload has a great memory sharing potentialin the bu�er cache and performs well on multiprocessors where a single operatingsystem manages all the resources of the machine. In contrast, these resources wouldhave to be replicated if the workload ran on a cluster of workstations, or on a clus-ter of virtual machines unable to share resources. This experiment evaluates thee�ectiveness of Disco's memory sharing optimizations and compares its memoryrequirements with those of IRIX.In all con�gurations we use an eight processor machine with 256 megabytes ofmemory and ten disks. The con�gurations di�er in the number of virtual machinesused and the access to the workload �le systems. The �rst con�guration (IRIX)
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24 � E. Bugnion, S. Devine, K. Govil, and M. Rosenblummegabytes of memory.In the NFS con�guration, the virtual bu�er cache is larger than the comparablelocal con�guration as the server holds a copy of all workload �les. However, thatdata is transparently shared with the clients and the machine bu�er cache is ofcomparable size to the other con�gurations. Even using a standard distributed�le system such as NFS, Disco can maintain a global bu�er cache and avoid thememory overheads associated with multiple caching of data.5.4 ScalabilityWe use two workloads to demonstrate the scalability bene�ts o�ered by virtualmachines. The �rst workload is the Pmake workload and uses the six con�gurationsof Section 5.3. This workload is particularly system-intensive and scales poorly onIRIX. The second workload is a parallel scienti�c application that interacts poorlywith IRIX's virtual memory system and bene�ts from a simple specialized operatingsystem.IRIX5.3 is not a NUMA-aware kernel and tends to allocate its kernel data struc-tures from a single node of FLASH causing large hot-spots. To compensate forthis, we changed the physical memory layout of FLASH so that machine pages areallocated to nodes in a round-robin fashion. This round-robin allocation eliminateshot spots and results in signi�cantly better performance for the IRIX runs. SinceDisco is NUMA-aware, we were able to use the actual layout of machine memory,that allocates consecutive pages to each node. To further simplify the comparison,we disabled dynamic page migration and replication for the Disco runs.Figure 8 shows the execution time of each workload, normalized to the execu-tion on IRIX on the bare hardware. Radix runs in a specialized operating system(SPLASHOS) in a single virtual machine. For each workload, the execution timeis broken down into user, kernel, kernel synchronization, monitor and idle time.All con�gurations use the same physical resources, eight processors and 256MB ofmemory, but the Pmake workload uses di�erent virtual con�gurations.We see in in Figure 8 that IRIX su�ers from high synchronization and memorysystem overheads for the Pmake workload, even at just eight processors. For ex-ample, about one quarter of the overall time is spent in the kernel synchronizationroutines and the 67% of the remaining kernel time is spent stalled in the memorysystem on communication misses. The version of IRIX that we used has a knownprimary scalability bottleneck, memlock, the spinlock that protects the memorymanagement data structures of IRIX [Rosenblum et al. 1995]. Other operatingsystems such as NT also have comparable scalability problems, even with smallnumbers of processors [Perl and Sites 1996].Using a single virtual machine leads to higher overheads than in the comparableuniprocessor Pmake workload. The increase is primarily due to additional idletime. The execution of the operating system in general and of the critical regionsin particular is slower on top of Disco, which increases the contention for semaphoresand spinlocks in the operating system. For this workload, the increased idle time isdue to additional contention on certain semaphores that protect the virtual memorysubsystem of IRIX, forcing more processes to be descheduled. This interactioncauses a non-linear e�ect in the overheads of virtualization.However, partitioning the problem into di�erent virtual machines signi�cantly
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RADIXFig. 8. Workload scalability under Discoimproves the scalability of the system. With only two virtual machines, the scal-ability bene�ts already outweigh the overheads of the virtualization. When usingeight virtual machines, the execution time is reduced to 60% of its base executiontime, primarily because of a signi�cant reduction in the kernel stall time and kernelsynchronization.We see signi�cant performance improvement even when accessing �les using NFS.In the NFS con�guration we see an increase in the idle time that is primarily due tothe serialization of NFS requests on the single server that manages all eight disks.Even with the overheads of the NFS protocol and the increase in idle time, thiscon�guration executes faster than the base IRIX time.The other workload of Figure 8 compares the performance of the radix sortingalgorithm, one of the SPLASH-2 applications [Woo et al. 1995]. Radix has anunfortunate interaction with the lazy evaluation policies of the IRIX virtual memorysystem. IRIX defers setting up the page table entries of each parallel thread untilthe memory is touched by the thread. When the sorting phase starts, all threadssu�er many page faults on the same region causing serialization on the variousspinlocks and semaphores used to protect virtual memory data structures. Thecontention makes the execution of these traps signi�cant in comparison to the workRadix does for each page touched. The result is Radix spends one half of its timein the operating system.Although it would not have been di�cult to modify Radix to setup its threadsdi�erently to avoid this problem, other examples are not as easy to �x. Rather thanmodifying Radix, we ran it on top of SPLASHOS rather than IRIX. Because it doesnot manage virtual memory, SPLASHOS does not su�er from the same performanceproblems as IRIX. Figure 8 shows the drastic performance improvements of runningthe application in a specialized operating system (on top of Disco) over using a full-blown operating system (without Disco). Both con�gurations su�er from the samenumber of page faults, whose processing accounts for most of the system time. Thissystem time is an order of magnitude larger for IRIX than it is for SPLASHOS on
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RaytraceFig. 9. Performance bene�ts of page migration and replicationtop of Disco. The NUMA-aware allocation policy of Disco also reduces hot spotsand improves user stall time.5.5 Dynamic Page Migration and ReplicationTo show the bene�ts of Disco's page migration and replication implementation, weconcentrate on workloads that exhibit poor memory system behavior, speci�callythe Engineering and Raytrace workloads. The Engineering workload consists ofsix Verilog simulations and six memory system simulations on eight processors ofthe same virtual machine. The Raytrace workload spans 16 processors. BecauseRaytrace's largest available data set fully �ts in a 1MB cache, we ran the Raytraceexperiments with a 256KB cache to show the impact of data locality.Figure 9 shows the overall reduction in execution time of the workload. Foreach workload, the �gure compares the execution on IRIX, on Disco running IRIXwith migration and replication, and �nally on IRIX on a bus-based UMA memorysystem. The UMA memory system has a latency of 300ns which is equivalent tothe local latency of the NUMA machine. As a result, the performance on the UMAmachine determines a lower bound for the execution time on the NUMA machine.The execution time is divided between instruction execution time, local memorystall time, remote memory stall time, and Disco overhead. The percentage of cachemisses satis�ed locally is shown below each bar.The comparison between Disco and the NUMA IRIX run shows the bene�tsof page migration and replication while the comparison with the UMA IRIX runshows how close Disco gets to completely hiding the NUMA memory system fromthe workload. Disco achieves signi�cant performance improvements by enhancingthe memory locality of these workloads. The Engineering workload sees a 33%performance improvement while Raytrace gets a 38% improvement. Both user andkernel modes see a substantial reduction in remote stall time. Disco increases datalocality by satisfying a large fraction of the cache misses from local memory withonly a small increase in Disco's overhead.



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 27Although Disco cannot totally hide all the NUMA memory latencies from thekernel, it does greatly improve the situation. Comparing Disco's performance withthat of the optimistic UMA where all cache misses are satis�ed in 300 nanoseconds,Disco comes within 40% for the Engineering workload and 26% for Raytrace.Our implementation of page migration and replication in Disco is signi�cantlyfaster than a comparable kernel implementation [Verghese et al. 1996]. This im-provement is due to Disco's streamlined data structures and optimized TLB shoot-down mechanisms. As a result, Disco can be more aggressive in its policy decisionsand provide better data locality.6. EXPERIENCES ON REAL HARDWAREAlthough the FLASH machine is not yet available, we have ported Disco to runon an SGI Origin200 board that will form the basis of the FLASH machine. Theboard contains a single 180 MHz MIPS R10000 processor and 128 MB of memory.Although this work is still in its early stages, it is mature enough for us to demon-strate Disco running on real hardware as well as provide con�dence in the resultswe obtained using SimOS.6.1 Porting DiscoThe device drivers and hardware discovery mechanisms of Disco running on SimOSare relatively simple due to the clean and simple hardware models in SimOS. Thisis not the case of most real computer systems that support a range of di�erentdevice and hardware con�gurations. To simplify the port of Disco to the Origin,we run a copy of IRIX in kernel mode alongside Disco and use its hardware discoveryalgorithm and device drivers. We �rst boot IRIX but then jump to Disco rather thatthe standard UNIX \init" process. Disco takes control of the machine by replacingthe contents of the exception vectors. It calls back into IRIX's device drivers toinitiate I/O operations and to process interrupts. This approach allows us to runDisco on any SGI machine that runs IRIX with only a small implementation e�ort.The approach has a small execution overhead required to setup and restore IRIX'senvironment, measured to be about 15 �s per crossing.6.2 Overheads of virtualizationWe evaluate the performance of Disco on the Origin200 with two uniprocessorworkloads. The two workloads are scaled-up versions similar to the uniprocessorworkloads of Section 5.2. Although these workloads are di�erent than the ones usedfor SimOS, we expect similar slowdowns and similar execution breakdowns on bothsystems.(1) Pmake. This workload compiles Disco itself using the SGI development tools,two �les at a time.(2) Engineering. This workload simulates the memory system of the FLASH ma-chine. Unlike the Engineering workload of Section 5.2, we could not include aVCS simulation due to a limitation of our VCS license.Table 3 shows a breakdown of the execution time for the two workloads and acomparison between IRIX and Disco running IRIX. The execution time is brokendown into the user, system and idle time. For IRIX, we use the built-in time



28 � E. Bugnion, S. Devine, K. Govil, and M. RosenblumTable 3. Origin200 Execution TimePmake EngineeringBreakdown IRIX Disco Ratio IRIX Disco Ratio(sec.) (sec.) (sec.) (sec.)User 11.3 11.7 1.03 65.2 69.7 1.07Kernel 5.9 9.6 1.62 0.2 0.2 1.00Idle 13.1 11.4 0.87 0 0Total 30.3 32.7 1.08 65.4 69.9 1.07command to get the breakdown. For the Disco runs, the virtual machine monitoritself maintains counters for user, system and idle execution and increments themon each timer interrupt. Since Disco runs with interrupts disabled, this approachis unable to track the time spent in Disco. The Disco overhead will be spread outamong the other categories based on where interrupts are re-enabled. Services suchas TLB misses in user mode will result in an increase in user time while most otherDisco services will increase the kernel time.Table 3 con�rms the simulation results that the overheads of virtualization arerelatively small. The Pmake workload shows a 8% overall slowdown while thesimulation results of Section 5.2 showed a slowdown of 6%. The slowdown is causedby a 62% increase in system time. For the comparable IRIX6.2 Pmake workloadon SimOS, described in Section 5.2, the system time also increased by 62%.The Engineering workload shows an overall slowdown of 7%, essentially due to theworkload's high TLB miss rate of 1.2 misses per 1000 cycles. A micro-benchmarkmeasurement on the Origin200 shows that the e�ective cost of a TLB miss is about92 cycles in Disco and 62 cycles in IRIX, a 48% increase. The di�erence is due tothe software reload handler that accesses a set-associative hash table in Disco anda conventional mapped page table in IRIX.7. RELATED WORKWe start by comparing Disco's approach to building system software for large-scaleshared-memory multiprocessors with other research and commercial projects thattarget the same class of machines. We then compare Disco to virtual machinemonitors and to other system software structuring techniques. Finally, we compareour implementation of dynamic page migration and replication with previous work.7.1 System Software for Scalable Shared Memory MachinesTwo opposite approaches are currently being taken to deal with the system softwarechallenges of scalable shared-memory multiprocessors. The �rst one is to throw alarge OS development e�ort at the problem and e�ectively address these challengesin the operating system. Examples of this approach are the Hive [Rosenblum et al.1996] and Hurricane [Unrau et al. 1995] research prototypes and the Cellular-IRIXsystem recently announced by SGI. These multi-kernel operating systems handle thescalability of the machine by partitioning resources into \cells" that communicateto manage the hardware resources e�ciently and export a single system image,e�ectively hiding the distributed system from the user. In Hive, the cells are alsoused to contain faults within cell boundaries. In addition, these systems incorporateresource allocators and schedulers for processors and memory that can handle the



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 29scalability and the NUMA aspects of the machine. This approach is innovative,but requires a large development e�ort.The virtual machines of Disco are similar to the cells of Hive and Cellular-IRIX inthat they support scalability and form system software fault containment bound-aries. Like these systems, Disco can balance the allocation of resources such asprocessors and memory between these units of scalability. Also like these systems,Disco handles the NUMA memory management by doing careful page migrationand replication. The bene�t of Disco over the OS intensive approach is in the re-duction in OS development e�ort. It provides a large fraction of the bene�ts ofthese systems at a fraction of the cost. Unlike the OS-intensive approach that istied to a particular operating system, Disco is independent of any particular OS,and can even support di�erent OSes concurrently.The second approach is to statically partition the machine and run multiple,independent operating systems that use distributed system protocols to export apartial single system image to the users. An example of this approach is the SunEnterprise10000 machine that handles software scalability and hardware reliabilityby allowing users to hard partition the machine into independent failure units eachrunning a copy of the Solaris operating system. Users still bene�t from the tightcoupling of the machine, but cannot dynamically adapt the partitioning to theload of the di�erent units. This approach favors low implementation cost andcompatibility over innovation.Like the hard partitioning approach, Disco only requires minimal OS changes.Although short of providing a full single system image, both systems build a partialsingle system image using standard distributed systems protocols. For example, asingle �le system image is built using NFS. A single system administration interfaceis built using NIS. System administration is simpli�ed in Disco by the use of copy-on-write disks that are shared by many virtual machines.Yet, unlike the hard partitioning approach, Disco can share resources betweenthe virtual machines and supports highly dynamic recon�guration of the machine.The support of a shared bu�er cache and the ability to schedule resources of themachine between the virtual machines allows Disco to excel on workloads thatwould not perform well with a relatively static partitioning. Furthermore, Discoprovides the ability for a single application to span all resources of the machineusing a specialized scalable OS.Digital's announced Galaxies operating system, a multi-kernel version of VMS,also partitions the machine relatively statically like the Sun machine, with theadditional support for segment drivers that allow applications to share memoryacross partitions. Galaxies reserves a portion of the physical memory of the machinefor this purpose. A comparable implementation of application-level shared memorybetween virtual machines would be simple and would not require having to reservememory in advance.Disco is a compromise between the OS-intensive and the OS-light approaches.Given an in�nite OS development budget, the OS is the right place to deal withissues such as resource management. The high-level knowledge and greater controlavailable in the operating system can allow it to export a single system image anddevelop better resource management mechanisms and policies. Fortunately, Disco iscapable of gradually getting out of the way as the OS improves. Operating systems



30 � E. Bugnion, S. Devine, K. Govil, and M. Rosenblumwith improved scalability can just request larger virtual machines that manage moreof the machine's resources. Disco provides an adequate and low-cost solution thatenables a smooth transition and maintains compatibility with commodity operatingsystems.7.2 Virtual Machine MonitorsDisco is a virtual machine monitor that implements in software a virtual machineidentical to the underlying hardware. The approach itself is far from being novel.Golberg's 1974 survey paper [Goldberg 1974] lists over 70 research papers on thetopic and IBM's VM/370 [IBM Corporation 1972] system was introduced in thesame period. Disco shares the same approach and features as these systems, andincludes many of the same performance optimizations as VM/370 [Creasy 1981].Both allow the simultaneous execution of independent operating systems by virtu-alizing all the hardware resources. Both can attach I/O devices to single virtualmachines in an exclusive mode. VM/370 mapped virtual disks to distinct volumes(partitions), whereas Disco has the notion of shared copy-on-write disks. Both sys-tems support a combination of persistent disks and temporary disks. Interestingly,Creasy argues in his 1981 paper that the technology developed to interconnect vir-tual machines will later allow the interconnection of real machines [Creasy 1981].The opposite occurred and Disco bene�ts today from the advances in distributedsystems protocols.The basic approach used in Disco as well as many of its performance optimizationswere present in VM/370 and other virtual machines. Disco di�ers in its supportof scalable shared-memory multiprocessors, handling of modern operating systems,and the transparent sharing capabilities of copy-on-write disks and the global bu�ercache.The idea of virtual machines remains popular to provide backward compatibilityfor legacy applications or architectures. Microsoft's Windows 95 operating system[King 1995] uses virtual machines to run older Windows 3.1 and DOS applications.Disco di�ers in that it runs all the system software in a virtual machine and notjust the legacy applications. DAISY [Ebcioglu and Altman 1997] uses dynamiccompilation techniques to run a single virtual machine with a di�erent instructionset architecture than the host processor. Disco exports the same instruction set asthe underlying hardware and can therefore use direct execution rather than dynamiccompilation.Virtual machine monitors have been recently used to provide fault-tolerance tosensitive applications. The Hypervisor system [Bressoud and Schneider 1996] virtu-alizes only certain resources of the machine, speci�cally the interrupt architecture.By running the OS in supervisor mode, it disables direct access to I/O resourcesand physical memory, without having to virtualize them. While this is su�cient toprovide fault-tolerance, it does not allow concurrent virtual machines to coexist.7.3 Other System Software Structuring TechniquesAs an operating system structuring technique, Disco could be described as a mi-crokernel with an unimaginative interface. Rather than developing the clean andelegant interface used by microkernels, Disco simply mirrors the interface of theraw hardware. By supporting di�erent commodity and specialized operating sys-



Disco: Running Commodity Operating Systems on Scalable Multiprocessors � 31tems, Disco also shares with microkernels the idea of supporting multiple operatingsystem personalities [Accetta et al. 1986].It is interesting to compare Disco with Exokernel [Engler et al. 1995; Kaashoeket al. 1997], a software architecture that allows application-level resource manage-ment. The Exokernel safely multiplexes resources between user-level library oper-ating systems. Both Disco and Exokernel support specialized operating systemssuch as ExOS for the Aegis exokernel and SplashOS for Disco. These specializedoperating systems enable superior performance since they are freed from the gen-eral overheads of commodity operating systems. Disco di�ers from Exokernel inthat it virtualizes resources rather than multiplexing them, and can therefore runcommodity operating systems without signi�cant modi�cations.The Fluke system [Ford et al. 1996] uses the virtual machine approach to buildmodular and extensible operating systems. Recursive virtual machines are imple-mented by their nested process model, and e�ciency is preserved by allowing innervirtual machines to directly access the underlying microkernel of the machine. Fordet al. show that specialized system functions such as checkpointing and migrationrequire complete state encapsulation. Like Fluke, Disco totally encapsulates thestate of virtual machines, and can therefore trivially implement these functions.7.4 CC-NUMA Memory ManagementDisco provides a complete CC-NUMA memory management facility that includespage placement as well as a dynamic page migration and page replication policy.Dynamic page migration and replication was �rst implemented in operating systemsfor machines that were not cache-coherent, such as the IBM Ace [Bolosky et al.1989] or the BBN Butter
y [Cox and Fowler 1989]. In these systems, migrationand replication is triggered by page faults and the penalty of having poor datalocality is greater due to the absence of caches.The implementation in Disco is most closely related to our kernel implementa-tion in [Verghese et al. 1996]. Both projects target the FLASH multiprocessor.Since the machine supports cache-coherency, page movement is only a performanceoptimization. Our policies are derived from this earlier work. Unlike the in-kernelimplementation that added NUMA awareness to an existing operating system, ourimplementation of Disco was designed with these features in mind from the begin-ning, resulting in lower overheads.8. CONCLUSIONSThis paper tackles the problem of developing system software for scalable sharedmemory multiprocessors without a massive development e�ort. Our solution in-volves adding a level of indirection between commodity operating systems and theraw hardware. This level of indirection uses another old idea, virtual machinemonitors, to hide the novel aspects of the machine such as its size and NUMA-ness.In a prototype implementation called Disco, we show that many of the problemsof traditional virtual machines are no longer signi�cant. Our experiments show thatthe overheads imposed by the virtualization are modest both in terms of processingtime and memory footprint. Disco uses a combination of innovative emulationof the DMA engine and standard distributed �le system protocols to support aglobal bu�er cache that is transparently shared across all virtual machines. We
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