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Executive Summary

This report was prepared at the University of California, Berkeley at the request of the California
Secretary of State, as part of a “top-to-bottom” review of the state’s electronic voting systems. This
document is the final report of the team that examined the Sequoia voting system source code.

We found significant security weaknesses throughout the Sequoia system. The nature of these
weaknesses raises serious questions as to whether the Sequoia software can be relied upon to
protect the integrity of elections. Every software mechanism for transmitting election results and
every software mechanism for updating software lacks reliable measures to detect or prevent
tampering. We detail these weaknesses, and their implications, in Chapters 3 and 4.

In certain cases, audit mechanisms may be able to detect and recover from some attacks,
depending on county-specific procedures; other attacks may be more difficult to detect after-the-
fact even with very rigorous audits.

There were numerous programming, logic, and architectural errors present in the software
we reviewed. Some of these errors may be relatively harmless and reflect the large size and
heterogeneous nature of the codebase. But other errors we found clearly have serious security
implications. Many of the most significant vulnerabilities we found — those likely to be especially
useful to an attacker seeking to alter election results — arise from four pervasive structural
weaknesses, discussed in detail in Chapter 3:

• Data Integrity. The Sequoia system lacks effective safeguards against corrupted or malicious
data injected onto removable media, especially for devices entrusted to poll workers and
other temporary staff with limited authority. This lack of input validation has potentially
serious consequences, including:

– Precinct election results stored on DRE Results Cartridges and optical scan memory
packs are not effectively protected against tampering. A poll worker with physical access
to a Results Cartridge or MemoryPack before results are counted (e. g. when returning
results to the county elections board) can change recorded votes, and, in some cases,
can introduce spurious results for other precincts. Under some conditions, a corrupted
Results Cartridge may be able to cause damage to the WinEDS system itself when it is
loaded for vote counting.

– The safeguards against introduction of corrupt firmware into the precinct voting
hardware are largely ineffective. An individual with even brief access to polling station
hardware can tamper with installed firmware in a way that causes votes and paper trails
to be recorded incorrectly, security logs to be corrupted, or ballots to be presented to
voters incorrectly. Under some configurations and conditions, corrupt firmware may be
able to be spread virally from compromised hardware and may persist across more than
one election.

• Cryptography. Many of the security features of the Sequoia system, particularly those
that protect the integrity of precinct results, employ cryptography. Unfortunately, in
every case we examined the cryptography is easily circumvented. Many cryptographic
functions are implemented incorrectly, based on weak algorithms with known flaws, or
used in an ineffective or insecure manner. Of particular concern is the fact that virtually
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all cryptographic key material is permanently hardcoded in the system (and is apparently
identical in all Sequoia hardware shipped to different jurisdictions). This means that an
individual who gains temporary access to similar hardware (inside California or elsewhere)
can extract and obtain the secret cryptographic keys that protect elections in every California
county that uses the system.

• Access Control. The access control and other computer security mechanisms that protect
against unauthorized use of central vote counting computers and polling place equipment
are easily circumvented. In particular, the security features and audit logs in the WinEDS
back-end system (used for ballot preparation, voting machine configuration, absentee ballot
processing, and post-election vote counting) are largely ineffective against tampering by
insider attackers who gain access to WinEDS computers or to the network to which the
WinEDS computers are attached.

• Software Engineering. The software suffers from numerous programming errors, many
of which have a high potential to introduce or exacerbate security weaknesses. These
include buffer overflows, format string vulnerabilities, and type mismatch errors. In general,
the software does not reflect defensive software engineering practices normally associated
with high-assurance critical systems. There are many instances of poor or absent error
and exception handling, and several cases where the software behavior does not match
the comments and documentation. Some of these problems lead to potentially exploitable
vulnerabilities that we identified, but even where there may not be an obvious vulnerability
identified, the presence of such errors reduces our overall confidence in the soundness of the
system as a whole.

Aspects of some of the weaknesses we discovered appear to have been reported in prior studies,
most prominently in the 2006 Alameda County report1, while others appear not to have been
discovered (or publicly disclosed) previously.

Whether the vulnerabilities reported here represent practical threats, and whether their
exploitation can be prevented or detected, depends heavily on the physical controls and procedures
used in individual counties. We did not examine county-specific controls and procedures in our
analysis. However, we caution that effective mitigation of many of the vulnerabilities discussed in
this report will, at the very minimum, place considerable additional pressure on physical security
features (such as locks and seals) and human procedures (such as two-person control by poll
workers). Many of the physical security features and procedures used in the Sequoia system
appear to have been engineered under the assumption that the underlying software is considerably
more secure than it actually is, and thus may not provide sufficient protection in light of the
vulnerabilities discussed here.

1C. Humphreys and C. Merchant. Pacific Design Engineering. Sequoia Voting Systems Vulnerability Assessment and Practical
Countermeasure Development for Alameda County. October 4, 2006.
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CHAPTER 1

Introduction

This report was prepared at the University of California, Berkeley at the request of the California
Secretary of State, as part of a “top-to-bottom” review of the state’s electronic voting systems. This
document is the final report of the team that examined the Sequoia voting system source code.

The Sequoia system source code review team was located at UC Berkeley and consisted of
the eight authors of this report: Matt Blaze (team leader), Arel Cordero, Sophie Engle, Chris
Karlof, Naveen Sastry, Micah Sherr, Till Stegers and Ka-Ping Yee. Contributions to the review
were also made by members of the Palo Alto-based source code review team during the first
weeks of the project: Seenu Inguva, Eric Rescorla (team leader), Hovav Shacham and Dan Wallach.
We frequently consulted with the UC Berkeley-based document review team1 and the UC Santa
Barbara-based “red team”2. All opinions expressed in this report, however, are solely those of the
authors.

We started work on May 31, 2007 and received the Sequoia system source code on June 7,
2007. Work ended on July 20, 2007 with the delivery of this report, at which time we destroyed
all proprietary materials that we received.

1.1 Scope

The Sequoia software we reviewed is part of a comprehensive system that includes touchscreen
Direct Recording Electronic (DRE) voting machines and optical scan ballot collection equipment
for use at polling places and election definition, management and counting software and hardware
for use at a county elections headquarters. The specific system components certified for use in
California for which we were asked to review source code were:

• WinEDS version 3.1.012

• Optech 400-C/WinETP version 1.12.4

• MemoryPack Reader3 (MPR), firmware version 2.15

• AVC Edge Model I, firmware version 5.0.24

• AVC Edge Model II, firmware version 5.0.24

• VeriVote Printer (No version specified in contract; we received firmware version 4.3.)

• Card Activator, firmware version 5.0.21

• HAAT Model 50, firmware version 1.0.69L

• Optech Insight, APX version K2.10, HPX version K1.42

• Optech Insight Plus, APX version K2.10, HPX version K1.42

1Aaron Burstein, Nathan Good, Joe Hall and Deirdre Mulligan (team leader)
2Davide Balzarotti, Greg Banks, Marco Cova, Viktoria Felmetsger, Richard Kemmerer (team co-leader), William

Robertson, Fredrik Valeur and Giovanni Vigna (team co-leader)
3Called a “MemoryPack Receiver” in Sequoia documents.
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3. Systemic and Architectural Issues

never tested against widely available standard reference implementations or test vectors for the
algorithms.

These implementation problems suggest a general lack of cryptographic module testing; see
Section 3.4.

3.2.4 Attacks Facilitated by Bad Cryptography
The weaknesses in the Sequoia cryptography architecture and implementation gives rise to many
security issues. Many of the most serious potential attacks we identified against the system are
enabled or exacerbated by cryptographic flaws.

Weaknesses and attacks involving improperly authenticated Edge results cartridges are dis-
cussed in Sections 4.1.23, 4.1.24, 4.1.25, and 4.4.5.

Attacks against the Edge firmware that involve cryptography are discussed in Sections 4.4.2,
4.4.3, 4.4.5, 4.4.9 and 4.4.7.

Cryptographic attacks against ballot secrecy are discussed in Sections 4.4.8 and 4.4.17.
Cryptographic attacks against the Optech 400C are discussed in Sections 4.8.2, 4.8.3, 4.8.4,

4.8.5 and 4.8.6.

3.3 Access Control

Access control consists of restricting access to sensitive data and capabilities and managing the set
of access rights possessed by individual users or programs. In an election system, different kinds of
users require different levels of access. For example, an eligible voter needs some access in order to
cast a vote, but must be denied access to cast more than one. Poll workers need access to perform
duties at their polling place, but should not have access to alter the database that tallies the official
results. Some other examples of capabilities requiring access control are:

• Changing voting machine configurations.

• Modifying the ballot definition.

• Modifying software.

• Changing the internal state of a machine, such as its date, time, or protective counter.

• Reading private information.

The Sequoia system provides various mechanisms for restricting access to its system com-
ponents. Unfortunately, several of these mechanisms have serious flaws that allow them to be
bypassed.

3.3.1 Access Control in Central Elections Software
Of the components we reviewed, WinEDS has the most extensive and complex access control
system. The WinEDS access control system is based on user accounts and roles. Each user account
has its own password and can be given one or more roles. Each role can be assigned a number of
access rights that correspond to commands and buttons in the WinEDS user interface. A user with
more than one role receives the combined access rights for each role. If a user lacks the right to
access a particular command, the command will be disabled in the user interface.

The access rights that can be assigned to roles are organized in a table. Each access right
provides a particular action on a particular component. The Role Maintenance window in WinEDS
lists 111 components, with up to 6 checkboxes next to each one, in columns labeled New, Edit,
Remove, Query, Admin, and All. We counted a total of 615 checkboxes in this window. For
example, one of the components is named Precinct; any user with the New Precinct right can add
new precinct records to the database. As another example, the Role Maintenance window is itself
subject to access control; there is a component named Role, and any user with the Edit Role right
can change the assignment of rights to roles.

§3.3 Access Control 30



3. Systemic and Architectural Issues

Thick Client Security Architecture

Every WinEDS user account corresponds to an account in the MS SQL database with database
administrator (DBA) privileges. When a user enters his username and password into WinEDS, the
application logs into the database using the provided username and a password derived from the
password entered by the user (see Section 4.1.1). If the login is successful, WinEDS queries a table
in the database to discern the permissions for that user. Application features that fall outside the
granted permissions are disabled by the client.

Hence, WinEDS constitutes a thick client in which access control is provided by the application
running on the client’s machine. This is in stark contrast to common practice. More often, users
operate thin clients in which access control is imposed by the back-end system. For example, web
browsers function as thin clients when connected to online banking sites. Web browsers do not
control which parts of a banking site the user has permissions to use; rather, access restrictions are
enforced by a system under the bank’s control.

Because the Sequoia design enforces access control only in the client, the extensive access control
system in WinEDS can be completely circumvented by communicating directly with the database
(see Section 4.1.1). Further weaknesses in WinEDS’s handling of passwords (see Sections 4.1.2,
4.1.5, 4.1.6, 4.1.7, and 4.1.8) facilitate the discovery of database passwords, any one of which is
sufficient to log in to the database directly and gain control of all its contents.

Data Wizard

WinEDS includes a feature called the Data Wizard, described in the reference manual as “a utility
used to import data into WinEDS and export WinEDS data from in [sic] WinEDS tables.” The
manual calls the Data Wizard an “advanced feature” and warns that it “allows access at the table
level.” The Data Wizard appears to list all the database tables used by WinEDS as tables available
for exporting and importing. If it worked as intended it would give users the most wide-ranging
access of all, as it could be used to modify any of the election information or any user’s access rights
(since access rights are also stored in the database). But the Data Wizard feature is not subject to
access control. Any WinEDS user, even a user with all 615 access rights turned off, can use the
Data Wizard (see Sections 4.1.10 and 4.1.11). The Data Wizard is incorrectly implemented (see
Section 4.1.12); it fails to import data. However, it can erase entire tables.

Platform Access Control

WinEDS and WinETP clients run on Microsoft Windows 98, Me, 2000, or XP. These operating
systems provide mechanisms for user access control. For example, an administrator account is
capable of installing new programs, but a guest account is not. However, we found the platform-
based access control on the WinEDS client and the Optech 400-C provided to the Red Team by
Sequoia to be overly permissive.

The Optech 400C system was set up with only one user account, WinETP, with administrator
access and no password. On the laptop running the WinEDS client and the SQL server, the user
Tally running WinEDS had sufficient permissions to install additional software 7. These privileges
allow any WinEDS or WinETP user logged on to the respective system to have full control over
these machines, regardless of their privileges in WinEDS or WinETP.

The Optech 400-C Security Specification (page 3-2) notes that “The vendor shall provide the
jurisdiction with a list of all software needed by the election management software. All other Third-
party software must NOT be installed, that has not been previously approved for use by authorized
personnel, to prevent the introduction of software that may damage the Optech 400-C.” We would
interpret this to mean that only the minimum set of software needed for election purposes should
be installed on the machine, which is a good security practice. However, the Optech 400-C machine
as configured and provided by Sequoia came with programs such as Google Desktop Search,

7The WinEDS laptop was equipped with a CD-ROM driven and the personal computer in the Optech 400-C — though
stowed in a locked cabinet — can accessed with little effort (see the Red Team Report). This raises the possibility of
introducing malicious software on these systems.
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