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Increasingly, scientific advances require the fusion of large
amounts of complex data with extraordinary amounts of
computational power. The problems of deep science demand
deep computing and deep storage resources. In addition to
teraflop-range computing engines with their own local storage,
facilities must provide large data repositories of the order of
10-100 petabytes, and networking to allow the movement of
multi-terabyte files in a timely and secure manner. This paper
examines such problems and identifies associated challenges.
The paper discusses some of the storage systems and data
management methods that are needed for computing facilities
to address the challenges and describes some ongoing

improvements.

Introduction

Deep scientific computing has evolved to the integration of
simulation, theory development, and experimental analysis
as equally important components. The integration of these
components is facilitating the investigation of heretofore
intractable problems in many scientific domains. Often

in the past, only two of the components were present:
Computations were used to analyze theoretical ideas

and to assist experimentalists with data analysis. Today,
however, beyond each component informing the

others, the techniques in each domain are being closely
interleaved so that science investigations increasingly

rely on simulations, observational data analyses, and
theoretical hypotheses virtually simultaneously in

order to make progress.

High-performance computing is now being integrated
directly into some experiments, analyzing data while the
experiment is in progress, to allow real-time adaptation
and refinement of the experiment and to allow the
insertion of human intuition into the process, thus making
it very dynamic. When computational models operate in
concert with experiments, each can be refined and
corrected on the basis of the interplay of the two. The
integration of computing with the other investigative
methods is improving research productivity and opening
new avenues of exploration.

In many cases, investigations have been limited by the
computational power and data storage available, and these
constraints, rather than the scale of the question being
studied, have determined the resolution of a simulation or
the complexity of an analysis. As available computational
power, memory, and storage capacity increase,
investigations can be expanded at a natural scale rather
than being constrained by resources. But deep scientific
computing can still be constrained by an inadequate
capability to cope with massive datasets. In order to
handle massive amounts of data, attention must be paid to
the management of temporary and long-term storage, at
the computing facility and elsewhere, and to networking
capabilities to move the data between facilities.

An important aspect of the challenge of deep computing
is the fact that today and in the foreseeable future no
computational system can hold all needed data using
on-line, local disk storage. As discussed later, for many
applications, each step of a simulation produces gigabytes
(GB) to terabytes (TB) of data. A deep computing system
is used by multiple applications and for many time steps,
so any delay in being able to move and access the data
means under-utilizing the computational resource. Thus, a
key subsystem in every facility involved in deep computing
is a large data archive or repository that holds hundreds
of terabytes to petabytes (PB) of storage. These archives
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are composed of a hierarchy of storage methods ranging
from primary parallel disk storage to secondary robotic
tape storage to possibly tertiary shelf-based tape storage.
The efficient management of data on such systems is
essential to making the computational systems effective.

While large-scale computational and storage systems
have been in place for decades, it is only in the past 20
years that networking began to change the way in which
computing is performed. Initially, this was done via
remote log-in access over connections that were relatively
slow compared to the computing power and storage of the
time. Since the mid-1990s, networking capabilities have
evolved to the point that they have significantly changed
the way in which large-scale resources are used. Indeed,
the explosion of raw Internet bandwidth is enabling
people to envision new paradigms of computing. One
such new paradigm is Grid computing with the Open Grid
Service Architecture [1]. Flexible access to computing and
storage systems is now being implemented as a part of the
Grid. This paper does not deal specifically with Grid
issues, but concentrates on the underlying functions and
methods required to enable distributed systems to reach
their full potential.

Network capabilities have seen manyfold fundamental
improvements in hardware, such as the change from
copper-based networking to optical-fiber-based
networking. Although these hardware improvements are
expected to continue into the future, the performance of
the networking protocols that were designed to operate
on significantly lower-speed networks has not grown with
the network capacity. End host paths from memory to
the network also have often not kept pace with the
improvements in the network capabilities. These lags have
caused serious limitations in the end-to-end efficiency and
utilization of applications running on the network. End-to-
end networking technology must now keep pace, or it
will not be able to match the exponentially increasing
computational power of new systems and the dramatic
increases in storage capacity. Middleware associated with
the Grid introduces even more demands on the underlying
data and network infrastructure. Furthermore, the
protection of intellectual and physical assets in a
networked environment is critical.

Because of the intense on-demand needs of many
applications, a new requirement is emerging—the
widespread deployment of high-performance network
connections within and across shared networks. This
requirement is different from the principles that led to the
scalable Internet, which has grown rapidly over the last
10 to 15 years. The use of these network connections
by multiple scientific fields will entail new concepts of
fairness and new modes of network operation, monitoring,
and management. The need for new solutions is
heightened by the rapid development of Grids, which
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implicitly assume that adequate networks capable of
quantifiable high performance will be available on demand
for priority tasks.

In short, the use and movement of deep data adds
another level of complexity to high-performance
computing. This paper discusses several of the challenges
posed by the need to handle massive amounts of scientific
data at the very high end, and describes some possible
approaches for doing so. It also examines the interplay
among the three elements that make up deep computing:
computation, storage, and networking. Unless these three
are balanced, high-end computing will be less effective in
addressing future needs.

The rest of this paper is organized as follows: The first
section discusses examples of the applications that drive
deep-data science in order to identify the capabilities and
services needed to support them. The second section deals
with methods of providing and managing associated large
data repositories. The third section discusses networking
problems that prevent deep data from flowing efficiently
through the network and presents some methods of
recognizing and resolving these problems. These sections
include the following themes:

Deep science applications must now integrate simulation

with data analysis. In many ways this integration is

inhibited by limitations in storing, transferring, and
manipulating the data required.

Very large, scalable, high-performance archives,

combining both disk and tape storage, are required to

support this deep science. These systems must respond
to large amounts of data—both many files and some
very large files.

High-performance shared file systems are critical to

large systems. The approach here separates the project

into three levels—storage systems, interconnect fabric,
and global file systems. All three levels must perform

well, as well as scale, in order to provide applications

with the performance they need.

e New network protocols are necessary as the data flows
are beginning to exceed the capability of yesterday’s
protocols. A number of elements can be tuned and
improved in the interim, but long-term growth requires
major adjustments.

e Data management methods are key to being able

to organize and find the relevant information in an

acceptable time. Six methods are discussed that can

be built into the applications and eventually into the
underlying storage and networking infrastructure.

Security approaches are needed that allow openness

and service while providing protection for systems.

The security methods must understand not just the

application levels but also the underlying functions of

storage and transfer systems.
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Finally, monitoring and control capabilities are
necessary to keep pace with the system improvements.
This is key, as the application developers for deep
computing must be able to drill through virtualization
layers in order to understand how to achieve the needed
performance.

Applications that drive deep data science
Ideally, users would like all resources to be virtualized and
not to have to deal with storage or transfer components
and issues. However, in deep computing, the virtualization
scheme breaks down because of the sheer magnitude of
the problems and data. Virtualization implementations are
typically targeted to more general cases in magnitude

and intensity. Hence, for deep computing, the user and
application often have to know much more about the
implementation and details of the features and functions
of a system than they would like. The following examples
demonstrate that it is no longer possible to consider an
application as limited by computation, networking, or
storage. All are needed simultaneously. The main reason
for using distributed computing resources is that the data
size and/or the computational resource requirements of
the task at hand are too large for a single system. This
motivates the sharing of distributed components for data,
storage, computing, and network resources, but the data
storage and computational resources are not necessarily
sited together. In this section, we describe several phases
of the scientific exploration process that illustrate such
requirements in order to identify the capabilities and
services needed to support them, emphasizing end-to-

end performance from the user’s point of view.

Data production phase

Many scientific projects involve large simulations of
physical phenomena that are either impossible or too
expensive to set up experimentally. For example, it is too
expensive to set up combustion or fusion experiments to
investigate the potential benefit of a new design or to
discover design errors. Instead, detailed simulations,
usually involving high granularity of the underlying mesh
structures, are used to screen candidate designs. Similarly,
simulations are used in climate modeling because it is
impossible to recreate climate phenomena accurately

in a laboratory. In high-energy physics, simulations

are conducted before the actual multi-billion-dollar
experiments in order to design the hardware and
software systems necessary to process the data from

the experiment.

The above examples are typical of simulations that
produce multi-terabyte datasets from long-running parallel
computations. Providing such simulations with adequate
computing resources may involve a single site with a large
computing facility or an aggregation of multiple computing
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resources at multiple sites. There must be disk storage
resources large enough to hold the simulation data and
fast enough to keep pace with its generation so that the
computing resources are used effectively. Furthermore, the
data must be moved to deep archives as it is generated in
order to free up the disk storage as rapidly as possible.

An example of generating a large volume of data during
the simulation phase is a colliding black hole simulation [2]
performed at the National Energy Research Scientific
Computing Facility (NERSC). The collision of two
black holes and the resulting gravitational waves were
simulated. Since the gravitational wave signal that can be
detected by interferometers in the field is so faint as to
be very close to the level of noise in these devices, the
simulated wave patterns are important tools for data
interpretation. The code used performs a direct evolution
of Einstein’s general relativity equations, which are a
system of coupled nonlinear elliptic hyperbolic equations
that contain millions of terms if fully expanded.
Consequently, the computational and storage resource
requirements just to carry out the most basic simulations
are enormous. These simulations had been limited by
both the memory and the CPU performance of today’s
supercomputers.

One of the simulations, depicted in Figure 1, used
1.5 TB of RAM and more than 2 TB of disk storage space
per run on the NERSC IBM SP* system. Runs typically
consumed 64 of the large-memory nodes of the SP
(containing a total of 1,024 processors) for approximately
48 wall-clock hours at a stretch. In the space of three
months, these simulations consumed 400,000 CPU hours,
simulating one full orbit before coalescence. Not only was
this simulation very intensive in memory, on-line I/O, and
CPU requirements, but it had extreme networking needs
as well. In addition to the challenge of moving so much
data off the computational engine to a storage archive,
the entire application was designed to be interactively
monitored and steered using advanced visualization tools.
For example, at the 2002 Supercomputing Network
Bandwidth Challenge competition (SC2002), this
application used almost 17 gigabits per second of data
bandwidth for the full application to be visualized in
real time across systems at seven sites in four different
countries [3]. Now that the concept has been successfully
demonstrated, future efforts to expand the time scale of
the simulation for a more complete understanding are
expected to require 5 TB of RAM, 10 TB of on-line disk
storage per run, and more than six million CPU hours.

Another example of an intensive data production
phase is in the area of climate modeling. A recent data
production run completed the first 1,000-year control
simulation of the present climate [5] with the new
Community Climate System Model (CCSM2) [6]
developed at the National Center for Atmospheric
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Simulation of binary black hole inspiral based on computations done at NERSC. The simulation required 400,000 hours of CPU time on the
1024 POWER3* microprocessors of the NERSC IBM SP system, 1.5 TB of RAM, and more than 2 TB of disk storage. From [4], with per-
mission; © 2003 IEEE.

Research (NCAR). This simulation produced a long-term,
stable representation of the earth’s climate. Few climate
models in the world can achieve this combination of
accuracy, consistency, and performance; previous
simulations contained too much drift to allow a complete,
uncorrected simulation of 1,000 years. Computationally,
the full CCSM2 code is complex, consisting of five
integrated models that are organized to execute
concurrently within a single job. The components
exchange data at various frequencies appropriate to the
large-scale physical processes being simulated through a
“flux coupler” component. Each simulated year requires
6 GB of data to feed the next step in the simulation, and
many intermediate files are produced. The requirements
for this ongoing effort increase by a factor of 2 or more
every year.

Data post-processing phase

Post-processing involves running application programs

to interpret simulated or observed data. While some
applications, such as the black hole simulation, use very
little input data in the data production phase, the post-
processing phase requires access to entire datasets
generated by simulation programs or experiments. Post-
processing components must be capable of performing the
computation at the sites where the data is located or
moving the data and the computation to a common site.
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Depending on the amount of data to be moved, this phase
may be very lengthy. However, in many applications it is
possible to overlap the movement of the input data with
the computation, if the interpretation programs do not
require all of the data at once. The interpretation
programs may generate datasets larger than the input
datasets.

An example of the post-processing of experimental data
is the work of the Nearby Supernova Factory (SNfactory)
[7]. Discovering supernovae as soon as possible after
they explode requires imaging the night sky repeatedly,
returning to the same fields every few nights, and then
quickly post-processing the data. The most powerful
imager for this purpose is the charge-coupled device
(CCD) camera built by the Jet Propulsion Laboratory.
This camera delivers 100 MB of imaging data every
60 seconds, and an upgraded version of the camera
will more than double this. The new images are
computationally compared to images of the same field
using digital image subtraction to find the light of any
new supernovae. Because the amount of data is so large
(50 GB per night per observatory, or 18.6 TB per year),
the image archive even larger, and the computations so
extensive, it is critical that the imaging data be transferred
to a large computing center (in this case NERSC) as
quickly as possible. The refined data is then analyzed and
compared to theoretical simulations in order to select
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candidate stars to watch more closely. The candidate list is
then distributed to observatories around the world. This
time-centered processing has resulted in a dramatic
increase in the rate of detection of Type Ia supernovae,
which now averages more than eight per month. This
project brought new understanding of the universe and its
fate, concluding almost a century of debate—one of the
key scientific discoveries in recent times. The project is
now contributing to the design of future experiments, such
as the Supernova/Acceleration Probe (SNAP), a satellite
which is now being developed.

Another example of the need for post-processing is the
U.S. Department of Energy (DOE) Coupled Climate
Model Data Archive, which makes output data from
DOE-supported climate models freely available to the
climate-modeling community [8]. This is the largest single
collection of publicly available climate model output.
Results from the NCAR-coupled general circulation
models, PCM (pulse-code modulation) and CCSM2, are
currently available. The data in these archives has been
post-processed from the original output data so that it
can be stored and accessed in a database that makes the
data more convenient and useful to climate researchers.
The volume of the post-processed data includes
various summaries of the data as well as an inverted
representation of the data, organized as time series per
variable. Consequently, the volume of the post-processed
data exceeds the volume of the original simulated data.

Current network limitations affect users of this climate
data collection in two ways. First, and foremost, individual
researchers generally download subsets of this data to
their own remote sites for inclusion in their own
specialized analysis programs. Hence, slow networks can
limit the amount of data analyzed in a practical way.
Second, because of the volume of post-processed data,
several days are often necessary to transfer the contents
of an entire simulation from NCAR mass storage to the
NERSC High Performance Storage System* (HPSS). This
is a substantial fraction of the time required to generate
the post-processed data. In the future, projects such as the
Earth System Grid [9] offer the prospect of supporting
efficient distributed access to the collection. In this
vision, model data would reside on storage media at the
supercomputing center that produced the data. Metadata
catalogs and interpretation programs would provide a
seamless interface to the database, hiding the distributed
nature of the underlying files. For this concept to be
practical, however, network speeds must be increased
substantially over current rates.

Data extraction and analysis phase

This phase generally involves the exploration of selected
subsets of the data in order to gain insights into the data
and to reach and present new conclusions about the data.
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The storage of data away from the site where the analysis
is being done forces the use of a distributed computing
model. For example, consider the need to create a
sequence of images of the temperature variation over
some region of the world for a certain ten-year period.
The simulation may contain data for the entire globe
over hundreds of years for 20 to 30 different variables in
addition to temperature. The problem here is to extract
the subset of the data needed, perhaps from multiple
archives, and move it to the visualization site. The

main capabilities and services required in this case are
computing and disk storage resources. But the amount of
space needed is only for the selected subset, typically a
small fraction of the original dataset. Applications filter
and extract the desired data at the location where the data
resides, and move only the filtered data to the client’s
site. Assembly of the filtered data requires invoking an
assembly application program and handing it the filtered
subsets of the data.

A large-scale data analysis effort involving hundreds to
thousands of collaborators worldwide is typical in several
high-energy and nuclear physics experiments. One example
that recently started full production is the STAR detector
(Solenoidal Tracker At RHIC) at Brookhaven National
Laboratory. The data analysis and simulation studies
require the extraction of subsets of the data to be used
by 400-500 collaborators from about 50 institutions
worldwide. The post-processing phase takes the raw
data from the detector and reconstructs particle tracks,
momenta, and other data about collisions. In the data
extraction and analysis phase, physics results are derived
by carrying out statistical analysis of large numbers of
particle collisions that must be extracted from archived
files.

The STAR detector produces more than 300 TB of
data per year, and it is only one of the experiments at the
Relativistic Heavy Ion Collider (RHIC). All told, the four
experiments at RHIC produce between 1 and 1.5 PB of
data per year, and newer experiments will be even more
voluminous. In 2007, when the Large Hadron Collider
(LHC) goes on line at CERN in Europe, just one of the
experiments, ATLAS (A Toroidal LHS ApparatuS), is
expected to produce 1.5 PB of raw data per year. ATLAS
is the largest collaborative effort ever attempted in the
physical sciences, with 2,000 physicists participating
from more than 150 universities and laboratories in 34
countries. The direct interaction of so many widely
dispersed collaborators is made possible by tools for
efficiently accessing, organizing, and automatically
managing massive datasets.

Another rapidly growing area of science that will
require efficient data extraction and analysis tools is
genomics and bioinformatics. While currently relatively
small in data requirements compared with some of the
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other disciplines, bioinformatics has large and highly
distributed data needs that are growing at exponential
rates. A single assembly of the fish Fugu rubripes [10],
done with the JAZZ Genome Assembler [11] created by
the DOE Joint Genome Institute, generated 30 GB of
data files and used 150 GB of working space—and this
species has an unusually small genome for a vertebrate.
The leading sequencing facilities are now able to sequence
one or more organisms a day, and the rate of increase
with new technology is such that more and more raw
sequences are being produced. Research in comparative
genomics will require the extraction of datasets from the
genomes of many different species. Projections are that
within five years, many sites will have 100 TB of genomic
data stored in the form of assembled and annotated
genomes. If the raw image data were completely saved in
digital form, the data requirements could be as much as
1,000 times greater.

Dynamic data discovery process
In the above phases, we assume that all of the input data
for a computational job is available prior to execution.
However, there is a growing trend toward more adaptive
simulations, in which the input data required by an
analysis depends on the results of just-executed
computations. We can refer to this method of exploration
as dynamic data discovery. A good example of this process
is data mining, in which the researchers initially may not
know exactly what they are looking for, but they want to
find and map correlations and see which correlations
represent significant trends. Agile data access and
management techniques are a necessity for this kind of
research, and detailed pre-planning of the data transfers
is not always possible.

Another instance of dynamic data discovery is the
running of simulations of different resolutions or initial
conditions simultaneously with mutual feedback between

the simulations so that they can refine each other’s results.

For example, typical global climate models today cannot
resolve very narrow current systems (including fronts and
turbulent eddies) that play a crucial role in the transport
of heat and salt in the global ocean, nor can they resolve
important sea ice dynamics that occur in regions of
complicated topography, such as the Canadian
Archipelago. Feeding data from the global model into a
higher-resolution regional model, then transferring the
regional results back to the global model, could increase
the precision and accuracy of climate simulations.

Still another important example of dynamic data
discovery is computational steering of a simulation on the
basis of analysis or visualization of the current results.
With interactive visualization, the client may choose to
“stir” the simulation parameters using visualization-based
tools, or to zoom in to obtain higher-granularity data for
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a more limited space. In this case, it may be necessary to
change the plan of execution on the basis of observations
of partial results. Computational steering requires that a
control channel to the executing service be open, that the
execution process be interruptible, and that a new or
modified plan can be submitted. As in the previous
examples, there is no implication that logical subtasks
have to be performed in a sequential fashion. On the
contrary, all subtasks should be performed in parallel

if possible.

Table 1 summarizes the current and projected storage
requirements [12] for several DOE Office of Science
scientific disciplines using NERSC. Each discipline has
multiple simulations and analyses going on simultaneously.

The user’s view: End-to-end performance and
function
An important goal in building deep computing capabilities
that address the needs of scientists is providing
responsiveness to the user. From the user’s point of view,
performance is measured by the time between the
initiation of an action and its completion. In the case of
a data transfer, this may be the period of time from the
point at which the user issues the command to transfer the
data to the point at which the data is available for use on
the target machine. In order to effectively do scientific
processing, the entire data path—including the path
through the machine, the storage, the archives, and the
networks—must present as little delay as possible and a
path of the highest bandwidth possible for operations to
occur in a timely manner. In the simple case, data flows
from the memory of a source system, through a network
interface card, over the local network, through the
network interface of the destination system, and into its
memory (and perhaps to on-line storage). Even in this
simple model, there are a number of potential bottlenecks.
The simple model presented above is rarely the reality.
The data path is usually much more complex and involves
many more components, including routers, storage
systems, archives, and other networks. Consider the
example of a user working on a large-scale system located
at a different site. The system may support computation
and/or experimental analysis for any of the previously
discussed phases. The user has a desktop and also a
small server system that has relatively modest data and
computational capability. The large-scale system generally
has the data archived in a mass storage system. Other
storage resources may also be assigned temporarily to
the job to run the computation. In the simplest case, the
computing and storage resources are all in one system,
and the internal switch fabric is used. More often, the
mid- to long-term storage is provided by another system,
connected by an Internet Protocol (IP) or Fibre Channel
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Table 1

Storage requirements for selected scientific applications.

Scientific Near term Five years More than five years
discipline
Climate Currently there are several data Simulations will produce about More detailed and diverse
repositories, each of the order 1 TB of data per simulated simulations. There will be several
of 20 to 40 TB. year. There will be several data repositories of the order of
data repositories, each from 1 10 PB each.
to 5 PB.
High-energy Between 0.5 and 1.2 PB per 1 PB or more per experiment Exabytes (1,000 PB) of data with
physics experiment per year with per year with five to ten wide-area networking more than
five to ten experiments. experiments. Need network 1,000 Gb/s.
Need network rates of 1 Gb/s. rates of 1,000 Gb/s.
Magnetic 0.5 to 1 TB per year with 100 TB of data with network Hundreds of TB.
fusion networking (for real-time rates at 200 Mb/s per
steering and analysis) of 33 experimental site.
Mb/s per experimental site
(three sites planned).
Chemistry Simulations produce 10-30-TB Each 3D simulation will Large-scale molecular dynamics and
datasets. produce 30-100-TB datasets. multi-physics and soot simulations
produce 0.2 to 1 PB per simulation.
Bioinformatics 1 TB. 1 PB.

[13] network. When the application must move the
simulation data to the archive, the data is organized into

a large number of files whose movement to the archive

is reliable and verifiable. After files are moved to the
archive, the temporary storage is released automatically
(garbage collection) for other uses. File movement from
temporary storage to the archive can start as soon as each
file is generated, which requires monitoring and progress
reporting of file movement. A long-lasting job that may
take many hours cannot be expected to be restarted

in case of partial failure, so checkpoint and restart
capabilities must also be supported. Also, in contrast to
the simple case, the data must now flow through routers in
the network. A router buffers each packet as it arrives and
then sends it to the next router along the path toward

the destination. At each step or hop, the packet may be
redirected, broken into smaller parts, rejected, delayed, or
just lost. The paths traveled by packets are determined by
the routing protocols and the current status of the network.
Sometimes different packets from the same data stream
take different paths, at different speeds, and with

different numbers of hops. It is not possible for the

user to determine whether any of this is occurring, but

any step along the way may affect and degrade end-to-end
performance. Another factor in the achieved performance
over the network is the transport protocol: Many protocols
include some form of flow and/or congestion control which
can limit their sending rate.
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Data repositories for HPC systems

As mentioned above, any high-performance computing
(HPC) facility supporting deep science must have multiple
subsystems. There are one or more computing platforms,
local data storage at the computing platforms, a data
repository archive, visualization and other pre- and post-
processing servers, local networking, and connections to
one or more wide-area networks. Some facilities also have
robotic tape storage. Figure 2 shows the logical diagram of
one such site—the flagship supercomputing facility of the
DOE Office of Science, the NERSC Facility [14], located
at the Lawrence Berkeley National Laboratory. The
challenge at such facilities is to make efficient use of the
available resources while performing the computations in
an effective and timely manner. This challenge requires
efficient individual storage components and software that
can manage the combination of these components
effectively. In the remainder of this section, we discuss the
design of storage components and the software to
effectively manage and stage for computation the data on
the storage resources. Topics include storage systems,
unified file systems, and managing large datasets in shared
storage resources.

High Performance Storage System

The High Performance Storage System* (HPSS) [15] is

one of several systems that serve to provide data storage

and archive repositories. While not as common as some

commercially oriented systems such as TSM** [16], 215
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