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Abstract

Software modelchecking hasbecomea popular tool for
verifyingprograms'behavior. Recentresultssuggestthat it
is viable for �nding anderadicatingsecuritybugsquickly.
However, evenstate-of-the-artmodelcheckers are limited
in usewhenthey report an overwhelmingnumberof false
positives,or whentheir lengthyrunning timedwarfsother
software developmentprocesses.In this paper we report
our experienceswith software modelchecking for security
propertiesonanextremelylargescale—anentireLinuxdis-
tributionconsistingof 839packagesand60million linesof
code. To date, we havediscovered 108 exploitable bugs.
Our resultsindicatethatmodelcheckingcanbebotha fea-
sibleandintegral part of thesoftwaredevelopmentprocess.

1 Intr oduction

Softwarebugsarefrequentsourcesof securityvulnera-
bilities. Moreover, they canbe incrediblydif�cult to track
down. Automateddetectionof possiblesecurityviolations
hasbecomeaquickly-expandingarea,duein partto thead-
vent of modelcheckingtools that cananalyzemillions of
linesof code[6].

In this paperwe describeour experienceusingMOPS,
a staticanalyzer, to verify securitypropertiesin an entire
Linux distribution. We usethefollowing recipefor �nding
securitybugs: identify an importantclassof securityvul-
nerabilities,specifya temporalsafetypropertyexpressing
theconditionwhenprogramsarefreeof this classof bugs,
anduseMOPSto decidewhich programsviolatetheprop-
erty. Wehavedevelopedsix securityproperties—expressed
as�nite stateautomata(FSAs)—andre�ned themto min-
imize falsepositives while preservinghigh effectiveness.
Thesepropertiesaimat�nding securitybugsthatarisefrom
the misuseof systemcalls, often vulnerableinteraction
amongthesecalls. For example,time-of-check-to-time-of-

use(TOCTTOU) bugsinvolve a sequenceof two or more
systemcallsactingon thesame�le (seeSection3.1).

Our primarycontribution is thescaleof our experiment.
We ran MOPSon the entireRedHat Linux 9 distribution,
which contains839 packagestotaling 60.0 million lines
of code(countingtotal lines in all .h , .c , and.cc �les).
MOPSsuccessfullyanalyzed87%(732)of thesepackages;
theremaining107packagescouldnot beanalyzedbecause
MOPS's parsercannotparsesome�les in thesepackages.
To thebestof our knowledge,our experimentis thelargest
securityauditof softwareusingautomatedtoolsreportedin
theliterature.Modelcheckingatthisscaleintroducesmajor
challengesin errorreporting,build integration,andscalabil-
ity. Many of thesetechnicalchallengeshavebeenaddressed
in our work; we show how to surmountthem,anddemon-
stratethatmodelcheckingis feasibleandeffective evenfor
very largesoftwaresystems.

As partof this experiment,we have workedout how to
expressseveralnew securitypropertiesin aform thatcanbe
readily modelchecked by existing tools. Earlier work de-
velopedsimpleversionsof someof theseproperties[6], but
in theprocessof applyingthemat scalewe discoveredthat
major revisionsandre�nementswerenecessaryto capture
the full breadthof programmingidioms seenin the wild.
Someof thepropertiescheckedin this paperarenovel; for
instance,we introducea TOCTTOU propertythat turned
out to beveryeffective in �nding bugs.In ourexperiments,
we focusedon �nding bugs ratherthan proving their ab-
sence. Veri�cation is dif�cult, especiallysinceMOPS is
not completelysoundbecauseit doesnot yet analyzefunc-
tion pointersandsignals.However, weexpectthatour tech-
niquescouldpoint theway to formal veri�cation of theab-
senceof certainclassesof bugs,asbettermodelcheckers
aredevelopedin thefuture.

Thetechnicalcontributionsof thispaperarethreefold:1)
Weshow how to expresssix importantsecuritypropertiesin
a form thatcanbemodelcheckedby off-the-shelftools;2)
We reporton practicalexperiencewith modelcheckingat



a very large scale,and demonstratefor the �rst time that
theseapproachesare feasibleand useful; 3) We measure
theeffectivenessof MOPSon a very largecorpusof code,
characterizingthefalsepositive andbug detectionratesfor
differentclassesof securitybugs.

The full versionof this paper[1] containsfurtherdetail
onourexperiments,someof whichis omittedfrom thecon-
ferenceversiondueto spaceconstraints. MOPSis freely
availablefrom mopscode.sourceforge.net .

2 The MOPS Model Checker

MOPSis astatic(compiletime)analysistool thatmodel
checkswhetherprogramsviolate security properties[7].
Given a securityproperty—expressedas a �nite-state au-
tomaton (FSA) by the user—and the sourcecode for a
program,MOPS determineswhetherany execution path
throughtheprogrammight violatethesecurityproperty.

In more detail, the MOPS processworks as follows.
First, theuseridenti�es asetof security-relevantoperations
(e.g.,a setof systemcallsrelevantto thedesiredproperty).
Then, the user�nds all the sequencesof theseoperations
that violate the property, andencodesthemusingan FSA.
Meanwhile,any executionof aprogramde�nesa trace, the
sequenceof security-relevant operationsperformedduring
thatexecution.MOPSusestheFSAto monitorprogramex-
ecution:astheprogramexecutesa security-relevantopera-
tion, theFSAtransitionsto anew state.If theFSAentersan
error state, theprogramviolatesthesecurityproperty, and
thisexecutionde�nesanerror trace.

At its core,MOPSdetermineswhethera programcon-
tainsany feasibletraces(accordingto theprogram's source
code) that violate a security property (accordingto the
FSA). Sincethis questionis generallyundecidable,MOPS
errson theconservative side:MOPSwill catchall thebugs
for this property (in other words, it is sound,subjectto
certain requirements[7]), but it might also report spuri-
ous warnings. This requiresthe userto determinemanu-
ally whethereacherrortracereportedby MOPSrepresents
a realsecurityhole.

Speci�cation of Security Properties. MOPS provides a
customproperty languagefor specifyingsecurityproper-
ties. The MOPSuserdescribeseachsecurity-relevant op-
erationusinga syntacticpatternsimilar to a program's ab-
stractsyntaxtree(AST). With wildcards,thesepatternscan
describefairly generalor complex syntacticexpressionsin
theprogram.TheuserthenlabelseachFSA transitionus-
ing a pattern:if thepatternmatchesanAST in theprogram
duringmodelchecking,theFSAtakesthis transition.

To extendtheexpressivenessof thesepatterns,we intro-
ducedpattern variables, which can describerepeatedoc-
currencesof thesamesyntacticexpression.For instance,if

X denotesanpatternvariable,thepatternf (X ; X ) matches
any call to thefunctionf with two syntacticallyidenticalar-
guments.In any errortraceacceptedby anFSA,thepattern
variableX hasa single,consistentinstantiationthroughout
thetrace.

Formally, let � denotethe setof ASTs. We may view
a programtraceas a string in � � , and a propertyB as a
regular languageon � � . Patternvariablesprovide existen-
tial quanti�cation over the setof ASTs. For instance,the
pattern9X :f (X ; X ) matchesany call to f whosetwo ar-
guments,onceparsed,yield the samesyntaxsubtree. If
B (X ) is a languagewith an unboundpatternvariableX ,
the language9X :B (X ) acceptsany tracet 2 � � where
thereexists an AST A0 so that B (A0) acceptst. In other
words,if L (B ) denotesthe setof error tracesacceptedby
thelanguageB , we de�ne L(9X :B (X )) = [ A 0L(B (A0)) .
We usethe convention that unboundpatternvariablesare
implicitly existentiallyquanti�ed at theoutermostscope.

Scalability. Sincewe aim at analyzinghundredsof large,
realapplication,MOPSmustbescalablein severalsenses.
First, MOPSmustrun quickly on largeprograms.Second,
MOPSmustrun on differentapplicationpackageswithout
requiringtheuserto tweakeachpackageindividually.

Wehaveputmucheffort into integratingMOPSwith ex-
istingbuild processes,includingmake, rpmbuild , andoth-
ers.By interposingongcc, themodelcheckerseesthesame
codethatthecompilersees.As a result,runningMOPSon
numeroussoftwarepackagesis aseasyasinvokingaMOPS
script with the namesof thesepackages.This easeof use
hasbeencritical to our successin checkingsucha large
numberof packages.

Err or Reporting. MOPSreportspotentialerrorsin a pro-
gramusingerror traces.A typical problemwith reporting
errortracesis thata singlebug cancausemany (sometimes
in�nitely many) errortraces.To avoid overloadingtheuser,
MOPSdivideserrortracesinto groupssuchthateachgroup
containsall the tracescausedby the samebug. More pre-
cisely, two tracesbelongto thesamegroupif thesameline
of codein bothtracescausestheFSAto enteranerrorstate
for the�rst timevia thesametransition1. Theusercanthen
examinea representative tracefrom eachgroup to deter-
minewhetherthis is a bug and,if so, to identify thecause
of thebug.

Not all errortracesidentify realbugs:imprecisionin the
analysiscausesspurioustraces.MOPSprovidesanHTML-
baseduser interface where the user can examine traces
very rapidly. The user, however, doesspendtime identi-
fying falsepositives,so thecostof usingMOPScorrelates
roughly to the numberof tracegroups,eachof which the
userhasto examine. In our experiments,we quantify the

1This impliesthatbothtracesenterthesameerrorstate.An FSA may
containmultipleerrorstates,correspondingto differentkindsof bugs.



Property ReportedWarnings RealBugs Section

TOCTTOU 790 41 3.1
StandardFile Descriptors 56 22 3.2
TemporaryFiles 108 34 3.3
strncpy 1378 11* 3.4
ChrootJails 1 0 (full version)
FormatString (toomany) (unknown) (full version)

Total 2333 108

Table 1. Overview of Results.

costof usingMOPSby measuringthenumberof falsepos-
itives,countingonly onepertracegroup.

Resource Usage. The runningtime of the modelchecker
is usually dwarfed by the time a humanspendsperusing
error traces.Still, sinceour goal is to auditentiredistribu-
tions,we have aimedto make computationtime small. We
timed the processof modelcheckingseveral of our prop-
ertiesagainstall of RedHat 9. Using MOPSto look for
TOCTTOU vulnerabilities(�lesystemraces)amongall Red
Hat9 packagesrequiresabout1 GB of memoryandtakesa
total of 465 minutes—alittle lessthan8 hours—ona 1.5
GHz Intel Pentium4 machine. Detectingtemporary�le
bugs takes 340 minutesof CPU time andaboutthe same
memoryfootprint. The observed wall-clock time wasbe-
tween20%and40%morethantheCPUtime. MOPSpro-
ducesanextraordinaryamountof output,andis requiredto
readin extremelylargecontrol�o w graphs;I/O thusconsti-
tutesa signi�cant portion of this runningtime, althoughit
is dominatedby thetimeneededfor modelcheckingitself.

Also of chiefconcernto uswasbeingableto auditman-
ually all errortracesproducedby MOPS.Error tracegroup-
ing wasa hugetime saver: a typical grouphasmorethan
4 traces,but somegroupscontainmore than 100 traces.
Theamountof humaneffort thatwasspentauditingtheer-
ror groupsis roughly proportionalto the total numberof
groups. We spentabout100 person-hoursauditing error
reportsfrom the TOCTTOU property, 50 person-hoursfor
thetemporary�le property, andlessfor theotherproperties.
Severalof uswereundergraduatestudentswhohadnoprior
experiencewith MOPSprior to joining thisproject.

3 CheckingSecurity Properties

We developedsix securityproperties.Table1 shows a
summaryof thebugsdiscovered.For eachproperty, theta-
ble shows thenumberof warningsreportedby MOPS,the
numberof realbugs,andthesectionthatdescribesdetailed
�ndings onthisproperty. Wewill describefourpropertiesin
detail,explain themodelcheckingresults,andshow repre-
sentativebugsandvulnerabilitiesthatwediscoveredin this
section. Theothertwo arediscussedin thefull version.

3.1 TOCTTOU

Raceconditionattackshave perenniallyplaguedsecure
systems.Onecommonmistakeis thataprogramchecksthe
accesspermissionof an objectand,if the checksucceeds,
makes a privileged systemcall on the object. For exam-
ple,onenotoriouserrorinvolvestheaccess() andopen()
systemcalls. Considera programrunningasroot (e.g.,se-
tuid root,or executedby root)executingthefollowing code
fragment:

if (access(pathname, R_OK)== 0)
fd = open(pathname, O_RDONLY);

Theprogrammeris attemptingto enforcea strictersecurity
policy thantheoperatingsystem.However, thekerneldoes
notexecutethissequenceof systemcallsatomically—soif
thereis acontext switchbetweenthetwo callsor if thepro-
gramis runningon a multiprocessorsystem,anotherpro-
grammay changethe permissionof the object. Whenthe
above programresumesits execution,it thenblindly per-
formsopen() even thoughtheusershouldno longerhave
accesspermissionto theobject.

Anotherexamplecomesfrom UNIX folklore. It is well
known thattherootusershouldnot recursively remove�les
insidedirectoriesthatmaybewritableby otherusers.For
example,“ rm -rf /tmp ” is adangerouscommand,evenif
roothasveri�ed thatthedirectory/tmp containsnosymlink
to otherpartsof the�le system.Thereasonis thatafterrm
veri�es thata directoryis not a symlink but beforeit enters
the directory to deletethe �les within, an adversarymay
replacethe directorywith a symlink to anotherpart of the
�le system,thereforetricking rm into deletingthat part of
the�le system.

Many of thevulnerabilitiesthatwefoundareexploitable
whentwo usersshareaccessto someportionof the�le sys-
tem,andoneuseris operatingon thesharedportionwhile
theothermountsanattackby replacingsymboliclinks. Al-
thoughprogramscommonlyattemptto ensurethat they do
not follow symbolic links beforedoing dangerousopera-
tionslikeunlink() , they oftencheckit incorrectlyandare
susceptibleto TOCTTOU attacksasa result.



Check(f) Use(f)

Check(f) = f stat(f), lstat(f), access(f),
readlink(f), statfs(f) g.
Use(f)= f basename(f), bindtextdomain(f),
catopen(f), chown(f), dirname(f), dlopen(f),
freopen(f), ftw(f), mkfifo(f), nftw(f),
opendir(f), pathconf(f), realpath(f),
setmntent(f), utmpname(f), chdir(f), chmod(f),
chroot(f), creat(f), execv(f), execve(f),
execl(f), execlp(f), execvp(f), execle(f),
lchown(f), mkdir(f), fopen(f), remove(f),
tempnam(f), mknod(f), open(f), quotactl(f),
rmdir(f), truncate(f), umount(f), unlink(f),
uselib(f), utime(f), utimes(f), link(f), mount(f),
rename(f), symlink(f) g.

Non-�lenameargumentsareomitted.

Figure 1. A re�ned FSA for �nding TOCTTOU
(�le system race condition) vulnerabilities.

We have experimentedwith several different FSAs to
capturethesetypesof vulnerabilities. In our �rst attempt,
we chosean FSA that had two transitions—onefrom the
startstateto an intermediatestate,andthe other from the
intermediatestateto the acceptingstate. Both transitions
werede�ned on the union of the �le systemcalls that ac-
cessthe �le systemusing a pathnameargument. How-
ever, we found that this naive propertyresultsin too many
falsepositives—for example,chdir(".") followed by a
chdir(".") would triggera falsepositive. Typically these
situationsarisewhenasinglesystemcall is locatedinsideof
a loop,andbothtransitionsin theFSA aremadeasa result
of executingthe sameline of code. Sincetheseareobvi-
ouslynot securityholes,we decidedto separateout the�le
systemcalls that canbe classi�ed as“checks” from those
thatare“uses”.

We re�ned thepropertyby dividing the�le systemcalls
into two distinctsets.Figure1 shows thegeneralstructure
of the FSA. We assumehere,and in subsequentillustra-
tions, that thereis an implicit other transitionfrom every
stateback to itself; if noneof the normal outgoingtran-
sitions match, the other transition is taken, and the FSA
staysin the samestate. The intuition is asfollows: a call
to Check(f) is probably intendedto establishan invariant
(e.g.,“ f is not a symlink”), anda call to Use(f)might rely
on this invariant. Of course,theseinvariantsmight bevio-
latedin an attack,so Check(f) followed by Use(f)may in-
dicatea TOCTTOU vulnerability. This re�ned propertyis
muchmoremanageableand�nds mostof thebugswe are

interestedin. However, themoregeneralpropertyis capa-
ble of �nding somebugs which the narrower TOCTTOU
cannot—forexample,creat(f) followedby chmod(f) .

The typesof vulnerabilitieswe have foundcanbeclas-
si�ed underthefollowing categories:

1. [AccessChecks] A check is performed—oftenby a
programrunningasroot—on�le accesspermissions.
The result of the check is then used to determine
whethera resourcecanbeused.Theaccess(f) and
open(f) raceat the beginning of this sectionillus-
tratesthisclassof bugs.

2. [OwnershipStealing] A programmaystat() a �le to
make sureit doesnot exist, thenopen() the �le for
writing. If theOEXCL�ag is notused,anattackermay
createthe �le after the stat() is performed,andthe
programwill thenwrite to a �le ownedby theattacker.
We considerthis a vulnerability, becausetheprogram
maydisclosesensitive information.

3. [Symlinks] Vulnerabilitiesdueto symboliclinks arise
whentwo userssharethesameportionof the�le sys-
tem. Oneusercanchangea �le to a symlink to trick
theotheruserto mistakenly operateon anunexpected
�le. Themethodof suchanattackdependsonwhether
the systemcall follows symlinks. Broadly, thereare
two classesof systemcalls:

(a) [Syscalls that follow symlinks] Many system
calls will follow symbolic links that occurany-
where in the pathnamepassedto them. These
presentnobarrierto attack.

(b) [Syscallsthat don't follow symlinks] Othersys-
tem calls avoid following symboliclinks if they
occur in the last componentof their pathname
argument. For instance,if c is a symbolic link
to d, calling unlink("/a/b/c") will deletethe
symbolic link itself ratherthanthe target of the
link: it deletes/a/b/c , not /a/b/d . How-
ever, many programmersdonot realizethatthese
calls will gladly follow any symlinks that oc-
cur in earliercomponentsof the pathname.For
example, if b is a symlink to ../etc , then
unlink("/a/b/passwd") will deletethe pass-
word �le /etc/passwd . Consequently, to attack
this secondclassof systemcalls, it suf�ces for
theattacker to tamperwith oneof theintermedi-
atecomponentsof thepath.

Many bugswe foundwerenot previously known. Some
werepreviously reported(but apparentlynot yet �x ed and
notknown tousatthetimeof ourexperiments).To illustrate
thekindsof bugswefoundwith MOPS,wewill show three
representative examplesof TOCTTOU bugs.



# binutils-2.13.90.0.18-9 :: ar #
exists = lstat (to, &s) == 0;
/* Use rename only if TO is not a symbolic

link and has only one hard link. */
if (! exists || (!S_ISLNK (s.st_mode)

&& s.st_nlink == 1)) {
ret = rename (from, to);
if (ret == 0) {

if (exists) {
chmod (to, s.st_mode & 0777);
if (chown (to, s.st_uid,

s.st_gid) >= 0) {
chmod (to, s.st_mode & 07777);

}
...

In our �rst example,the programar executesthe code
fragmentabove to replacean archive �le with one of the
samename.It calls lstat on thedestination�le andthen
checksif the �le is a symbolic link. If it is not, ar calls
renameon the �le andthensetsthemodeof the �le. This
code,however, is unsafe. An adversarymay changethe
�le to beasymboliclink afterar checksfor symboliclinks.
Then,ar will happilychangethemodeof whateverthesym-
bolic link pointsto—assumingtheuserrunningar hasper-
missionto do so. Theattackis applicablewhentwo users
have write accessto thedirectoryof thearchive �le.

# initscripts-7.14-1 :: minilogd #
/* Get stat info on /dev/log so we can later

check to make sure we still own it... */
if (stat(_PATH_LOG,&s1) != 0) {

memset(&s1, '\0', sizeof(struct stat));
}
...
if ( (stat(_PATH_LOG,&s2)!=0) ||

(s1.st_ino != s2.st_ino ) ||
(s1.st_ctime != s2.st_ctime) ||
(s1.st_mtime != s2.st_mtime) ||
(s1.st_atime != s2.st_atime) ) {

done = 1;
we_own_log = 0;

}
/* If we own the log, unlink it before trying

to free our buffer. Otherwise, sending the
buffer to /dev/log doesn't make much sense */

if (we_own_log) {
perror("wol");
unlink(_PATH_LOG);

}

The secondcode fragmentis taken from the program
minilogd, which is run by root. This programmay unlink
_PATH_LOG(whichis de�ned to be/dev/log by default) if

it thinksit exclusively ownsthe�le. It comparesthetimes-
tampson the �le at two differenttimesin theexecutionof
the programand, if they are equal,decidesthat it exclu-
sively owns the �le and then removes the �le. However,
even if anotherprogrammodi�es the �le after minilogd
checksthe timestampes,minilogd will still unlink it, pos-
sibly corrupting other programs. An additional vulnera-
bility exists whenuserprogramscanwrite to the log �le;
for instance,if _PATH_LOGis de�ned as somethinglike
/home/alice/log instead. In this case,Alice can trick
minilogd into removing anything on the �le system. We
have foundmany vulnerabilitiesthataresimilar to the lat-
ter case. It is important that these�lename constantsbe
checkedverycarefullywhentheseprogramsarebuilt, since
it maynotbeobviousto usersthatde�ning _PATH_LOGto a
user-writable�le canresultin a totalcompromiseof the�le
system.

# zip-2.3-16 :: zip #
d_exists = (LSTAT(d, &t) == 0);
if (d_exists) {

/* respect existing soft and hard links! */
if (t.st_nlink>1 ||

(t.st_mode&S_IFMT)==S_IFLNK)
copy = 1;

else if (unlink(d))
return ZE_CREAT;

}

The�nal codesnippetcomesfrom thewidely-usedpro-
gramzip. If thedestination�le alreadyexists,zipwill move
the �le to a new location, unlink the old copy, and write
the new copy. The programveri�es that the �le is not a
link beforecalling unlink on it. The attackis applicable
whentwo userssharea portion of the �le systemandone
useris runningzip to write a new �le to the sharedspace.
If theotheruseris malicious,afterzip callsstat , theuser
canchangethe �le to bea symboliclink thatpointsto an-
other part of the �le system. Sinceunlink will not fol-
low the last componentof a pathname,the attacker would
have to changeoneof thecomponentsin themiddleof the
pathnameto a symbolic link. For instance,if Alice is us-
ing zip to write a �le to /shared/alice/afile 2, Bobcan
change/shared/alice to beasymboliclink thatpointsto
/home/alice . Thenthezip programrunningon behalfof
Alice will remove /home/alice/afile . Most userswill
not beawarethatusinga shareddirectoryenablessuchat-
tacks,so it seemsunfair to blameAlice for doing so. In
this case,zip doestry to do theright thing by checkingfor
symboliclinks; it justhappensto getthecheckwrong.

2Thesuggestedscenariorequiresthatthesticky bit isnotset.Thesticky
bit preventsdeletionof �les anddirectoriesfor anyoneexceptthecreator,
evenif othershavewrite access.Generally, /tmp hasthesticky bit set.



3.2 A Standard File Descriptor Attack

The �rst three�le descriptorsof eachUnix processare
calledstandard �le descriptors: FD 0 for thestandardinput
(stdin), FD 1 for thestandardoutput(stdout), andFD 2 for
thestandarderror(stderr). SeveralcommonlyusedC stan-
dardlibrary functionsreadfrom or write to thesestandard
�le descriptors;e.g.,fgets() readsfrom stdin, printf()
writes to stdout, andperror() writes to stderr. Programs
thatprint informationintendedfor theuserto see,or diag-
nostic information, typically do so on FDs 1 and2. Cus-
tomarily, a programstartswith its standard�le descriptors
openedto terminaldevices.However, sincethekerneldoes
notenforcethisconvention,anattackercanforceastandard
�le descriptorof a victim programto beopenedto a sensi-
tive �le, so that he may discover con�dential information
from thesensitive �le or modify thesensitive �le.

For example,supposea victim programis setuid-root3

andexecutesthefollowing code:

/* victim.c */
fd = open("/etc/passwd", O_RDWR);
if (!process_ok(argv[0])) perror(argv[0]);

Then the adversarycan run the following attackprogram
to exploit the standard�le descriptorvulnerability in the
victim program:

/* attack.c */
int main(void) {

close(2);
execl("victim",

"foo:<pw>:0:1:Super-User-2:...", NULL);
}

This attack works as follows. First, the attack program
closesFD 2 and executesvictim.c. A child processwill
inherit the �le descriptorsfrom the parentprocess;conse-
quently, thevictim programstartswith FD 2 closed.Then,
when the victim opensthe password �le /etc/passwd, the
�le is openedto the smallestavailable �le descriptor—in
this case,FD 2. Later, whenthevictim programwritesan
errormessageby calling perror() , which writesto FD 2,
the error messageis appendedto /etc/passwd. Due to the
way theattackerhaschosenthiserrormessage,theattacker
may now log in with superuserprivileges. Thesebugsare
particularlydangerouswhenthe attacker canin�uence the
datawritten to thestandardFD.

In thepreviously discussedvulnerability, theattacker is
ableto appendcontentto animportantsystem�le. Onecan
envisionsimilarattackson thestdin�le descriptorin which
theattackercanreadcontentfrom a �le thatis not intended

3A setuid-rootprogramrunswith root privileges,evenif it is executed
by anunprivilegeduser.
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Figure 2. The structure of an FSA for �nd­
ing �le descriptor vulnerabilities. This FSA
trac ks the state of the three standar d �le de­
scriptor s across open() calls.

to bepublically available.To stagesuchanattack,thema-
licious programwould �rst closeFD 0, then executethe
privilegedprogramcontainingcodethatunwittingly triesto
readfrom stdin. Thevulnerableprogramwill now instead
readdatathat is from theattacker's choosing,andpossibly
disclosecon�dential informationin the process.Note that
theprogrammustrelaytheinformationit haslearnedback
to the attacker, eitherdirectly or througha covert channel.
Thelattermeansof disclosureis impossibleto detectusing
thesingleprogramanalysistechniquesweemploy.

The way to prevent thesetypesof attacksis simple—a
programthatrunsassetuid-rootshouldensurethatthethree
lowest numbered�le descriptorsare openedto a known
safestateprior to carryingout any importantoperations.A
commonway to do this is by openinga safe�le, suchas
/dev/null, threetimeswhenthe program�rst startsup. In
thecasethatsomeonetriesto attacktheprogramby closing
oneor moreof the�le descriptorsprior to executingthevic-
tim program,noharmis donebecausethey arere-openedto
point to /dev/null. This solution is usuallyacceptablebe-
causethe overheadis only threesystemcalls. In the case
thatall 3 FDswerealreadyopened,theprogramalsocon-
sumesthree�le descriptorslots.

Our FSA usedin this property(seeFigure 2) contains
eightstatesthatareusedto describea uniquecombination
of thestatesof thethreestandard�le descriptors0, 1 and2.
For example,thestateOCCrepresentsthatFD 0 is open,but
FD 1 andFD 2 areclosed. The programmay start in any
of thesevenstateswhereat leastoneof the threestandard
FDsis closed;thecasewhereall of thestandardFDsareini-
tially openis theusualone,andnotof interestto anattacker.
The startingstatewill be chosennondeterministicallydur-
ing themodelcheckingphaseto insureall possibilitiesare
explored.Transitionsin theFSAoccuronly alongtheedges



of thecube,astherearenosystemcallsthatcanchangethe
statusof multiplestandard�le descriptorsatonce.

ThebasicFSA structurein Figure2 is not entirelycom-
plete,aswehavenotshown theerrorstate.For detectingthe
classof attackswhich cancausethevulnerableprogramto
write to arbitrary�les, weaddanew errorstateandatransi-
tion to theerrorstatewhena�le thatis neither/dev/null nor
/dev/tty is openedon FD 1 or 2 in a modeotherthanread-
only. For detectingthe classof attacksthat may disclose
the contentsof secret�les, we addtransitionsto the error
statefrom thefour statesin whichFD 0 is closed(COO, COC,
CCO, andCCC), anda �le otherthan/dev/null or /dev/tty is
openedfor reading.Thesetwo transitionsareseperatedinto
two differentautomata,to give thetwo properties.

To save space,we have not labeledthetransitionsalong
the edgesof the cube. Thesetransitionsaretaken for sys-
tem calls that areconsidereda “safe” open—thatis, when
/dev/null or /dev/tty is opened.For example,if thecurrent
stateis COCanda “safe” openis encountered,thenthenew
stateis OOC, sincethe �le will be openedon the lowest-
numberedavailableFD.

We have auditedtheprogramsthatrun assetuidroot on
ourLinux distribution,andhaveidenti�ed anumberof bugs
(but not exploitablevulnerabilitiesat this time). In many
cases,anattacker cancausea setuidprogramto write data
notof herchoosingto temporary�les, lock �les, orPID �les
(�les usedto storethe processID of the currentlyrunning
service). Thesesituationscan be potentialvulnerabilities
if someotherprogramtruststhe contentsof the PID �le.
For example, considera systemadministrationscript for
restartingsomenetwork daemonthatexecuteskill `cat
pidfile` . If the attacker exploits a setuidprogramthat
writesto this PID �le to introducea line of theform “PID;
rm /etc/passwd ” into the PID �le, then the administra-
tion script might unwittingly remove /etc/passwd when
it is next run. We have not yet foundany fully exploitable
scenariolike this,but thefactthatsomesetuidprogramsal-
low corruptingPID �les like this is perhapsroomfor some
concern.

An exampleof abugwefoundin theprogramgnuchess,
achessplayingapplication,follows:

int main(int argv, char *argv[]){
... BookBuilder(depth, ...); ...

}
void BookBuilder(short depth, ...){

FILE *wfp,*rfp;
if (depth == -1 && score == -1) {

if ((rfp = fopen(BOOKRUN,"r+b")) != NULL) {
printf("Opened existing book!\n");

} else {
printf("Created new book!\n");
wfp = fopen(BOOKRUN,"w+b");
fclose(wfp);

if ((rfp = fopen(BOOKRUN,"r+b"))
== NULL) {

printf("Could not create %s file\n",
BOOKRUN);

return;
}
...

}

The functionBookBuilder is calledto manipulateand
readfrom theplaybookusedby thegame. Although there
is noattackto compromisesecurity, it is easyto seethebug.
Theplaybookcanbecomecorruptedwhenamalicioususer
closesall �le descriptorsexceptstandardout, andinvokes
the gnuchessprogram. The �le BOOKRUN will then be
openedonto standardout, andthe subsequentwrites from
printf() cancorruptthebook.

The full versionof the paperlists resultsfrom apply-
ing MOPSto all Redhat9 setuidprograms. Therewere
two main sourcesof falsepositives: 1) the propertydoes
not tracktheUID privilegechangesinsidetheprogram,so
the programmay drop privilegesbeforeopening�les, and
2) the propertydid not recognizethat the programsafely
opened/dev/null threetimes,dueto a nonstandardinvoca-
tion of safeopens. Unfortunatelytheseare dif�cult false
positivesto recognize,becausethey requiretheuserto look
at the tracein its entiretyasopposedto theusualpointsof
interest(line numbersthat causedtransitionsin the FSA).
Thepresentationof our resultsdifferentiatesbetweensbugs
andexploits. For thisproperty, weclassifybugsasprogram-
ming mistakesthatcancauseunexpectdprogrambehavior,
but not necessarilyleadto any compromiseof security. For
example,an attackthat cancompromisethe contentsof a
non-important�le, suchasa lock�le, falls underthe cate-
goryof abug. An exploit needsto havesecurityconcerns—
we have foundnoneof theseto date.However, it wassur-
prising that many setuidprogramsdid not open/dev/null
threetimesbeforeperforming�le operations,given that it
haslow overheadandguaranteessafetywith regardsto this
property.

3.3 SecureTemporary Files

Applicationsoften use temporary�les as a meansfor
passingdatato anotherapplication,writing log information,
or storingtemporarydata. Often timeson a Unix system,
the�les will becreatedin the/tmp directory, whichisworld
writable andreadable.For example,the GNU C compiler
createstemporary�les whenit is compilingprograms,and
laterpassesthemto thelinker. Many of thefunctionsto cre-
atetemporary�les thatarefound in theC standardlibrary
areinsecure.Thereasonis thatthey do not returna �le de-
scriptor, but rathera �le name.An adversarythat is ableto
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Figure 3. An FSA to detect insecure uses of
temporar y �les.

predict the �lename canthuscreatethe �le beforethe ap-
plicationhasa chanceto openor createit. This attackcan
givetheadversaryownershipof thetemporary�le, whichis
undesirable4.

We identi�ed the set of insecurefunctions: mktemp,
tmpnam, tempnam, andtmpfile . Thesefunctionsshould
never beused.Thereis onefunctionthatcanbesecure,de-
pendingon how it is used:mkstemp. Securityrequiresthat
the�lename retrievedfrom mkstempis never subsequently
usedin anothersystemcall: mkstempreturnsbotha �le de-
scriptoranda�lename,but asecureprogramshouldnotuse
the�lename. Figure3 illustratesourautomaton.

Below we show a representative exampleof a program
that violates the clauseof our property that �nds reuses
of the parameterpassedto mkstemp. Not only is this the
mostcomplicatedexamplepresentedthusfar, but it shows
how the whole-programinter-proceduralanalysiswas ef-
fective. Thecodewill bepresentedin several fragmentsas
they occur temporallywhile executingthe program. The
examplecomesfrom the programyacc from the package
byacc-1.9-25 .

static void open_files() {
int fd;
create_file_names();
if (input_file == 0) {

input_file = fopen(input_file_name, "r");
if (input_file == 0)

open_error(input_file_name);
fd = mkstemp(action_file_name);
if (fd < 0 || (action_file =

fdopen(fd, "w")) == NULL) {
if (fd >= 0)

close(fd);
open_error(action_file_name);

}

4In the gcc example,an adversarycould insertmaliciouscodeinto a
user'sprogramby replacingthetemporary�le with thedesiredcode.

}

Before the above program fragment executes, there is
some setup code that sets the value of the variable
action file name. Speci�cally, it is a string whose�rst
componentis a pathnameto a temporarydirectory(by de-
fault, it chooses/tmp , but this canbechangedby de�ning
anenvironmentvariable),andwhosesecondcomponentis
a temporary�le template5. The above codealoneshould
beof concernto us. Recallthatmkstempreturnsa �le de-
scriptorthatcanbesafelyused,but the templatepassedto
mkstempis not safeto re-use.In this case,we seethetem-
platebeingpassedto anotherfunctioncalledopen error :

void open_error(char *filename) {
warnx("f - cannot open \"%s\"", filename);
done(2);

}

From the above fragmentit looks like the function warnx
may be a good candidatefor inspectionbecauseit is the
recipient of the �lename we are interestedin tracking.
Strangelyenough,MOPSdirectsusto thefunctiondone:

void done(int k) {
if (action_file)

fclose(action_file);
if (action_file_name[0])

unlink(action_file_name);

Here we �nd the bug. The variableaction file name,
which is the templatepassedto mkstemp, is re-usedasan
argumentto the unlink systemcall. This is unsafe. By
thetime we call unlink , the�lename mayno longerpoint
to the locationwe think it does. Recall that the directory
in which the �le is being createdmay be world writable.
An attacker that haswrite accessto the �le canchangeit
to a symbolic link, andcausethe programto unlink other
unexpected�les on the system. Unfortunatelytheredoes
notappearto beagoodresolutionto theproblem.

3.4 Attacks Against strncpy

There are several common attacks against programs
that misuse the standard library function strncpy .
strncpy(d,s,n) copiesa string of characterspointedto
by s into the memoryregion designatedby d. If s con-
tainsmorethann characters,strncpy only copiesthe�rst
n characters.If s containsfewerthann characters,strncpy
copiesall thecharactersin s andthen�lls d with null char-
actersuntil thelengthof d reachesn.

5A templateis apartial�lenamewith anumberof placeholdersdenoted
by a specialcharacterX thatwill be�lled in with randomnumbersby the
functioncreatingthetemporary�lename.



strncpy is easyto misusefor two reasons.First, it en-
couragesoff-by-oneerrorsif the programmeris not care-
ful to computethe valueof n precisely. Off-by-oneerrors
canoftencausetheprogramto write pasttheendof anar-
raybounds,whichcanin turn leadto buffer overrunattacks
againsttheprogram.In particular, consideracasewherethe
stringbuffer in questionis allocatedontheruntimestack(as
it will bewhenthebuffer is anarraylocal to a function in
C), andthe userof the programis ableto control the con-
tentsof thesourceof s. If theprogramwritespasttheend
of thebuffer, amalicioususermayconstructaspecialstring
s, suchthatwhentheprogramwritespastthearraybounds,
it writesspecialcodeinto thestackframethatcorruptsthe
program.Secondly, becausethefunctiondoesnotautomat-
ically null-terminateastringin all cases(for instance,when
thesizeof thesourcestringis largerthann), it is acommon
mistake for aprogramto createunterminatedstringsduring
its execution.

We have constructedan FSA to try andcatchboth sce-
nariosas describedabove. The intuition is that we iden-
tify several idiomsthatarecorrectwaysto null terminatea
string,andraisean alarmwhenoneof theseidioms is not
used.For example,a commonidiom is thefollowing code
sequencethatis safe:

buf[sizeof(buf)-1] = '\0';
strncpy(buf, ..., sizeof(buf)-1);

In the above case,the buffer will also be terminated.
However, the following two casesshow a commonmisuse
of strncpy :

� buf[sizeof(buf)-1] = '\0';
strncpy(buf, ..., sizeof(buf));

� memset(buf, 0, sizeof(buf)-1);
strncpy(buf, ..., sizeof(buf)-1);

In the�rst unsafeexample,thestringis null-terminatedbe-
fore the strncpy , and the executionof the function sub-
sequentlymayoverwrite thenull-terminatingcharacter. In
thesecondunsafeexample,memsetis usedto zero-outthe
destinationbuffer; unfortunately, it is misused—thethird
argumentneedsto be the size of the entire buffer. Our
FSAattemptsto detectpatternsthatappear�shy, andalerts
the userto their presence.Patternvariablesareusedjudi-
ciouslyto makeMOPSpreciselymatchthenull-terminating
codeto thestrncpy codethatusesthesamebuffers. The
propertyrequiresmoremanualinspectionthanotherprop-
erties,becausewehavechosenanapproachwhereweiden-
tify correctbehavior, thenraiseanalarmat codethatdoes
not matchour expectations.Moreover, our propertydoes
not attemptto �nd all strncpy bugs, focusinginsteadon
patternsthatareparticularlysuspicious.

Our strncpy FSA hasalertedus to a numberof bugs.
Below we show one of the most interestingexamples. It
comesfrom theprogramxloadimage:

void dumpImage(Image*image, char *type,
char *filename, int verbose) {
int a;
char typename[32];
char *optptr;
optptr = index(type, ',');
if (optptr) {

strncpy(typename, type, optptr - type);
typename[optptr - type] = '\0';

...

In the above code fragment, MOPS identi�es an id-
iom that doesnot appearto be safe. The characterbuffer
typename is declaredto be 32 byteslong, but the length
passedto strncpy is computedentirely basedon the sec-
ond argumentto the function dumpImage. We must ver-
ify that this string cannotbe constructedin such a way
thatwhenoptptr - type is computed,theresultis longer
than32 bytes.MOPSis ableto directus to thecall siteof
this function,in whichweseethefollowing (abbreviated):

newopt->info.dump.type= argv[++a];
...
dumpImage(dispimage, dump->info.dump.type,

dump->info.dump.file, verbose);

Shockingly, the contentsof the string come from the
commandline arguments,and can be set entirely by the
user. Consequently, a malicioususercansupplya carefully
craftedargumentto thefunctionwhich causesthefunction
dumpImageto write past the end of an array, causinga
buffer overrun.

Unfortunately, this property produced 1378 unique
warnings, too many to examine exhaustively by hand.
Therefore,wepickedasemi-randomsampleof 16packages
out of the setof 197 packageswith oneor morewarning,
yieldingasetof 53warnings.Examiningthese53warnings
revealed11 bugsspreadamong6 packages,wherein each
casea stringcouldbe left unterminatedor thestrncpy()
operationcouldover�ow buffer boundsfor someinput. We
did not attemptto assessthesecurityimplicationsof these
bugs, thoughwe expect that many of them could be ex-
ploitedundersomecircumstances.

Basedon this limited sample,we suspectthat a full
manual audit using MOPS would turn up many more
strncpy() bugs. Sincewe saw 11 bugsamong53 warn-
ings,this suggestsa falsepositive rateof about79%, anda
truepositive rateof about21%. If all warningsareequally
likely to correspondto real bugs, we might estimatethat
thereareabout1378� 11

53 � 286bugs,with a 95%con�-
denceinterval of between165to 468bugs.Of course,these



estimatesarefairly rough,but our bestpredictionis that a
full manualauditof all theMOPSwarningswould turn up
in excessof onehundredstrncpy() bugs.

4 RelatedWork

Thereis a broadandgrowing arrayof work on software
modelchecking,andMOPSrepresentsjust oneof several
toolsin thisarea.BLAST [11] andSLAM [3] aredata�ow-
sensitive modelcheckersthat useadaptive iterative re�ne-
mentto narrow down thelocationsof bugs.Bothhavebeen
usedprimarily onsmallerprograms,suchasdevicedrivers,
but they are able to provide a much more preciseanaly-
sis. Similar to BLAST is MAGIC [5], a systemthat ab-
stractspredicatesand usesa theoremprover for data�ow
analysis.CMC, a modelchecker for C andC++ programs
[13], hasbeenusedon large-scaleapplicationslike theen-
tire Linux kernel[10]. Metal,aground-breakingbug�nding
toolwhichissimilarin concepttoamodelchecker, hasbeen
very successfulat �nding a broadvarietyof rule violations
in operatingsystems[2, 9]. Metalhasbeenaugmentedwith
Z-ranking,apowerful techniquefor reducingthenumberof
falsepositives,andusedto �nd many bugsin large appli-
cations[12]. MOPShaspreviously beenusedto �nd bugs
in eightsecurity-relevantpackagesfrom theRedHatdistri-
bution [6, 7]. However, noneof thesetools have yet been
appliedonaslargeascaleasshown in thispaper.

File systemraceconditionshave beenextensively stud-
ied in the computersecurity literature. Bishop and Dil-
ger �rst articulatedthevulnerabilitypatternanddeveloped
a syntacticpattern-matchinganalysisfor detectingTOCT-
TOU vulnerabilitiesin C code[4]; however, becausetheir
analysisis not semanticallybased,it is unableto �nd many
of the vulnerabilitiesfound in this work. Also, someau-
thorshave proposedruntimeprogramanalysismethodsto
detectTOCTTOU bugsby monitoringprogramexecutions
and preventing their exploitation [8]; our work differs by
trying to �nd TOCTTOU bugsat compiletime, ratherthan
at runtime.

5 Conclusion

Our work demonstratesthat large-scalemodelchecking
is feasible.We showed that it is possibleto develop mod-
elsof incorrectandinsecureprogrambehavior thatarepre-
ciseenoughto preventfalsepositivesfrom dwar�ng thereal
bugs; also,asthis work showed, many of theseproperties
can be encodedin MOPS without seriousloss of sound-
ness.Thanksto thesophisticatederrorreportingin MOPS,
we found that we were able to manuallyinspectall error
traces.Consequently, we wereableto �nd many (108)real
exploitablesoftwarebugs;in severalcases,wehavecrafted

attacksto verify their validity. As a result of this experi-
ence,we areconvincedthat softwaremodelcheckingcan
easily be integratedinto the developmentprocess,partic-
ularly whenusingmodelcheckers like MOPSthat canbe
integratedinto build processesat thehighestlevel.
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