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Abstract. Canyouguarantesecrey evenif anadwersarycanea/esdropnyour
brain? We considerthe problemof protectingprivag in circuits when faced
with anadersarythatcanaccess boundechumberof wiresin thecircuit. This
questionis motivatedby side channelattackswhich allow an adversaryto gain
partialaccesso theinnerworkingsof hardware.Receniwork hasshavn thatside
channehttacksposea serioughreatto cryptosystemémplementedn embedded
devices. In this paper we develop theoreticalfoundationsfor securityagainst
sidechannelslin particular we proposeseveral ef cient techniquedor building
privatecircuitsresistingthis typeof attacks We initiate a systematicstudyof the
compleity of suchprivatecircuits,andin contrasto mostprior work in thisarea
provide a formal threatmodelandgive proofsof securityfor our constructions.

Keywords:cryptanalysissidechannehttacksprovablesecurity securemulti-party
computationgircuit compleity.

1 Intr oduction

This paperconcernghe following fascinatingquestion:ls it possibleto maintainse-
creq/ evenif anadwersarycaneavesdropon your brain?A bit moreprecisely canwe
guarantegrivacy whenone of the basicassumption®f cryptographybreaksdown,
namely whenthe adwersarycangainaccesgo theinsidesof the hardwarethatis mak-
ing useof our secretse formalize this questionin termsof protectingprivacy in
circuits wherean adwersarycanaccessa boundedhumberof wiresin the circuit. We
initiate the study of this problemand presentseveral ef cient techniquedor achies-
ing this new type of privagy. Beforedescribinghe modelandour contributionin more
detail,we motivatethe problemby providing somenecessarpackground.

1.1 Background

Our understandin@f cryptographyhasmadetremendoustridesin the pastthreede-
cadesfueledin large part by the succes®f analysis-and proof-driven design.Most
suchwork has analyzedalgorithms,not implementationstypically one thinks of a
cryptosystenasa black box implementingsomemathematicafunction andimplicitly
assumeshe implementatiorfaithfully outputswhat the function would (and nothing
else).However, in practiceimplementationsare not always a true black box: partial
informationaboutinternalcomputationganbe leaked (eitherdirectly or throughside-
channel3, andthis may put securityatrisk.

This differencebetweenimplementationsandalgorithmshasled to successfuht-
tackson mary cryptographicimplementationseven wherethe underlyingalgorithm
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wasquite sound.For instancethe power consumediuringan encryptionoperationor
thetime it takesfor the operationto completecanleakinformationaboutintermediate
valuesduring the computation25, 26], andthis hasled to practicalattackson smart-
cards Electromagneticadiation[33, 16,34], compromisingemanation$36], crosstalk
ontothe power line [37,35], returnsignalsobtainedby illuminating electronicequip-
ment[3, 35], magnetic elds [32], cachehit ratios[24,30], andeven soundsgiven off
by rotor machineg23] cansimilarly give theattacler awindow of visibility oninternal
valuescalculatedduringthe computation Also of interestis the probing attad, where
the attacler placesa metalneedleon a wire of interestandreadsoff the valuecarried
alongthatwire duringthe smartcards computatior2]. In generalsidechannebttacks
have provento beasigni cant threatto the securityof embeddedlevices.

Thefailureof proof-drivencryptographyto anticipateheseaiskscomedrom anim-
plicit assumptiorin mary?® currentlyacceptedie nitions in theoreticalcryptography
namely the sececyassumptionThe secreg assumptiorstatesthat legitimate partic-
ipantsin a cryptographiccomputationcankeepintermediatevaluesand key material
secretduring alocal computationFor instance py modelinga chosen-plaintet attack
ontheencryptionschemeE asanalgorithmAE« with oracleaccesgo Ey, weimplic-
itly assumehatthe device implementingey outputsonly Ei (x) oninputx, anddoes
not leak anything elseaboutthe computatiornof E (x). Thusthe "StandardModel’ in
theoreticakryptographyoftentakesthe secreg assumptiorior grantedput aswe have
seenthereareabevy of waysthatthe secreg assumptiorcanfail in realsystems.

Onepossiblereactionis to studyimplementatiortechniqueshatensurghesecreg
assumptiorwill always hold. For instance we can consideraddinglarge capacitors
to hide the power consumptionswitch to dual-rail logic so that power consumption
will beindependenbf the data,shieldthedevice in atampetresistanfaradaycageto
preventinformationleakagethroughRF emanationsandso on. Many suchhardware
countermeasurdsave beenproposedn the literature.However, a limitation of such
approachess that, generallyspeaking,eachsuch countermeasurenust be specially
tailoredfor the setof side channelst is intendedto defeat,and onecanonly plana
defensef oneknows in advancewhat side channelsan attacler might try to exploit.
Consequentlyif the designercannotpredictall possiblewaysin which information
might leak, hardwarecountermeasuresannotbe countedon to defendreliably against
sidechannehttacks.

This leaves reasonto be concernedthat hardware countermeasuresiay not be
enoughon their own to guaranteesecurity If the attacler discoversa new classof
side channelattacksnot anticipatedby the systemdesignerall betsare off. Giventhe
wide variety of sidechannelattacksthat have beendiscoveredup till now, this seems
like a signi cant risk: As a generalrule of thumb,wherever threeor four suchvulner
abilities areknown, it would be prudentto assumehat theremay be anothey similar
but unknavn vulnerability lurking in thewingswaiting to be discovered.In particular
it is hardto predictwhatothertypesof sidechannebitfalls might be discoveredin the
future,andasaresult,it is hardto gaincon dencethatary givenimplementatiorwill
befreeof sidechannelsThisis a“risk of theunknown”, ratherthanaknown risk?, and
risks of the unknawn arethe worstkind of risksto assumeConsequentlythe secreg

! Thisimplicit assumptiors de nitely notuniversal.Forinstancethe eld of securamulti-party
computatiorasksfor securityevenwhensomepartiescanbe corruptedor obsered.
2 We thankMark Miller for introducingusto this turn of phrase.



assumptiorseemspptimistic, andwe submitthat hardware countermeasure®say not
bethe nal answer

A differentpossibleresponsés to designalgorithmsthat, whenimplementedyvill
be inherentlyrobust againstside channelattacks.For instance,Daemenand Rijmen
proposedeplacingeachwire of a circuit by two wires, one carryingthe original bit
andthe otherits complemen{15]; Messegesproposed‘data masking”,whereeach
valueis split into two sharesusinga 2-out-of-2secretsharingschemd27]; Goubinand
Patarin suggested “duplication” methodbasedon similar methods[21]; and mary
otherproposalscanbe foundin the literature.However, noneof thoseschemedave
beenproven secure,and unsurprisingly somehave sincebeenbroken [11,14]. This
experiencesuggestshatthe eld needsto be put on solid theoreticafoundations For
obvious reasonswe would prefera principled approachthat hasbeenproven secure
overanad-hoccountermeasure.

1.2 Our Contrib ution

In this paper we take on this challengeWorking in the context of Booleancircuits,we
shav how to implementcryptosystemsor ary algorithm)in away thatcantoleratethe
presencef alarge classof sidechannelattackswithout lossof security In particular
we shav how to transformary circuit implementingsomecryptographicalgorithm
into anotherlarger circuit thatimplementshe samefunctionality but thatwill remain
secureevenif the attacler canobsene up to ary t internalbits producedduring the
computatiorwithin oneclock cycle.

As a result, our constructiongrovide a genericdefenseagainstprobing attacks.
They aregenericin the sensdhatwe defendagainsta large classof attacks.To defend
againstinformationleakagewe do not needto know how theinformationmight leak;
rather we only needto predicthow muchinformationmight leak or at whatrate.Our
constructionsare alsogenericin the sensethatthey applyto ary cryptosystenof in-
terest:ratherthantrying to securgust, say AES encryption,we show thatary circuit
whatso&er canbe maderobustagainstprobingattacks.

Also, we emphasizahat our constructionsare provably secure We developa for-
mal modelof theadwersaryproposede nitions of securityagainsiprobingattacksand
prove that our constructionsneetthesede nitions. This putsthe eld ona principled
theoreticalfooting andremovesfearsthatour proposalsnight be brokenby cryptanal-
ysis.

OuR MoODEL. Ideally, we would like to achiese securityagainstan all-powerful at-
tacler, i.e. onethatcanobsene every internalvalueproducedduringthe computation.
However, this taskis generallyimpossibleto achieve, asfollows from theimpossibil-
ity of obfuscation4]. Insteadwe settlefor achieving securityagainstadwersarieghat
arelimited in their power to obsene the computationTherearemary wayswe could
considetimiting theadwersarybut in this paperwe choosea simplemetric:at-limited
adwersaryis onethat canobsene at mostt wires of the circuit within a certaintime
period(suchasduringoneclock cycle) 2 We believe this is a reasonableestriction,as
most side channelggive the attacler only partial information aboutthe computation.
In particular in probingattacksthe costof micro-probingequipmenis directly related
to the numberof needlesone can manipulateat onetime—astationwith ve probes

% By default, we allow the adwersaryto adaptvely move its t probesbetweertime periods,but
notwithin atime period.SeeSection2 for moredetails.



| Appliesto[Privagy type [Size [Sec|Comments |

ary circuit|perfect O(nt?) x4|our basicscheme

PRGcircuits{ computationgO(nt) x6|only appliesto pseudorandorgenerators
ary circuitjcomputationad(nt?) + O(t%)| x6|derandomizedersionof basicscheme
ary circuit|statistical O(nt) x5
ary circuit|statistical O((w + t)d) x5|layeredcircuit of width w anddepthd

Table 1. A summaryof our main results.Here n denotesthe size of the original circuit andt

the numberof adwersarialprobeswe wish to tolerate.All usesof O() notationhide small con-
stantsWe useO() to hidelarge constantspolylogarithmicfactors,or polynomialsin a security
parameter

is considerablymoreexpensve thanonewith only a singleprobe—andso an attacler
is limited in the numberof wires thatcanbe obsenedat ary onetime. Consequently
the valuet is a good measureof the costof a probing attack.We refer the readerto
Section2 for a moredetailed treatmentbf the model,in particularfor the usefulcase
of statefulcircuitswhich carry stateinformationfrom oneinvocationto the next.

Our modelcanbe comparedo that of Chari, et al., who took a rst stepby ana-
lyzing k-out-ofk secretsharingin a modelwherethe attacler canobtaina noisy view
of all circuit elementq11], with applicationgo securityagainstpower analysis.That
work, however, did not provide securityagainstprobingattacksor othersidechannels
wheretheattaclercanview ary t wiresof his choosingandour constructiongrequite
differentfrom theirs. Also of relevanceare works on exposure-resilienfunctionsand
all-or-nothingtransformge.g.[9]), which attemptto ef ciently securestorage (but not
computation)againstprobingattacks,andwork on obliviousRAM (cf. [20]) aimedat
protectingsoftwae by hiding theaccesgpatternof a (trusted)CPU.

MPC oN SiLIcoN? Thereis aninterestingrelationbetweerthe problemwe studyand
that of securemulti-party computation(MPC). In somesensepur contribution may
be viewedasa novel applicationof MPC techniquego the designof securehardware.
We would like to stresshowever, that our focusandgoalsare quite differentfrom the
traditionalonesin the MPC literature,andthat our main resultsare not derived from
state-of-the-artesultsin this area.We refer the readerto Appendix A for a detailed
discussiorof therelationbetweerour problemandthe MPC problem.

OUR RESULTS. Our basicresultsareasfollows. We shaw thatary circuit with n gates
canbetransformednto acircuit of sizeO(nt?) thatis perfectlysecureagainsall prob-
ing attacksleakingup to t bits at a time (seeSection4). This generaltransformation
increasesircuit sizeby afactorof O(t?), but for somespeci ¢ cryptosystemsve can
do better For PRG's,we can nd constructionghatyield anO(nt) transformectircuit
size ratherthanO(nt?) (Sectiond). Finally, we presenstatisticallyprivatetransforma-
tions which signi cantly improve the asymptoticef ciency of previous constructions,
but whoseconcreteef ciency becomedetteronly whent is quite large. SeeTable 1
for asummaryof the mainresults.Additional results,suchasa tradingcircuit sizefor
increasedateng, will beincludedin thefull versionof this paper

We do not know how practicalour constructionswill be.However, our resultsal-
readyshow thatthe costof securityis not too high. Sincemary cryptosystemgsanbe



implementedyuite ef ciently in hardware(e.g.,n  10° or 10* gates),andsinceour
useof big-O() notationtypically doesnot hide ary large constantsjt seemghat se-
curity using our techniqueds within the reachof modernsystemsWe leave a more
thoroughperformancenalysiso others.

2 De nitions

Circuits. We will examineprobingattacksin the settingof Booleancircuits. A de-
terministiccircuit C is a directedacgyclic graphwhoseverticesare Booleangatesand
whoseedgesarewires. We will assumewithout lossof generalitythat every gatehas
fan-inatmost2 andfan-outatmost3. A randomizedircuit is acircuit augmentedvith
random-bitgates A random-bitgateis a gatewith fan-in0 thatproducesa randombit
andsendsit alongits outputwire; the bit is selecteduniformly andindependentlyof
everythingelseafreshfor eachinvocationof the circuit.

Thesizeof acircuit (usuallydenotedoy n) is de ned asthenumberof gatesandits
depthis the lengthof the longestpathfrom aninput to an output.We will sometimes
considera width-w depthd layered circuit, wherethe underlyinggraphis a depthd
layeredgraphwith at mostw wiresconnectingwo adjacentayers.

A statefulcircuit is a circuit augmentedvith memorycells. A memorycell is a
statefulgatewith fan-in1: onary invocationof thecircuit, it outputsthe previousinput
to the gate,and storesthe currentinput for the next invocation. Thus, memorycells
actasdelayelementsWe extendthe usualde nition of a circuit by allowing stateful
circuitsto possiblycontaincycles,solong asevery cycle traversesatleastonememory
cell. When specifyinga statefulcircuit, we mustalso specify aninitial statefor the
memorycells.WhenC denotesa circuit with memorycellsandsg aninitial statefor
the memorycells, we write C[sg] for the circuit C with memorycellsinitially lled
with sp. Statefulcircuits canalsohave externalinput and outputwires. For instance,
in an AES circuit the internal memorycells containthe secretkey, the input wires a
plaintext, andthe outputwiresproducethe correspondingiphertext.

We de ne two distinctnotionsof security for statelesandstatefulcircuits. While
we view the statefulmodelas moreinterestingfrom an applicationpoint of view, the
statelessnodelis somavhat cleanerandsolutionsfor this modelare usedasthe basis
for solutionsfor the statefulmodel.

Privacyfor stateful circuits. Let T beanef ciently computableandomizealgorithm
mappinga (stateful)circuit C alongwith aninitial states, to a(stateful)circuit C%along
with aninitial statesy. We saythatT is a t-private statefultransformerif it satis es
soundnesandprivacy, de ned asfollows:

SOUNDNESS. Theinput-outputfunctionality of C initialized with sq is indistinguish-
ablefrom thatof CCinitializedwith s3. Thisshouldholdfor ary sequencef invocations
onanarbitrarysequencef inputs.In otherwords,C[so] andC9s]] areindistinguish-
ableto aninteractivedistinguisher

PRIVACY. We requirethatC°beprivateagainsat-limitedinteractve adwersary Specif-
ically, the adversaryis givenaccesgo CPinitialized with sJ asits internalstate.Then,
the adversarymay invoke C° multiple times, adaptvely choosingthe inputs basedon
theobsenedoutputs.Prior to eachinvocation theadwersarymay x anarbitrarysetof
t internalwiresto whichit will gainaccessn thatinvocation.We stresghatwhile this



choicemay be adaptve betweeninvocations,.e., may dependon the outputsandon
wire valuesobsenedin previousinvocationsthe adwersaryis assumedo betoo slow
to move its probeswhile the valuespropagatethroughthe circuit.* To de ne privagy
againstsucha t-limited adwersary we requirethe existenceof a simulatorwhich can
simulatethe adwersarys view usingonly a black-boxaccesso C©, i.e., without having
accesso ary internalwires?®

Note that randomizationis vital for statefultransformersfor otherwiseit is im-
possibleto hide theinitial statefrom the adwersary However, apartfrom the (trusted)
randomizednitialization, the circuit C° may be deterministic.

We distinguishbetweerthreetypesof transformersperfect statistical,andcompu-
tational, correspondindo the quality of indistinguishabilityin the soundnessequire-
mentandthe type of emulationprovided by the simulator For the latter two typesof
security we assumehat T is alsogivena securityparameterk in termsof which the
indistinguishabilityis de ned andthe compleity of T is measured.

Privacyfor stateles<ircuits. In contrasto the statefulcasewhereinputsandoutputs
areconsideregublicandit is only theinternalstatethatis hidden,privacy for stateless
circuits shouldkeepboth inputsandoutputshiddenin every invocation.To make this
possiblewe allow theuseof arandomizednputencoder andanoutputdecodelO, a
pair of circuitswhoseinternalwires cannotbe probedby the adwersary Both| andO
shouldbe independenbf the circuit C beingtransformedandwill typically requirea
smallnumberof gateso compute Thus,they maybethoughtof asbeingimplemented
by expensve tamperresistanthardware componentsA private statelessransformer
cannow bede ned similarly to the statefulcase.

LetT beanefciently computablaleterministidunctionmappinga statelessircuit
C to astatelessircuit C% andlet | ; O beasabove.We saythat(T; 1 ; O) is at-private
statelesdransformeiif it satis essoundnesandprivacgy, de ned asfollows:

SOUNDNESS. Theinput-outpufunctionalityof O C° 1 (i.e.,theiteratedapplicationof
I ; C% O in thatorder)is indistinguishablérom thatof C. Notethatin thedeterministic
casethisimpliesfunctionalequialence.

PRIVACY. We requirethattheview of ary t-limited adwversarywhich attacksO C° 1
by probingat mostt wiresin C° canbe simulatedfrom scratchj.e. without accesgo
ary wire in thecircuit. As in the statefulcasetheidentity of the probedwireshasto be
chosenn advanceby theadwersary

3 Perfect Privacy for Stateles<Cir cuits

In this sectionwe presentour rst constructionfor protectingprivacy in statelesir-
cuits.In thenext sectionwe will shav how to usethisto achieve protectionfor themore
usefulmodelof statefulcircuits, wherethe contentsof memoryareto be protected.
Similarly to interactve protocolsfor securemulti-party computation(e.g.,[6, 19]),
our constructionmakes useof a simple secret-sharingchemeThe new twist in the

4 Mostof ourconstructionsrein factsecurevenagainstfully adaptve adwersarythatcanalso
move its probeswithin aninvocation,aslong asthetotal numberof probesin eachinvocation
doesnot exceedt.

5 In acasewhere C is randomizedthe adwersarys view shouldbe simulatedjointly with the
circuit's outputs.Thisis necessaryo captureinformationlearnedaboutthe outputs.



circuit settingis thatthe atomicunit of informationobsenableby the adwersaryis any
intermediatecomputatiorratherthananentirepartyin the protocolsetting.We achiese
our resultthrougha careful choiceof intermediatecomputationswhich allows usto
obtainprivagy withoutlosingef ciency. Theconstantsnvolvedin theresultwe present
herearequite small,andthis constructiormaybe of practicalvalue.We now establish:

Theorem 1. Thee existsa perfectlyt-privatestatelesgransformer(T; | ; O) sudh that
T mapsany stateles<ircuit C of sizen and depthd to a randomizedstateles<ircuit
of sizeO(nt?) anddepthO(dlogt).

Proof. For simplicity, we focusonthecasethatC is deterministicWe startby describ-
ing the constructiorof thetransforme(T;1; 0). Let® m = 2t.

INPUT ENCODER | : Eachbinaryinput x is mappedo m + 1 binary values:First, m

is thenthesem randomvaluestogethemwithr.; = x g I'm. Thecircuit |
computegheencodingof eachinput bit independentlyn this way.

OuTpPUT DECODER O: Correspondingo eachoutputbit of C will be m + 1 bits

bey: Ym+1 -

CIRCUIT TRANSFORMER T : Assumewithoutlossof generalitythatthe circuit C con-
sistsof only NOT and AND gatesWe will constructa transformectircuit C° main-
taining the invariantthat correspondingo eachwire in C will bem + 1 wiresin C°
carryinganadditvem + 1 outof m + 1 secretsharingof the valueon thatwire of C.
Thecircuit CCis obtainedby transforminghe gatesof C asfollows.

associateavith w in C% andputaNOT gateonws.

Consideran AND gatein C with inputs a; b and outputc. In C° we will have
correspoadingNires ai; il am+r andbyii; bmp. Recallthata = i & mod 2
andb = ;b mod2 Thusc = (aANDb) = ;; alj mod 2. Thedif culty is
in computingsharesof ¢ by groupingtogetherelementsfrom the summatiorsothatt
intermediatevaluesdonotrevealary informationto theadwersaryWe now describeour
techniqudor doingso:In thetransformatiorof this gate we rst computeintermediate
valuesz;; fori 6 j.Foreachl i < ] m + 1, we introducea random-bitgate
producinga randombit z;; . Thenwe computez;; = (z;; abh) ab. Notethat
individually eachz;; is distributeduniformly, but ary pair z;; andz; dependon a;,
a , b, andb . Now, we computetheoutputbitscy;:::; ¢y in CPof thisAND gatein C
as M

G =ah Zij
j6i

In this way, eachAND gatein C is expandedo a “gadget” of O(m?) gatesin C°,
andthe gadgetsin C° are connectedn the sameway that the AND gatesof C are
connectedTheresultingcircuit, call it CC, is thetransformedrersionof C producecby
T:i.e, wede ne T(C) = C° with C°asabove. This completeshedescriptionof T.

5 Notethatthereis away to slightly modify this constructionwhich requiresm = t insteadof
m = 2t. Seebelow.



Clearly, this constructiorpreseresthefunctionalityof theoriginal circuit. To prove
t-privacy, we mustshav how to simulatethe view of the t-limited adwersarywithout
knowing theinputvaluesfor C. The simulationwill proceedby runningthe adwersary
and providing it with answersto its t queries.We will show that the distribution of
answersour simulation providesis identical to the distribution the adwersarywould
obtainin arealattackon C°.

The simplestdescriptionof the simulatoris just this: Answerall adwersaryqueries
basedon the evaluationof the circuit C° whenfed uniform andindependenbits as
input. In orderto prove that this simulationworks, we give a differentdescriptionof
thesimulator We rst describethe simulatorfor acircuit C consistingof asingleAND
gate andthenextendthe proof andsimulationto the generakase.

SIMULATION FOR A SINGLE GATE. Let C°bethetransformectircuit, consistingof a
single gadget,with input wiresf a;g andf by g, and outputsf ¢;g. Recallthatin a true
evaluationof C° thea;'sandl 's areadditive secresharesvith the propertythatary m
sharedrom the a;'s aredistributedasuniform independentandombits, andsimilarly
for theb's. We will aguethata perfectsimulationof the adwersarys queryresponses
is possiblebasedon knowledgeof m or fewer sharedrom thea;'s andthe b 's. Since
sucha collectionof sharess distributeduniformly, thiswill establistourresult.

[m + 1] of indicessuchthat the joint distribution of valuesassignedo the wires wy,
(for ary speci c inputsa andbto theoriginal circuit C) canbe perfectlyandef ciently

simulatedgiventhe valuesof aj, := (a);i2; andbj, . As mentionedabove, the values
aj; andbj, in turn, canbe perfectly simulatedby picking them uniformly andinde-
pendentlyatrandom,aslongasjlj m. Hence,it sufces to describea procedurdor

constructinghe setl andsimulatingthe valuesof thet corruptedwireswy, givenaj,
andbj, . We describesucha procedurenow.

1. Initially, I is emptyandall wy areunassigned.
2. For everywire wy of theforma;;b;aib; z; (foraryi 6 j), orasumof values

of theabove form (includingc; asaspecialcase)addi to | . Notethatthis covers
all wiresin Cexceptfor wirescorrespondingo a;jly orz;; ab forsomei 6 j.

For suchwires,addbothi andj to1.”
3. Now thatthe setl hasbeendetermined—andaotethat sincethereare at mostt

wireswy, the cardinalityof | canbeatmostm = 2t—we shav how to complete
aperfectsimulationof thevaluesonwy, usingonly thevaluesaj, andhyj, . Assign
valuesto thez;; asfollows:

Ifi 21 (regardles®fj), thenz;; doesnotenterinto thecomputatiorfor ary

wy . Thus,its valuecanbeleft unassigned.
Ifi 21,butj 21,thenz; isassignedirandomindependenvalue.Anal-

ysis: Notethatif i < j thisis whatwould have happenedn thereal circuit
CO%If i > j, however, we aremakinguseof thefactthatby constructionz;;
will neverbeusedin thecomputatiorof ary wy, . Hencewe cantreatz;; asa
uniformly randomandindependentalue.

" We notethatby changingthe constructiorslightly, namelyby computing(a; + r)ly andrh
wherer is afreshrandomvalue,we could have avoidedincreasing by 2 indicesratherthan
just 1 for ary singlewire obsered by the adwersary This would have allowed usto choose
m = t ratherthanm = 2t aswe have chosemow.



If bothi 2 | andj 2 I, thenwe have accesdo a;; & ;l3; andb . Thus,we
computez;; andz;; exactly asthey would have beencomputedn theactual
circuit C% i.e., oneof them(sayz;; ) is assignedrandomvalueandtheother
zijj isassigned;; aly ab.

4. For every wire wy, of theforma;;b;ab;z; (foraryi 6 j), orasumof values
of theabove form (includingc; asaspecialcase)we know thati 2 |, andall the
neededraluesof z;; have alreadybeenassignedn aperfectsimulation.Thus,wy
canbecomputedn aperfectsimulation.

5. Theonly typesof wiresremainingarew, = ajlj orwy = z;  aly.Butby Step
2,bothi; j 2 I, andby Step3, z;; hasbeenassignedthusthevalueof w, canbe

simulatedperfectly
6. Notethatall ¢; valuesfori 2 | canbesimulatedperfectlyby theargumentabove.

This completeghe simulationandthe argumentof correctness.

SIMULATION FOR A GENERAL CIRCUIT. The simulationfor a generaltransformed
circuit C° proceedssery similarly to the above. First, examiningeachgadgetg in C°,

we computethe setl . Note that sincea total of t wires canbe corruptedthroughout
the circuit C°, the size of the setl will still be boundedoy m. Next we performthe

simulationas above, working our way from the inputsof C° to the outputs.Note that
by the obsenationin Step6 aborve, we maintainthe invariantthat for eachgadgetg,

the shareof theinputsto g with indicesbelongingto | areperfectlysimulated.Thus,
inductively, the valuesof all corruptedwiresin C°aresimulatedperfectly

RE-RANDOMIZED OUTPUTS. We obsenethataslong asevery outputof C°haspassed
throughone AND gadgef((if thisis notthe casewe canarti cially AND anoutputbit
with itself), thenfor eachoriginal outputbit, the encodedutputsarem-wiseindepen-
denteven given the entire encodingof the inputs. This canbe usedto prove thatthe
constructions in factsecureagainsta strongertype of adwersarywho may obsene at
mostt®wiresin each gadget, wheret®=  (t).2

IMPROVEMENT IN RANDOMNESS USE. We note,omitting the proof in this abstract,
thatin theabove constructiorthe samerandomneséi.e., the choicesof z;; fori < j)
couldbeusedin all the gadgetsThis reduceghe numberof randombits to O(t?).

UNPROTECTED INPUTS AND OUTPUTS. We have describedhe constructiorabove for
protectingall inputsandoutputs.It is easyto modify the constructionso that certain
inputsandoutputsareunencodedandmay be obsenedby boththe adversaryandthe
simulator Thisis usefulin the statefulmodel,discusseadhext.

4 Perfect Privacy for Stateful Cir cuits

In this sectionwe shav how to achiese privagy in the statefulmodel, asde ned in
Section2. This modelis perhapsnuch more naturalandrealisticthanthe stateless
modelwe consideredn the previous section;however, aswe shov below, achiezing
privagy in this modelis easyonceprivacy hasbeenachiezedin the statelessnodel.
Our goalis to transforma statefulcircuit C into a t-private statefulcircuit C° by
usinga privagy transformerfor the statelessase.We now describethe construction.

8 The ratio betweent andt® dependson the maximal fan-outof C (which we x edto 3 by
default). This dependenceanbeeliminatedby slightly modifying the construction.



Recallthata statelesprivacy transformemustencodethe inputin someway; we as-
sumethat the outputis encodedusing the sameencoding.We also assumethat the
statelessransformeenjoys there-randomizeautputsproperty namelythatthe output
encodingfor eachoriginal outputbit is t-wiseindependengvengivenall encodingf
inputbits. Let usreferto the encodingof the stateles¢ransformemasE; (x), wheret is
the privacy thresholdof the statelessransformerandx is theinputbeingtransformed.
We represeneachmemorycell in C using the samerepresentationRelying on our
statelessransformelasa building block, a statefultransformef™ = (T¢; Ts) canpro-
ceedasfollows. Thememoryx of C is storedin C°%in encodedorm E 5 (x).2 COwill
work by consideringhetransformednemoryE »; (x) asaninputto the original circuit
C, whichis transformedisingthe stateles2t-privagy transformationWe alsomodify
C sothatthenext stateof thememoryis alwaysanoutput.Then,theseencodedutputs
arefed backinto memoryfor the next clock cycle. Theregularinputsandoutputsof C
areunprotectedandneednot be encodedThis completeghedescriptionof T¢.

A simulationargumentproving the correctnes®f this transformemroceedsrery
similarly to the statelessaseanalyzedabove. In fact, a sequencef invocationsof a
statefulcircuit may be unwoundinto a larger statelesircuit with anequialentfunc-
tionality. Here theinitial stateis viewedasahiddeninput,andthe nal stateasahidden
output. Thus,the securityproof for the statefulcaseessentiallyreducego that of the
statelessase . In the “unwound” circuit, the adversarycan corruptup to t wiresin
eachof the concatenatedircuits Q producedoy the statelessransformationThe sim-
ulation proof proceeds®xactly asbefore;the additionalcorruptionsdo not obstructthe
proof becauseof the re-randomizatiorproperty:the outputsof one Q aret-wise in-
dependentonditionedon all the valuesof theinputsto Q; thusin orderto provide a
full joint simulationof the entire unwoundcircuit, we needonly be ableto recover a
boundedsetof inputsfrom eachcomponent). To summarizeywe have shovn:

Theorem 2. Theee existsa perfectlyt-private statefulcircuit transformemwhich maps
any statefulcircuit C of sizen and depthd to a randomizedstateful circuit of size
O(nt?) anddepthO(dlogt).

5 Statistically Private Transformers

In this sectionwe obtainstatistically-priatetransformeravhich improve the previous
constructionsvhenthe privagy thresholdt is large. For the descriptionand analysis
of thesetransformersit is corvenientto rely on the following notion of average-case
security

De nition 1. A circuit transformerT = T(C; k) is saidto be (statistically) p-private
in the averagecaseif C°= T(C; k) is statisticallyprivate againstan advesarywhich
corruptsead wire in C°with independenprobability p. Thatis, thejoint distribution

9 Notethatthe useof 2t asathresholds critical, sincetheadversarycouldobseret bits of the
inputsto thememoryattheendof oneclock cycle, andthenanothett bits of theoutputsof the
memoryin the next clock cycle; in this way the adversarywould obsere 2t bits of the stateof
thememory

10 Onetechnicaldifferencebetweerthe two modelsis thatthe inputsandoutputsin the stateful
modelareknown to the adwersary However, thesevaluesaregivento the simulator“for free”
andcanthusbeeasilyincorporatednto the simulation.



of therandomsetof corruptedwiresandthe valuesobservedy the advesary canbe
simulateduptoak '@ statisticaldistance

We notethata p-adwersaryasaboveis roughlythesameasanadwersarythatcorrupts
a uniformly randomsubsetof pjCY wires in C° Intuitively, average-cas@rivagy in
this senseshouldbe easierto realizethanthe standardworst-casenotion of privagy.
Indeed,the circuit transformerfrom the previous sectionwith k additive shareqi.e.,
m = k) is perfectlyprivatewith respecto any adwersarycorruptingk=4 wiresin each
gadgetlt follows thatthe view of anadwersarycorruptingeachwire with probability;
say 1=(10k) canbeperfectlysimulatedexceptwith negligible failure probability. Thus,
we have:

Lemma 1. Thee existsa circuit transformerT (C; k) producinga circuit C° of size
0O(k?jCj), suhthatT is (1=k)-privatein the average case

In contrastachiesing worst-caseprivacy againsanadwersarycorrupting  (jC9%=k)
of the wires in C° appeargo be much harder;in particular the constructionsfrom
the previous sectionare very far from achieving this whenjCY k. The key idea
underlyingtheasymptotiamprovementsn this sectionis thefollowing reductionfrom
worst-cas@rivacy to average-casprivagy.

We startwith anefcient circuit transformefT guaranteeing-privacy in the aver-
agecase We thentransformits outputC°%= T (C; k) into alargercircuit C% whichin
a sensemay be viewed asa “sparse”implementatiorof C° The circuit COwill carry
outthe samecomputatiorperformedoy C°in essentiallythe sameway, but will effec-
tively utilize only a smallrandomsubsebf its wires; all remainingwiresof Cwill be
independenof theinputsandthusrenderediselesgo the adwersary We stresshatthe
subsetf usefulwiresin C°will only be determinedduring the invocationof C° and
will thereforebe independenbf the setof corruptedwires. Hence,for an appropriate
choiceof parametersthe (worst-casej}-privacy of COwill reduceto the average-case
p-privacy of C°.

Wewill describdwo distinctinstantiation®f theaboveapproachThe rst is some-
whatsimpler but incursan O(t) k°® multiplicative blowup to the circuit size (see
Remark1). Whent k, this alreadyprovidesan asymptoticimprovementover the
previous solutions,which incur an O(t?) overheadIn the secondconstructionwhich
is only sketchedn this abstractwe manageo avoid thedependencent by amortizing
it over multiple gates.

Bothinstantiationsnake useof sortingnetworksasabuilding block. A sortingnet-
work is a layeredcircuit from * integervaluedinput wiresto * integervaluedoutput
wires, which outputsits input sequencén a sortedorder The internalgatesin a sort-
ing network are of a very specialtype: eachsuchgate,called a comparatorhastwo
inputsandtwo outputsandreturnsits pair of inputsin a sortedorder The celebrated
AKS network [1] achievestheoptimalparametersf O(" log ") sizeandO(log ") depth.
However, in termsof practicalef ciency it is preferabldo usesimplersortingnetworks,
suchasBatchers [5], whoseslightly inferior asymptoticcompleity (O(" log? ) size
andO(log? ") depth)hidesmuchsmallerconstants.

A gate-by-gateapproach. Ourinitial constructiortransformshecircuit C°= T(C; k)
to a circuit C° as follows. With eachwire i of C° thereare wires of C? labeled



assumehat thesewires cancarry ternaryvaluesfrom the setf 0; 1; $g. The execution
of C%will maintainthe following invariantrelative to an executionof C if wire i of

in arandomposition(independentlyf other™ -tuples)andthevalue$ in theremaining

1 positions.This propertycanbe easilyinitialized at the inputslevel by appropri-
atelyde ning theinputencodenf C° Similarly, the outputdecodenf C° canbeeasily
obtainedfrom thatof C°,

It remainsto describehow to emulatea gateof C° while maintainingthe above
invariant. Supposehatv; = vi, V;,, i.e., thevalueof wire i in C°is obtainedby
applying somecommutatve booleanoperation™" to the valuesof wiresiq;i,. We
replacethis gatein C° with a 2" -input, “-outputgadgetin C° which rst routesthe
valuesvi, ; vi, to two randombut adjacentpositions,andthencombineshemto form
theoutput.Oneshouldbe careful,however, to implementthis computatiorsothateven
by observingntermediatevalues theadwersarywill notbeableto learnmorevaluesy;
thanit is entitledto. Suchanimplementatiorfor a gadgets givenbelow.

from therange[0; 2]. Foreachl j  °, usethevaluesvi,; ;Vi,; (of wires(i1;j)
and(iz;)) toformapair (key ; val ) suchthat:(1) key issettor; if vi,j = vi,;; = $
andto r otherwise|(2) vaj is setto $if bothv; ; ;vi,; are$, toabit valuebif oneof
Vi,j i Vi,;j isbandtheotheris$, andtob; by if vi,;; = by andvi,j = by.

SORTING. A sortingnetwork is appliedto the above "-tuple of pairsusingkey asthe

keyskey; .

POSTPROCESSING. The jth outputv;; is obtainedby looking at uj; Uj+1 ; Uj+2 : if
up;uj+1 8 $thenvij = U Uj+1,if U = Uj+2 = $anduj. 6 $thenvyj = Uj4,
andotherwisev;j = $.

Notethateachsuchgadgetanbeimplementedy acircuit of sizeO('k) anddepth
poly(log ™ + logk).

To completethe descriptionof C°, we describea (simpler) gadgetreplacingeach
randombit gatez in C° As in the gategadget,the randombit gadgethas™ inputs
and’ outputs.Thejth inputis arandombit z; . A randomselector 2 ['] is usedfor
determiningwhich z; will appeain the output.Speci cally, thej th outputis setto z;
if r = j andto $ otherwise The costof implementingthis gadgetis smallerthanthat
of the gategadgetHence the entirecircuit C° hassize O( "k n) anddepthcomparable
to thatof C° (upto polylogfactors).

We now establisttherelationbetweertheworst-casgrivacy of C°andtheaverage-
caseprivagy of C°,

Lemma 2. Supposehat CCis p-privatein the average case Thenthe circuit C° con-
structedwith * = O(t=p*), is statisticallyt-privatein theworst case

Proof sketch: It is corvenientto make the adwersaryslightly strongerby assuming
thatit mayactuallyprobet logical, ratherthanbooleanwires(i.e.,eachsuchwire may
containan integer, a ternarysymbol,or a bit). For eachcompromisedvire of C° the
adwersarycaneitherseesomerandomintegerr;, a $ symbol,or an actualvaluev; of



theith wire of C%1! In thelatter case we saythatv; hasbeenobservedLet S denote
the setof indicesi suchthatv; hasbeenobsened.NotethatS is a randomvariable,
wherethe probabilityis over the executionof C°.

We will arguethatfor any x edindex setSy, andfor * chosenasin thelemma,
wehavePr[Sy S] p'So. Thus,anadwersaryattackingary x edsetof t wiresin
CPis not betteroff thanan adversarycorruptingeachwire of C° independentlywith
probability p.

To malke this argument,we pick a subsetS; Sy suchthat: (1) jS1j  jSoj=4;
(2) eachvaluein S; is obsened with probability (at most) p*; and (3) the eventsof
observingdifferentvaluesin S; are independentThis will make the probability of
observingall valuesin S; atmost(p?)iSei=4 = piSol asrequired.

We pick S; to bea maximalmatchingin the subgraptof C°inducedby the wires
in Sp. Sincethe degreeof eachvertex in thisgraphis atmost4, we have jS1j  jSoj=4.
It remaingto shaw thatS; satis espropertieg2) and(3) above.

To prove (2) it sufces to shaw thatfor any xed wire of C the probabilitythatthis
wire containsa usefulvalue(i.e., contributesto S) is O(1="). (Property(2) would then
follow, sinceby taking the union over all t compromisedvires of C% the probability
of observinga value of C%is O(t=") p*.) This clearly holds for input wires, by
de nition of theinputencoderandis maintainedhroughall internalwiresin thecircuit
by a symmetryargument.(In the caseof gategadgetsthe argumentrelieson the fact
thateachval entryinsidea sortingnetwork containsone of the gadgets inputs, rather
thansomearbitrary combinationof theseinputs; dueto the randomnessf the sorting
keys, therandomnessf the positionsof the usefulentriesis maintained).

It remainsto arguethattheindependencproperty(3) holds.This follows from the
factthatnotwo wiresin S; areadjacento acommongatein C°andfrom thefactthat
eachgadgetn C°usesfreshrandomnesto shufe its entries. t

CombiningL,emma2 with Lemmal, we have:

Theorem 3. Thele existsa statisticallyt-private statelesgransformer(T; I'; O), suc
that T(C; k) transformsa circuit C of sizen to a circuit C° of sizen O(t) k°®
(wherk is a statisticalsecurityparameter) Thedepthof C%is the sameasthat of C,
up to polylog factors.

Remarkl. Throughoutthis section,we view k°® andpolylog(t) asbeingsmallin
comparisorio t, andthereforedo notattempto optimizetheexactdependencen such
factors.We notethat all occurrence®f k°@) in the compleity of our constructions
(e.g.,in Theorenm3) canbereplacedy polylog(k) while still satisfyingourasymptotic
notionof statisticalsecurity

Theabove constructionandin particularthe analysisof Lemma?2) crucially relies
ontheassumptiorithattheadwersarychoosesn advancewhicht wiresto corrupt,inde-
pendentlyof thevaluesit obseneswhile invoking C°. However, for usingthis construc-
tion in the statefulcasewe needa somevhatstrongersecurityguaranteelndeed since
theadwersaryis allowedto moveits t probesheforeeachinvocationbasednthevalues

11 |n fact, dependingn the exactimplementatiortheremay be wires of C° containinginforma-
tion on two valuesvi. We ignore this technicalityasit doesnot changethe analysisin ary
substantiaivay.



it obsenesin previousinvocations,t may graduallybuild moreand moreknowledge
aboutthe locationsof usefulvaluesin C°. To get aroundthis problemandguarantee
sufcient independencbetweendifferentinvocationsjt sufces to re-randomizesach
" -tuple of wiresrepresentinghe new contentof amemorycell by applyinga perfectly
t-privatecomputatiorof arandomcyclic shift. Usingourbasicconstructionthis canbe
doneusingO('t?) additionalgates Whenthesizeof thecircuit is muchlargerthanthe
numberof statesandt, theamortizedcostpergateof this randomizatiorstepis small.
Theabove discussionis captureddy thefollowing theorem.

Theorem4. Thereexistsa statisticallyt-privatestatefuttransformerT, sudthat T(C; k)
mapsa circuit C of sizen with s memorycellsto a circuit C0of sizeO(nt + st®) kOW
Thedepthof CPis the sameasthat of C, up to polylog factors.

Amortizing the costover multiple gates. The previous constructionis redundantn

the sensehatit usesa separateggadget,of size (t), for eachgatein the circuit. We

briey sketcha modi cation of this constructionwhich amortizesthe additionalcost
over multiple gates,effectively eliminating the dependencen t. For the description
andanalysisof this constructionjt is corvenientto assumehatthe circuit is layered
(seeSection?2), andusethe following modi ed notion of average-caseecurityfor the
layeredcase.

De nition 2. LetT = T(C;k) bea layeredcircuit transformerproducinga layered
circuit C%of widthw. Then, T is saidto be (statistically)p-secue in the average case
if CO= T(C;k) is statisticallysecue againstan advesarywhich corruptsa random
subsebf pw wiresin ead layer of C°.

As before,we will usean average-case-secureC® to build a worst-case-secure
CO. However, insteadof representingachwire of C° by an "-tuple of wires, we will
now representin entirelayer of C° by a correspondindayerin C° consistingof * =
max(w; t=p) wires. Thesewireswill containarandompermutatiorof thew valuesof
CY%in * randompositionsandthe symbol$ in all other positions.Note that typically
w > t=p, in which casethereareno useless$ entriesin this list. However, the above
choiceof ° guaranteeshat by looking at ary x ed setof t positionsin the list the
adwersarywill obsene arandomsubsetontainingat mosta p-fractionof the values.

Eachvalueof CPis representedy a pair containingits index andits value. This
representatiomaturally de nes the input encoderand output decoder It remainsto
shav how the above representatioican be maintainedbetweensubsequentayers.As
before,we alsoneedto ensurethat eachintermediatelevel in the computationof C°
containsa randompermutationof the useful values,wherethe randomnes®f these
permutationds independenfor levels that are sufciently far apart.To achieve this,
we usean " -input, *-outputgadgetvhoseinputsrepresenthej th level wiresin C%and
whoseoutputsrepresenthe(j + 1)thlevel wires.Thehigh-levelideais asbefore except
thatwe now needto jointly routew=2 pairsof wiresto randomadjacenpositions,and
thencombineeachpairin theright way.

Usingthis approachye canobtainthefollowing theorem:

Theorem5. Thele existsa statisticallyt-secue statelesgransformer(T; I; O), suc
that T(C; k) transformsa layered circuit C of width w and depthd to a circuit C° of
width O(maxw;t) k°® anddepthd polylog(w; t; k).

An analogousheorenfor the statefulmodelcanbederivedsimilarly to Theorem.



6 A PRG secure againstprobing attacks

Next, we will shav how to build a deterministic statefulcircuit thatwill producepseu-
dorandomputputandremainsecuresvenin the presencef probingattacksIn essence,
we will bebuilding a PRGthatresistsprobingattacks Becausehe resultingcircuit is
deterministicthisis helpful if truerandomnessg expensve.

Thebasicconstructioris asfollows.Let G : f0;1g ! f0;1g?"*Y) * beaPRG.
Wewill build adeterministicstatefulcircuit C9s3] with (2t + 1) bitsof internalmem-
ory, noinputs,and  bits of output.C9s8] will beunderstoodisa secureranslationof
theO-input -outputstatelessandomizecircuit C whoseoutputsareeachfed by a dif-
ferentrandom-bitgate. Theinitial randomseedsg will be choseruniformly atrandom,
andthe behavior of the circuit C9s3] on ary oneinvocationis de ned asfollows:

2.Setu := G(s?) G(s?*1). De ne s%y by parsingu asu = (s%y).
3. Replacethe currentstateof the memorycellswith s°, andoutputy.

It is crucial that the circuit C9s§] contain2t + 1 disjoint copiesof G, executingin
paralleland sharingno wires or gates.Our constructionis relatedto the methodfor
distributedpseudorandomneggneratiorwith proactive securityfrom [10]. For lack of
spacethe proof of Theoremg is omittedhere.

Theorem6. If G is a secue PRG,thenthestatefuldeterministiccircuit C s3] de ned
aboveis a computationallyt-private transformatiorof the circuit C de nedabove

Application: eliminating randomnessgates. Oneapplicationfor our PRGconstruc-
tion is in eliminatingrandomnes#or the statefulcircuit transformernf Section4. Our
basicsolutionfor the statelessnodel,asdescribeckarlier, relieson the useof random
bit gateswithin thetransformectircuit T (C). An appealingconsequencef our probe-
resistanPRGis thatit allowsto dispensevith on-linerandomnesgenerationaninitial

randomseedcanbe codedinto theinitial stateby T and(deterministically)refreshed”
at eachinvocationof thecircuit.

Suppos®urtransformectircuit T (C) uses random-bitgatesLetC, beastateless
randomizectircuit consistingof independentandom-bitgates eachconnectedo a
differentoutputof C,. If C2[sJ] is ary deterministicstatefulcircuit that is a secure
translationof C;, thenwe canreplacethe random-bitgatesof T (C) with the probe-
resistantPRG C?[sJ]. For instancethe deterministic statefulPRG of Theoremé will
do the job nicely. In this way, we canderandomizeC® andobtainan ef cient stateful,
deterministiccircuit thatis computationallyt-privateandnot too muchlargerthanthe
original circuit.

7 Concluding Remarks

We havedevelopeaheoreticafoundationdor theproblemof securinchardwareagainst
sidechannehttacks andinitiated a systematicstudyof this problemwithin our frame-
work. In thisinitial studywe restrictedour attentionto sidechannelghatcanbe mod-

elled by probing attacks,.e. whoseinformationleakagedependn a limited number
of physicalwires.It would beinterestingo extendourframewvork andresultsto awider

classof realisticattacksA stepin thisdirectionis takenby Micali andReyzin [28], who

putforwardavery generaimodelfor sidechannehttacks.



Another naturalextensionof the problemstudiedin this work is to allowing ad-

ditional protectionagainstfault attacks[7, 26]. Similarly to our problem,solutionsto
this moregeneralbproblemcanbe basedn existing protocolsfrom the MPC literature.
However, eventhe mostef cient of these(e.qg.,[22]) arestill quite inef cient to im-
plementon hardware.Obtainingbettersolutionsin this setting,possiblyunderrelaxed
notionsof security remainsaninterestingchallenge.
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A Relation with Secure Multi-P arty Computation

The problemstudiedin this paperis closely relatedto the problemof securemulti-
partycomputationlMPC), introducedand rst studiedin [38,19,6,12] andextensiely
studiedthereafterWe begin by explainingtherelationbetweerthe problemsandthen
highlight someimportantdifferences.

THE MPC MODEL. In the mostbasicsettingfor secureMPC, n partiesareconnected
by a completenetwork of point-to-pointchannelsinitially, eachparty holds a local
inputandanindependentandominput. The parties'goalis to evaluatesomepublicly
known functionf of their inputs while hiding their inputs from eachother To this
end,they interactvia a prescribedprotocol. The protocolproceedsn round,whereat
eachroundeachparty may senda messagéo every otherparty basedon its input, its
randominput, and messageseceved in previous rounds.The protocolterminatesat
somepredeterminedound,in which all partiesshouldoutputthe correctvalueof f . A
protocolasaboveis saidto bet-privateif for any setT of at mostt partiesthe entire
view of T (consistingof their inputs, randominputs, andreceved messagesjeveals
no moreinformationaboutthe otherparties'inputsthanwhat follows from their own
inputsandthevalueof f . Notethatthelatterinformationcapturesvhatmustinevitably



be learned.To bettercorrespondo our circuit model, it is corvenientto considera
slightly modi ed MPC modelin which eachof the n inputsis initially secret-shared
amongthe parties(say usingn out of n additive sharing),andthe outputproducedy
the protocolis alsosecret-shareth a similar fashion.This allows to realizea stronger
andsimplerprivagy requirementevery collusionof t playerslearnsnothingfrom their
interactionwith theremainingplayers.

RELATION TO PRIVATE CIRCUITS. To illustratethe relationbetweenthe MPC model
and our circuit model, we focus on the statelessaseand ignore someunimportant
technicalitiesFirst, we shav thatary t-privateprotocolcorresponds$o somet-private
circuit computingthe samefunction. Considerthe following “hardware implementa-
tion” of ann-partyprotocolasabove. In eachroundof interaction,eachplayer'slocal
computatioris implementedy a separatesub-circuit. Whenthe playersinteract,each
messagéit is translatednto a wire connectingthe correspondingub-circuits.Note
that the t-privagy of the protocol guarantees-privagy alsoin the circuit model. In-
deed,if anadwersarycanviolate the circuit's privacgy by probingt wires, thenit could
have alsoviolatedthe protocol's privacy by corruptingsomet playerswho “own” these
wires!? The converserelationalsoholds.Supposéhatwe aregivena t-privatecircuit
computingthefunctionf wherethefan-inof eachgateis at most2. We usethe circuit
to de ne a protocol,in which eachgateis owned by a distinct player The circuit is
evaluatedby the playersin a bottom-upfashion,startingwith the encodednputsand
endingwith anencodedutput,wherefor eachwire a messagés sentfrom its source
playerto its destinatiorplayers,andfor eachgatea local computationis performedby
the correspondinglayer It is not hardto seethatif the circuit is 2t-private,thenthe
correspondingprotocolis t-private.Indeed,a protocol-adersarycorruptingt players
learnscontentof at most2t wiresin thecircuit.

In light of the above, onemight expectto obtainthe bestsolutionsto our problem
via ef cient hardwareimplementationsf state-of-the-amrotocolsfrom the MPC liter-
ature.However, thisis not really the case For instancethe BGW protocol[6] (aswell
assubsequenbptimizations[17,13]) requireseachplayerto evaluatea degreet poly-
nomialon (t) pointsfor eachgateof the circuit being evaluated.Consequentlythe
statelesgircuit transformeithat canbe derived from this protocolis signi cantly less
ef cient thanour transformer This stateof affairs stemsfrom somemajordifferences
in the underlyingoptimizationgoals.First, the MPC literatureputsmuchemphasisn
toleratinga constanfractionof corruptedplayerswhereasn our settingthe numberof
corruptionds viewedasbeingindependentf thenumberof “players” (in particularwe
arewilling to settlefor toleratinga minisculefractionof corruptions) Secondthe MPC
settingtypically views the communicatiorcompleity andthe round compleity asthe
mostimportantresourceso optimize,placingthetime compleity only asathird-order
optimizationgoal.In contrastthe mainoptimizationcriterionin our caseis the sizeof
acircuit, whichroughly (but not exactly) correspondso thetime compleity of theun-
derlyingprotocol.Finally, our main(stateful)modelis quitenonstandarérom theMPC
pointof view, asit involvesextraingredientsuchasaone-timetrustedprecomputation
(via thecircuit transformer)amobile adwersary(asin [29, 10]), andon-lineinputsand
outputs(asin [31,8]). To conclude the problemwe areposingis quite differentfrom
thatof implementingstandardviPC protocolsat the hardwarelevel.

12 Notethata wire correspondingo a messageit is ownedby morethanoneplayer



