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Abstract. Canyouguaranteesecrecy evenif anadversarycaneavesdroponyour
brain?We considerthe problemof protectingprivacy in circuits, when faced
with anadversarythatcanaccessa boundednumberof wiresin thecircuit. This
questionis motivatedby sidechannelattacks,which allow anadversaryto gain
partialaccessto theinnerworkingsof hardware.Recentwork hasshown thatside
channelattacksposeaseriousthreatto cryptosystemsimplementedin embedded
devices. In this paper, we develop theoreticalfoundationsfor securityagainst
sidechannels.In particular, we proposeseveralef�cient techniquesfor building
privatecircuitsresistingthis typeof attacks.Weinitiateasystematicstudyof the
complexity of suchprivatecircuits,andin contrastto mostprior work in thisarea
provide a formal threatmodelandgive proofsof securityfor ourconstructions.

Keywords:cryptanalysis,sidechannelattacks,provablesecurity, securemulti-party
computation,circuit complexity.

1 Intr oduction

This paperconcernsthe following fascinatingquestion:Is it possibleto maintainse-
crecy evenif anadversarycaneavesdropon your brain?A bit moreprecisely, canwe
guaranteeprivacy whenoneof the basicassumptionsof cryptographybreaksdown,
namely, whentheadversarycangainaccessto theinsidesof thehardwarethatis mak-
ing useof our secrets?We formalize this questionin termsof protectingprivacy in
circuits, whereanadversarycanaccessa boundednumberof wires in thecircuit. We
initiate the studyof this problemandpresentseveral ef�cient techniquesfor achiev-
ing this new typeof privacy. Beforedescribingthemodelandour contribution in more
detail,we motivatetheproblemby providing somenecessarybackground.

1.1 Background

Our understandingof cryptographyhasmadetremendousstridesin thepastthreede-
cades,fueledin large part by the successof analysis-andproof-drivendesign.Most
suchwork hasanalyzedalgorithms,not implementations:typically one thinks of a
cryptosystemasa blackbox implementingsomemathematicalfunctionandimplicitly
assumesthe implementationfaithfully outputswhat the function would (andnothing
else).However, in practiceimplementationsare not always a true black box: partial
informationaboutinternalcomputationscanbeleaked(eitherdirectly or throughside-
channels), andthismayput securityat risk.

This differencebetweenimplementationsandalgorithmshasled to successfulat-
tackson many cryptographicimplementations,even wherethe underlyingalgorithm
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wasquitesound.For instance,thepower consumedduringanencryptionoperationor
thetime it takesfor theoperationto completecanleakinformationaboutintermediate
valuesduring thecomputation[25,26], andthis hasled to practicalattackson smart-
cards.Electromagneticradiation[33,16,34], compromisingemanations[36], crosstalk
onto the power line [37,35], returnsignalsobtainedby illuminating electronicequip-
ment[3,35], magnetic�elds [32], cachehit ratios[24,30], andevensoundsgivenoff
by rotormachines[23] cansimilarly givetheattackerawindow of visibility on internal
valuescalculatedduringthecomputation.Also of interestis theprobingattack, where
theattacker placesa metalneedleon a wire of interestandreadsoff thevaluecarried
alongthatwire duringthesmartcard'scomputation[2]. In general,sidechannelattacks
haveprovento bea signi�cant threatto thesecurityof embeddeddevices.

Thefailureof proof-drivencryptographyto anticipatetheseriskscomesfrom anim-
plicit assumptionin many1 currentlyacceptedde�nitions in theoreticalcryptography,
namely, the secrecyassumption. The secrecy assumptionstatesthat legitimatepartic-
ipantsin a cryptographiccomputationcankeepintermediatevaluesandkey material
secretduringa local computation.For instance,by modelinga chosen-plaintext attack
on theencryptionschemeE asanalgorithmAE k with oracleaccessto Ek , we implic-
itly assumethat thedevice implementingEk outputsonly Ek (x) on input x, anddoes
not leakanything elseaboutthecomputationof Ek (x). Thusthe`StandardModel' in
theoreticalcryptographyoftentakesthesecrecy assumptionfor granted,but aswehave
seen,therearea bevy of waysthatthesecrecy assumptioncanfail in realsystems.

Onepossiblereactionis to studyimplementationtechniquesthatensurethesecrecy
assumptionwill always hold. For instance,we can consideraddinglarge capacitors
to hide the power consumption,switch to dual-rail logic so that power consumption
will beindependentof thedata,shieldthedevice in a tamper-resistantFaradaycageto
prevent informationleakagethroughRF emanations,andso on. Many suchhardware
countermeasureshave beenproposedin the literature.However, a limitation of such
approachesis that, generallyspeaking,eachsuchcountermeasuremust be specially
tailoredfor the setof sidechannelsit is intendedto defeat,andonecanonly plan a
defenseif oneknows in advancewhat sidechannelsan attacker might try to exploit.
Consequently, if the designercannotpredict all possibleways in which information
might leak,hardwarecountermeasurescannotbecountedon to defendreliably against
sidechannelattacks.

This leaves reasonto be concernedthat hardware countermeasuresmay not be
enoughon their own to guaranteesecurity. If the attacker discovers a new classof
sidechannelattacksnot anticipatedby thesystemdesigner, all betsareoff. Giventhe
wide varietyof sidechannelattacksthathave beendiscoveredup till now, this seems
like a signi�cant risk: As a generalrule of thumb,wherever threeor four suchvulner-
abilities areknown, it would be prudentto assumethat theremay be another, similar
but unknown vulnerability lurking in thewingswaiting to bediscovered.In particular,
it is hardto predictwhatothertypesof sidechannelpitfalls might bediscoveredin the
future,andasa result,it is hardto gaincon�dencethatany givenimplementationwill
befreeof sidechannels.This is a“risk of theunknown”, ratherthanaknown risk2, and
risksof theunknown aretheworstkind of risks to assume.Consequently, thesecrecy

1 Thisimplicit assumptionis de�nitely notuniversal.For instance,the�eld of securemulti-party
computationasksfor securityevenwhensomepartiescanbecorruptedor observed.

2 WethankMark Miller for introducingusto this turn of phrase.



assumptionseemsoptimistic,andwe submitthat hardwarecountermeasuresmay not
bethe�nal answer.

A differentpossibleresponseis to designalgorithmsthat,whenimplemented,will
be inherentlyrobust againstside channelattacks.For instance,DaemenandRijmen
proposedreplacingeachwire of a circuit by two wires, onecarryingthe original bit
and the other its complement[15]; Messergesproposed“data masking”,whereeach
valueis split into two sharesusinga2-out-of-2secretsharingscheme[27]; Goubinand
Patarin suggesteda “duplication” methodbasedon similar methods[21]; and many
otherproposalscanbe found in the literature.However, noneof thoseschemeshave
beenproven secure,and unsurprisingly, somehave sincebeenbroken [11,14]. This
experiencesuggeststhat the �eld needsto beput on solid theoreticalfoundations.For
obvious reasons,we would prefera principledapproachthat hasbeenproven secure
overanad-hoccountermeasure.

1.2 Our Contrib ution

In thispaper, we takeon this challenge.Working in thecontext of Booleancircuits,we
show how to implementcryptosystems(or any algorithm)in awaythatcantoleratethe
presenceof a largeclassof sidechannelattackswithout lossof security. In particular,
we show how to transformany circuit implementingsomecryptographicalgorithm
into another, largercircuit that implementsthesamefunctionalitybut thatwill remain
secureeven if the attacker canobserve up to any t internalbits producedduring the
computationwithin oneclock cycle.

As a result,our constructionsprovide a genericdefenseagainstprobing attacks.
They aregenericin thesensethatwe defendagainsta largeclassof attacks.To defend
againstinformationleakage,we do not needto know how theinformationmight leak;
rather, we only needto predicthow muchinformationmight leakor at what rate.Our
constructionsarealsogenericin the sensethat they apply to any cryptosystemof in-
terest:ratherthantrying to securejust, say, AES encryption,we show thatany circuit
whatsoevercanbemaderobustagainstprobingattacks.

Also, we emphasizethatour constructionsareprovably secure.We developa for-
malmodelof theadversary, proposede�nitions of securityagainstprobingattacks,and
prove thatour constructionsmeetthesede�nitions. This putsthe �eld on a principled
theoreticalfootingandremovesfearsthatour proposalsmight bebrokenby cryptanal-
ysis.

OUR MODEL . Ideally, we would like to achieve securityagainstan all-powerful at-
tacker, i.e. onethatcanobserveevery internalvalueproducedduringthecomputation.
However, this taskis generallyimpossibleto achieve, asfollows from the impossibil-
ity of obfuscation[4]. Instead,we settlefor achieving securityagainstadversariesthat
arelimited in their power to observe thecomputation.Therearemany wayswe could
considerlimiting theadversary, but in thispaperwechooseasimplemetric:a t-limited
adversaryis onethat canobserve at most t wires of the circuit within a certaintime
period(suchasduringoneclock cycle).3 We believe this is a reasonablerestriction,as
mostsidechannelsgive the attacker only partial informationaboutthe computation.
In particular, in probingattacksthecostof micro-probingequipmentis directly related
to the numberof needlesonecanmanipulateat onetime—astationwith � ve probes

3 By default, we allow theadversaryto adaptively move its t probesbetweentime periods,but
notwithin a time period.SeeSection2 for moredetails.



Appliesto Privacy type Size Sec.Comments

any circuit perfect O(nt 2 ) x4 ourbasicscheme
PRGcircuits computationalO(nt ) x6 only appliesto pseudorandomgenerators

any circuit computationalO(nt 2 ) + ~O(t3) x6 derandomizedversionof basicscheme
any circuit statistical ~O(nt ) x5
any circuit statistical ~O((w + t)d) x5 layeredcircuit of width w anddepthd

Table 1. A summaryof our main results.Heren denotesthe sizeof the original circuit andt
thenumberof adversarialprobeswe wish to tolerate.All usesof O() notationhide small con-
stants.We use ~O() to hidelargeconstants,polylogarithmicfactors,or polynomialsin a security
parameter.

is considerablymoreexpensive thanonewith only a singleprobe—andsoanattacker
is limited in thenumberof wires thatcanbeobservedat any onetime. Consequently,
the valuet is a goodmeasureof the costof a probingattack.We refer the readerto
Section2 for a moredetailed treatmentof themodel,in particularfor theusefulcase
of statefulcircuitswhichcarrystateinformationfrom oneinvocationto thenext.

Our modelcanbe comparedto that of Chari,et al., who took a �rst stepby ana-
lyzing k-out-of-k secretsharingin a modelwheretheattacker canobtaina noisyview
of all circuit elements[11], with applicationsto securityagainstpower analysis.That
work, however, did not provide securityagainstprobingattacksor othersidechannels
wheretheattackercanview any t wiresof hischoosing,andourconstructionsarequite
differentfrom theirs.Also of relevanceareworkson exposure-resilientfunctionsand
all-or-nothingtransforms(e.g.[9]), whichattemptto ef�ciently securestorage(but not
computation)againstprobingattacks,andwork on obliviousRAM (cf. [20]) aimedat
protectingsoftware by hiding theaccesspatternof a (trusted)CPU.

MPC ON SIL ICON? Thereis aninterestingrelationbetweentheproblemwe studyand
that of securemulti-party computation(MPC). In somesense,our contribution may
beviewedasa novel applicationof MPC techniquesto thedesignof securehardware.
We would like to stress,however, thatour focusandgoalsarequitedifferentfrom the
traditionalonesin the MPC literature,andthat our main resultsarenot derived from
state-of-the-artresultsin this area.We refer the readerto AppendixA for a detailed
discussionof therelationbetweenourproblemandtheMPCproblem.

OUR RESULTS. Our basicresultsareasfollows.We show thatany circuit with n gates
canbetransformedinto acircuit of sizeO(nt 2) thatis perfectlysecureagainstall prob-
ing attacksleakingup to t bits at a time (seeSection4). This generaltransformation
increasescircuit sizeby a factorof O(t2), but for somespeci�c cryptosystemswe can
dobetter. For PRG's,wecan�nd constructionsthatyield anO(nt ) transformedcircuit
size,ratherthanO(nt 2) (Section6). Finally, wepresentstatisticallyprivatetransforma-
tionswhich signi�cantly improve theasymptoticef�ciency of previousconstructions,
but whoseconcreteef�ciency becomesbetteronly whent is quite large.SeeTable1
for a summaryof themainresults.Additional results,suchasa tradingcircuit sizefor
increasedlatency, will beincludedin thefull versionof this paper.

We do not know how practicalour constructionswill be.However, our resultsal-
readyshow that thecostof securityis not too high. Sincemany cryptosystemscanbe



implementedquiteef�ciently in hardware(e.g.,n � 103 or 104 gates),andsinceour
useof big-O() notationtypically doesnot hide any large constants,it seemsthat se-
curity usingour techniquesis within the reachof modernsystems.We leave a more
thoroughperformanceanalysisto others.

2 De�nitions

Cir cuits. We will examineprobingattacksin the settingof Booleancircuits. A de-
terministiccircuit C is a directedacyclic graphwhoseverticesareBooleangatesand
whoseedgesarewires.We will assumewithout lossof generalitythatevery gatehas
fan-inatmost2 andfan-outatmost3. A randomizedcircuit is acircuit augmentedwith
random-bitgates.A random-bitgateis a gatewith fan-in0 thatproducesa randombit
andsendsit alongits outputwire; the bit is selecteduniformly andindependentlyof
everythingelseafreshfor eachinvocationof thecircuit.

Thesizeof acircuit (usuallydenotedby n) is de�ned asthenumberof gatesandits
depthis the lengthof the longestpathfrom an input to anoutput.We will sometimes
considera width-w depth-d layered circuit, wherethe underlyinggraphis a depth-d
layeredgraphwith at mostw wiresconnectingtwo adjacentlayers.

A statefulcircuit is a circuit augmentedwith memorycells. A memorycell is a
statefulgatewith fan-in1: onany invocationof thecircuit, it outputsthepreviousinput
to the gate,andstoresthe currentinput for the next invocation.Thus,memorycells
act asdelayelements.We extendtheusualde�nition of a circuit by allowing stateful
circuitsto possiblycontaincycles,solongaseverycycle traversesat leastonememory
cell. When specifyinga statefulcircuit, we must also specifyan initial statefor the
memorycells.WhenC denotesa circuit with memorycellsands0 an initial statefor
the memorycells, we write C[s0] for the circuit C with memorycells initially �lled
with s0. Statefulcircuits canalsohave external input andoutputwires.For instance,
in an AES circuit the internalmemorycells containthe secretkey, the input wires a
plaintext, andtheoutputwiresproducethecorrespondingciphertext.

We de�ne two distinctnotionsof security, for statelessandstatefulcircuits.While
we view thestatefulmodelasmoreinterestingfrom an applicationpoint of view, the
statelessmodelis somewhatcleanerandsolutionsfor this modelareusedasthebasis
for solutionsfor thestatefulmodel.

Privacyfor stateful circuits. LetT beanef�ciently computablerandomizedalgorithm
mappinga(stateful)circuitC alongwith aninitial states0 to a(stateful)circuit C0along
with an initial states0

0. We saythat T is a t-private statefultransformerif it satis�es
soundnessandprivacy, de�ned asfollows:

SOUNDNESS. The input-outputfunctionalityof C initialized with s0 is indistinguish-
ablefrom thatof C0 initializedwith s0

0. Thisshouldholdfor any sequenceof invocations
on anarbitrarysequenceof inputs.In otherwords,C[s0] andC0[s0

0] areindistinguish-
ableto aninteractivedistinguisher.

PRIVACY. WerequirethatC0beprivateagainstat-limitedinteractiveadversary. Specif-
ically, theadversaryis givenaccessto C0 initialized with s0

0 asits internalstate.Then,
theadversarymay invoke C0 multiple times,adaptively choosingthe inputsbasedon
theobservedoutputs.Prior to eachinvocation,theadversarymay�x anarbitrarysetof
t internalwiresto which it will gainaccessin thatinvocation.We stressthatwhile this



choicemay be adaptive betweeninvocations,i.e., may dependon the outputsandon
wire valuesobservedin previousinvocations,theadversaryis assumedto betoo slow
to move its probeswhile the valuespropagatethroughthe circuit.4 To de�ne privacy
againstsucha t-limited adversary, we requirethe existenceof a simulatorwhich can
simulatetheadversary'sview usingonly a black-boxaccessto C0, i.e.,without having
accessto any internalwires.5

Note that randomizationis vital for stateful transformers,for otherwiseit is im-
possibleto hide the initial statefrom theadversary. However, apartfrom the (trusted)
randomizedinitialization, thecircuit C0 maybedeterministic.

Wedistinguishbetweenthreetypesof transformers:perfect,statistical,andcompu-
tational, correspondingto thequality of indistinguishabilityin thesoundnessrequire-
mentandthe type of emulationprovidedby the simulator. For the latter two typesof
security, we assumethatT is alsogivena securityparameterk in termsof which the
indistinguishabilityis de�ned andthecomplexity of T is measured.

Privacyfor statelesscircuits. In contrastto thestatefulcase,whereinputsandoutputs
areconsideredpublicandit is only theinternalstatethatis hidden,privacy for stateless
circuitsshouldkeepboth inputsandoutputshiddenin every invocation.To make this
possible,weallow theuseof a randomizedinputencoderI andanoutputdecoderO, a
pair of circuitswhoseinternalwirescannotbeprobedby theadversary. Both I andO
shouldbe independentof thecircuit C beingtransformed,andwill typically requirea
smallnumberof gatesto compute.Thus,they maybethoughtof asbeingimplemented
by expensive tamper-resistanthardware components.A private statelesstransformer
cannow bede�ned similarly to thestatefulcase.

LetT beanef�ciently computabledeterministicfunctionmappingastatelesscircuit
C to a statelesscircuit C0, andlet I ; O beasabove.We saythat(T; I ; O) is a t-private
statelesstransformerif it satis�essoundnessandprivacy, de�ned asfollows:

SOUNDNESS. Theinput-outputfunctionalityof O� C0� I (i.e.,theiteratedapplicationof
I ; C0; O in thatorder)is indistinguishablefrom thatof C. Notethatin thedeterministic
casethis impliesfunctionalequivalence.

PRIVACY. Werequirethattheview of any t-limited adversary, whichattacksO � C0� I
by probingat mostt wires in C0, canbesimulatedfrom scratch,i.e. without accessto
any wire in thecircuit. As in thestatefulcase,theidentityof theprobedwireshasto be
chosenin advanceby theadversary.

3 Perfect Privacy for StatelessCir cuits

In this sectionwe presentour �rst constructionfor protectingprivacy in statelesscir-
cuits.In thenext sectionwewill show how to usethisto achieveprotectionfor themore
usefulmodelof statefulcircuits,wherethecontentsof memoryareto beprotected.

Similarly to interactive protocolsfor securemulti-partycomputation(e.g.,[6, 19]),
our constructionmakesuseof a simplesecret-sharingscheme.The new twist in the

4 Mostof ourconstructionsarein factsecureevenagainstafully adaptiveadversary, thatcanalso
move its probeswithin aninvocation,aslong asthetotal numberof probesin eachinvocation
doesnot exceedt.

5 In a casewhere C is randomized,theadversary's view shouldbesimulatedjointly with the
circuit'soutputs.This is necessaryto captureinformationlearnedabouttheoutputs.



circuit settingis that theatomicunit of informationobservableby theadversaryis any
intermediatecomputationratherthananentirepartyin theprotocolsetting.Weachieve
our result througha carefulchoiceof intermediatecomputations,which allows us to
obtainprivacy without losingef�ciency. Theconstantsinvolvedin theresultwepresent
herearequitesmall,andthisconstructionmaybeof practicalvalue.We now establish:

Theorem1. Thereexistsa perfectlyt-privatestatelesstransformer(T; I ; O) such that
T mapsanystatelesscircuit C of sizen anddepthd to a randomizedstatelesscircuit
of sizeO(nt 2) anddepthO(d log t).

Proof. For simplicity, wefocuson thecasethatC is deterministic.Westartby describ-
ing theconstructionof thetransformer(T; I ; O). Let6 m = 2t.

INPUT ENCODER I : Eachbinary input x is mappedto m + 1 binaryvalues:First, m
randombinaryvaluesr 1; : : : ; rm arechosenusingm random-bitgates.Theencoding
is thenthesem randomvaluestogetherwith r m +1 = x � r1 � � � � � rm . Thecircuit I
computestheencodingof eachinput bit independentlyin this way.

OUTPUT DECODER O: Correspondingto eachoutput bit of C will be m + 1 bits
y1; : : : ; ym +1 producedby T(C). Theassociatedoutputbit of C computedby O will
bey1 � � � � � ym +1 .

CIRCUIT TRANSFORMER T : Assumewithout lossof generalitythatthecircuit C con-
sistsof only NOT andAND gates.We will constructa transformedcircuit C0, main-
taining the invariantthat correspondingto eachwire in C will be m + 1 wires in C0

carryinganadditive m + 1 out of m + 1 secretsharingof thevalueon thatwire of C.
Thecircuit C0 is obtainedby transformingthegatesof C asfollows.

For aNOT gateactingonawire w, wemerelytake them + 1 wiresw1; : : : ; wm +1
associatedwith w in C0, andputaNOT gateonw1.

Consideran AND gatein C with inputs a; b and output c. In C0, we will have
correspondingwires a1; : : : ; am +1 and b1; : : : ; bm +1 . Recall that a =

P
i ai mod 2

andb =
P

i bi mod 2. Thus c = (a AND b) =
P

i;j ai bj mod 2. The dif�culty is
in computingsharesof c by groupingtogetherelementsfrom thesummationso that t
intermediatevaluesdonotrevealany informationto theadversary. Wenow describeour
techniquefor doingso:In thetransformationof thisgate,we�rst computeintermediate
valueszi;j for i 6= j . For each1 � i < j � m + 1, we introducea random-bitgate
producinga randombit zi;j . Thenwe computezj;i = (zi;j � ai bj ) � aj bi . Note that
individually eachzi;j is distributeduniformly, but any pair zi;j andzj;i dependon ai ,
aj , bi , andbj . Now, wecomputetheoutputbitsc1; : : : ; cm in C0 of thisAND gatein C
as

ci = ai bi �
M

j 6= i

zi;j :

In this way, eachAND gatein C is expandedto a “gadget”of O(m2) gatesin C0,
and the gadgetsin C0 are connectedin the sameway that the AND gatesof C are
connected.Theresultingcircuit, call it C0, is thetransformedversionof C producedby
T: i.e., wede�ne T(C) = C0, with C0 asabove.This completesthedescriptionof T .

6 Notethat thereis a way to slightly modify this constructionwhich requiresm = t insteadof
m = 2t. Seebelow.



Clearly, thisconstructionpreservesthefunctionalityof theoriginalcircuit.To prove
t-privacy, we mustshow how to simulatethe view of the t-limited adversarywithout
knowing theinput valuesfor C. Thesimulationwill proceedby runningtheadversary,
andproviding it with answersto its t queries.We will show that the distribution of
answersour simulationprovides is identical to the distribution the adversarywould
obtainin a realattackonC0.

Thesimplestdescriptionof thesimulatoris just this: Answerall adversaryqueries
basedon the evaluationof the circuit C0 when fed uniform and independentbits as
input. In order to prove that this simulationworks,we give a differentdescriptionof
thesimulator. We �rst describethesimulatorfor acircuit C consistingof asingleAND
gate,andthenextendtheproofandsimulationto thegeneralcase.

SIMULATION FOR A SINGLE GATE. Let C0 bethetransformedcircuit, consistingof a
singlegadget,with input wires f ai g andf bi g, andoutputsf ci g. Recall that in a true
evaluationof C0, theai 'sandbi 'sareadditivesecretshareswith thepropertythatany m
sharesfrom theai 's aredistributedasuniform independentrandombits, andsimilarly
for thebi 's.We will arguethata perfectsimulationof theadversary'squeryresponses
is possiblebasedon knowledgeof m or fewer sharesfrom theai 's andthebi 's.Since
sucha collectionof sharesis distributeduniformly, thiswill establishour result.

Supposean adversarycorruptswires w1; : : : ; wt in C0. We will de�ne a set I �
[m + 1] of indicessuchthat the joint distribution of valuesassignedto the wires wh

(for any speci�c inputsa andbto theoriginalcircuit C) canbeperfectlyandef�ciently
simulatedgiventhevaluesof aj I := (ai ) i 2 I andbjI . As mentionedabove, thevalues
ajI andbjI , in turn, canbe perfectlysimulatedby picking themuniformly andinde-
pendentlyat random,aslong asjI j � m. Hence,it suf�ces to describea procedurefor
constructingthesetI andsimulatingthevaluesof thet corruptedwireswh givenaj I
andbjI . We describesuchaprocedurenow.

1. Initially, I is emptyandall wh areunassigned.
2. For every wire wh of theform ai ; bi ; ai bi ; zi;j (for any i 6= j ), or a sumof values

of theaboveform (includingci asa specialcase),addi to I . Notethatthis covers
all wiresin C0exceptfor wirescorrespondingto ai bj or zi;j � ai bj for somei 6= j .
For suchwires,addbothi andj to I .7

3. Now that thesetI hasbeendetermined—andnotethat sincethereareat mostt
wireswh , thecardinalityof I canbeat mostm = 2t—we show how to complete
a perfectsimulationof thevaluesonwh usingonly thevaluesaj I andbjI . Assign
valuesto thezi;j asfollows:

� If i =2 I (regardlessof j ), thenzi;j doesnotenterinto thecomputationfor any
wh . Thus,its valuecanbeleft unassigned.

� If i 2 I , but j =2 I , thenzi;j is assigneda randomindependentvalue.Anal-
ysis:Note that if i < j this is whatwould have happenedin thereal circuit
C0. If i > j , however, wearemakinguseof thefactthatby construction,zj;i

will neverbeusedin thecomputationof any wh . Hencewecantreatzi;j asa
uniformly randomandindependentvalue.

7 We notethatby changingtheconstructionslightly, namelyby computing(ai + r )bj andr bj

wherer is a freshrandomvalue,we couldhave avoidedincreasingI by 2 indicesratherthan
just 1 for any singlewire observed by the adversary. This would have allowed us to choose
m = t ratherthanm = 2t aswe have chosennow.



� If both i 2 I andj 2 I , thenwe have accessto ai ; aj ; bi ; andbj . Thus,we
computezi;j andzj;i exactlyasthey wouldhavebeencomputedin theactual
circuit C0; i.e., oneof them(sayzj;i ) is assignedarandomvalueandtheother
zi;j is assignedzj;i � ai bj � aj bi .

4. For every wire wh of theform ai ; bi ; ai bi ; zi;j (for any i 6= j ), or a sumof values
of theabove form (includingci asa specialcase),we know thati 2 I , andall the
neededvaluesof zi;j havealreadybeenassignedin aperfectsimulation.Thus,wh
canbecomputedin aperfectsimulation.

5. Theonly typesof wiresremainingarewh = ai bj or wh = zi;j � ai bj . But by Step
2, bothi; j 2 I , andby Step3, zi;j hasbeenassigned,thusthevalueof wh canbe
simulatedperfectly.

6. Notethatall ci valuesfor i 2 I canbesimulatedperfectlyby theargumentabove.
Thiscompletesthesimulationandtheargumentof correctness.

SIMULATION FOR A GENERAL CIRCUIT. The simulationfor a generaltransformed
circuit C0 proceedsvery similarly to theabove. First, examiningeachgadgetg in C0,
we computethe set I . Note that sincea total of t wires canbe corruptedthroughout
the circuit C0, the sizeof the set I will still be boundedby m. Next we performthe
simulationasabove,working our way from the inputsof C0 to theoutputs.Note that
by the observation in Step6 above, we maintainthe invariantthat for eachgadgetg,
thesharesof theinputsto g with indicesbelongingto I areperfectlysimulated.Thus,
inductively, thevaluesof all corruptedwiresin C0 aresimulatedperfectly.

RE-RANDOMIZED OUTPUTS. Weobservethataslongaseveryoutputof C0 haspassed
throughoneAND gadget(if this is not thecase,we canarti�cially AND anoutputbit
with itself), thenfor eachoriginal outputbit, theencodedoutputsarem-wiseindepen-
denteven given the entireencodingof the inputs.This canbe usedto prove that the
constructionis in factsecureagainsta strongertypeof adversarywho mayobserve at
mostt0 wiresin each gadget, wheret0 = 
 (t).8

IMPROVEMENT IN RANDOMNESS USE. We note,omitting the proof in this abstract,
that in theabove constructionthesamerandomness(i.e., thechoicesof zi;j for i < j )
couldbeusedin all thegadgets.This reducesthenumberof randombits to O(t 2).

UNPROTECTED INPUTS AND OUTPUTS. We havedescribedtheconstructionabovefor
protectingall inputsandoutputs.It is easyto modify the constructionso that certain
inputsandoutputsareunencoded,andmaybeobservedby boththeadversaryandthe
simulator. This is usefulin thestatefulmodel,discussednext.

4 Perfect Privacy for Stateful Cir cuits

In this sectionwe show how to achieve privacy in the statefulmodel,as de�ned in
Section2. This model is perhapsmuchmorenaturalandrealistic thanthe stateless
modelwe consideredin the previous section;however, aswe show below, achieving
privacy in thismodelis easyonceprivacy hasbeenachievedin thestatelessmodel.

Our goal is to transforma statefulcircuit C into a t-privatestatefulcircuit C0 by
usinga privacy transformerfor the statelesscase.We now describethe construction.

8 The ratio betweent and t0 dependson the maximal fan-outof C (which we �x ed to 3 by
default).Thisdependencecanbeeliminatedby slightly modifying theconstruction.



Recallthata statelessprivacy transformermustencodethe input in someway; we as-
sumethat the output is encodedusing the sameencoding.We also assumethat the
statelesstransformerenjoys there-randomizedoutputsproperty, namelythattheoutput
encodingfor eachoriginal outputbit is t-wiseindependentevengivenall encodingsof
input bits.Let usreferto theencodingof thestatelesstransformerasE t (x), wheret is
theprivacy thresholdof thestatelesstransformer, andx is theinputbeingtransformed.
We representeachmemorycell in C using the samerepresentation.Relying on our
statelesstransformerasa building block,a statefultransformerT = (TC ; Ts) canpro-
ceedasfollows.Thememoryx of C is storedin C0 in encodedform E2t (x).9 C0 will
work by consideringthetransformedmemoryE2t (x) asaninput to theoriginal circuit
C, which is transformedusingthestateless2t-privacy transformation.We alsomodify
C sothatthenext stateof thememoryis alwaysanoutput.Then,theseencodedoutputs
arefedbackinto memoryfor thenext clock cycle.Theregularinputsandoutputsof C
areunprotected,andneednotbeencoded.Thiscompletesthedescriptionof TC .

A simulationargumentproving the correctnessof this transformerproceedsvery
similarly to the statelesscaseanalyzedabove. In fact,a sequenceof invocationsof a
statefulcircuit maybeunwoundinto a largerstatelesscircuit with anequivalentfunc-
tionality. Here,theinitial stateis viewedasahiddeninput,andthe�nal stateasahidden
output.Thus,the securityproof for the statefulcaseessentiallyreducesto that of the
statelesscase.10 In the “unwound” circuit, the adversarycancorruptup to t wires in
eachof theconcatenatedcircuitsQ producedby thestatelesstransformation.Thesim-
ulationproofproceedsexactlyasbefore;theadditionalcorruptionsdo not obstructthe
proof becauseof the re-randomizationproperty:the outputsof oneQ are t-wise in-
dependentconditionedon all the valuesof the inputsto Q; thusin orderto provide a
full joint simulationof the entireunwoundcircuit, we needonly be ableto recover a
boundedsetof inputsfrom eachcomponentQ. To summarize,we haveshown:

Theorem2. There existsa perfectlyt-privatestatefulcircuit transformerwhich maps
any statefulcircuit C of sizen and depthd to a randomizedstatefulcircuit of size
O(nt 2) anddepthO(d log t).

5 Statistically PrivateTransformers

In this sectionwe obtainstatistically-privatetransformerswhich improve theprevious
constructionswhen the privacy thresholdt is large. For the descriptionandanalysis
of thesetransformers,it is convenientto rely on the following notionof average-case
security.

De�nition 1. A circuit transformerT = T(C; k) is said to be(statistically)p-private
in theaveragecaseif C0 = T(C; k) is statisticallyprivateagainstan adversarywhich
corruptseach wire in C0 with independentprobability p. That is, the joint distribution

9 Notethattheuseof 2t asa thresholdis critical, sincetheadversarycouldobserve t bits of the
inputsto thememoryat theendof oneclockcycle,andthenanothert bitsof theoutputsof the
memoryin thenext clockcycle; in this waytheadversarywould observe 2t bits of thestateof
thememory.

10 Onetechnicaldifferencebetweenthetwo modelsis that theinputsandoutputsin thestateful
modelareknown to theadversary. However, thesevaluesaregivento thesimulator“for free”
andcanthusbeeasilyincorporatedinto thesimulation.



of therandomsetof corruptedwiresandthevaluesobservedby theadversarycanbe
simulatedup to a k � ! (1) statisticaldistance.

Wenotethatap-adversaryasaboveis roughlythesameasanadversarythatcorrupts
a uniformly randomsubsetof pjC0j wires in C0. Intuitively, average-caseprivacy in
this senseshouldbeeasierto realizethanthestandard(worst-case)notion of privacy.
Indeed,the circuit transformerfrom the previous sectionwith k additive shares(i.e.,
m = k) is perfectlyprivatewith respectto any adversarycorruptingk=4 wiresin each
gadget.It follows that theview of anadversarycorruptingeachwire with probability,
say, 1=(10k) canbeperfectlysimulatedexceptwith negligible failureprobability. Thus,
we have:

Lemma 1. There existsa circuit transformerT(C; k) producinga circuit C0 of size
O(k2 jCj), such thatT is 
 (1=k)-privatein theaveragecase.

In contrast,achievingworst-caseprivacy againstanadversarycorrupting
 (jC0j=k)
of the wires in C0 appearsto be much harder;in particular, the constructionsfrom
the previous sectionarevery far from achieving this when jC0j � k. The key idea
underlyingtheasymptoticimprovementsin thissectionis thefollowing reductionfrom
worst-caseprivacy to average-caseprivacy.

We startwith anef�cient circuit transformerT guaranteeingp-privacy in theaver-
agecase.We thentransformits outputC0 = T(C; k) into a largercircuit ~C0, which in
a sensemay be viewed asa “sparse”implementationof C0. The circuit ~C0 will carry
out thesamecomputationperformedby C0 in essentiallythesameway, but will effec-
tively utilize only a smallrandomsubsetof its wires;all remainingwiresof ~C0 will be
independentof theinputsandthusrendereduselessto theadversary. We stressthatthe
subsetof usefulwires in ~C0 will only be determinedduring the invocationof ~C0 and
will thereforebe independentof thesetof corruptedwires.Hence,for an appropriate
choiceof parameters,the (worst-case)t-privacy of ~C0 will reduceto theaverage-case
p-privacy of C0.

Wewill describetwo distinctinstantiationsof theaboveapproach.The�rst is some-
whatsimpler, but incursan ~O(t) � kO(1) multiplicative blowup to thecircuit size(see
Remark1). Whent � k, this alreadyprovidesan asymptoticimprovementover the
previoussolutions,which incur anO(t2) overhead.In thesecondconstruction,which
is only sketchedin thisabstract,wemanageto avoid thedependenceont by amortizing
it overmultiplegates.

Both instantiationsmakeuseof sortingnetworksasabuilding block.A sortingnet-
work is a layeredcircuit from ` integer-valuedinput wires to ` integer-valuedoutput
wires,which outputsits input sequencein a sortedorder. The internalgatesin a sort-
ing network areof a very specialtype: eachsuchgate,calleda comparator, hastwo
inputsandtwo outputsandreturnsits pair of inputsin a sortedorder. The celebrated
AKS network [1] achievestheoptimalparametersof O(` log `) sizeandO(log `) depth.
However, in termsof practicalef�ciency it is preferableto usesimplersortingnetworks,
suchasBatcher's [5], whoseslightly inferior asymptoticcomplexity (O(` log2 `) size
andO(log2 `) depth)hidesmuchsmallerconstants.

A gate-by-gateapproach. Ourinitial constructiontransformsthecircuitC0 = T(C; k)
to a circuit ~C0 as follows. With eachwire i of C0 thereare ` wires of ~C0 labeled



(i; 1); : : : ; (i; `), where the parameter̀ will be determinedlater. It is convenientto
assumethat thesewirescancarry ternaryvaluesfrom thesetf 0; 1; $g. Theexecution
of ~C0 will maintainthe following invariantrelative to anexecutionof C0: if wire i of
C0 carriesa valuevi 2 f 0; 1g, thenthe wires (i; 1); : : : ; (i; `) will carry thevaluevi

in a randomposition(independentlyof other`-tuples)andthevalue$ in theremaining
` � 1 positions.This propertycanbeeasilyinitialized at the inputslevel by appropri-
atelyde�ning theinputencoderof ~C0. Similarly, theoutputdecoderof ~C0 canbeeasily
obtainedfrom thatof C0.

It remainsto describehow to emulatea gateof C0 while maintainingthe above
invariant.Supposethat vi = vi 1 � vi 2 , i.e., the valueof wire i in C0 is obtainedby
applying somecommutative booleanoperation`*' to the valuesof wires i 1; i 2. We
replacethis gatein C0 with a 2`-input, `-outputgadgetin ~C0, which �rst routesthe
valuesvi 1 ; vi 2 to two randombut adjacentpositions,andthencombinesthemto form
theoutput.Oneshouldbecareful,however, to implementthiscomputationsothateven
by observingintermediatevalues,theadversarywill notbeableto learnmorevaluesvi
thanit is entitledto. Suchanimplementationfor a gadgetis givenbelow.

PREPROCESSING. Let r; r 1; : : : ; r ` be` + 1 uniformly randomandindependentintegers
from therange[0; 2k ]. For each1 � j � ` , usethevaluesvi 1 ;j ; vi 2 ;j (of wires (i 1; j )
and(i 2; j )) to form apair (keyj ; valj ) suchthat:(1) keyj is setto r j if vi 1 ;j = vi 2 ;j = $
andto r otherwise;(2) valj is setto $ if bothvi 1 ;j ; vi 2 ;j are$, to a bit valueb if oneof
vi 1 ;j ; vi 2 ;j is bandtheotheris $, andto b1 � b2 if vi 1 ;j = b1 andvi 2 ;j = b2.

SORTING. A sortingnetwork is appliedto theabove `-tupleof pairsusingkey asthe
sortingkey. Let (u1; : : : ; u` ) denotethe`-tupleof symbolsvalj sortedaccordingto the
keyskeyj .

POSTPROCESSING. The j th output vi;j is obtainedby looking at uj ; uj +1 ; uj +2 : if
uj ; uj +1 6= $ thenvi;j = uj � uj +1 , if uj = uj +2 = $ anduj +1 6= $ thenvi;j = uj +1 ,
andotherwisevi;j = $.

Notethateachsuchgadgetcanbeimplementedby acircuit of size ~O(`k ) anddepth
poly(log ` + logk).

To completethe descriptionof ~C0, we describea (simpler)gadgetreplacingeach
randombit gatez in C0. As in the gategadget,the randombit gadgethas` inputs
and` outputs.The j th input is a randombit zj . A randomselectorr 2 [`] is usedfor
determiningwhich zj will appearin theoutput.Speci�cally, the j th outputis setto zj

if r = j andto $ otherwise.Thecostof implementingthis gadgetis smallerthanthat
of thegategadget.Hence,theentirecircuit ~C0 hassize ~O(`k n) anddepthcomparable
to thatof C0 (up to polylog factors).

Wenow establishtherelationbetweentheworst-caseprivacy of ~C0andtheaverage-
caseprivacy of C0.

Lemma 2. Supposethat C0 is p-private in theaverage case. Thenthecircuit ~C0, con-
structedwith ` = O(t=p4), is statisticallyt-privatein theworst case.

Proof sketch: It is convenientto make theadversaryslightly strongerby assuming
thatit mayactuallyprobet logical, ratherthanboolean,wires(i.e.,eachsuchwire may
containan integer, a ternarysymbol,or a bit). For eachcompromisedwire of ~C0, the
adversarycaneitherseesomerandominteger r i , a $ symbol,or an actualvaluevi of



the i th wire of C0.11 In thelattercase,we saythatvi hasbeenobserved. Let S denote
the setof indicesi suchthat vi hasbeenobserved.Note that S is a randomvariable,
wheretheprobabilityis over theexecutionof ~C0.

We will arguethat for any �x ed index setS0, andfor ` chosenasin the lemma,
we have Pr[S0 � S] � pjS0 j . Thus,anadversaryattackingany �x edsetof t wires in
~C0 is not betteroff thanan adversarycorruptingeachwire of C0 independentlywith
probabilityp.

To make this argument,we pick a subsetS1 � S0 suchthat: (1) jS1j � jS0j=4;
(2) eachvaluein S1 is observed with probability (at most)p4; and(3) the eventsof
observingdifferent valuesin S1 are independent.This will make the probability of
observingall valuesin S1 at most(p4) jS0 j =4 = pjS0 j asrequired.

We pick S1 to bea maximalmatchingin thesubgraphof C0 inducedby thewires
in S0. Sincethedegreeof eachvertex in thisgraphis atmost4, wehavejS1j � jS0j=4.
It remainsto show thatS1 satis�esproperties(2) and(3) above.

To prove(2) it suf�ces to show thatfor any �xed wire of ~C0, theprobabilitythatthis
wire containsa usefulvalue(i.e.,contributesto S) is O(1=`). (Property(2) would then
follow, sinceby taking theunion over all t compromisedwires of ~C0, the probability
of observinga value of C0 is O(t=`) � p4.) This clearly holds for input wires, by
de�nition of theinputencoder, andis maintainedthroughall internalwiresin thecircuit
by a symmetryargument.(In thecaseof gategadgets,theargumentrelieson the fact
thateachval entry insidea sortingnetwork containsoneof thegadget's inputs,rather
thansomearbitrarycombinationof theseinputs;dueto therandomnessof thesorting
keys, therandomnessof thepositionsof theusefulentriesis maintained).

It remainsto arguethattheindependenceproperty(3) holds.This follows from the
factthatno two wiresin S1 areadjacentto a commongatein C0 andfrom thefactthat
eachgadgetin ~C0 usesfreshrandomnessto shuf�e its entries. ut

CombiningLemma2 with Lemma1, we have:

Theorem3. There existsa statisticallyt-privatestatelesstransformer( ~T; ~I ; ~O), such
that ~T(C; k) transformsa circuit C of sizen to a circuit ~C0 of sizen � ~O(t) � kO(1)

(where k is a statisticalsecurityparameter).Thedepthof ~C0 is thesameasthat of C,
up to polylog factors.

Remark1. Throughoutthis section,we view kO(1) andpolylog(t) asbeingsmall in
comparisonto t, andthereforedonotattemptto optimizetheexactdependenceonsuch
factors.We notethat all occurrencesof kO(1) in the complexity of our constructions
(e.g.,in Theorem3) canbereplacedby polylog(k) while still satisfyingourasymptotic
notionof statisticalsecurity.

Theaboveconstruction(andin particulartheanalysisof Lemma2) crucially relies
ontheassumptionthattheadversarychoosesin advancewhicht wiresto corrupt,inde-
pendentlyof thevaluesit observeswhile invoking ~C0. However, for usingthisconstruc-
tion in thestatefulcasewe needa somewhatstrongersecurityguarantee.Indeed,since
theadversaryis allowedto moveits t probesbeforeeachinvocationbasedonthevalues

11 In fact,dependingon theexact implementationtheremaybewiresof ~C0 containinginforma-
tion on two valuesvi . We ignore this technicalityas it doesnot changethe analysisin any
substantialway.



it observesin previous invocations,it maygraduallybuild moreandmoreknowledge
aboutthe locationsof usefulvaluesin ~C0. To get aroundthis problemandguarantee
suf�cient independencebetweendifferentinvocations,it suf�ces to re-randomizeeach
`-tupleof wiresrepresentingthenew contentof a memorycell by applyinga perfectly
t-privatecomputationof arandomcyclic shift.Usingourbasicconstruction,thiscanbe
doneusing ~O(`t 2) additionalgates.Whenthesizeof thecircuit is muchlargerthanthe
numberof statesandt, theamortizedcostpergateof this randomizationstepis small.

Theabovediscussionis capturedby thefollowing theorem.

Theorem4. Thereexistsastatisticallyt-privatestatefultransformer~T, such that ~T(C; k)
mapsa circuit C of sizen with s memorycellsto a circuit ~C0of size ~O(nt + st3) � kO(1) .
Thedepthof ~C0 is thesameasthatof C, up to polylog factors.

Amortizing the cost over multiple gates. The previousconstructionis redundantin
the sensethat it usesa separategadget,of size
 (t), for eachgatein the circuit. We
brie�y sketcha modi�cation of this constructionwhich amortizesthe additionalcost
over multiple gates,effectively eliminating the dependenceon t. For the description
andanalysisof this construction,it is convenientto assumethat thecircuit is layered
(seeSection2), andusethefollowing modi�ed notionof average-casesecurityfor the
layeredcase.

De�nition 2. Let T = T(C; k) be a layeredcircuit transformerproducinga layered
circuit C0 of width w. Then,T is saidto be(statistically)p-secure in theaverage case
if C0 = T(C; k) is statisticallysecure againstan adversarywhich corruptsa random
subsetof pw wiresin each layerof C0.

As before,we will usean average-casep-secureC0 to build a worst-caset-secure
~C0. However, insteadof representingeachwire of C0 by an `-tupleof wires,we will
now representan entirelayer of C0 by a correspondinglayer in ~C0 consistingof ` =
max(w; t=p) wires.Thesewireswill containa randompermutationof thew valuesof
C0 in ` randompositionsandthe symbol$ in all otherpositions.Note that typically
w > t=p, in which casethereareno useless$ entriesin this list. However, theabove
choiceof ` guaranteesthat by looking at any �x ed set of t positionsin the list the
adversarywill observea randomsubsetcontainingat mosta p-fractionof thevalues.

Eachvalueof C0 is representedby a pair containingits index andits value.This
representationnaturally de�nes the input encoderand output decoder. It remainsto
show how theabove representationcanbe maintainedbetweensubsequentlayers.As
before,we alsoneedto ensurethat eachintermediatelevel in the computationof ~C0

containsa randompermutationof the useful values,wherethe randomnessof these
permutationsis independentfor levels that aresuf�ciently far apart.To achieve this,
we usean`-input, `-outputgadgetwhoseinputsrepresentthej th level wiresin C0 and
whoseoutputsrepresentthe(j + 1)th levelwires.Thehigh-level ideaisasbefore,except
thatwe now needto jointly routew=2 pairsof wiresto randomadjacentpositions,and
thencombineeachpair in theright way.

Usingthisapproach,we canobtainthefollowing theorem:

Theorem5. There existsa statisticallyt-secure statelesstransformer( ~T; ~I ; ~O), such
that ~T(C; k) transformsa layeredcircuit C of width w anddepthd to a circuit ~C0 of
width ~O(max w; t) � kO(1) anddepthd � polylog(w; t; k).

An analogoustheoremfor thestatefulmodelcanbederivedsimilarly to Theorem4.



6 A PRG secure againstprobing attacks

Next, wewill show how to build adeterministic,statefulcircuit thatwill producepseu-
dorandomoutputandremainsecureevenin thepresenceof probingattacks.In essence,
we will bebuilding a PRGthat resistsprobingattacks.Becausetheresultingcircuit is
deterministic,this is helpful if truerandomnessis expensive.

Thebasicconstructionis asfollows.Let G : f 0; 1g� ! f 0; 1g(2 t +1) � + � bea PRG.
Wewill build adeterministicstatefulcircuit C0[s0

0] with (2t + 1)� bitsof internalmem-
ory, no inputs,and� bits of output.C0[s0

0] will beunderstoodasa securetranslationof
the0-input� -outputstatelessrandomizedcircuit C whoseoutputsareeachfedby adif-
ferentrandom-bitgate.Theinitial randomseeds0

0 will bechosenuniformly at random,
andthebehavior of thecircuit C0[s0

0] onany oneinvocationis de�ned asfollows:

1. Let s = (s1; : : : ; s2t +1 ) denotethecurrentstateof thememorycells.
2. Setu := G(s1) � � � � � G(s2t +1 ). De�ne s0; y by parsingu asu = (s0; y).
3. Replacethecurrentstateof thememorycellswith s0, andoutputy.

It is crucial that the circuit C0[s0
0] contain2t + 1 disjoint copiesof G, executingin

parallel andsharingno wires or gates.Our constructionis relatedto the methodfor
distributedpseudorandomnessgenerationwith proactivesecurityfrom [10]. For lackof
space,theproofof Theorem6 is omittedhere.

Theorem6. If G is a securePRG,thenthestatefuldeterministiccircuit C0[s0
0] de�ned

aboveis a computationallyt-privatetransformationof thecircuit C de�nedabove.

Application: eliminating randomnessgates. Oneapplicationfor our PRGconstruc-
tion is in eliminatingrandomnessfor thestatefulcircuit transformerof Section4. Our
basicsolutionfor thestatelessmodel,asdescribedearlier, relieson theuseof random
bit gateswithin thetransformedcircuit T (C). An appealingconsequenceof ourprobe-
resistantPRGis thatit allowsto dispensewith on-linerandomnessgeneration:aninitial
randomseedcanbecodedinto theinitial stateby T and(deterministically)“refreshed”
at eachinvocationof thecircuit.

SupposeourtransformedcircuitT (C) uses� random-bitgates.LetCr beastateless
randomizedcircuit consistingof � independentrandom-bitgates,eachconnectedto a
differentoutput of Cr . If C0

r [s0
0] is any deterministicstatefulcircuit that is a secure

translationof Cr , thenwe canreplacethe random-bitgatesof T(C) with the probe-
resistantPRGC0

r [s0
0]. For instance,thedeterministic,statefulPRGof Theorem6 will

do the job nicely. In this way, we canderandomizeC0 andobtainanef�cient stateful,
deterministiccircuit that is computationallyt-privateandnot too muchlargerthanthe
original circuit.

7 Concluding Remarks

Wehavedevelopedtheoreticalfoundationsfor theproblemof securinghardwareagainst
sidechannelattacks,andinitiateda systematicstudyof this problemwithin our frame-
work. In this initial studywe restrictedour attentionto sidechannelsthatcanbemod-
elledby probingattacks,i.e. whoseinformationleakagedependson a limited number
of physicalwires.It wouldbeinterestingto extendourframeworkandresultsto awider
classof realisticattacks.A stepin thisdirectionis takenby Micali andReyzin [28], who
put forwardaverygeneralmodelfor sidechannelattacks.



Anothernaturalextensionof the problemstudiedin this work is to allowing ad-
ditional protectionagainstfault attacks[7,26]. Similarly to our problem,solutionsto
this moregeneralproblemcanbebasedonexistingprotocolsfrom theMPCliterature.
However, even the mostef�cient of these(e.g.,[22]) arestill quite inef�cient to im-
plementon hardware.Obtainingbettersolutionsin this setting,possiblyunderrelaxed
notionsof security, remainsaninterestingchallenge.
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A Relation with Secure Multi-P arty Computation
The problemstudiedin this paperis closely relatedto the problemof securemulti-
partycomputation(MPC), introducedand�rst studiedin [38,19,6,12] andextensively
studiedthereafter. We begin by explainingtherelationbetweentheproblems,andthen
highlight someimportantdifferences.

THE MPC MODEL . In themostbasicsettingfor secureMPC, n partiesareconnected
by a completenetwork of point-to-pointchannels.Initially, eachparty holdsa local
input andanindependentrandominput. Theparties'goal is to evaluatesomepublicly
known function f of their inputs while hiding their inputs from eachother. To this
end,they interactvia a prescribedprotocol.Theprotocolproceedsin round,whereat
eachroundeachpartymaysenda messageto every otherpartybasedon its input, its
randominput, andmessagesreceived in previous rounds.The protocol terminatesat
somepredeterminedround,in whichall partiesshouldoutputthecorrectvalueof f . A
protocolasabove is saidto bet-private if for any setT of at mostt parties,theentire
view of T (consistingof their inputs,randominputs,andreceived messages)reveals
no moreinformationabouttheotherparties' inputsthanwhat follows from their own
inputsandthevalueof f . Notethatthelatterinformationcaptureswhatmustinevitably



be learned.To bettercorrespondto our circuit model, it is convenientto considera
slightly modi�ed MPC model in which eachof the n inputs is initially secret-shared
amongtheparties(say, usingn out of n additive sharing),andtheoutputproducedby
theprotocolis alsosecret-sharedin a similar fashion.This allows to realizea stronger
andsimplerprivacy requirement:everycollusionof t playerslearnsnothingfrom their
interactionwith theremainingplayers.

RELATION TO PRIVATE CIRCUITS. To illustratetherelationbetweentheMPC model
and our circuit model,we focus on the statelesscaseand ignore someunimportant
technicalities.First,we show thatany t-privateprotocolcorrespondsto somet-private
circuit computingthe samefunction. Considerthe following “hardwareimplementa-
tion” of ann-partyprotocolasabove. In eachroundof interaction,eachplayer's local
computationis implementedby a separatesub-circuit.Whentheplayersinteract,each
messagebit is translatedinto a wire connectingthe correspondingsub-circuits.Note
that the t-privacy of the protocol guaranteest-privacy also in the circuit model. In-
deed,if anadversarycanviolatethecircuit's privacy by probingt wires,thenit could
havealsoviolatedtheprotocol'sprivacy by corruptingsomet playerswho“own” these
wires.12 Theconverserelationalsoholds.Supposethatwe aregivena t-privatecircuit
computingthefunctionf wherethefan-inof eachgateis at most2. We usethecircuit
to de�ne a protocol, in which eachgateis ownedby a distinct player. The circuit is
evaluatedby the playersin a bottom-upfashion,startingwith theencodedinputsand
endingwith anencodedoutput,wherefor eachwire a messageis sentfrom its source
playerto its destinationplayers,andfor eachgatea local computationis performedby
the correspondingplayer. It is not hardto seethat if the circuit is 2t-private,thenthe
correspondingprotocol is t-private.Indeed,a protocol-adversarycorruptingt players
learnscontentof at most2t wiresin thecircuit.

In light of theabove,onemight expectto obtainthebestsolutionsto our problem
via ef�cient hardwareimplementationsof state-of-the-artprotocolsfrom theMPCliter-
ature.However, this is not really thecase.For instance,theBGW protocol[6] (aswell
assubsequentoptimizations[17,13]) requireseachplayerto evaluatea degree-t poly-
nomial on � (t) pointsfor eachgateof the circuit beingevaluated.Consequently, the
statelesscircuit transformerthatcanbederivedfrom this protocolis signi�cantly less
ef�cient thanour transformer. This stateof affairsstemsfrom somemajordifferences
in theunderlyingoptimizationgoals.First, theMPC literatureputsmuchemphasison
toleratingaconstantfractionof corruptedplayers,whereasin oursettingthenumberof
corruptionsis viewedasbeingindependentof thenumberof “players”(in particular, we
arewilling to settlefor toleratingaminisculefractionof corruptions).Second,theMPC
settingtypically views thecommunicationcomplexity andtheroundcomplexity asthe
mostimportantresourcesto optimize,placingthetimecomplexity only asathird-order
optimizationgoal.In contrast,themainoptimizationcriterionin our caseis thesizeof
acircuit, whichroughly(but notexactly)correspondsto thetimecomplexity of theun-
derlyingprotocol.Finally, ourmain(stateful)modelis quitenonstandardfrom theMPC
pointof view, asit involvesextraingredientssuchasaone-timetrustedprecomputation
(via thecircuit transformer),amobileadversary(asin [29,10]), andon-lineinputsand
outputs(asin [31,8]). To conclude,theproblemwe areposingis quitedifferentfrom
thatof implementingstandardMPCprotocolsat thehardwarelevel.

12 Notethata wire correspondingto a messagebit is ownedby morethanoneplayer.


