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Iôd like to use this presentation to tell you about an approach to architecting secure systems that you might not be 

familiar with.  It goes by the name ñobject capabilitiesò, and the goal is to help us do a better job of following the 

principle of least privilege and of building secure systems.  There is a small community of folks who have been 

quietly, over the past decade or so, working out the details of how to do this.  Iôve been studying their work for the 

past several years, and theyôve got some interesting insights that Iôd like to share with you, ideas donôt seem to be 

very widely known.  I should disclose up front that I canôt take any credit for any of these ideas; most everything I 

show you in this talk will be someone elseôs ideas.
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Let me start off by showing you a very powerful program - a program that can delete all your files - a program that can 

scan your email for interesting tidbits and sell them on eBay to the highest bidder.  Many of you know people who 

spend hours running this program.  What is this program?  * Solitaire -- and every other program you use. *

The only rights Solitaire really needs to do its job are the ability to write in its window and to receive UI events 

directed at its window.  Yet -- like every other program you execute -- Solitaire runs with a lot more rights than that.  It 

runs with all of your authority.

Power is dangerous.  While Solitaire probably doesnôt do any of those nasty things, if Solitaire became corrupted by a 

virus, it could.  This is why viruses are able to cause so much damage.

You may recognize this as a violation of the principle of least privilege. Three decades ago Saltzer and Schroeder 

taught us that the less power you give to a program, the less harm it can do when it runs beserk.  Unfortunately, we 

donôt seem to have learned the lesson very well.  On todayôs systems, programs typically run with all the privileges 

and rights of the user who invoked them.  For instance, when you play Solitaire on your computer, the Solitaire app 

has full access to all of your files.  It can delete any file you can.  But, of course, it doesnôt need all those powers.  In

general, giving every program you run access to all your files is dangerous, because if  any of those programs get 

compromised, you can kiss all your files goodbye -- theyôre toast.  Thatôs why a single virus or worm or buffer overrun 

vulnerability can do so much damage, on todayôs platforms.

The solution is obvious: rather than granting Solitaire the authority to destroy your life, we should only grant Solitaire 

the rights it needs to do its job, and no more.  The same goes for every other application we run. The goal of object 

capabilities is to make that easier.
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So, in this talk, Iôm going to talk a lot about the principle of least privilege.

Also, if you want programmers to minimize the privileges they use, we have to give them some way to reason about 

how their code manipulates privileges.  So, * I also want to talk about ways to help programmers reason about 

security.  These are the two primary goals of * the object capabilities paradigm.

Letôs start with the principle of least privilege.
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One of the deadliest enemies of the principle of least privilege is a pattern that Iôll call ambient authority.  Suppose we 

want to make a copy of the file foo.txt.  The traditional way to do that, in Unix, is to use the ñcpò command.  When you 

run ñcpò, it inherits all of your powers -- including the power to access all your files.  If you think about it, it has to.  The 

interface to ñcpò is that it receives two strings -- two filenames -- and it has to be able to open the files they designate.  

If you want to be able to use ñcpò on any of your files, without restriction, you have to give ñcpò the power to read and 

write all your files.  Consequently, all the code in the ñcpò command is running with the full privileges of the invoking 

user, without restrictions; itôs as if those privileges were ñin the air, for the takingò.

* Compare to an alternative way of copying the file.  In the second example, ñcatò does not need the power to open 

any files on its own; instead it receives file descriptors for the source and destination file, pre-opened by the shell, and 

thatôs all it needs.  Thus, the program ñcatò could be run with no special powers of its own, and without the ability to 

open any files.  Todayôs systems donôt work that way at the moment, but they could.  If they did, then the code of ñcatò 

would not have access to any of your files, unless you explicitly take some step to pass it an already-opened file 

descriptor to that file.  That would be much better, from the point of view of the principle of least privilege.  The 

difference between the two is that ñcpò is written to use ambient authority, whereas ñcatò (as used here) does not need 

ambient authority.

* By now you may be wondering where the term ñambient authorityò came from.  Well, thatôs the term the object 

capabilities community uses for this pattern of insecurity.  Because my objective in this talk is to share with you some 

of what I learned from that community, Iôm going to try to use the same language they use.  I should warn you that 

theyôve accumulated quite a few terms that might be unfamiliar to you, and theyôre going to appear throughout the 

talk, so bear with me.  The first of these is ñauthorityò, which is an attempt to clarify some of the fuzziness surrounding 

what we sometimes call privileges, powers, rights, etc.  The authority a program has is exactly the set of ways that 

the program can causally influence the outside world -- and that includes both direct influence and indirect influence.  

For instance, if the program has permission to open the file ñbar.txtò, then its authority includes the power to read or 

write the contents of bar.txt.  Authority is transitive: if Alice has authority to talk to Bob, and if Bob has authority to 

modify the file ñbar.txtò, and if there is some message Alice can send to Bob that will cause him to modify ñbar.txtò, 

then Alice also has authority to modify ñbar.txtò -- and thatôs true even if Alice doesnôt have permission to directly 

modify that file on her own.

Thatôs the definition of ñauthorityò.  Now, ñambient authorityò is authority that is floating in the air.  In Unix, just by 

virtue of running under Aliceôs userid, a program is granted authority to access all of Aliceôs files.  Itôs as if the 

program is implicitly provided with a ñbig bag of rightsò, and when a program tries to open a file, the OS checks to see 

whether any of the rights in that bag suffice to allow the open operation to proceed. The program doesnôt need to 

explicitly identify under what authority it claims the right to open that file -- thatôs left implicit.
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The problem with ambient authority is that it gives programs lots of authority by default, whether they need it or not.  

The result is that, in ambient authority systems, most programs run with far more authority than they need -- which 

means that if something goes wrong, they can do a huge amount of damage.  This is exactly the opposite of what the 

principle of least privilege tells us to do.

By the way, now that Iôve introduced the concept of authority, I want to be more precise and say that our real goal 

should be to respect what we might call the principle of least authority: give programs only the minimum authority they 

need to get the job done.  Capabilities folks call this POLA for short.  So, capability folks might put it this way: ambient 

authority is bad for security because it violates POLA.

(Are you starting to get the hang of the capability jargon now?)
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Object capability systems are designed to make it easy to practice the principle of least authority.  The way they do 

that is by making the process of designating which files to operate on also automatically convey the authority needed 

to perform that operation.  Remember ñcpò?  There, the two command-line parameters to ñcpò identify which files to 

operate on, but because theyôre just strings, the parameters donôt themselves provide the authority to perform the 

copy operation -- instead, ñcpò needs to get that authority from its ambient authority.  This means that ñcpò ends up 

getting a lot more ambient authority than it needs on any particular invocation -- it receives the right to modify a whole 

bunch of files it doesnôt even know anything about, and thatôs overkill.  In contrast, with ñcatò, the mechanism that 

users use to tell ñcatò which files to operate on also provides ñcatò with the rights it needs to perform the copy 

operation.  Thatôs because, to use ñcatò, you pass it two capabilities to the files you want to operate on -- two file 

descriptors, and file descriptors are the quintessential example of a capability.  In short, the capability way is to do it 

like ñcatò does -- pass capabilities, not filenames.

The capability way has two advantages.  First, the least authority that cat needs (on any particular invocation) is a lot 

less than the least authority that cp needs, so the capability way makes programs more amenable to POLA.  Second, 

in object capability systems, we donôt need to take any special steps to specify the set of rights to give to ñcatò.  We 

donôt have to configure complex security policies.  Instead, the person who invokes ñcatò is implicitly specifying what 

authority ñcatò should receive.  This gets us the best of both worlds: it leads to program structures that need a lot less 

authority than the alternative, and it also provides those programs with exactly that minimal authority and nothing 

more.  Object capabilities make POLA come almost for free if you follow capability principles.


