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I 6d Ili ke to use this presentation to tell you about an a
familiar with. I't goes by the name fAobject capabilities
principle of least privilege and of building secure systems. There is a small community of folks who have been
qguietly, over the past decade or so, working out the det
past several years, and theydédve got some interesting ins
very widely known. I should disclose up front that | ca
show you in this talk will be someone el seds ideas.




A very powerful program

[EEE]

This program
can delete any
file you can.

Credits: Mark Stiegler

Let me start off by showing you a very powerful program - a program that can delete all your files - a program that can
scan your email for interesting tidbits and sell them on eBay to the highest bidder. Many of you know people who
spend hours running this program. What is this program? * Solitaire -- and every other program you use. *

The only rights Solitaire really needs to do its job are the ability to write in its window and to receive Ul events
directed at its window. Yet -- like every other program you execute -- Solitaire runs with a lot more rights than that. It
runs with all of your authority.

Power is dangerous. Whil e Solitaire probably doesnét do
virus, it could. This is why viruses are able to cause so much damage.

You may recognize this as a violation of the principle of least privilege. Three decades ago Saltzer and Schroeder
taught us that the less power you give to a program, the less harm it can do when it runs beserk. Unfortunately, we

dondét seem to have | earned the |l esson very wel/l. On tod
and rights of the user who invoked them. For instance, when you play Solitaire on your computer, the Solitaire app
has full access to all of your files. I't can del ete any
general, giving every program you run access to all your files is dangerous, because if any of those programs get
compromised, you can kiss all your files goodbye -t hey 6r e t oast . That 6s why a sing
vulnerability can do so much damage, on todaydés platform

The solution is obvious: rather than granting Solitaire the authority to destroy your life, we should only grant Solitaire
the rights it needs to do its job, and no more. The same goes for every other application we run. The goal of object
capabilities is to make that easier.




Themes of this talk

The principle of least privilege

Reasoning about security

Object capabilities

David Wagner, UC Berkeley

So, in this talk, | 8m going to talk a | ot about the

Also, if you want programmers to minimize the privileges they use, we have to give them some way to reason about
how their code manipulates privileges. So, * | also want to talk about ways to help programmers reason about
security. These are the two primary goals of * the object capabilities paradigm.

Letdéds start with the principle of | east privilege.

prin




Ambient authority

“cp” must run with all of the user’s authority:
$ cp foo.txt bar.txt

“cat” needs no authority other than what’s given to it:
$ cat < foo.txt > bar.txt

Authority: ability to affect the rest of the world.
Ambient authority: authority that’s available
even if you don’t ask for it.
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One of the deadliest enemies of the principle of |l east p
want to make a copy of the file foo.txt. The traditiona
run Acpo, it i nh evincladmg tlkelpdwerdofaccgse all yourgilesw & yoisthink about it, it has to. The

interface to Acpo i s - twhfdenamest--andet bas io becable td apen the files they designate.

I f you want to be able to use ficpd on any of your files,
write all your files. Consequently, all the code in the
user, without restrictions; ités as if those privileges
* Compare to an alternative way of copying the file. I'n
any files on its own; instead it receives file descriptors for the source and destination file, pre-opened by the shell, and

thatoés all it needs. Thus, the program Acato could be r
open any files. Todayds systems dondét work that way at

would not have access to any of your files, unless you explicitly take some step to pass it an already-opened file

descriptor to that file. That would be much better, from the point of view of the principle of least privilege. The

di fference between the two is that ficpod is written to us
ambient authority.

* By now you may be wondering where the term fiambient au
capabilities community uses for this pattern of insecurity. Because my objective in this talk is to share with you some

of what | |l earned from that community, | &d&m going to try
theybve accumul ated quite a few terms that might be unfa
talk, so bear with me. The first of these is fAauthority

what we sometimes call privileges, powers, rights, etc. The authority a program has is exactly the set of ways that
the program can causally influence the outside world -- and that includes both direct influence and indirect influence.

For instance, if the program has permission to open the
write the contents of bar.txt. Authority is transitive: if Alice has authority to talk to Bob, and if Bob has authority to
modi fy the file fAbar.txto, and if there is some message

then Alice also has auvamortihyt d® tmowde fegv dmairf tXltibce doesr
modify that file on her own.

That s the definition of fAauthorityo. No w, fifambi ent aut
virtue of running under Aliceds userid, a program is gra
program is implicitly provided with a fibig bag of rights
whet her any of the rights in that bag suffice to allow t
explicitly identify under what authority it claims the right to open thatfile -t hat 6s | eft i mpl i cit.




Ambient authority is bad for security

Ambient authority violates the principle of least
authority (POLA), because the default gives
programs authority they don’t need.
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The problem with ambient authority is that it gives programs lots of authority by default, whether they need it or not.
The result is that, in ambient authority systems, most programs run with far more authority than they need -- which
means that if something goes wrong, they can do a huge amount of damage. This is exactly the opposite of what the
principle of least privilege tells us to do.

By the way, now that | éve introduced the concept of auth
should be to respect what we might call the principle of least authority: give programs only the minimum authority they

need to get the job done. Capabilities folks call this POLA for short. So, capability folks might put it this way: ambient
authority is bad for security because it violates POLA.

(Are you starting to get the hang of the capability jargon now?)




Object capability systems are designed to make it easy to practice the principle of least authority. The way they do
that is by making the process of designating which files to operate on also automatically convey the authority needed

to perform that operation. Re md mmeer pfac@ain2t eTlsen ®, fitclped i
operate on, but because theydre just strings, the parame
copyoperation--i nstead, fAcpd needs to get that authority from it
getting a lot more ambient authority than it needs on any particular invocation -- it receives the right to modify a whole
bunch of files it doesnét even know anything about, and
users use to tell Acato which files to operate on also p
operation. That 6s because, to use fAcato, you -pwoflse it tw

descriptors, and file descriptors are the quintessential example of a capability. In short, the capability way is to do it
I i ke n c-apbsdcapabilgies, not filenames.

The capability way has two advantages. First, the least authority that cat needs (on any particular invocation) is a lot
less than the least authority that cp needs, so the capability way makes programs more amenable to POLA. Second,

in object capability systems, we donét need to take any
dondt have to configure complex security policies. I nst
authority Acatodo should receive. This gets us the best o

authority than the alternative, and it also provides those programs with exactly that minimal authority and nothing
more. Object capabilities make POLA come almost for free if you follow capability principles.




