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Iôd like to use this presentation to tell you about an approach to architecting secure systems that you might not be 

familiar with.  It goes by the name ñobject capabilitiesò, and the goal is to help us do a better job of following the 

principle of least privilege and of building secure systems.  There is a small community of folks who have been 

quietly, over the past decade or so, working out the details of how to do this.  Iôve been studying their work for the 

past several years, and theyôve got some interesting insights that Iôd like to share with you, ideas donôt seem to be 

very widely known.  I should disclose up front that I canôt take any credit for any of these ideas; most everything I 

show you in this talk will be someone elseôs ideas.
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Let me start off by showing you a very powerful program - a program that can delete all your files - a program that can 

scan your email for interesting tidbits and sell them on eBay to the highest bidder.  Many of you know people who 

spend hours running this program.  What is this program?  * Solitaire -- and every other program you use. *

The only rights Solitaire really needs to do its job are the ability to write in its window and to receive UI events 

directed at its window.  Yet -- like every other program you execute -- Solitaire runs with a lot more rights than that.  It 

runs with all of your authority.

Power is dangerous.  While Solitaire probably doesnôt do any of those nasty things, if Solitaire became corrupted by a 

virus, it could.  This is why viruses are able to cause so much damage.

You may recognize this as a violation of the principle of least privilege. Three decades ago Saltzer and Schroeder 

taught us that the less power you give to a program, the less harm it can do when it runs beserk.  Unfortunately, we 

donôt seem to have learned the lesson very well.  On todayôs systems, programs typically run with all the privileges 

and rights of the user who invoked them.  For instance, when you play Solitaire on your computer, the Solitaire app 

has full access to all of your files.  It can delete any file you can.  But, of course, it doesnôt need all those powers.  In

general, giving every program you run access to all your files is dangerous, because if  any of those programs get 

compromised, you can kiss all your files goodbye -- theyôre toast.  Thatôs why a single virus or worm or buffer overrun 

vulnerability can do so much damage, on todayôs platforms.

The solution is obvious: rather than granting Solitaire the authority to destroy your life, we should only grant Solitaire 

the rights it needs to do its job, and no more.  The same goes for every other application we run. The goal of object 

capabilities is to make that easier.


