CS 70 Discrete Mathematics for CS
Spring 2008 David Wagner Note 10

Polynomials

Recall from your high school math thatpmlynomialin a single variable is of the fornp(x) = agx® +
ag_1x3~1+4 ... +ap. Here thevariable xand thecoefficients aare usually real numbers. For example,
p(x) = 5x3 4 2x+ 1, is a polynomial otlegree d= 3. Its coefficients areg = 5,a, = 0,a; = 2, andag = 1.
Polynomials have some remarkably simple, elegant and powerful propevtieh we will explore in this
note.

First, a definition: we say that is aroot of the polynomialp(x) if p(a) = 0. For example, the degree
2 polynomial p(x) = X2 — 4 has two roots, namely 2 and2, sincep(2) = p(—2) = 0. If we plot the
polynomialp(x) in thex-y plane, then the roots of the polynomial are just the places where the cosses
thex axis:

p() =% 4

We now state two fundamental properties of polynomials that we will proveéncdurse.
Property 1. A non-zero polynomial of degrehas at mostl roots.

Property 2: Givend + 1 pairs(x1, Y1), - ., (Xd+1,Yd+1), with all thex; distinct, there is a unique polynomial
p(x) of degree (at mosy such thatp(x) =y; fori=1,2,...,d+ 1.

Let us consider what these two properties say in the casd that A graph of alinear (degree 1) polynomial
y=aix+apis aline. Property 1 says that if a line is not thexis (i.e. if the polynomial is not = 0), then
it can intersect th&-axis in at most one point.
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Property 2 says that two points uniquely determine a line.
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Polynomial Interpolation

Property 2 says that two points uniquely determine a degree 1 polynomiakjatlimee points uniquely
determine a degree 2 polynomial, four points uniquely determine a degrdgridpal, and so on. Given
d+1 pairs(xg,y1), ..., (Xd4+1,Yd+1), how do we determine the polynomialx) = agx® +. .. +a;x+ag such
that p(x;) =y; fori =1 tod+1? We will give two different efficient algorithms for reconstructing the
coefficientsa, ..., a4, and therefore the polynomialx). Because these algorithms always work, this will
take us partway towards proving that Property 2 is true.

In the first method, we write a system of+ 1 linear equations i + 1 variables: the coefficients of the
polynomialay,...,aq4. Theith equation isadx,d + ad,1Xf"l+ ...+ag =Y.

Sincex; andy; are constants, this is a linear equation indhe 1 unknownsag, ...,a4. Now solving these
equations gives the coefficients of the polynonpét). For example, given the 3 paifs-1,2), (0,1), and
(2,5), we will construct the degree 2 polynomialx) which goes through these points. The first equation
saysay(—1)?+ay(—1) +ag = 2. Simplifying, we gety, — a; + ag = 2. Applying the same technique to the
second and third equations, we get the following system of equations:

py—at+ap=2
a0 =1
day+2a;1+a9=>5

Substituting forag and multiplying the first equation by 2 we get:

20 — 21 =2
dar+2a; =4
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Then, adding down we find thagg= 6, soa, = 1, and plugging back in we find that = 0. Thus, we have
determined the polynomigl(x) = x?>+ 1. To do this method more carefully, we must show that the equations
do have a solution and that it is unique. This involves showing that a ceggénndinant is non-zero. We
will leave that as an exercise, and turn to the second method.

The second method is calléégrange interpolation Let us start by solving an easier problem. Suppose
that we are told thay; = 1 andy; = 0 for 2< j < d+ 1. Now can we reconstrugi(x)? Yes, this is easy!
Consider(x) = (X—X2)(X—X3) - - - (X—Xg+1). This is a polynomial of degreg (thex;’s are constants, and
x appeardd times). It's easy to see thatx;) =0 for 2< j <d+ 1. But what isq(x1)? Well, q(x1) =

(Xg —X2) (X1 —X3) - - - (X2 — Xd+1), Which is some constant that's different from 0O (sincexhare all distinct).
Thus if we letp(x) = q(x)/q(x1) (dividing is ok sinceg(x1) # 0), we have the polynomial we are looking
for. For example, suppose you were given the péird), (2,0), and(3,0). Then we can construct the
degreed = 2 polynomialp(x) by lettingqg(x) = (x—2)(x— 3) = x> — 5x+ 6, andq(x;) = q(1) = 2. Thus,
we can now construgi(x) = q(x)/q(x1) = (x> —5x+6) /2.

Of course the problem is no harder if we single out some arbitrary indestead of 1. In other words, if
we want to find a polynomial such thgt= 1 andy; = O for j # i, we can do that. Let us introduce some

notation: let us denote ki (x) the degreel polynomial that goes through thede- 1 points, i.e.Aj(x) =1
andAi(xj) =0 whenj #i. Then

M- (X—X;)

Ak = iz (6 —X%))

Let us now return to the original problem. Givdra- 1 pairs(x1,y1),..., (Xd+1,Yd+1), We first construct the
d + 1 polynomialsA; (X), .. .,Aq+1(X). Now the polynomial we are looking for is

d+1
X) = Zx yidi(X)

Why does this work? First notice thatx) is a polynomial of degred as required, since it is the sum of
polynomials of degred. And when it is evaluated ag, d of thed + 1 terms in the sum evaluate to 0 and
theith term evaluates tg times 1 as required.

For instance, supposke= 2 andx; = 1,x, =2,x3 = 3. Then

(x-2)(x-3)  (x-2)(x-3)
MO =T33 ~ 2
x-Dx-3)  (x-D(x-3
Lt i B R—
x-Dx-2)  x-D(x-2)
b =3 DE=2) ~ 2

Consequently the polynomiad(x) we are looking for can be expressed @) = y1A1(X) + y202(X) +
y303(x).

Property 2 and Uniqueness

We have shown how to find a polynomialx) through any givenl + 1 points. This proves part of Property 2
(the existence of the polynomial). How do we prove the second part, thaptjr@omial is unique? Suppose
for contradiction that there is another polynomigk) that also passes through thet+ 1 points. Now
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consider the polynomial(x) = p(x) — q(x). This is a non-zero polynomial of degree at mdstSo by
Property 1 it can have at mastoots. But on the other handx;) = p(x) —q(x) =0fori=1,...,d+1, so
r(x) hasd + 1 distinct roots. Contradiction. Therefopéx) is the unique polynomial that satisfies tthe- 1
conditions.

Property |

Now let us turn to Property 1. We will prove this property in two steps.
Theorem: ais a root ofp(x) if and only if the polynomiak — a divides p(x).
Proof: Dividing p(x) by the polynomiak — a yields

p(x) = (x—a)g(x) +r(x)

for some polynomialg)(x) andr(x), whereq(x) is the quotient and(x) is the remainder. The degree of
r(x) is necessarily smaller than the degree of the divisor {-e a). Thereforer(x) must have degree 0 and
therefore is some constantsor (x) = ¢. Now substituting« = a, we seep(a) = 0-q(a) +r(a) =c. If ais
aroot ofp(x), thenp(a) = 0, soc = 0 and thereforg(x) = (x—a)q(x), showing thak — a divides p(x).

On the other hand, & — a divides p(x), then we know that(x) = 0 andp(x) = (x—a)q(x), hencep(a) =
0-g(a) =0 and in particulam is a root ofp(x). O

Theorem: If ay,...,aq ared distinct roots of a polynomiagb(x) of degreed, thenp(x) has no other roots.

Proof: We will show thatp(x) = c(x—aj)(x—ag)---(x—aq) for some constant. First, observe that
p(Xx) = (x—ag)g1(x) for some polynomiab;(x) of degreed — 1, sincea; is a root. Also 0= p(a) =
(a2 —a1)q1(a) sinceay is aroot. But sincey —ay # 0, it follows thatq; (a2) = 0. Soqgi(x) = (x—az2)gz(X),

for some polynomiaty,(x) of degreed — 2. Proceeding in this manner by induction, we find thét) =
(x—ag)(x—ap) - (X—ag)qq(x) for some polynomiatyy(x) of degree 0. A polynomial of degree O must
be of the formgq(x) = ¢ for some constant, so we've shown thap(x) = c(X—az)(X—ap) - -- (X—aq) for
some constart, as claimed.

The theorem follows immediately. #is any other value, different froma, ..., a4, thena— a # 0 for all
i and hencep(a) =c(a—aj)(a—ay)---(a—aq) # 0. In other words, no other valwecan be a root of the
polynomial p(x). O

This completes the proof that a polynomial of degid®as at most roots.

Finite Fields

Property 1 and Property 2 were stated under the assumption that theieo&sfof the polynomials and the
variablex range over the real numbers. These properties also hold if we uset thferational numbers, or
even the set of complex numbers, instead of the real numbers.

However, the properties do not hold if the values are restricted to thd satuwwal numbers or integers. Let
us try to understand this a little more closely. The only properties of numbera/éhased in polynomial
interpolation and in the proof of Property 1 is that we can add, subtract, tyudtiigl divide any pair of
numbers as long as we are not dividing by 0. We cannot subtract twoahattmbers and guarantee that
the result is a natural number. And dividing two integers does not usuelytrin an integer. As a result,
our proof of Property 1 does not generalize to the case where thes\ai@eestricted td or Z.

But if we work with numbers modulo a primm, then we can add, subtract, multiply and divide (by any
non-zero number modulm). To check this, recall from our discussion of modular arithmetic in theiposv
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lectures thak has an inverse mau if gcd(m,x) = 1. Thus ifmis primeall the numberg1,...,m—1} have
an inverse modn. So both Property 1 and Property 2 hold if the coefficients and the varnakerestricted
to take on values modulm. This remarkable fact that these properties hold even when we resirseloes
to afinite set of values is the key to several applications that we will presently see.

First, let's see an example of these properties holding in the case of polynahidgreed = 1 modulo
5. Consider the polynomigl(x) = 4x+3 (mod 5. The roots of this polynomial are all valugsuch that
4x+3=0 (mod 5. Solving forx, we get that #=2 (mod 5, orx=3 (mod 5. Thus, we found only
1 root for a degree 1 polynomial. Now, given the poif@s3) and (1,2), we will reconstruct the degree
1 polynomialp(x) modulo 5. Using Lagrange interpolation, we get thatx) = ﬁ = H =—(x—1)

(mod 5, andA(x) = X2 = X0 = x (mod 5. Thus,p(x) = 3-A1(X) +2-8(X) = —3(x— 1) +2x =

Xo—X1 — 1-0 —
—X+3=4x+3 (mod 5.
When we work with numbers modulo a prinme we are working over finite fields, denoted By, or
GF(m) (for Galois Field). In order for a set to be called a field, it must satisfyageiaxioms which are
the building blocks that allow for these amazing properties and others to huildtively, a field is a set
where we can add, subtract, multiply, and divide any pair of elements frersetfh and we will get another
element in the set (as long as we don't try to divide by 0). If you would likeegsn more about fields
and the axioms they must satisfy, you can visit Wikipedia’s site and read ticke ayn fields: ht t p:
/1 en.w ki pedi a. org/wi ki / Fi el d_%28mat hemat i cs%29. While you are there, you can also
read the article on Galois Fields and learn more about some of its applicatibesegant properties which
will not be covered in this lecturdit t p: / / en. wi ki pedi a. org/ wi ki / Gal oi s_fi el d.

We said above that it is remarkable that Properties 1 and 2 continue to heldw#nrestrict all values to

a finite set modulo a prime numbet. To see why this is remarkable let us see what the graph of a linear
polynomial (degree 1) looks like modulo 5. There are now only 5 possildiees forx, and only 5 possible
choices fory. Consider the polynomialp(x) = 2x+3 (mod 5 andq(x) = 3x—2 (mod 5 over GF(5).

We can represent these polynomials inxheplane as follows:

4+ o px): -
T gl =
a4 .
1+ = .

—
9 1 2 3 4

Notice that these two “lines” intersect in exactly one point, even though thergitooks nothing at all like
lines in the Euclidean plane! Modulo 5, two lines can still intersect in at mospomg, and that is thanks
to the properties of addition, subtraction, multiplication, and division modulo 5.

Finally, you might wonder why we chose to be a prime. Let us briefly consider what would go wrong
if we chosem not to be prime, for example = 6. Now we can no longer divide by 2 or 3. In the proof
of Property 1, we asserted thpta) = c(a—a;)(a—ap)---(a—aq) # 0 if a+# g for all i. But when we

are working modulo 6, ifa—a; =2 (mod 6 anda—a; = 3 (mod 6), these factors are non-zero, but
(a—a1)(a—ap) =2-3=0 (mod 6. Working modulo a prime ensures that this disaster cannot happen.

Counting

How many degree 2 polynomials are there modul This is easy; there are 3 coefficients, each of which
can take omm distinct values, so there are a totalmf mx m= m?® such polynomials.
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Now suppose we are given three paks yi1), (X2,¥2), (X3,y3). Then by Property 2, there is a unigue polyno-
mial of degree 2 such thai(x;) =y; fori = 1,2,3. Suppose we were only given two paixg,y1), (X2, ¥2);
how many distinct degree 2 polynomials are there that go through these tatspdHere is a slick way
of working this out. Fix anys, and notice that there are exacttychoices forys. Once three points are
specified, by Property 2 there is a unique polynomial of degree 2 thattjomigh these three points. Since
this is true for each of thenways of choosings, it follows that there aren polynomials of degree at most
2 that go through the 2 pointgi,yi), (X2,¥2). This is illustrated below:

m-14

1 choices, each one wields
a unirue polynorial

1 %

L e o

L

*
o 3
What if you were only given one point? Well, there anehoices for the second point, and for each of these

there aram choices for the third point, yielding a total of polynomials of degree at most 2 that go through
the point given. A pattern begins to emerge, as is summarized in the followileg tab

| Polynomials of degree d overFy |

# of points given| # of polynomials
d+1 1
d m
d-1 e
d—k mkL

The reason that we can count the number of polynomials is because wekiag over a finite field. If
we were working over an infinite field such as the rationals, there wouldfimitéty many polynomials of
degreed that can go throughd points. Think of a line, which has degree one. If you were just givem on
point, there would be infinitely many possibilities for the second point, eachhafhauniquely defines a
line.

Secret Sharing

In the late 1950's and into the 1960’s, during the Cold War, President lvidg Eisenhower approved
instructions and authorized top commanding officers for the use of nueleapons under very urgent
emergency conditions. Such measures were set up in order to defddditbd States in case of an attack
in which there was not enough time to confer with the President and decale appropriate response. This
would allow for a rapid response in case of a Soviet attack on U.S. soilidraigerfect situation in which a
secret sharing scheme could be used to ensure that a certain numffieiad§ ecnust come together in order
to successfully launch a nuclear strike, so that for example no singlerpkes the power and control over
such a devastating and destructive weapon.

Suppose the U.S. government decides that a nuclear strike can be initibteétiat leastk major officials
agree to it, for somé& > 1. Suppose that missiles are protected by a secret launch code; the miksile w
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only launch if it is supplied with the proper launch code. Let’s devise arsehsich that (1) any group of
k of these officials can pool their information to figure out the launch codkeiritiate the strike, but (2)
no group ofk — 1 or fewer have any information about the launch code (not even pafaination), even
if they pool their knowledge. For example, a groupkef 1 conspiring officials should not be able to tell
whether the secret launch code is odd or even; whether it is a prime nomiat, whether it is divisible by
some numbea; or whether its least significant bit is 0 or 1. How can we accomplish this?

We'll presume that there areofficials indexed from 1 ta and that the secret launch code is some natural
numbers. Letq be a prime number larger tharands, where 0< s < g— 1. We will work overGF(q) from
now on, i.e., we will be working modulq.

The scheme is simple. We pick a random polynorRiad) of degree&k— 1 such thaP(0) = s. Then, we give
the shard®(1) to the first official,P(2) to the second official, .. R(n) to thenth official.

This satisfies our two desiderata:

1. Anyk officials, having the values of the polynomialkgboints, can use Lagrange interpolation to find
P(x). Once they know the polynomi&(x), they can recover the seceby computings= P(0).

2. What about some group kf- 1 conspiring officials? They don’t have enough information to recover
polynomialP(x). All they know is that there is some polynomial of degkeel passing through their
k—1 points. However, for each possible vaR(@) = b, there is a unique polynomial that is consistent
with the information of the&k — 1 officials, and that also satisfies the constraint @) = b. This
means that any conjectured value of the secret is consistent with the itifmmragailable to thé— 1
conspirators, so the conspirators cannot rule out any hypothesiheel for P(0) as impossible. In
short, the conspirators learn nothing abB() = s.

This scheme is known as Shamir secret sharing, in honor of its inventoghsanir.

Example. Suppose you are in charge of setting up a secret sharing scheme, evihsse 1, where you
want to distributen = 5 shares to 5 people such that &y 3 or more people can figure out the secret, but
two or fewer cannot. We will need a polynomial of degkeel1 = 2. Let’s say we are working ové&F(7)

and you randomly choose the polynomii{k) = 3x? 4+ 5x+- 1. (Notice: P(0) = 1 = s, the secret.) So you
know everything there is to know about the secret and the polynomial,iattatoout the people that receive
the shares? Well, the shares handed ouPét¢ = 3-12+5-1+1=9=2 (mod 7) to the first official,
P(2)=3-22+5.2+1=23=2 (mod 7) to the secondP(3) =3-3?+5-3+1=43=1 (mod 7 to the
third, P(4) = 6 (mod 7) to the fourth, and®(5) = 3 to the fifth official. Let’s say that officials 3, 4, and 5
get together. We expect them to be able to recover the secret. Usingnigegnterpolation, they compute
the following functions:

Ds(X) = (()3(:2?3(,:2)) = (X_4)2(X_5) — 4(x—4)(x—5) (mod 7)
Da(xX) = ((Z:g&(:?) _ (X_Sz(lx_S) — _(x-3)(x—5) (mod 7
As(x) = ((:3(:2;?5(:2)) - (X_S)Z(X_4) = 4(x—3)(x—4) (mod 7).

They then compute the polynomia(x) = 1-Az(X) + 6- Ag(X) + 3- As(X) = 3x?+5x+ 1 (you should verify
this computation!). Now they simply compu0) and discover that the secret is 1.

Let's see what happens if two officials try to get together, say pers@ml 5. They both know that the
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polynomial looks likeP(x) = apx? +a;x+s. They also know the following equations:

P(l)=ax+a1+s=2 (mod 7)
P(5) =4ay+5a;+s=3 (mod 7

But that is all they have, 2 equations with 3 unknowns, and thus they tfindmut the secret. This is the
case no matter which two officials get together. Notice that since we aréngarkerGF(7), the two people
could have guessed the secret(8 < 6) and identified a unique degree 2 polynomial that’s consistent with
their guess (by Property 2). But the two people combined have the sameeobieguessing what the secret
is as they do individually. This is important, as it implies that two people have ne mfwrmation about
the secret than one person does—in patrticular, these two people havemaation about the secret, not
even partial information.
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