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Abstract

We proposea new ef�cient automaticveri�cation technique,Athena, for security
protocolanalysis. It usesa new ef�cient representation— our extensionto the Strand
SpaceModel,andutilizestechniquesfrom bothmodelcheckingandtheoremproving ap-
proaches.Athenais fully automaticandis ableto prove thecorrectnessof many security
protocolswith arbitrarynumberof concurrentruns. The run time for a typical protocol
from theliterature,like theNeedham-Schroederprotocol,is oftena fractionof asecond.

Athenaexploits several differenttechniquesthat enableit to analyzein�nite setsof
protocolrunsandachieve suchef�ciency. Our extendedStrandSpaceModel is a natural
andef�cient representationfor theproblemdomain.Thesecuritypropertiesarespeci�ed
in a simple logic which permitsboth ef�cient proof searchalgorithmsandhasenough
expressive power to specifyinterestingproperties.Theautomaticproof searchprocedure
borrows someef�cient techniquesfrom bothmodelcheckingandtheoremproving. We
believe that it is the right combinationof the new compactrepresentationand all the
techniquesthat actuallymakes Athenasuccessfulin fast and automaticveri�cation of
securityprotocols.
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1 Intr oduction

Securityprotocolsarecommunicationprotocolsthatusecryptographyto achieve goalssuch
asauthenticationandkey distribution. They arethebasisof any securesystem,andusually
have to be redesignedasnew systemsandapplicationsemerge. However, many examples
have shown that securityprotocolsmay containsubtleerrorsthat remainundiscoveredfor
years,evenwhentheprotocolsarecarefullydesigned.Therefore,we cannotrely on adhoc
andinformalwaysof reasoning,andit is crucialto applyformalmethodsto securityprotocol
analysis.

Oneof thepromisingdirectionsin this areais theuseof automatictools. Automatictools
havethepracticaladvantagethatthey areeasyto use,andthey havebeensuccessfullyapplied
to �nd �a ws in someproposedprotocols.Unfortunately, previously availabletoolsseverely
suffer from thestatespaceexplosionwhichpreventsthemfrom analyzingcomplicatedproto-
cols. This is mainly dueto thecomplexity of the intruderbehavior, asynchronouscomposi-
tion, andsymmetryredundancy in thetraditionalveri�cation approaches.Most of thesetools
arealsolimited to checkingthepropertiesof a securityprotocolundersmall con�gurations,
e.g.with two initiatorsandtwo responders.

In this paperwe proposea new automaticveri�cation algorithm,Athena. Athenacanpro-
vide proofsof propertiesof a securityprotocolunderarbitrarycon�gurations,andexploits
severalstatespacereductiontechniqueswhich greatlyreducethestatespaceexplosionprob-
lem.

1.1 RelatedWork

Previousautomatictoolsfor securityprotocolanalysisincludegeneral-purposemodelcheck-
erssuchasFDR [18, 15] andMur � [26], andspecial-purposemodelcheckers,for example,
theInterrogator[25] andBrutus[10]. Thesetoolsstartwith aninitial stateof aprotocolexecu-
tion andthenexhaustively searchthroughall possiblesequencesof actionsof bothlegitimate
principalsandamodeledattacker to seewhetheranattackcouldhappen.All thesetoolshave
beensuccessfullyappliedto �nd attackson protocols. But they all suffer from two main
problems:

1. Boundednumber of principles. All of thesetools have to specify in advancethe maxi-
mum numberof principalsthat canparticipatein the protocol,which meansthat they
canonly checkwhethera protocolis correctfor a limited numberof participants.Even
if they do not �nd an attackon theprotocol,it is still possiblethat theprotocolmight
haveanattackwith ahighernumberof participants.Lowehasovercomethisproblemin
somecasesby proving manuallythata smallnumberof participantsis enoughto prove
thecorrectnessfor arbitrarynumberof runs[18, 20].

2. Statespaceexplosionproblem. Althoughthesetoolsexploreanumberof statereduction
techniques,they still suffer from thestatespaceexplosionproblem.This restrictstheir
applicability to protocolswith only a small numberof participants,e.g. threeor � ve,
whichsendandreceiveasmallnumberof messagesin eachprotocolrun.
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The above techniquesarebasedon the traditionaltrace-basedmodel(TBM), whereeach
principal is modeledby a process. Theglobalstatespaceof theprotocolis a Cartesianprod-
uct of local statespacesof individual processes.Thestatetransitionof eachlocal processis
basedon sendingor receiving a message.Theprocessesarecomposedasynchronously, and
theglobal transitionrelationis aninterleaving of local transitions.Dueto suchparallelcom-
positionandthe interleaving semantics,the numberof statesandtransitionsto be explored
growsexponentiallywith thenumberof participantsinvolvedin theprotocol[30, 31]. Hence,
theseapproachessuffer severely from thestatespaceexplosionproblem,andareoften only
ableto verify protocolswith smallnumberof participants,e.g. threeor � ve. This problemis
especiallyacutefor theexplicit stateenumerationtechniques.

Multiple concurrentrunsof a securityprotocolmay yield many principalswith identical
roles,andin thiscasethetransitiongraphoftenpossessesa lot of symmetries.Althoughsome
reductiontechniqueshave beenusedto reducethe searchspace,including partial orderand
symmetryreductions[8], a large numberof statesand transitionsstill have to be checked
unnecessarily.

TheNRL ProtocolAnalyzer[22] is anotherspecial-purposetool thatusesa theoremprov-
ing approachfor securityprotocolanalysis. It startsfrom an insecurestateandperformsa
backwardsearchtrying to prove that this insecurestateis unreachable.It canusemany the-
oremproving techniquessuchasinductive methods.The advantageof this approachis that
it can prove a protocol correct for arbitrary numberof participants. However, it often re-
quiresnon-trivial amountof humaninteractionandexpertise,andtherunningtime couldbe
muchslower thanin themodelcheckingapproach[24]. TheNRL ProtocolAnalyzerreduces
symmetryredundancy by usingsymbolicvariables.But it alsousesthetraditionalTBM and
asynchronouscomposition,andhence,is still notoptimalin termsof thestatespaceexplosion
problem.

Thereare also otherapproacheswhich usegeneralpurposetheoremproverssuchas Is-
abelle[29]. Theseapproachesrequiremoreexpertisewith theoremproversandmorehuman
interaction,andhave thedisadvantagethatthey cannotgeneratecounterexamplesdirectly.

Apart from theaboveapproaches,therearealsosometools[4, 5, 17] basedonbelief logics
suchasBAN logic [6] andGNY logic [13], thathavebeenusedto �nd �a wsin someprotocols.

1.2 Overview of Our Techniques

We useour extensionto the Strand SpaceModel (SSM) insteadof the traditionalTBM to
representprotocolexecutions.Thayer, HerzogandGuttmanproposedSSMfor protocolrep-
resentationanddemonstratedhow to useSSMto prove certainsecuritypropertiesmanually,
for exampleauthenticationandsecrecy [36]. (NoticethatSSMis a new modelfor represent-
ing protocolexecutionsandhasnothingto dowith strandsin thecontext of category theoryor
othermathematicaltheories.)BecauseSSMhastheadvantagethatit containstheexactcausal
relationinformation,theauthorshavebeenableto derivemuchsimplerproofsof aprotocol's
propertiesin comparisonwith the traditionalTBM. However, their proof techniquerequires
a lot of humaninsightandwill be dif�cult to automate.We have extendedtheir modeland
developeda new algorithm,Athena, for analyzingsecurityprotocolsautomatically.
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We have designeda new logic suitablefor SSM that can expressvarioussecurityprop-
erties,including authentication,secrecy, andelectroniccommerceproperties.We have also
developedan automaticprocedurefor evaluatingwell-formedformulasin this logic. If the
evaluationprocedureterminates,it generateseithera proof or a counterexample,depending
on the validity of the formula. The validationprocedureis not guaranteedto terminate,but
it terminatesfor theprotocolswe experimentedwith. Evenwhentheproceduredoesnot ter-
minatefor a generalcase(whenwe allow arbitrarycon�gurationsof theprotocolexecution),
terminationcanbeforcedby boundingthenumberof concurrentprotocolrunsandthelength
of messages.This is similar to theboundsin currentmodelcheckerssuchasFDR,Mur � , and
Brutus.

We formulateour veri�cation procedurein termsof a proof searchin a very specialized
proofsystem.Athena�rst transformsthesecuritypropertyto beveri�ed into aninitial sequent
which containsan initial state. It then appliesa small set of inferencerules with certain
decisionproceduresto thestates,building a proof tree,until it eithercompletestheproof or
refutesa sequent.In the lattercaseAthenareportstheprotocolto be incorrect,andthestate
of therefutedsequentrepresentsacounterexample,or asuccessfulattackon theprotocol.

Onemain differencebetweenAthenaandpreviousapproachesis thatAthenausesfunda-
mentally different representationof protocol executions. As describedabove, most of the
existing approachesarebasedon TBM, in which eachprincipalis modeledby a process, and
its local transitionis basedon sending/receiving a message.The protocolmodelin TBM is
theasynchronousparallelcompositionof theseprocesses.Instead,Athenausesourextension
to SSM,a muchmorecompactstatestructurebasedon semi-bundlesandgoal-bindings. The
goal-bindingis thecausalrelation“ � ” thatcapturestheexact informationabouttheorigins
of messagesin a protocolexecution. A setof protocol runsthat differ only in the orderof
interleaving executionsof individualpartiesis in factrepresentedby onestatein Athena,and
Athenacanreasonaboutall suchexecutionssimultaneously. This form of thestatestructure
allows us to developef�cient statesearchproceduresavoiding theexponentialgrowth of the
statespacedueto asynchronouscomposition.

Similarly to theNRL ProtocolAnalyzer, Athenaalsotakesadvantageof symbolicstaterep-
resentation,in contrastto theexplicit representationusedin mostof previousmodelchecking
approaches.In our approach,we allow a stateto containfree variables.In a way, a stateis
parameterizedby thesefreevariablesand,therefore,representsa(possiblyin�nite) setof con-
creteprotocolexecutions.Thus,Athenacanrepresentstatesandstatetransitionsef�ciently ,
andin particular, naturallyreducesthesymmetryredundancy problem.

To reducethesearchspacefurther, our approachcanusepruning theoremsto prove early
that somestatesdo not contribute to the �nal result,andwe canprunesuchstatesfrom the
searchspaceimmediately. Pruningtheoremscanbe eitherspeci�c to a particularprotocol,
or generaltheoremsthat arenot restrictedto any concreteexample. In the latter casethey
can be proven onceand for all and includedin the core of the tool. This lets our model
checker incorporateresultsfrom theoremproving easily and systematically. Note that the
interfacefor supplyinguser-de�ned pruningtheoremsis mainly for conveniencereasonsfor
advancedusers.For non-expertusers,it is not requiredandoftenunnecessaryto supplytheir
own pruningtheorems.CurrentlyAthenacontainstwo built-in pruningtheoremsandthey are
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shown to beeffectiveandsuf�cient in mostcasesin ourexperiments.
Givenasecuritypropertyformula,Athena�rst transformsthis formulainto aninitial state.

(Note that asexplainedlater in section4, this initial stateis not an insecurestatebut rather
a statewhich representsa possiblyin�nite setof protocolexecutionswhich satisfycertain
properties.)Theproofsearchthenstartswith this initial state,andnew eventsandparticipants
areaddedonly whennecessaryaccordingto theexactcausalrelation. Hence,we reducethe
searchspaceby avoiding theexplorationof many unnecessarystatesandpaths. In contrast,
with forward searchall the participatingprincipalshave to be pre-stated,which meansthat
onemighthave to exploremany moreunnecessarystatesandpaths.

As demonstratedby our experiments(Section5), all thesetechniquesdramaticallyreduce
thestatespaceexplored,andour tool outperformspreviousautomaticapproaches.Wediscuss
varioustechniquesusedin Athenain moredetail in Section4.

Thepaperis organizedasfollows. We�rst review somebackgroundandthenotionof SSM
(section2). Thenwe introducea logic to reasonaboutstrandspacesandshow how to use
this logic to specifysecurityproperties(section3). Next weexplainourveri�cation algorithm
(section4), show someexperimentalresultsand further discussion(section5), and �nally
conclude(section6).

2 Strand SpaceModel

Thissectionis primarily areview of conceptsdevelopedby Thayer, HerzogandGuttman[36].
First,we explain thenotionof termsthatareusedto representthemessagesin theprotocols.
Then,we introducestrands,strandspaces, andbundles, andshow how to representprotocols
usingstrands.Finally, wegivea formal descriptionof thepenetrator model.

2.1 MessageTerms

Thesetof atomictermsis theunionof a setof Text terms
�

andasetof Key terms� , where
� Text termsfrom

�

containseveral different typesof terms,suchasprincipal names,
nonces,or bankaccountnumbers.

� Key termsfrom � containsasetof keysdisjoint from
�

. In asymmetriccryptosystems,
�����

(for
� �

� ) represents
�

's oppositememberin a public-privatekey pair. In
symmetrickey systems,

�	����
��

.

Thesetof all terms 
 is de�ned inductively asfollows:

� If � is aText termor aKey term,then � is a term.
� If � is a termand � is a Key term,then ������� is a term.This representsencryption.
� If �

� and ��� areterms,then �

���

��� is a term.This representsconcatenation.

Weusethefreeencryptionassumption,where

�������




�����������! !" �




���$#

�%
��

��&
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Thayer, HerzogandGuttmande�ned in [36] thesubtermrelation � : a term �

� is asubterm
of term � � if �

� appearsin � � . Wealsode�ne anintermrelation � , suchthat �

� is anintermof
� � if �

� canbeextractedfrom � � without applicationof thedecryptionoperation.Theformal
de�nition of thetwo relationsis thefollowing.

� subtermrelation � :
– ����� for �

�

�

iff �




� ; or
– ����� for �

�

� iff �




� ; or
– ��� ��� ��� iff �����
	��




��� ��� ; or
– �����
� iff �����
	�������	��




�
� .

� intermrelation � :
– ����� for �

�

�

iff �




� ; or
– ����� for �

�

� iff �




� ; or
– ��� ��� ��� iff �




��� ��� ; or
– �����
� iff �����
	�������	��




�
� .

2.2 SSM : Strands,Strand Spacesand Bundles

The notionsin this subsectionaremainly from the paper[36]. We extendthemslightly to
make themapplicableto electroniccommerceprotocols.

Actions. Thesetof actionsAct thatprincipalscantake duringanexecutionof a protocol
includeexternalactionssuchassendandreceive, anduser-de�ned internalactionssuchas
debit, credit, etc.. In the restof the paper, we will only usesendandreceivefor simplicity,
anddenotethem � and � respectively. Thatis, wewill alwaysassume�
���




������� � .
Events.An eventis apair ���������! #"$�%��& , where �������! #"

�

�'��� , and �

�


 is theargumentof
theactionfrom thesetof terms 
 . Sincewe only have send( � ) andreceive( � ) actions,we
denoteeventsassignedterms �(� and �)� . Thesetof events,or signedterms,is denotedby

*


 , andthesetof �nite sequencesof signedtermsis +

*



,.- .
Strands and Strand Spaces.A protocolde�nesa sequenceof eventsfor eachprincipal's

role. A strandrepresentsa sequenceof a principal's actionsin a particularprotocolrun, and
is aninstanceof a role.

A strandspaceis a setof strands/ with a tracemapping

0.132

/54 +

*


(,

-

&

1. A nodeis a pair �768�:97& , with 6

�

/ and 9 an integersatisfying ;�<=9><@?BADC
E�F:GH+

0.1

+!6I,�, .
We saythat J




�!6K��9L& belongsto thestrand6 , denotedby J

�

6 . Clearly, every node
belongsto auniquestrand.Thesetof nodesis denotedby M .

2. If J




�768�:9L&

�

M , then NPOIQKR.S
+TJU,




9 and V

0.1XW

OIQY+ZJU,




6 . If +

0.1

+!6I,�,\[


^]

� , where
] �

������� � , then 0

R

1!_

+TJU,




� and V.Na`bO
+ZJU,


c]

. In otherwords,a nodeis a particular
eventin agivenstrand,andwe will oftenusenodesaseventswhereit is unambiguous.
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3. If J

�

�:J �

�

M , then J

�

4 J � meansthat J

�




�(� and J �




�)� for someterm � . This
representssendingamessage� from J

� to J � .
4. If J

�

�:J �

�

M , then J

�

" J � meansthat J

� and J � occur in the samestrandwith
N OIQKR S
+TJ � ,




NPOIQKR.S
+TJ

�

,U��; . This representsanevent J

� followedimmediatelyby J � .
5. A term � originatesfrom anodeJ

�

M if f V.Na` Ob+ZJU,




� and � �

0

R

1!_

+TJ , , andwhenever
J

�

precedesJ on thesamestrand,�

�

�

0

R

1�_

+ZJ

�

, .
6. A term � uniquelyoriginatesfrom node J if f � originateson a uniquenode J . Nonces

andotherfreshlygeneratedtermsareusuallyuniquelyoriginated.

We will alsouse M to refer to thedirectedgraph +7M ��� , whoseverticesarenodesand �




+!4 � "�, is thesetof edgesthatcombinesbothtypesof relationsJ

�

4 J � and J

�

" J � .
Bundles.A bundlerepresentsa protocolexecutionundersomecon�guration.
A bundle �




+LM�� ���	�U, is asubgraphof M correspondingto somestrandspace,�
��� +!4

� "�, is thesetof edgesand 
���� M is thesetof nodesincidentwith theedgesin ��� , and
thefollowing propertieshold:

�

� is anon-empty, �nite andacyclic graph;
� If J

�

�

� and V.Na` O +TJ

�

,




� , thenthereis a unique J � suchthat J � 4 J

� is anedgein
� ;

� If J

�

�

� and J � " J

� , then J � " J

� is anedgein � ;

Wesaythatastrand6 belongsto � ( 6

�

� ) if for any nodeJ

�

6 , J

�


�� . In somecaseswe
treata bundleasa setof strands��6���6

�

� � . Note,thatthis setis closedunderthesubstrand
relation.A strand6 is calleda substrandof 6

�

(denoted6��c6

�

) if 6

�

containsall thenodesof
6 .

CausalPrecedence.Let / bea strandspace.For nodesJ

�

� J �

�

/ , de�ne J

���	�

J � iff
thereis asequenceof zeroor moreedgesof 4 and " leadingfrom J

� to J � in / . Therelation
�	� expressesa causalprecedence. In otherwords, �
� is a re�exiveandtransitiveclosureof

4 and " :
�	�




+!4 � "�,

-

&

Lemma 2.1. For a bundle � , therelation �

� is a partial order, i.e. a re�exive, antisymmetric,
transitiverelation. In addition, every non-emptysubsetof the nodesin � has �

� -minimal
members.

Theproofof this lemmacanbefoundin [36].

2.3 ProtocolSpeci�cation UsingStrands

A protocol usually containsseveral roles, suchas initiators, responders and servers. The
sequenceof actionsof eachprincipal type is prede�nedby theprotocolandrepresentedasa
role, or a parameterizedstrand. Parametersusuallyincludeprincipalnamesandnonces.We
denotearolewith parametersby �. ������ parameterlist � . Instantiatingparametersof aroleyields
a particularstrandrepresentinga traceof a principalin a protocolrun. A legal executionof a
protocolformsa bundle,in which thestrandsof thelegitimateprincipalsarerestrictedto the
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prede�nedtraces.Thestrandsof the legitimateprincipalsarereferredto asregular strands.
A bundlecanalsocontainpenetrator strands. We explain themin moredetail in the next
subsection.We now give an exampleof the Needham-Schroederprotocol [27] with the �x
givenby Gavin Lowe in [18]. We will refer to this protocolasNSLin the restof thepaper.
Usingthestandardnotation,theprotocolis asfollows.

1. 
 4 �

2

��
��

�


 �����

2. � 4 


2

��
��

�


��

�

� �����

3. 
 4 �

2

��
�� �����

Therearetwo rolesin this protocol: initiator andresponder. The strandsof the two roles
arethefollowing :

	�

����� ���������

�

���

��� �����! 

� ���������

�

���

���

"$#&%('*)

�

��+

�-,

��.0/

"$#&%21�)

�

��+

�3,

��.�/

4

4

4

5

4

4

4

5

67#8%21�)

�

�9+

�

�
+

��,

�;:</

6=#8%('$)

�

�9+

�

�
+

��,

�;:</

4

4

4

5

4

4

4

5

>=#8%('*)

�

�

,

�
.

/

>=#8%21�)

�

�

,

�
.

/

wherethe parameterlist containsA andB asprincipal names,
?� and 
�� asnonces. 
��

uniquelyoriginatesonthe�rst nodeof theinitiator'sstrand@ JY9T� � 
��A����
?�#��
�� � , and
�� uniquely
originateson the secondnodeof the responder's strand B7CI6
D � 
 �E����
?�#��
�� � . A responder's
strandinstantiatedwith parameters� 
=F��A�GF���
���FD��
��HF�� is thefollowing :

	�

����� �

F

���

F

���

��F

���

�HF
�

%('*)

�

�0FI+

�

F

,

��.KJL/

4

4

4

5

%21G)

�

��FM+

�

�HF
+

�

F

,

�

:

J

/

4

4

4

5

%('*)

�

�HF

,

�
.KJ

/

2.4 Instantiation and Substitution

In our veri�cation algorithmdescribedin Section4 we useuni�cation to instantiaterolesin
a protocol. This sectionde�nes the basicnotionsof substitution, uni�cation, and the most
general uni�er .
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De�nition 2.2. A substitution
] 


��� �

�

�

�

� is a mappingof variables
�

� to terms �� . Thesubsti-
tutedtermsdo not have to beclosedandmaycontainfreevariablesthatcanlaterbereplaced
by othersubstitutions.

Applyinga substitution
]

to aparticularterm �

�

yieldsanew term
]

+Z�

�

, obtainedfrom �

�

by
simultaneouslyreplacingall freevariables

�

� in �

�

with terms
]

+

�

�

, .

We will also apply a substitutionto strands,roles, and setsof strandsor roles with the
obviousmeaning.In particular, applyinga substitutionto a role createsa strandwhich is an
instanceof thatrole. Theformal parametersof theroleactin this caseasfreevariables.

De�nition 2.3. A substitution
]

is calledauni�er of terms� and �

�

if
]

+Z� ,


 ]

+X�

�

, .

De�nition 2.4. A substitution
]

is a mostgeneral uni�er (MGU) of � and �

�

if it is a uni�er,
andfor any otheruni�er

]

�

thereexistsa substitution� suchthat
]

�


 ]��

� .

2.5 The Penetrator Model

We usea similar penetratormodelas the one in [36]. The penetrator� hasa setof initial
knowledgeinit-info +�� , whichusuallyincludestheprincipalnamesandthesetof keys

�
	

that
areknown initially to the penetrator.

��	

usuallycontainsall the public keys, all theprivate
keys of thepenetrator, andall thesymmetrickeys initially sharedbetweenthepenetratorand
principalsplayingby theprotocolrules.It canalsocontainkeys to modelknown-key attacks.

A penetratorcan interceptmessagesandgeneratenew messagesthat are derivable from
its initial knowledgeandthe messagesit intercepts.Theseactionsaremodeledby a setof
penetrator roles.

A penetratorrole is oneof thefollowing, where� and � areterms:
�
�

� � � . Atomic message:�!�
� & where�

�

init-info +���, and �

�

�

.
���

� � � . Flushing: � � � & .
���

� � � . Tee: � � � � �'� � �'�
& .
���

�a� � � � . Concatenation:� � � �D�
� � �'� � & .
���

�a� � � � . Separationinto components:� � � � � �'� � �>� & .
���

� � � . Key: �!� � & where �

� ��	

.
���

� � � � � . Encryption: � � � ���'�U�.� ��� ����& .
���

� � � � � . Decryption: � � �

���

��� ��� �����.� � & .

Herethenotation � � �

�

� & & &U�D� � ��� �'�

�

�

� & & &U�.�
�

� �

& for astrandmeansthattheterms�

�

� & & & � � �

canbereceivedin any order, andterms�

�

�

� & & &U���

� �

canbesentin any order, but all terms� [ must
bereceivedbeforeany of the �

�

� is sent.Thatis, for instance,bothstrands

� � " �
�!" �'� �

and
�'��" � � " �'� �
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are �

� � � � � typeof penetratorstrands.
Athenahas�e xibility in incorporatingnew penetratormodelseasilyby modifying thepen-

etratorstrandsandtheinitial knowledgeof thepenetrator. In thispaperweassumethattheset
of penetratorrolesis �




�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

� .

3 Logic and Model

In this section,we introducea formal modelanda logic to reasonaboutsecurityprotocols
usingtheSSMrepresentation,andshow how varioussecuritypropertiesareexpressedin this
logic.

3.1 Syntax

Thesyntaxof termsconsistsof strandconstants( 68� 6

�

� & & & ) andbundlevariables( �>� & & & ). A
strandconstantmayrepresenta partialstrand,andin particular, a singlenodecanbeconsid-
eredasastrandconstant.

Propositionalformulasarede�ned asfollows:
�

6

�

� is an(atomic)propositionalformula;
�����

� and �

�

#

�

� arepropositionalformulasif �

� and �

� arepropositionalformulas.

Finally, well-formedformulas(wffs) are:
��� , ���

� , �

�

#

�

� ;
���

� &

� , where� is apropositionalformula,whichdoesn't containany othervariablethan
� .

Here � is a propositionalformula, �

� and �

� arewffs, and � is abundlevariable.
Notice,thatin awff �

� &

� , theformula � needsto bepropositional,andcannotcontainany
othervariablesthan � . In addition,we allow only negative occurrencesof atomicformulas
in � that referencepenetratorstrands.An occurrenceof an atomicformula 	 in � is called
negative if 	 appearsunderthe scopeof odd numberof negations. This restrictionensures
the validity of counterexamplesthat our algorithmgenerates;namely, it is neededto apply
Proposition4.2from Section4.2.

Wealsousetheobviousabbreviations:

�

�

	

�

��


�

+

���

�

#

���

��,

�

�




"

�

��


���

�

	

�

�

�

�

 !"

�

��
 +

�

�




"

�

�., # +

�

�




"

�

�

, 
 � &

�




���

� &

���

�

� � 
 �

�����

6

�

�
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3.2 Semantics

Let thesetof nodesbe M . For agivenprotocolD , de�ne thesetof all strandsfor thisprotocol
(bothregularandpenetratorones)as /

	

; its executiontracesformasetof bundles�

	

. A model
� 	

for a givenprotocol D is a tuple
� 	 


+LM � /

	

���

	

��� , , where� is the interpretationof
strandconstantsandbundlevariables.We write

�

�


��

� �'+ ��,�� � � for somebundle � to
denotea new model

�

�

which is identical to
�

except that �

�

+ ��,




� . The semanticsof
formulasin our logic is thefollowing:

�

�'+!6I,

�

/

	

and �'+ ��,

�

�

	

area strandanda bundlerespectively, thatareassignedto
theconstant6 andthevariable� by theinterpretation� .

�

�

�




6

�

� iff �'+!6I,

�

�'+ ��, .
� If � is apropositionalformulaor awff, then

�

�




��� iff
�

�

�




� .
� If �

� and �

� arepropositionalformulasor wffs, then
�

�




�

�

#

�

� iff
�

�




�

� and
�

�




�

� .
�

�

�




�

� &

� iff �

�

�

�

	

&

�

� �'+ ��,	� ��� �




� .

3.3 SpecifyingSecurity Propertiesin the Logic

Our logic canexpressa variety of securityproperties,includingonesfor authentication,se-
crecy, and electroniccommerce. In this paperwe mainly focus on the authenticationand
secrecy. We usesimilar ways for representingsecuritypropertiesas in [36], however, we
formulatethemusingwell-formedformulasin our logic.

Authentication.

Gavin Lowe [19] proposedagreementpropertiesfor authenticationprotocols. A protocol
guaranteesanagreementpropertyfor aparticipant� (e.g.actingasa responder)for acertain
vector of parameters

�

� , if eachtime the principal � completesa run of the protocol as a
responderusing

�

� , supposedlywith 
 , then thereis a uniquerun of the protocol with the
principal 
 initiating asessionwith thesameparameters

�

� , supposedlywith � .
A weaker non-injectiveagreementdoesnot ensureuniqueness,but requiresonly thateach

time a principal � completesa run of theprotocolasresponderusing
�

� , supposedlywith 
 ,
thenthereis arunof theprotocolwith theprincipal 
 astheinitiator using

�

� , supposedlywith
� .

Thenon-injectiveagreementpropertycanbespeci�edin our logic as:

�

� &�
 �
��� +

�

�

,

�

�




" ��" �X� +

�

�

,

�

� �

where 
 �
���3+

�

�

, and � " �X� +

�

�

, arethe responderandthe initiator strandsinstantiatedwith pa-
rameters

�

� . For example,in the NSLprotocol,the non-injective agreementpropertycanbe
speci�edas

�

� &�
 �
��� � 
 �A� ��
��#��
�� �

�

�




" ��" �X� � 
��A����
�����
�� �

�

� &
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Here
�

�




� 
 �A� ��
��#��
�� � . Becauseof the freshnessof the noncesgeneratedin the protocol
run,usuallytheagreementpropertycanbeprovenafterthenon-injectiveagreementproperty
is proven,with theargumentthat therecannotbe two strands��" �X� +

�

�

,

�

� sincethenonces
in ��" �X�D+

�

�

, areuniquelyoriginatedfrom only onestrand.Namely, in theNSLprotocol 
 � is
uniquely-originatedin thestrand� " �X� � 
��A����
�����
�� � .

Secrecy.

A value � is secret in astrandset
�

if for everybundle � thatcontains
�

thereis noway for
theintruderto receive � in cleartext; thatis, thestrand�

����� doesnotappearin any � :
�

� &

�

� �




"

� �

�����

�

� &

For example,when
�

containsonly a singleresponderstrand 
 �
���3+

�

�

, , we canspecifythe
secrecy propertyas:

�

� & � 
 �
���%+

�

�

, ��� �




"

� �

�����

�

� &

4 Veri�cation Algorithm

4.1 The Intuition

In this section,weexplainhow to checkthevalidity of a well-formedformula � in our logic.
Mathematically, we stateour veri�cation problemas a model checkingproblem: given a
protocol � (asamodel),checkthatit satis�esa formula � . Theactualveri�cation algorithm,
however, is signi�cantly different from the classicalmodel checkingalgorithms. We only
considerthe most interestingcaseof �




�

� &

� in this paper, becausethe othercasesare
relatively straightforward.Noticethatthe � -quanti�er distributesoverconjunction.Sinceany
propositionalformula � canbeput in aconjunctivenormalform(CNF),weassumethat � has
theform

�




�

[

+��

�

�

	 [

�

	��

���

[ ��, �

where 	 [

� and
�

�

� areatomicformulas. Thenwe cantransformthe entireformula � into a
specialform:

�




�

� &

�

[

+
�

�

�

	 [

�

	
�

�
�

[ ��,




�

[

�

� &
+

�

�

�

	 [

�

	

�

�
�

[ ��,




�

[

�

� &
+

�

�

	 [

�




"
�

���

[ ��, &

Therefore,weonly needto discusstheveri�cation procedurefor a formulaof theform

�




�

� & +

� 	




"

� 


,�� (4.1)
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where
	




� 	

�

� and






�

�

��� aresetsof formulas.Notethat,dueto thesyntacticrestriction,
theatomicformulasin theset




canonly containregularstrands(seeSection3.1).
If

	

is empty, then �




�

� & +��




,�� andtheentireformula is trivially false,becauseeach

�

�




is false for the empty bundle. Hence,we can assumethat the antecedentof the
implicationis neverempty. If thesetof formulas




is empty, thenour formulabecomes

�




�

� & +

�

	




" �

W��

V R�,��

which is aparticularcaseof Formula4.1andis coveredby ourdecisionprocedure.
Werepresentourveri�cation problemin asequentform:

�����
	�� � (4.2)

where � and � aresetsof strandsfrom the assumptions
	

andconclusions



of � in For-
mula4.1respectively. Thatis,

�




��6 �8+!6

�

� ,

�

	

� �




��6�� +�6

�

��,

�




� &

Moreover, � is eitheremptyor containsonly regularstrands,whereas� is alwaysnon-empty
andmaycontainpenetratorstrandsin additionto regularones.

We write ��
 �

�


��

to denotethat thereis a strandin � which is a substrandof some
strandin � .

Thesemanticsof thesequentis de�ned asfollows:

� � ������	���� ��� 


�

�

�

����&�� � �




" ��
 �

�


��

& (4.3)

That is, for any bundle � representinga run of theprotocol � , if ��� � , then ��
 �

�


��

. It
is easyto seethatthis sequentis trueif andonly if theoriginal formula � (4.1) is truefor the
protocol � .

Accordingto thesemantics,in orderto prove this sequentwe needto considerall possible
bundlesthatcontain � andcheckthatthey all have at leastonestrandfrom � . We formulate
ouralgorithmasaproof searchprocedurein averyspecializedproof system.

First,we encodebundlesin a specialrepresentationcalledstate. Roughlyspeaking,a state
canbeviewedasacollectionof propertiesof bundles,andwe saythata state� representsthe
setof bundlessatisfyingtheseproperties.The initial state �2F#+�� ���$, speci�esthatany bundle
it representsmustsatisfytheprotocol � andcontainall of thestrandsfrom � . Therefore,to
prove our original property, it is suf�cient to prove thatany bundlerepresentedby the initial
statehascommonstrandswith � :

�!FI+�� ��� ,�	 �!�

������	��

NPO8N

0

&

Thenew sequent� F"	 �#� caneitherbe solvedby a decisionproceduredirectly if it applies
(rule $ O

W%�

), or split into multiple sequents�

�

	 �&� � & & &U����'#	 �(� which are thenproven
separately(rule V*)

�

N

0

). Theprecisede�nitions andformal semanticsof thesequentsaregiven
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in Section4.2. To simplify thenotation,we will omit thesubscript� in thesequent� 	 � �

whentheprotocol � is unambiguousfrom thecontext.
Thus,theoverallveri�cation procedureis aproofsearchin averyspecializedproofsystem

describedin detail in Section4.3,coupledwith aseparatealgorithmfor splittingastatein the
V )

�

N

0 rule thatwe introducein Section4.4. Theresultingveri�cation procedureallows further
optimizationswhich weoutlinein Section4.5.

4.2 CompactStateRepresentation

Recallthata bundleis anacyclic graphbackward closedunder“ " ” and“ 4 ”. It is easyto
keepthegraphacyclic andbackwardclosedunder“ " ” while completingit to abundle,since
eachstrandis �nite andusuallysmall. The dif�cult problemis to make it backward closed
under“ 4 ”, becausegenerallytheremight be an in�nite numberof possiblewaysof doing
it, andwe needto considerall possibilities. (Closingunder“ 4 ” meansthat every received
messagemustbesentby someothernodein thebundle.)

Oneof thereasonsfor in�nite numberof possibilitiesis unboundedforwardingof messages
by the intruder: a node J may receive a messageeitherdirectly from J

�

, or theremay be
arbitrarymany intermediatenodesthat forward the samemessagefrom J

�

to J . As we will
show later, only the �rst sendermatters,andsuchforwardingdoesnot changethevalidity of
formulas. Hence,we introducethe semi-bundlestructureand the goal-bindingmechanism
which effectively ignoresthe in�nite messageforwardingalongwith other redundanciesin
protocolexecutions,suchastheorderof interleaving actions.Notethatsometheoremproving
techniquesmight be ableto useforwarding theoremsto achieve similar goals[29], but here
we simply usethecompactstatestructureswithout applyingany forwardingtheoremsin the
protocolanalysisprocess.

Semi-bundles. A semi-bundle �




+ 


�

�����>, is a subgraphof 
 , where ��� � " is the
setof edges,


� is thesetof nodesincidentto theedgesin ��� , andthefollowing properties
hold:

�




� is non-emptyand�nite;
� If J

�

�




� and J � " J

� , then J � " J

�

�

��� ;
�

� is acyclic.

Goals.A goal is apair +X� �:JU, , whereV N ` Ob+TJ ,




� , � �

0

R

1!_

+ZJU, , and � is notaconcatenation
of terms.A goal-setof a bundle � is thesetof all thegoalsin � , denotedas

�

+ ��, .
Goal Bindings. If � is abundle,thenagoal +Z� ��JU, is boundto nodeJ

�

if J

�

is a �

� -minimal
memberof theset

�




���

�

� ��� �

0

R

1!_

+ � , , V N ` Ob+ � ,




� , and �

�

J � &

Wedenotethegoalbindingrelationas J

�

�

� J . ThenodeJ

�

is calledabinderof +X� �:JU, . When

� is clearfrom thecontext, wewrite J

�

� J to denoteJ

�

�

� J for simplicity.
It is easyto show thatany goalin abundlehasabinder.
States.A stateis a tuple �	� �

�

� ��& , where
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�

� is asemi-bundle;
�

�

is thesetof unboundgoalsof � ; and
�

� is therelationfor thegoal-bindings.

Notethat
�

is redundantandcanbecomputedfrom � and � . Wekeepit in thestatestructure
for theconvenienceof illustration.

Wesaythatastrand6 is in astate�




� � �

�

� ��& , denoted6

�

� , whenever 6

�

� ; similarly,
�

��� for a setof strands
�

means
�

� � . We alsoextendthenotionof substitutionfrom
Section2.4to statesin theobviousway. For asubstitution

]

, de�ne

]

+�� � �

�

� ��&:,




�

]

+	� ,��

]

+

�

, �

]

+ ��, & �

where
]

+ � , and
]

+

�

, aresetsof correspondingelementsin whichall termsaresubstitutedby
]

, and
]

+ ��,




�

+

]

+TJ

�

,��

]

+X� ,��

]

+ZJU,�, whereJ

�

�

� J��

&

Thatis,
]

+TJ

�

,����

�	�

�

�

]

+ZJU, if f J

�

�

� J , where �

�


 ]

+ ��, .
Bundle Sets.We de�ne thebundleset 
 + �T, of a state�




� �

�

�

�

�

� �

�

& for a protocol � as
follows.

A bundle �

�


 + �T, if f

1. �

� is asubgraphof � ;

2. The � relationin � is consistentwith 4 in � ; that is, for every J

�

�

�

�

J in �

� thereis a
path J

�




J

�

�:J �D� & & &U�:J �




J in � suchthat

(a) J

�

sendsamessage� suchthat � � � , and
(b) thereis no J

� �

in � thatsendsa message�

�

suchthat � � �

�

, andthereis a path
from J

� �

to J

�

.

Intuitively, theterm � mustoriginatein J

�

andbeforwardedto J .

Sincethe �

� is consistentwith the 4 relationin any bundle �

�


 + �T, , wecande�ne the �

�

relationbetweennodesin a state� asthere�exive andtransitiveclosureof + �

�

� "�, , andit
will beconsistentwith the ��� relationfor any �

�


 + �T, .

De�nition 4.1. Semanticsof thesequent� 	 � (introducedin section4.1) is de�ned asfol-
lows:

� � � 	 ����� � 


�

�

�


 + �T, & ��
 �

�


��

& (4.4)

Proposition 4.2. If
�

is emptyin a state�




� � �

�

� ��& , thenthereexistsa bundle � such that
�

�


 + �T, , and � and � containthesamestrandsexceptthat � mightcontainsomeadditional
penetrator strandsof type � , � , or � . (Note, that � mayalreadycontainsomepenetrator
strands.)
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Proofsketch. Let � bethegraphwhichcontains� andtheedgesde�ned by therelation“ � ”.
For each J

�

� J � in � , we can add new penetratorstrandsof type � , � and � and the
correspondent“ 4 ” edges,suchthatwecan�nd apathfrom J

� to J � connectedby asequence
of edgesof “ 4 ” and“ " ”. We theneliminatethe edge J

�

� J � . After we remove all the
“ � ” edgesin this way, we get a graph �

�

which only containsedgesof“ 4 ” and“ " ”. It is
easyto prove that �

�

is a bundle. Sincewe only addpenetratorstrandsof type � , � or � in
thetransformation,�

�

and � have thesameregularstrands.

4.3 The Proof Systemand Proof Search Procedure

Theskeletonof ourveri�cation algorithmis anautomaticproofsearchprocedurefor theinitial
sequent������	�� (Formula4.2).Ourproofsystemconsistsof threeinferenceruleswhichwe
discussin therestof this subsectiontogetherwith theactualproofsearchalgorithm.

4.3.1 InferenceRules

Soundnessand Invertibility . An inferencerule is calledinvertible if, whenever theconclu-
sion is provable,thenall of thepremissesareprovable. To simplify thepresentation,we use
an equivalentdual de�nition of the invertibility: whenever oneof the premissesof a rule is
provenfalse,its conclusionis alsofalse.

Theinvertibility propertyis usefulfor disproving asequentandproviding acounterexample
— asuccessfulattackontheprotocol.It alsoallowsto searchfor theproofwithoutbacktrack-
ing. In thefollowing, weprove thateachinferencerule is soundandinvertible.
Init rule.
In the �rst stepof theproof searchwe convert an initial sequent����� 	 � (Formula4.2) to
anothertypeof sequent� 	�� , where� is astate:

�!FI+�� ���$,�	��

��� �
	!�

N O8N

0

� (4.5)

Theinitial state� F#+�� ��� , speci�esthatany bundleit representsmustsatisfytheprotocol � and
containall thestrandsfrom � . Let ��� bethesmallestsemi-bundlethatcontains� ; thatis, ��� is
thebackwardclosureof � overthe " relation.Thentheinitial stateis �2F#+�� ���$,




� ��� �

�

� �

�

& ,
wherethe setof unboundgoals

�

� is computedfrom ��� . We do not bind any goalsin the
initial state,thereforethe � relationis empty.

Fromtheconstructionof the initial state�HF




�!FI+�� ��� , we canseethat it satis�esthe fol-
lowing properties:

� � �!F

�

� & � � �




" �

�


 + �!F , &

It is easilyto seethatthe N O8N

0 rule is soundandinvertible.
Final rule.
A sequent� 	�� is calleda leafsequentif ��
!�

�


 �

. When � 	�� is a leaf sequent,weapply
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the $ O

W%�

inferencerule:

��
��

�


 �

� 	��

$ O

W%�

� (4.6)

Theinvertibility of this rule is trivial, andthesoundnessfollowsfrom thefactthatany bundle
�

�


 + �T, is asupergraphof �

� , thus, � hasanon-emptyintersectionwith any �

�


 + �T, .
If the $ O

W%�

rule doesnot apply and
�


 �

, thenthe currentsequent� 	 � is considered
provenfalse,or refuted. Thisfollowsdirectly from theProposition4.2.Recallthat � contains
only regular strands.By Proposition4.2 thereexists a bundle �

�


 + �T, suchthat for any
regular strand 6 , 6

�

�

� if andonly if 6

�

� . Sinceno singlestrandfrom � is in �

� , we
concludethatit cannotbein � either, whichmeans
 �

�


 + �T, & � 
��


��

& Therefore,� 	��

is false.Sinceall of our inferencerulesareinvertible,this meansthat theoriginal sequentis
alsofalse,andtherefutedsequentrepresentsa counterexample, or a successfulattack on the
protocol.
Split rule.
Whenthe $ O

W%� ruledoesnotapplyand
�

�


��

, weapplythe V )

�

N

0 rule:

�

�

	��

� � �

� '�	�� � where � �

�

� & & &U����' �


��

+ ��,

� 	��

V*)

�

N

0

& (4.7)

This rule splits thestate� in thecurrentsequentinto severalnext states�

�

� & & &U����' usingthe
next statefunction

�

. This yields a setof new sequentswhich are thenproven separately.
Thenext statefunction

�

+ �T, is explainedin moredetail later in Section4.4. Note that
�

+ �T,

couldbeempty;in thiscasethe V )

�

N

0 rulesuccessfully�nishes theproofof thesequent.When
�

+ �T,


 �

, thestate � containsa contradiction,so its bundlesetis empty, and,therefore,the
sequentis vacuouslytrue. We will returnto this specialcasein Section4.5whenwe discuss
someoptimizationsto theproofsearchalgorithm.

The V )

�

N

0 rule is soundandinvertiblewhen
�

is complete-inclusive.

De�nition 4.3. We saythat
�

is complete-inclusiveif for any state� it satis�esthefollowing
properties:

1.
�

+ �T, is �nite,
2. 
 +��

�

,





 + �T, , where �

�


��

+ �T, and 
 +��

�

,


��

�

�

�	�

�


 + �

�

, .

The proof of soundnessfor the V )

�

N

0

rule canbe easilyderived from the semanticsof the
sequentwhenthefunction

�

is complete-inclusive.
In addition,we prove that the V )

�

N

0

rule is invertible for a complete-inclusive
�

. That is,
if any of the assumptionsequents� [ 	 � is proven false,thenthe conclusion� 	 � is also
false.Theideabehindtheproof is thefollowing. A sequent�Z[ 	 � is falseimpliesthatthere
existsabundle � from 
 + � [X, whichhasnocommonstrandswith � . Since
 + � [Z, � 
 + �T, , then

�

�


 + �T, , andtherefore,� 	!� is alsofalse.

4.3.2 The Proof Search Procedure

Theproof searchprocedureis very simple.At thebeginningwe transformtheinitial sequent
������	 � into our “working” sequent� F�	 � with the N O8N

0

rule. Thenwe iteratively apply
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the following procedureto the currentsequent.First we try to apply the $ O

W��

rule, andif it
applies,thecurrentsequentis proven. Otherwisewe checkif thesetof unboundgoalsin the
currentsequentis empty(

�


 �

), andif it is, thecurrentsequentis provenfalse.Sinceall the
rulesin ourproofsystemareinvertible,theoriginalsequentis alsofalse,andtheproof search
terminateswith a failure,returningthecurrentsequentasacounterexample.

If the $ O

W�� rule doesnot applyand
� �


 �

, thenwe apply the V*)

�

N

0 rule, andif it generates
any new sequents,continuetheproof searchfor eachof thenew sequents.

Sinceourproofsystemis sosimpleandall theinferencerulesareinvertible,thereis noneed
to backtrack.In theimplementationwealsoapplyseveraloptimizationsto thestraightforward
proofsearchprocedure.Weperformabreadth-�rstsearch from theinitial sequentandateach
stepoptionally merge the identical sequentsthat aregeneratedin differentbranchesof the
proof tree.Thus,weeffectively constructaproofDAG.

Now westatethecorrectnessof theproofsearchprocedureasa theorem.

Theorem 4.4. Let ����� 	 � bean initial sequent,and
�

bea complete-inclusivenext state
function. If the proof search procedure describedin this sectionterminateswith a complete
proof, thentheinitial sequentis true(soundness);if it refutesa sequentanywhere in theproof,
thentheinitial sequentis false(invertibility).

The proof is a straightforward structuralinduction over the proof tree that relies on the
soundnessandinvertibility of eachinferencerule.

4.4 The Next StateFunction

Whenthecurrentsequent� 	�� cannotbeprovenor refutedin onestep,which meanstheset
of unboundgoals

�

in thecurrentsequentis non-empty, we split thecurrentstateby binding
oneof thegoalsin

�

. We call thesplitting procedurethenext statefunction
�

, which is the
basisof the V )

�

N

0 rule.
�

picksa goal �

�

�

andbindsit in all possibleways,creatingtheset
of next stateswith re�ned � relationandpossiblynew strandsin thesemi-bundle.Notethat
theorderof pickinggoalsdoesaffect theef�ciency of thealgorithm.However, ourexperience
showsthata few simplebuilt-in heuristicswork well.

The setof unboundgoalsin eachnew state,
�

��� , might not be smallerthan
�

� , sincethe
newly introducedstrandsmay have new unboundgoals;in fact,

�

��� mayevengrow in size.
However, thebundlesetfor eachnew statedoesnot increase,andusuallydecreases,sincewe
introduceanew propertyfor thebundlesto satisfy:thenew goalbinding.

If thereis nopossiblewayof bindingthechosengoal � , thenthestate� is contradictoryand
�

+ �T, returnsanemptyset.
Wenow de�ne

�

formally andshow thatit is complete-inclusive.

De�nition 4.5. A positionis apair ���I�:9 � , where� is a role (aparameterizedstrand)of eithera
legitimateprincipalfrom thegivenprotocol � or apenetrator, and 9 is anindex of anodein � .
In otherwords,apositionspeci�esaparticularnodein aparticularrole.

De�nition 4.6. A substitution
]

is calleda uni�er of a term � anda position ���I�:9 � if thecor-
respondingnode J




���#��9L& in � hasa form J




�!�
�

� �

& , and
]

is a uni�er of � and �

�

for some
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�

�

� �

� �

; that is
]

+X� ,


 ]

+X�

�

, . In otherwords,thenode
]

+ZJU,


 ]

+�� �I�:97&:, representssendinga
termcontaining

]

+Z� , .

De�nition 4.7. A substitution
]

is amostgeneral uni�er (MGU) of � and ���I�:9 � if it is auni�er,
andfor any otheruni�er

]

�

of � and ���I�:9 � thereexistsasubstitution� suchthat
]

�


 ]��

� .

For a protocol � anda term � wede�ne asetof uni�er s
�

� +X� , asfollows:

�

� +Z� ,


��

+ ���I�:9 ���

]

,

]

is a MGU of � and ���I�:9 � for some ���I�:9 �

�

� � � � �

where � is thesetof penetratorroles(seeSection2.5). Theset
�

�%+Z� , is always�nite, since
any protocolhasonly a �nite numberof bothregularandpenetratorroles,andeachrole has
�nitely many nodes.

To computethesetof next states
�

+ ��, for a state�




� � �

�

� ��& in a protocol � , we �rst
pick an unboundgoal �

�

�

� . We thencomputethe set
�

�%+Z� , for the term � andfor each
element�




+ ���I�:9 ���

]

,

���

� +Z� , constructthesetof next states�

��

asfollows.
� Let 6

�




+ "

���

, - �

]

+ � �I� 9L&:, � be a (possibly partial) strandthat endswith the node
]

+ � �I� 9L&:, and is backward closedunderthe " relation; that is, it consistsof a node
]

+ � �I� 9L&:, andall theprecedingnodesin thestrand
]

+�� , .
� For any strand6

�

� from theoriginal state� we saythat
]

+!6I, is a (possiblypartialor
extended)instanceof 6

� if thereexists a substitution�

� suchthat �

�

+!6

�

, 


]

+!6I,

�


 �

�

whichmeans
]

+!6I, and �

�

+�6

�

, havecommonnodes.
For eachstrand6

�

� from � , if
]

+!6I, is aninstanceof 6

� with asubstitution�

� , thenwe
constructanew state �

�




� �

�

�

�

�

� �

�

& andincludeit into �

��

, where
1. �

�


 ]

+ � , � � �

�

+!6

�

, � ;

2. �

�


 ]

+ ��, � �b�76

�

� 97&
���

�	�

�

]

+X� , ��,�, , where 6

�


�]

+!6I, � �

�

+!6

�

,

(thegoal � is boundby the 9 -th nodein thestrand6

�

); and
3.

�

�

is updatedin accordancewith �

�

and �

� .
� We alsoconstructan additionalnext state �

� �




�	�

� �

�

�

� �

� �

� �

& by adding 6

� asa new
strand, suchthat

1. �

� �


 ]

+	� , ��6

� ;

2. �

� �


�]

+ ��, � �b�76

�

� 97&
���

�	�

�

]

+X�
, ��,

(thegoal � is boundby thelastnodeof 6

� ); and
3.

�

� �

is updatedin accordancewith �

� �

and �

� �

.

The setof all next statesis de�ned as �

�



�

�

�	��


�

�	�

�

��

. Eachnext state �

�

�

�

�

is then
analyzedfor beingvalid, andthe�nal resultof

�

+ �T, is thesetof all valid next statesfrom �

�

.
Checkingfor validity of �

�

involvesseveralsteps.
A state�

�

is consideredinvalid if oneof thefollowing conditionsholds:
� The � -minimal relationshipis not satis�ed in the goal-binding. For example, there

exists a positive (sending)node J

� where � bindsto, andanothernode J � , where � �

0

R

1!_

+ZJ � , and J �

�

J

� .
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� Thereis a cycle in theresultingstateover � and " edges;
� The“uniqueorigination” propertyof certaintermsis not satis�ed. For example,when

anonce
�� is speci�edas“uniquelyoriginated”on aparticularroleanda nodeJ

� , and
if 
��'�

0

R

1!_

+TJ ��, and J �

�

J

� in � , thenthestateis consideredinvalid.

Otherwise�

�

is consideredvalid.
Notice that termsin sendingnodesof penetratorroles � , � , and � arenot � -minimal, as

requiredby thegoal-binding,andtherole � doesnothavesendingnodesatall. If any of these
rolesareusedto constructanelementin

�

� +Z� , , thecorrespondingnew stateswill be invalid.
Therefore,we canreducethepenetratorroles � in

�

� +X� , de�nition to only four roles � , � ,
� , and � .

Sinceweonly add(andneverdelete)nodesandstrandsto thenext states,andsincethenext
statetransitioncoversall possibilitiesof bindinga goal,and �

�

is �nite, we canseethat
�

is
complete-inclusive. Theproofof this is straightforwardandweomit it in thispaper.

Notice that dueto the mostgeneralsubstitutionin goal binding, the nodesandstrandsin
a statemaycontainfreevariables.This oftenallows us to prove a sequentwith theminimal
possibleinstantiationof thetermsin eachstateandgreatlyhelpsto reducethesearchspace.

4.5 Optimization: Contradiction Analysis

If
�

+ ��, is emptyfor a state� in thecurrentsequent� 	�� , we saythat � is contradictory. This
meansthat 
 + �T,


 �

, usuallybecause� containsunsolvablegoalsor its graphis cyclic, and
therefore,thecurrentsequentis vacuouslytrue.When � is contradictory, the V )

�

N

0 rule takesits
extremeform andcompletestheproofof thecurrentsequent:

�

+ �T,


��

� 	��

V )

�

N

0

&

In ouralgorithmwecanalsoeasilyandsystematicallyincorporateresultsfrom theoremprov-
ing by usingpruningtheorems, whichcanprovethat � is contradictoryearlyin theproof,thus,
“pruning” thesearchspacein thecurrentbranchof theproof tree.For practicalpurposes,we
requirethat pruning theoremsareexpressedascomputablepredicates� suchthat if �
+ �T, is
true,thenthestate� is contradictory. Thisallowsusto introduceanew (admissible)inference
ruleasaspecialcaseof V*)

�

N

0

:

� + �T, is true
� 	��

)

1��

OIR & (4.8)

Thepruningtheoremscanbespeci�c to a particularprotocol,or canbegeneraltheorems
thatarenot restrictedto any concreteexample.Thelattercanbeprovenonceandfor all and
includedin the coreof the tool. Athenaalsoprovidesan easyinterfacefor the expert users
who would like to addtheir own protocol-speci�cpruningtheorems.Although in general,
usersdo not needto input their own pruning theorems,we provide this easyinterfaceto
achieve extensibility of the tool, which enablesAthenato be usedeven for exotic protocols
andreducethesearchspaceeven further. So far, Athenahastwo built-in pruningtheorems,
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Figure1: Illustrationto thestate� in Proposition4.9

describedbelow asPropositions4.8 and4.9. Thesetwo theoremsareshown to be effective
andsuf�cient in almostall of ourexperiments.

Proposition 4.8. Let � bea bundle, and �

� ��
 � 	

bea key of a legitimateprincipal. If �

neveroriginatesin a regular node, then �

�

�

0

R

1�_

+ D , for anypenetrator nodeD

�

� .

That is, whensucha key � occursin a penetratorstrandin a state� , then � is contradictory.
Theproofof thispropositionis in [36].

If all the encryptedmessagesspeci�ed in a protocol arewell-typed, in otherwords, the
protocoldoesnot containencryptionsof termswith freevariableswhich canmatchtermsof
anarbitrarytype,thenwecanalwayscomputethemaximumnestingdepthfor theencryption
operationsin any messagegeneratedby a legitimateprincipal(denotethismaximumdepthby

��� ). Thenthefollowing propositionholds.

Proposition 4.9. If a state� satis�esthefollowingconditions(seeFigure1):

1. A node J

�




�!� � &

�

�

� � � � � on a penetrator strandof type � bindssomegoal +X� �:JU, ,
and

2. Thenestingdepthof encryptionin � is greateror equalto ��� ,

then � is contradictory.

A proof sketch of this propositioncan be found in the appendix. Note that in order to
applyproposition4.9,certaintyping requirementsin theprotocolareneeded,namely, all the
encryptedmessagesspeci�edin aprotocolmustbewell-typed.For someprotocolsthismight
not hold, and in suchcaseswe specify a thresholdfor the maximumdepthof encryption
nesting.A similar restrictionis usedin othermodelcheckerssuchasFDR,Mur 	 , andBrutus.
Athenathenveri�es thecorrectnessof theprotocolfor anarbitrarycon�guration,but with the
constraintsthat for any messagein theprotocolexecution,thenestingdepthof encryptionis
no greaterthanthethreshold.

5 Experimental Results

We have implementedourveri�cation techniquein a tool calledAthena[33]. Theimplemen-
tation languageof Athenais StandardML of New Jersey [14], which is freely availableon
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bothWindowsandLinux platforms[1].
An input to Athenaconsistsof a protocoldescriptionanda setof securitypropertiesin

a simpleandintuitive input language(andpossibly, additionalpruningtheorems,if theuser
wantsto supply his own pruning theorems). A descriptionof a typical protocol from the
literaturetogetherwith its propertiestakes abouthalf a pagein this language,and can be
written in a matterof minutes.The tool takesthis input andrunscompletelyautomatically.
If it terminates,it either�nds a proof or a counterexamplefor eachsecurityproperty. In the
latter case,a successfulattackis constructedfrom the counterexample,which is illustrated
graphicallywith the help of a graphdrawing packageDot [2]. The Dot packageis freely
availableon Windows,Linux andmany otherplatforms[3].

Thelatestnewson thedevelopmentof Athenacanbefoundat [35].
We have run severalbatchesof experimentson a Pentium133MHzPCwith 32 MB RAM.

The �rst batchis theanalysisof varioussecuritypropertiesof protocolsfrom the collection
by Clark andJacob[7]. We have usedAthenato checkabout30 protocolsfrom [7], and
almostall of themhave runningtime lessthanhalf a second.For example,for the Otway-
Reesprotocol [28], we have checked six formulasdescribingauthenticationpropertiesand
obtainedthesameresultsasin [12]. The longestexecutiontime for a singleformula is 0.38
second,exploring 23 states.On average,eachformula takes0.16secondsandrequiresless
than20 states.

Anotherbatchconsistsof 1641asymmetrictwo partyauthenticationprotocolsconstructed
by an automaticprotocolgenerator, which is taken from a casestudyof an approachto au-
tomaticsecurityprotocolgeneration[32]. Theseprotocolsarealready�ltered by anattacker
�lter which eliminates�a wed protocolssuffering from simpleimpersonationandreplayat-
tacks. Athenaanalyzesall of the1641protocolsin 103.8seconds,with the averageof 63.5
millisecondsperprotocol,andreports120protocolsto becorrectin termsof mutualauthenti-
cation.

We have alsoexperimentedwith protocolsfor symmetrictwo partyauthenticationandkey
distributionwith a trustedthird partygeneratedby theautomaticprotocolgeneratorwith dif-
ferentsetsof securityproperties[34]. Theprotocolgeneratoroutputmorethan ;8;8������� candi-
dateprotocols.Athenatook lessthantwo hoursto analyzeall of them.

Athenacan be easily extendedwith new cryptographicprimitives. In fact, addinghash
functionsandMAC functionsonly takeafew hoursof modifyingthecodefrom startto �nish.
In mostof ourexperiments,Athenaonly needsto searchfrom adozento acoupleof hundreds
of states.WhenAthenaterminateswith a proof which containsonly a smallstatespace,this
automaticallyindicatesthat for a givenprotocol,it is suf�cient to just checkthecorrectness
of the protocol with a small numberof concurrentsessions.This is a side productof the
automaticproofprocedurein Athenaandnomanualproofsareinvolved.

6 Conclusion

We have presenteda new ef�cient automaticveri�cation technique,Athena,for theanalysis
of securityprotocols.It is basedon our extensionto theStrandSpaceModel,combinedwith
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techniquesfrom bothModelCheckingandTheoremProving. It usesasimplelogic to specify
varioussecuritypropertiesandhasanautomaticproof searchprocedurefor checkingtheva-
lidity of thewell-formedformulasin thelogic. WhenAthenaterminates,it caneitherprovide
acounterexampleif theformuladoesnothold,or generateaproofshowing thecorrectnessof
thesecurityprotocolwith arbitrarynumberof concurrentruns.Typical benchmarkprotocols
from the literatureusually take Athenalessthana secondto �nd a correctnessproof or an
attackon theprotocol.

Athenaexploits severaldifferenttechniquesthatenableit to analyzein�nite setsof proto-
col runsandachieve suchef�ciency. Unlike previoustools,AthenausestheextendedStrand
SpaceModel to representprotocolexecutions.Thesemi-bundlerepresentationandthegoal
bindingrelationcomprisea statestructurewhich providesa verycompactencodingfor (usu-
ally in�nite) setsof protocolruns.For example,thestatestructureeliminatestheproblemof
in�nite forwardingof messagesby usingthe � -minimal requirementin thegoalbinding.Be-
causethestatespacein Athenais notanasynchronouscompositionof localprocesses,Athena
naturallyavoidsthestatespaceexplosionproblemcausedby theasynchronouscomposition.
The useof free variablesandsymbolictechniquesallows eachstateto representan in�nite
numberof concreteprotocolexecutionsandreducethestatespaceexplosionproblemcaused
by symmetryredundancy.

As a new approachfor securityprotocolanalysis,Athenais still at a veryyoungstage.We
look forwardto extendingtheapproachin otherdirections.
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A Proof of the Pruning Theorem

Proposition 4.9. If a state� satis�esthefollowingconditions(seeFigure1):

1. A nodeJ

�




�7�>�

�

&

�

�

� �

�

� �

�

� ona penetrator strandof type � bindssomegoal +X� �:JU, ,
and

2. Thenestingdepthof encryptionin � is greateror equalto ��� ,

then � is contradictory.

Thispropositionis usedto eliminateanin�nite expansionof type � strands.

ProofSketch. Since� containsa numberof nestedencryptionswhich is greaterthanor equal
to � � , the goal term ���

�

����� cannot be boundto any regular node. Therefore,it canonly
be boundto eithera type � or a type � strandof the penetrator. If it is boundto a type �

strand,therewill beeithera cycle in thegraph,or the � -minimal conditionfor �

� will not be
satis�ed. If it is boundto a type � strand6�� , where6 �




�

� � ��� � � � and ���

�

����� � ��� , asshown
in thegraph,thenthesameargumentfor �

� �

�

� �

�

� appliesto thestrand�

� � ��� � � � . Thus,we
derive a chainof type � strands.Sincefor any protocolrun, a penetratorcanonly take �nite
numberof operations,this chainhasto stopat a �nite length,sayat strand 6

�




�

� �

�

�.�

�

� .
Then � � ���

�

������& canonly beboundto a type � strandwhich will causeeithera cycle in the
graph,or the � -minimal conditionfor some � [ to be violated. This implies that 
 + �T,


 �

,
therefore,� is contradictory.
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