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Abstract

We proposea new efcient automaticveri cation technique,Athena, for security
protocolanalysis. It usesa new efcient representatior— our extensionto the Strand
SpaceModel,andutilizestechnique$rom bothmodelcheckingandtheorenmproving ap-
proachesAthenais fully automaticandis ableto prove the correctnessf mary security
protocolswith arbitrarynumberof concurrentruns. The run time for a typical protocol
from theliterature like the Needham-Schroederotocol,is oftenafractionof asecond.

Athenaexploits several differenttechniqueghat enableit to analyzein nite setsof
protocolrunsandachieve suchef ciency. Our extendedStrandSpaceModelis a natural
andef cient representatiofor the problemdomain.The securitypropertiesarespeci ed
in a simplelogic which permitsboth ef cient proof searchalgorithmsand hasenough
expressie power to specifyinterestingproperties Theautomatigproof searchprocedure
borronvs someef cient techniquesrom both modelcheckingandtheoremproving. We
believe thatit is the right combinationof the nev compactrepresentatiormnd all the
techniqueghat actually makes Athenasuccessfuin fastand automaticveri cation of
securityprotocols.
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1 Intr oduction

Securityprotocolsare communicatiormprotocolsthat usecryptographyto achiese goalssuch
asauthenticatiorandkey distribution. They arethe basisof arny securesystem,andusually
have to be redesignedas nenv systemsand applicationsemege. However, mary examples
have shavn that security protocolsmay containsubtle errorsthat remainundiscweredfor

years,evenwhenthe protocolsare carefully designed.Therefore we cannotrely on ad hoc
andinformalwaysof reasoningandit is crucialto applyformal methodgo securityprotocol
analysis.

Oneof the promisingdirectionsin this areais the useof automatictools. Automatictools
have the practicaladvantagehatthey areeasyto use,andthey have beensuccessfullyapplied
to nd awsin someproposedorotocols. Unfortunately previously availabletools severely
suffer from the statespace=xplosionwhich preventsthemfrom analyzingcomplicatedproto-
cols. Thisis mainly dueto the compleity of the intruderbehaior, asynchronousomposi-
tion, andsymmetryredundang in thetraditionalveri cation approachesviost of thesetools
arealsolimited to checkingthe propertiesof a securityprotocolundersmall con gurations,
e.g.with two initiatorsandtwo responders.

In this paperwe proposea new automaticveri cation algorithm,Athena Athenacanpro-
vide proofs of propertiesof a security protocolunderarbitrary con gurations,and exploits
several statespacereductiontechniquesvhich greatlyreducethe statespaceexplosionprob-
lem.

1.1 RelatedWork

Previousautomaticoolsfor securityprotocolanalysisncludegeneral-purposmodelcheck-
erssuchasFDR [18, 15] andMur [26], andspecial-purposenodelcheclers,for example,
thelnterrogatof25] andBrutus[10]. Theseoolsstartwith aninitial stateof aprotocolexecu-
tion andthenexhaustvely searchthroughall possiblesequencesf actionsof bothlegitimate
principalsanda modeledattacler to seewhetheranattackcouldhappenAll thesetoolshave
beensuccessfullyappliedto nd attackson protocols. But they all suffer from two main
problems:

1. Boundednumber of principles. All of thesetools have to specifyin advancethe maxi-
mum numberof principalsthat can participatein the protocol,which meansthatthey
canonly checkwhethera protocolis correctfor alimited numberof participants Even
if they donot nd an attackon the protocol,it is still possiblethatthe protocolmight
have anattackwith ahighernumberof participantsLowe hasovercomethis problemin
somecasedy proving manuallythata smallnumberof participantss enoughto prove
thecorrectnes$or arbitrarynumberof runs[18, 20].

2. Statespaceexplosionproblem. Althoughthesetoolsexploreanumberof statereduction
techniquesthey still suffer from the statespaceexplosionproblem. This restrictstheir
applicability to protocolswith only a small numberof participantsge.g. threeor ve,
which sendandreceve a smallnumberof messagem eachprotocolrun.



The above techniquesare basedon the traditionaltrace-basednodel(TBM), whereeach
principalis modeledby a process The global statespaceof the protocolis a Cartesiarprod-
uct of local statespaceof individual processesThe statetransitionof eachlocal processs
basedon sendingor receving a messageThe processearecomposedasyndironously and
the globaltransitionrelationis aninterleaving of local transitions.Dueto suchparallelcom-
positionandthe interleaving semanticsthe numberof statesandtransitionsto be explored
grows exponentiallywith the numberof participantdnvolvedin the protocol[30, 31]. Hence,
theseapproachesuffer severely from the statespaceexplosionproblem,andare often only
ableto verify protocolswith smallnumberof participantsge.g.threeor ve. This problemis
especiallyacutefor the explicit stateenumeratiortechniques.

Multiple concurrentrunsof a securityprotocolmay yield mary principalswith identical
roles,andin this casethetransitiongraphoftenpossesseslot of symmetriesAlthoughsome
reductiontechniquesave beenusedto reducethe searchspace ncluding partial orderand
symmetryreductions[8], a large numberof statesand transitionsstill have to be checled
unnecessarily

TheNRL ProtocolAnalyzer[22] is anotherspecial-purposol thatusesa theoremprov-
ing approachfor securityprotocolanalysis. It startsfrom aninsecurestateand performsa
backward searchirying to prove thatthis insecurestateis unreachablelt canusemary the-
oremproving techniquesuchasinductive methods.The adwantageof this approachs that
it can prove a protocol correctfor arbitrary numberof participants. However, it often re-
guiresnon-trivial amountof humaninteractionandexpertise,andthe runningtime could be
muchslower thanin the modelcheckingapproach24]. TheNRL ProtocolAnalyzerreduces
symmetryredundang by usingsymbolicvariables.But it alsousesthetraditional TBM and
asynchronousompositionandhencejs still notoptimalin termsof the statespace=xplosion
problem.

Thereare also other approachesvhich use generalpurposetheoremproverssuchasIs-
abelle[29]. Theseapproachesequiremoreexpertisewith theoremproversandmorehuman
interaction,andhave the disadwantagehatthey cannotgenerateountergamplesdirectly.

Apartfrom theabove approachegherearealsosometools[4, 5, 17] basedn belieflogics
suchasBAN logic[6] andGNY logic [13], thathavebeenusedto nd awsin someprotocols.

1.2 Overview of Our Techniques

We useour extensionto the Strand SpaceModel (SSM) insteadof the traditional TBM to
represenprotocolexecutions.Thayer Herzogand GuttmanproposedSSM for protocolrep-
resentatioranddemonstratethow to use SSMto prove certainsecuritypropertiesmanually
for exampleauthenticatiorandsecreyg [36]. (Noticethat SSMis a nev modelfor represent-
ing protocolexecutionsandhasnothingto dowith strandsn the context of category theoryor
othermathematicalheories.)Becaus€&sSMhasthe adwvantagehatit containgheexactcausal
relationinformation,theauthorshave beenableto derive muchsimplerproofsof a protocol's
propertiesn comparisorwith the traditional TBM. However, their proof techniquerequires
alot of humaninsightandwill be dif cult to automate.We have extendedtheir modeland
developeda new algorithm,Athena for analyzingsecurityprotocolsautomatically



We have designeda new logic suitablefor SSM that can expressvarioussecurity prop-
erties,including authenticationsecreg, andelectroniccommerceproperties.We have also
developedan automaticprocedurefor evaluatingwell-formed formulasin this logic. If the
evaluationproceduregerminatesjt generate®ithera proof or a countergample,depending
on the validity of the formula. The validation procedurds not guaranteedo terminate but
it terminatedor the protocolswe experimentedvith. Evenwhenthe proceduredoesnot ter-
minatefor a generalkcase(whenwe allow arbitrarycon gurationsof the protocolexecution),
terminationcanbe forcedby boundingthe numberof concurrenprotocolrunsandthelength
of messagesThisis similarto theboundsn currentmodelcheclerssuchasFDR, Mur , and
Brutus.

We formulateour veri cation procedurein termsof a proof searchin a very specialized
proofsystem Athenarst transformghesecuritypropertyto beveri ed into aninitial sequent
which containsan initial state It thenappliesa small set of inferencerules with certain
decisionproceduredgo the statespuilding a proof tree,until it eithercompleteghe proof or
refutesa sequent.In the latter caseAthenareportsthe protocolto be incorrect,andthe state
of therefutedsequentepresenta counter&ample,or a successfuattackon the protocol.

OnemaindifferencebetweenAthenaandprevious approachess that Athenausesfunda-
mentally different representatiomf protocol executions. As describedabove, most of the
existing approachearebasedn TBM, in which eachprincipalis modeledby a processand
its local transitionis basedon sending/receing a message.The protocolmodelin TBM is
theasynchronouparallelcompositionof theseprocessednstead Athenausesour extension
to SSM,amuchmorecompactstatestructurebasedon semi-tundlesandgoal-bindings The
goal-bindingis the causalrelation ” thatcaptureghe exactinformationaboutthe origins
of messages a protocolexecution. A setof protocolrunsthat differ only in the order of
interleaving executionsof individual partiesis in factrepresentetly onestatein Athena,and
Athenacanreasonaboutall suchexecutionssimultaneouslyThis form of the statestructure
allows usto developef cient statesearchproceduresvoiding the exponentialgrowth of the
statespacedueto asynchronousomposition.

Similarly to theNRL ProtocolAnalyzer Athenaalsotakesadvantageof symbolicstaterep-
resentationin contrasto the explicit representationsedin mostof previousmodelchecking
approachesin our approachwe allow a stateto containfree variables.In a way, a stateis
parameterizetly thesdreevariablesand,thereforerepresenta (possiblyin nite) setof con-
creteprotocolexecutions. Thus, Athenacanrepresenstatesand statetransitionsef ciently ,
andin particular naturallyreducegshe symmetryredundang problem.

To reducethe searchspacefurther, our approactcanusepruning theoemsto prove early
that somestatesdo not contritute to the nal result,andwe canprunesuchstatesfrom the
searchspaceimmediately Pruningtheoremscanbe eitherspeci c to a particularprotocol,
or generaltheoremshat are not restrictedto ary concreteexample. In the latter casethey
can be proven onceandfor all andincludedin the core of the tool. This lets our model
checler incorporateresultsfrom theoremproving easily and systematically Note that the
interfacefor supplyinguserde ned pruningtheoremss mainly for corveniencereasongdor
advanceausers.For non-pertusersijt is not requiredandoftenunnecessarto supplytheir
own pruningtheoremsCurrentlyAthenacontaingwo built-in pruningtheoremsandthey are



shawvn to be effective andsufcient in mostcasesn our experiments.

Givenasecuritypropertyformula,Athena rst transformghis formulainto aninitial state
(Note thatasexplainedlaterin section4, this initial stateis not aninsecurestatebut rather
a statewhich represents possiblyin nite setof protocolexecutionswhich satisfy certain
properties.)The proofsearchthenstartswith thisinitial state andnew eventsandparticipants
areaddedonly whennecessanaccordingto the exact causalrelation. Hence ,we reducethe
searchspaceby avoiding the explorationof mary unnecessargtatesand paths. In contrast,
with forward searchall the participatingprincipalshave to be pre-statedwhich meansthat
onemighthave to exploremary moreunnecessargtatesandpaths.

As demonstratethy our experimentqSection5), all thesetechniquesiramaticallyreduce
thestatespaceexplored,andourtool outperformgpreviousautomaticapproachesWe discuss
varioustechniquesisedin Athenain moredetailin Sectiord.

Thepapers organizedasfollows. We rst review somebackgroundandthenotionof SSM
(section2). Thenwe introducea logic to reasonaboutstrandspacesand shav how to use
thislogic to specifysecuritypropertiegsection3). Next we explainour veri cation algorithm
(section4), shov someexperimentalresultsand further discussion(section5), and nally
conclude(sectionb).

2 Strand SpaceModel

Thissectionis primarily areview of conceptslevelopedby Thayer HerzogandGuttman[36].
First, we explain the notion of termsthatareusedto representhe messages the protocols.
Then,we introducestrands,strand spacesandbundles andshav how to represenprotocols
usingstrandsFinally, we give aformal descriptionof the penetator model

2.1 Messagelerms

The setof atomictermsis theunionof asetof Textterms andasetof Keyterms , where

Text termsfrom  containseveral differenttypesof terms, suchas principal names,
noncespr bankaccounnumbers.

Key termsfrom containsasetof keysdisjointfrom . In asymmetricryptosystems,
(for ) represents 's oppositememberin a public-private key pair. In
symmetrickey systems,

Thesetof all terms  is de ned inductively asfollows:

If isaTexttermorakKeyterm,then isaterm.
If isatermand isaKeyterm,then is aterm. Thisrepresentgncryption.
If and areterms,then is aterm. This representsoncatenation.

We usethefreeencryptionassumptionwhere



Thayer HerzogandGuttmande ned in [36] thesubternrelation : aterm isasubterm
ofterm if appearsn .Wealsode ne anintermrelation ,suchthat isanintermof

if canbeextractedfrom  withoutapplicationof the decryptionoperation.Theformal
de nition of thetwo relationsis the following.

subternrelation

- for iff ;or
- for iff ;or
— iff - or
- iff
intermrelation
- for iff ;or
- for iff ;or
- iff ;or
- iff

2.2 SSM: Strands, Strand Spacesand Bundles

The notionsin this subsectiorare mainly from the paper[36]. We extendthemslightly to
make themapplicableto electroniccommerceorotocols.

Actions. The setof actionsAct that principalscantake during an executionof a protocol
include external actionssuchas sendandreceive and userde ned internal actionssuchas
debit, credit, etc.. In therestof the paper we will only usesendandreceivefor simplicity,
anddenotethem and respectiely. Thatis, we will alwaysassume .

Events. An eventis a pair , Where , and is theargumentof
theactionfrom the setof terms . Sincewe only have send( ) andreceive( ) actions,we
denoteeventsassignedterms and . Thesetof events,or signedterms,is denotedoy

, andthesetof nite sequencesf signedtermsis

Strands and Strand Spaces.A protocolde nes a sequenc®f eventsfor eachprincipal's
role. A strandrepresents sequencef a principal's actionsin a particularprotocolrun, and
is aninstanceof arole.

A strandspacds a setof strands with atracemapping

1. A nodeis a pair , with and aninteger satisfying )
We saythat belongsto the strand , denotedby . Clearly, every node
belongsto auniquestrand.Thesetof nodess denotedby

2. If , then and f , Where

, then and . In otherwords,a nodeis a particular

eventin agivenstrand,andwe will oftenusenodesaseventswhereit is unambiguous.



3. If , then meanghat and for someterm . This
representsendingamessage from to
4. If , then meansthat and occurin the samestrandwith
. Thisrepresentanevent followedimmediatelyby
5. Aterm originatesfrom anode iff and , andwheneer

precedes onthesamestrand,

6. A term uniquelyoriginatesfrom node iff originatesonauniquenode . Nonces
andotherfreshlygeneratedermsareusuallyuniquelyoriginated.

We will alsouse to referto thedirectedgraph whoseverticesarenodesand
is the setof edgeghatcombinesothtypesof relations and
Bundles. A bundlerepresenta protocolexecutionundersomecon guration.
A bundle isasubgraplof  correspondingo somestrandspace,
is the setof edgesand is the setof nodesincidentwith theedgesn , and
thefollowing propertieshold:

is anon-empty nite andacyclic graph;

If and , thenthereis aunique  suchthat is anedgein

If and , then isanedgein ;
We saythatastrand belongsto ( ) if for any node , . In somecaseawe
treata bundleasa setof strands . Note,thatthis setis closedunderthe substand
relation. A strand is calledasubstandof (denoted ) if  containsall the nodesof
CausalPrecedencelet bea strandspace.For nodes , de ne iff

thereis asequencef zeroor moreedgesof and leadingfrom to in . Therelation
expresses causalprecedenceln otherwords,  is are exive andtransitve closureof
and

Lemma2.1. Forabundle ,therelation isapartial orderi.e. are exive antisymmetric,
transitiverelation. In addition, every non-emptysubsetof the nodesin  has  -minimal
membes.

Theproof of thislemmacanbefoundin [36].

2.3 Protocol Speci cation Using Strands

A protocol usually containsseveral roles suchasinitiators, respondes and serves. The
sequenc®f actionsof eachprincipaltypeis prede nedby the protocolandrepresentedsa
role, or a parameterizedtrand Parametersisuallyincludeprincipalnamesandnonces.We
denotearole with parameterby parameteilist . Instantiatingparametersf aroleyields
a particularstrandrepresenting traceof a principalin a protocolrun. A legal executionof a
protocolformsabundle,in which the strandsof the legitimateprincipalsarerestrictedto the



prede nedtraces.The strandsof the legitimate principalsarereferredto asregular strands
A bundle canalso containpenetator strands We explain themin moredetail in the next
subsection.We now give an exampleof the Needham-Schroedg@rotocol[27] with the x
givenby Gavin Lowe in [18]. We will referto this protocolasNSLin the restof the paper
Usingthe standardhotation the protocolis asfollows.

1.
2.
3.

Therearetwo rolesin this protocol: initiator andresponder The strandsof the two roles
arethefollowing :

wherethe parametettist containsA andB asprincipalnames, and asnonces.

uniquelyoriginateonthe rst nodeof theinitiator'sstrand ,and uniquely
originateson the secondnodeof the respondes strand . A respondes
strandinstantiatedvith parameters is thefollowing :

2.4 Instantiation and Substitution

In our veri cation algorithmdescribedn Section4 we useuni cation to instantiaterolesin
a protocol. This sectionde nes the basicnotionsof substitution uni cation, and the most
geneal uni er.



De nition 2.2. A substitution is a mappingof variables toterms . The substi-
tutedtermsdo not have to be closedandmay containfree variableshatcanlaterbe replaced
by othersubstitutions.

Applyinga substitution to aparticularterm yieldsanew term obtainedrom by
simultaneouslyeplacingall freevariables in  with terms

We will also apply a substitutionto strands,roles, and setsof strandsor roles with the
obvious meaning.In particular applyinga substitutionto a role createsa strandwhich is an
instanceof thatrole. Theformal parametersf therole actin this caseasfreevariables.

De nition 2.3. A substitution is calledauni er of terms and if

De nition 2.4. A substitution is a mostgenerl unier (MGU) of and if it isaunier,
andfor any otheruni er  thereexistsasubstitution suchthat

2.5 The Penetrator Model

We usea similar penetratomodelasthe onein [36]. The penetrator hasa setof initial
knowledgeinit-info  whichusuallyincludesthe principalnamesandthesetof keys  that
areknown initially to the penetratar  usuallycontainsall the public keys, all the private
keys of the penetratagrandall the symmetrickeys initially sharedoetweerthe penetratoand
principalsplayingby the protocolrules.It canalsocontainkeys to modelknown-key attacks.

A penetratorcan interceptmessageand generatenev messageshat are derivable from
its initial knowledgeandthe messageg intercepts. Theseactionsare modeledby a setof
penetator roles

A penetratorole is oneof thefollowing, where and areterms

. Atomic message:  where init-info  and
. Flushing:
. Tee: .
. Concatenation:
. Separationnto components:
. Key: where
. Encryption:
. Decryption:

Herethenotation for astrandmeanghattheterms
canberecevedin ary order andterms canbesentin ary ordet but all terms must
berecevedbeforeary of the s sent.Thatis, for instancepothstrands

and
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are type of penetratostrands.

Athenahas e xibility in incorporatingnew penetratomodelseasilyby modifying the pen-
etratorstrandsandtheinitial knowledgeof the penetratarin this papemnwe assumehattheset
of penetratorolesis

3 Logic and Model

In this section,we introducea formal modelanda logic to reasonaboutsecurity protocols
usingthe SSMrepresentatiorandshon how varioussecuritypropertiesareexpressedn this
logic.

3.1 Syntax

The syntaxof termsconsistsof strand constantg ) andbundlevariables( ). A
strandconstanimay represena partial strand,andin particular a singlenodecanbe consid-
eredasa strandconstant.

Propositionaformulasarede ned asfollows:

is an(atomic)propositionaformula;
and arepropositionaformulasif and arepropositionaformulas.

Finally, well-formedformulas(wffs) are:

, Where isapropositionaformula,which doesnt containary othervariablethan

Here isapropositionaformula, and arewffs,and isabundlevariable.

Notice,thatin awff ,theformula needgo bepropositionalandcannotcontainary
othervariablesthan . In addition,we allow only negative occurrence®f atomicformulas
in thatreferencepenetratoistrands.An occurrenceof anatomicformula in is called
negativeif appearsunderthe scopeof odd numberof negations. This restrictionensures
the validity of countergamplesthat our algorithmgeneratespamely it is neededo apply
Propositiod.2from Sectiord.2.

We alsousethe obviousabbreiations:
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3.2 Semantics

Letthesetof nodeshe . Foragivenprotocol , de ne thesetof all strandgor this protocol
(bothregularandpenetratoones)s ; its executiontracedorm asetof bundles . A model

for agivenprotocol is atuple , Where is theinterpretationof
strandconstantsaandbundlevariables. We write for somebundle to
denotea new model  whichis identicalto  exceptthat . The semanticof
formulasin ourlogic is thefollowing:
and area strandanda bundlerespecitiely, thatareassignedo
theconstant andthevariable by theinterpretation .
iff :
If isapropositionaformulaor awff, then iff
If and arepropositionalformulasor wffs, then iff and
iff

3.3 Specifying Security Propertiesin the Logic

Our logic canexpressa variety of securitypropertiesjncluding onesfor authenticationse-
creg/, and electroniccommerce. In this paperwe mainly focus on the authenticatiorand
secrey. We usesimilar ways for representingsecurity propertiesasin [36], however, we
formulatethemusingwell-formedformulasin our logic.

Authentication.

Gavin Lowe [19] proposedagreemenpropertiesfor authenticatiorprotocols. A protocol
guaranteeanagreemenpropertyfor a participant (e.g.actingasaresponderjor acertain
vector of parameters, if eachtime the principal completesa run of the protocolas a
respondewsing , supposediywith , thenthereis a uniquerun of the protocolwith the
principal initiating a sessiorwith the sameparameters, supposedlyvith

A wealer non-injectiveagreementoesnot ensureuniquenesshut requiresonly thateach
time a principal completesarun of the protocolasrespondeusing , supposedlyith
thenthereis arun of the protocolwith theprincipal astheinitiator using , supposedIyvith

Thenon-injective agreemenpropertycanbe speci edin ourlogic as:

where and arethe respondeandthe initiator strandsinstantiatedwith pa-
rameters . For example,in the NSL protocol, the non-injectve agreemenpropertycanbe
speci edas
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Here . Becauseof the freshnes®f the noncesgeneratedn the protocol

run, usuallythe agreemenpropertycanbe provenafterthe non-injectve agreemenproperty
is proven, with the agumentthat therecannotbe two strands sincethe nonces
in areuniquelyoriginatedfrom only onestrand. Namely in the NSLprotocol is

uniquely-originatedn the strand

Sececy

A value issecetinastrandset if for everybundle thatcontains thereis nowayfor
theintruderto receve in cleartet; thatis, thestrand doesnotappeatin ary

For example,when containsonly a singlerespondestrand , We canspecifythe
secrey propertyas:

4 Veri cation Algorithm

4.1 The Intuition

In this sectionwe explain how to checkthevalidity of awell-formedformula in ourlogic.
Mathematically we stateour veri cation problemas a model checkingproblem: given a
protocol (asamodel),checkthatit satis esaformula . Theactualveri cation algorithm,
however, is signi cantly differentfrom the classicalmodel checkingalgorithms. We only
considerthe mostinterestingcaseof in this paper becausdhe other casesare
relatively straightforvard. Noticethatthe -quanti er distributesover conjunction.Sinceary
propositionaformula canbeputin aconjunctivenormalform (CNF),weassumehat has
theform

where and areatomicformulas. Thenwe cantransformthe entireformula into a
specialform:

Thereforewe only needto discusgheveri cation procedurdor aformulaof theform

(4.1)
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where and aresetsof formulas.Notethat,dueto thesyntacticrestriction,
theatomicformulasin theset canonly containregularstrandqseeSection3.1).
If is empty then andthe entireformulais trivially false,becauseach

is falsefor the empty bundle. Hence,we can assumethat the antecedenbf the
implicationis neverempty If thesetof formulas is empty thenour formulabecomes

whichis a particularcaseof Formula4.1andis coveredby our decisionprocedure.
We represenbur veri cation problemin asequentorm:

4.2)

where and aresetsof strandsfrom the assumptions andconclusions of in For-
mula4.1respectiely. Thatis,

Moreover, is eitheremptyor containsonly regularstrandswhereas is alwaysnon-empty
andmay containpenetratostrandsn additionto regularones.

We write to denotethatthereis a strandin  which is a substrandf some
strandin

Thesemantic®f the sequents de ned asfollows:

(4.3)
Thatis, for any bundle representin@run of the protocol , if , then It
is easyto seethatthis sequents trueif andonly if theoriginalformula (4.1)is truefor the

protocol

Accordingto the semanticsin orderto prove this sequentve needto considerall possible
bundlesthatcontain andcheckthatthey all have atleastonestrandfrom . We formulate
our algorithmasa proof searchproceduren avery specializegproof system.

First,we encodebundlesin a specialrepresentatiosalledstate Roughlyspeakinga state
canbeviewedasa collectionof propertiesof bundles,andwe saythata state representghe
setof bundlessatisfyingtheseproperties.Theinitial state speci esthatany bundle
it representsnustsatisfythe protocol andcontainall of thestrandsrom . Thereforeto
prove our original property it is sufcient to prove thatary bundlerepresentedy theinitial
statehascommonstrandswith

The new sequent caneitherbe solved by a decisionproceduredirectly if it applies
(rule ), or split into multiple sequents which are then proven
separatelyrule ). Theprecisede nitions andformal semantic®of the sequentgaregiven
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in Section4.2. To simplify the notation,we will omit the subscript in the sequent
whentheprotocol is unambiguougrom the context.
Thus,theoverallveri cation procedureas a proof searchin avery specializegroof system
describedn detailin Section4.3, coupledwith a separatalgorithmfor splitting a statein the
rule thatwe introducein Sectiond.4. Theresultingveri cation procedureallows further
optimizationswhich we outlinein Section4.5.

4.2 Compact State Representation

Recallthata bundleis anagyclic graphbackward closedunder® ” and“ . It is easyto
keepthegraphacgyclic andbackwardclosedunder® " while completingit to abundle,since
eachstrandis nite andusuallysmall. The dif cult problemis to make it backward closed
under” 7, becausaenerallytheremight be anin nite numberof possibleways of doing
it, andwe needto considerall possibilities. (Closingunder® " meansthat every receved
messagenustbe sentby someothernodein thebundle.)

Oneof thereasongor in nite numberof possibilitiess unboundedorwardingof messages
by the intruder: a node may receve a messageeitherdirectly from , or theremay be
arbitrarymary intermediatenodesthat forward the samemessagdérom to . As we will
shaw later, only the rst sendemattersandsuchforwardingdoesnot changethe validity of
formulas. Hence,we introducethe semi-tundle structureand the goal-bindingmechanism
which effectively ignoresthe in nite messagdorwardingalongwith otherredundancies
protocolexecutionssuchastheorderof interlearing actions.Notethatsometheoremproving
techniquesnight be ableto useforwarding theoemsto achiese similar goals[29], but here
we simply usethe compactstatestructureswithout applyingary forwardingtheoremsn the
protocolanalysisprocess.

Semi-tundles. A semi-tundle is a subgraplof , where is the
setof edges, is thesetof nodesincidentto the edgesn , andthefollowing properties
hold:

is non-emptyand nite;
If and , then ;
is agyclic.

Goals. A goalis apair , Where , ,and isnotaconcatenation
of terms.A goal-setof abundle isthesetof all thegoalsin , denotedas

GoalBindings. If isabundle,thenagoal isboundtonode if isa -minimal
memberof the set

, , and
We denotethegoal bindingrelationas . Thenode is calledabinderof . When
is clearfrom the context, we write to denote for simplicity.

It is easyto shav thatany goalin abundlehasabinder
States.A stateis atuple , Where
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is asemi-undle;
is the setof unboundgoalsof ; and
is therelationfor thegoal-bindings.

Notethat isredundanandcanbecomputedrom and . Wekeepit in thestatestructure
for the corvenienceof illustration.
We saythatastrand isin astate , denoted , wheneer ; similarly,
for asetof strands means . We alsoextendthe notion of substitutionfrom
Section2.4to statesn theobviousway. For asubstitution , de ne

where and aresetsof correspondinglementsn whichall termsaresubstitutedy
, and
where
Thatis, iff , Where .
Bundle Sets.We de ne thebundleset of astate for aprotocol as
follows.
A bundle iff
1. isasubgraphof ;
2. The relationin isconsistenwith in ;thatis, for every in  thereisa
path in suchthat
(@) sendsamessage suchthat , and
(b) thereisno in thatsendsamessage suchthat , andthereis a path
from to

Intuitively, theterm mustoriginatein  andbeforwardedto

Sincethe s consistentvith the relationin any bundle , wecande ne the
relationbetweemodesin astate asthere exive andtransitive closureof , andit
will beconsistentvith the  relationfor ary

De nition 4.1. Semanticof the sequent (introducedin section4.1) is de ned asfol-
lows:

(4.4)

Proposition4.2. If isemptyin a state , thenthere existsabundle sud that
,and and containthesamestrandsexceptthat mightcontainsomeadditional

penetator strandsof type , , or . (Note that mayalreadycontainsomepenetator
strands.)
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Proofsketch. Let bethegraphwhich contains andtheedgesde ned by therelation*

For each in , we canadd new penetratorstrandsof type , and andthe
corresponderit " edgessuchthatwecan nd apathfrom to connectedby asequence
of edgesof “ " and“ ”. We theneliminatethe edge . After we remove all the
“ 7 edgedn thisway, we getagraph which only containsedgesof* ” and® . Itis
easyto provethat is abundle. Sincewe only addpenetratostrandsof type , or in
thetransformation, and havethesameregularstrands. O

4.3 The Proof Systemand Proof Search Procedure

Theskeletonof ourveri cation algorithmis anautomatigroofsearchprocedurdor theinitial
sequent (Formula4.2). Our proof systemconsistof threeinferenceruleswhichwe
discusdn therestof this subsectioriogethemwith the actualproof searchalgorithm.

4.3.1 InferenceRules

Soundnessand Invertibility . An inferencerule is calledinvertibleif, whene&er the conclu-
sionis provable,thenall of the premissesreprovable. To simplify the presentationywe use
an equialentdual de nition of the invertibility: wheneer one of the premisse®f arule is
provenfalse,its conclusions alsofalse.

Theinvertibility propertyis usefulfor disproving asequenandproviding acounteexample
— asuccessfuattackontheprotocol.lt alsoallowsto searctor the proofwithout backtrack-
ing. In thefollowing, we prove thateachinferencerule is soundandinvertible
Init rule.

In the rst stepof the proof searchwe corvertaninitial sequent (Formula4.2)to
anothertype of sequent , Where is astate

(4.5)
Theinitial state speci esthatarny bundleit representmustsatisfytheprotocol and

containall thestranddrom . Let bethesmallessemi-lundlethatcontains ;thatis, s
thebackwardclosureof overthe relation.Thentheinitial stateis :
wherethe setof unboundgoals  is computedrom . We do not bind any goalsin the
initial state thereforethe relationis empty

Fromthe constructionof theinitial state we canseethatit satis esthefol-
lowing properties:

It is easilyto seethatthe  ruleis soundandinvertible.
Final rule.
A sequent is calleda leaf sequentf . When is aleaf sequentye apply
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the inferencerule:
(4.6)

Theinvertibility of thisruleis trivial, andthe soundnes#ollows from thefactthatany bundle
isasupegraphof ,thus, hasanon-emptyintersectiorwith any .

If the rule doesnot apply and , thenthe currentsequent is considered
provenfalse,or refuted Thisfollowsdirectlyfrom the Propositior.2. Recallthat contains
only regular strands. By Proposition4.2 thereexists a bundle suchthat for ary
regular strand , if andonly if . Sinceno singlestrandfrom isin , we
concludethatit cannotbein  either whichmeans Therefore,
is false. Sinceall of ourinferencerulesareinvertible, this meanghatthe original sequents
alsofalse,andthe refutedsequentepresentsa counteexample or a successfuttack on the
protocol.

Split rule.
Whenthe rule doesnotapplyand , we applythe rule:

where

4.7)

This rule splitsthe state in the currentsequeninto several next states usingthe

next statefunction . This yields a setof new sequentsvhich are then proven separately

The next statefunction is explainedin moredetail laterin Section4.4. Note that

couldbeempty;in this casethe rule successfullynishes the proof of thesequentWhen
, the state containsa contradiction,soits bundlesetis empty and,therefore the

sequents vacuouslytrue. We will returnto this specialcasein Section4.5whenwe discuss

someoptimizationsto the proof searchalgorithm.

The ruleis soundandinvertiblewhen is complete-inclusive

De nition 4.3. We saythat is complete-inclusivé for ary state it satis esthefollowing
properties:

1. IS nite,

2. , Where and

The proof of soundnes$or the rule canbe easilyderived from the semanticof the
sequentvhenthefunction is complete-inclusie.

In addition, we prove thatthe rule is invertible for a complete-inclusie . Thatis,
if ary of the assumptiorsequents is provenfalse,thenthe conclusion is also
false.Theideabehindthe proofis thefollowing. A sequent is falseimpliesthatthere
existsabundle from which hasno commonstrandswith . Since , then

, andtherefore, is alsofalse.

4.3.2 The Proof Search Procedure

The proof searchproceduras very simple. At the beginningwe transformtheinitial sequent
into our “working” sequent with the rule. Thenwe iteratively apply
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the following procedureo the currentsequent.First we try to apply the rule, andif it

appliesthe currentsequents proven. Otherwisewe checkif the setof unboundgoalsin the
currentsequents empty( ), andif it is, thecurrentsequents provenfalse.Sinceall the
rulesin our proof systemareinvertible,the original sequents alsofalse,andthe proof search
terminateswith afailure,returningthe currentsequentisa countergample.

If the rule doesnot apply and , thenwe applythe rule, andif it generates
ary new sequentsgontinuethe proof searcHor eachof thenew sequents.

Sinceour proofsystems sosimpleandall theinferencerulesareinvertible,thereis noneed
to backtrack.n theimplementatiorwe alsoapplyseveraloptimizationgo thestraightforvard
proof searchprocedure We performabreadth- rstseach from theinitial sequenaindateach
stepoptionally mege the identical sequentghat are generatedn differentbranchesof the
prooftree. Thus,we effectively constructa proof DAG.

Now we statethe correctnessf the proof searchprocedureasatheorem.

Theorem4.4. Let beaninitial sequentand bea complete-inclusiveext state
function. If the proof search procedue describedn this sectionterminateswith a complete
proof, thentheinitial sequents true (soundness)f it refutesa sequenainywheein the proof,
thentheinitial sequents false(invertibility).

The proof is a straightforward structuralinduction over the proof tree that relies on the
soundnesandinvertibility of eachinferencerule.

4.4 The Next State Function

Whenthe currentsequent cannotbe provenor refutedin onestep,which meangheset
of unboundgoals in the currentsequents non-emptywe split the currentstateby binding
oneof thegoalsin . We call the splitting procedurdhe next statefunction , whichis the
basisof the rule. picksagoal andbindsit in all possibleways,creatingthe set
of next stateswith re ned  relationandpossiblynew strandsn the semi-tundle. Note that
theorderof pickinggoalsdoesaffecttheef ciency of thealgorithm.However, our experience
shows thatafew simplebuilt-in heuristicsvork well.

The setof unboundgoalsin eachnew state, , might not be smallerthan , sincethe
newly introducedstrandsmay have newv unboundgoals;in fact, may evengrow in size.
However, the bundlesetfor eachnew statedoesnotincreaseandusuallydecreasesincewe
introducea new propertyfor the bundlesto satisfy:the new goalbinding.

If thereis no possibleway of bindingthechosergoal , thenthestate is contradictoryand

returnsanemptyset.

Wenow de ne formally andshaw thatit is complete-inclusie.

De nition 4.5. A positionis apair , Where is arole (aparameterizedtrand)of eithera
legitimateprincipalfrom thegivenprotocol orapenetratgrand is anindex of anodein
In otherwords,a positionspeci esaparticularnodein a particularrole.

De nition 4.6. A substitution is calledauni er of aterm anda position if the cor
respondinghode in hasaform ,and isaunier of and for some
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; thatis . In otherwords,the node representsendinga
termcontaining

De nition 4.7. A substitution isamostgenerl uni er (MGU) of and if itisaunier,
andfor ary otherunier of and thereexistsa substitution suchthat

Foraprotocol andaterm wede ne asetofuniers asfollows:
| isaMGUof and  for some

where is the setof penetratoroles(seeSection2.5). The set is always nite, since
ary protocolhasonly a nite numberof bothregularandpenetratoroles,andeachrole has
nitely mary nodes.

To computethe setof next states for a state in aprotocol , we rst
pick an unboundgoal . We then computethe set for theterm andfor each
element constructhesetof next states  asfollows.

Let be a (possibly partial) strandthat endswith the node

andis backward closedunderthe relation; thatis, it consistsof a node
andall theprecedinghodesn the strand

For ary strand from the original state we saythat is a (possiblypartial or
extended)instanceof if thereexistsa substitution suchthat
whichmeans and have commonnodes.
For eachstrand from , if isaninstanceof  with asubstitution , thenwe
constructanew state andincludeit into , where

1. ;

2 , Where

(thegoal isboundby the -th nodein thestrand ); and
3. isupdatedn accordancevith and

We also constructan additionalnext state by adding asanew
strand, suchthat
1. ;

2.
(thegoal isboundby thelastnodeof );and

3. is updatedn accordancevith  and

The setof all next statesis de ned as . Eachnext state is then
analyzedor beingvalid, andthe nal resultof is the setof all valid next statefrom

Checkingfor validity of involvesseveralsteps.

A state is considerednvalid if oneof thefollowing conditionsholds:

The -minimal relationshipis not satis ed in the goal-binding. For example,there
exists a positive (sending)node  where bindsto, andanothemode , where
and
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Thereis acyclein theresultingstateover and edges;

The“unique origination” propertyof certaintermsis not satis ed. For example,when
anonce isspeci edas“uniquelyoriginated’on aparticularrole andanode , and
if and in , thenthe stateis considerednvalid.

Otherwise is considered/alid.

Noticethattermsin sendingnodesof penetratoroles , ,and arenot -minimal,as
requiredby thegoal-bindingandtherole doesnothave sendinghodesatall. If any of these
rolesareusedto constructan elementn , the correspondingnew stateswill beinvalid.
Therefore we canreducethe penetratoroles in de nition to only four roles

, and

Sincewe only add(andnever delete)nodesandstranddo the next statesandsincethe next
statetransitioncoversall possibilitiesof bindingagoal,and is nite, we canseethat is
complete-inclusiveT he proof of thisis straightforvardandwe omit it in this paper

Notice that dueto the mostgeneralsubstitutionin goal binding, the nodesand strandsin
a statemay containfree variables.This often allows usto prove a sequentvith the minimal
possibleinstantiationof thetermsin eachstateandgreatlyhelpsto reducethesearchspace.

4.5 Optimization: Contradiction Analysis

If is emptyfor a state in thecurrentsequent , We saythat is contradictory. This
meanghat , usuallybecause containsunsohablegoalsor its graphis cyclic, and
thereforethecurrentsequents vacuouslytrue. When is contradictorythe rule takesits
extremeform andcompleteghe proof of the currentsequent:

In our algorithmwe canalsoeasilyandsystematicallyncorporateresultsfrom theoremprov-

ing by usingpruningtheoems which canprovethat is contradictoryearlyin theproof,thus,
“pruning” the searchspacen the currentbranchof the prooftree. For practicalpurposesye

requirethat pruningtheoremsare expressedas computablepredicates suchthat if is

true,thenthestate is contradictory Thisallows usto introducea new (admissible)nference
rule asa specialcaseof

is true 4.8)

The pruningtheoremscanbe speci ¢ to a particularprotocol,or canbe generaltheorems
thatarenotrestrictedto any concreteexample. The latter canbe provenonceandfor all and
includedin the coreof thetool. Athenaalsoprovidesan easyinterfacefor the expertusers
who would like to addtheir own protocol-speci cpruningtheorems. Althoughin general,
usersdo not needto input their own pruning theorems,we provide this easyinterfaceto
achieve extensibility of the tool, which enablesAthenato be usedevenfor exotic protocols
andreducethe searchspaceeven further Sofar, Athenahastwo built-in pruningtheorems,
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Figurel: lllustrationto the state in Propositiord4.9

describedbelov asPropositionst.8 and4.9. Thesetwo theoremsareshown to be effective
andsufcient in almostall of our experiments.

Proposition4.8. Let bea bundlg and be a key of a legitimateprincipal. If
never originatesin a regular node then for anypenetator node

Thatis, whensuchakey occursin apenetratostrandin a state , then is contradictory
The proof of this propositionis in [36].

If all the encryptedmessagespeci ed in a protocol are well-typed, in otherwords, the
protocoldoesnot containencryptionsof termswith free variableswhich canmatchtermsof
anarbitrarytype,thenwe canalwayscomputethe maximumnestingdepthfor the encryption
operationsn any messaggeneratedby alegitimateprincipal (denotethis maximumdepthby

). Thenthefollowing propositionholds.

Proposition4.9. If a state satis esthefollowing conditions(seeFigure 1):

1. Anode on a penetator strandof type  bindssomegoal ,
and

2. Thenestingdepthof encryptionin is greateror equalto
then is contradictory.

A proof sketch of this propositioncanbe found in the appendix. Note that in orderto
apply proposition4.9, certaintyping requirementsn the protocolareneedednamely all the
encryptednessagespeci edin aprotocolmustbewell-typed. For someprotocolsthis might
not hold, andin suchcaseswe specify a thresholdfor the maximumdepthof encryption
nesting.A similarrestrictionis usedin othermodelcheclerssuchasFDR, Mur , andBrutus.
Athenathenveri es thecorrectnessf the protocolfor anarbitrarycon guration, but with the
constraintghatfor any messagén the protocolexecution,the nestingdepthof encryptionis
no greaterthanthethreshold.

5 Experimental Results

We have implementedur veri cation techniqudn atool calledAthena[33]. Theimplemen-
tation languageof Athenais StandardVIL of New Jersg [14], which is freely availableon
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bothWindows andLinux platforms[1].

An input to Athenaconsistsof a protocol descriptionand a setof security propertiesin
a simpleandintuitive input languaggand possibly additionalpruningtheoremsijf the user
wantsto supply his own pruning theorems). A descriptionof a typical protocol from the
literaturetogetherwith its propertiestakes abouthalf a pagein this language,and can be
written in a matterof minutes. The tool takesthis input andruns completelyautomatically
If it terminatesijt either nds a proof or a counter@amplefor eachsecurityproperty In the
latter case,a successfuhttackis constructedrom the countergample,which is illustrated
graphicallywith the help of a graphdrawing packageDot [2]. The Dot packageis freely
availableon Windows, Linux andmary otherplatforms|3].

Thelatestnews onthe developmentof Athenacanbefoundat[35].

We have run severalbatcheof experimentson a Pentium133MHz PCwith 32 MB RAM.
The rst batchis the analysisof varioussecuritypropertiesof protocolsfrom the collection
by Clark and Jacob[7]. We have usedAthenato checkabout30 protocolsfrom [7], and
almostall of themhave runningtime lessthanhalf a second.For example,for the Otway-
Reesprotocol[28], we have checled six formulasdescribingauthenticatiompropertiesand
obtainedthe sameresultsasin [12]. Thelongestexecutiontime for a singleformulais 0.38
second exploring 23 states.On average eachformulatakes0.16 secondsandrequiresless
than20 states.

Anotherbatchconsistof 1641asymmetridwo party authenticatiorprotocolsconstructed
by an automaticprotocolgeneratarwhich is taken from a casestudy of an approacho au-
tomaticsecurityprotocolgeneratiorf32]. Theseprotocolsarealready Itered by anattacler

Iter which eliminates a wed protocolssuffering from simpleimpersonatiorandreplay at-
tacks. Athenaanalyzesall of the 1641 protocolsin 103.8secondswith the averageof 63.5
millisecondsperprotocol,andreports120protocolsto be correctin termsof mutualauthenti-
cation.

We have alsoexperimentedvith protocolsfor symmetrictwo party authenticatiorandkey
distribution with atrustedthird party generatedby the automaticprotocolgeneratomith dif-
ferentsetsof securitypropertied34]. The protocolgeneratobutputmorethan candi-
dateprotocols.Athenatook lessthantwo hoursto analyzeall of them.

Athenacan be easily extendedwith new cryptographicprimitives. In fact, addinghash
functionsandMA C functionsonly take afew hoursof modifyingthecodefrom startto nish.
In mostof our experimentsAthenaonly needdo searchfrom adozento acoupleof hundreds
of states.WhenAthenaterminateswith a proof which containsonly a small statespacethis
automaticallyindicatesthat for a given protocol, it is sufcient to just checkthe correctness
of the protocolwith a small numberof concurrentsessions.This is a side productof the
automatigproof proceduren Athenaandno manualproofsareinvolved.

6 Conclusion

We have presentedh new ef cient automaticveri cation technique Athena,for the analysis
of securityprotocols.It is basedon our extensionto the StrandSpaceModel, combinedwith
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techniquesrom bothModel CheckingandTheoremProving. It usesasimplelogic to specify
varioussecuritypropertiesandhasan automaticproof searchprocedurdor checkingthe va-
lidity of thewell-formedformulasin thelogic. WhenAthenaterminatesit caneitherprovide
acountergampleif theformuladoesnothold, or generate proof shawving the correctnessf
the securityprotocolwith arbitrarynumberof concurrentuns. Typical benchmarkprotocols
from the literatureusually take Athenalessthana secondto nd a correctnesgroof or an
attackonthe protocol.

Athenaexploits several differenttechniqueghat enableit to analyzein nite setsof proto-
col runsandachiese suchef ciency. Unlike previoustools, Athenausesthe extendedStrand
SpaceModel to represenprotocolexecutions. The semi-lundlerepresentatiomndthe goal
bindingrelationcomprisea statestructurewhich providesa very compactencodingfor (usu-
ally in nite) setsof protocolruns. For example,the statestructureeliminatesthe problemof
in nite forwardingof messageby usingthe -minimal requirementn thegoalbinding. Be-
causdhestatespacean Athenais notanasynchronousompositiorof local processe#thena
naturallyavoidsthe statespaceexplosionproblemcausedyy the asynchronousomposition.
The useof free variablesand symbolictechniquesllows eachstateto represenfinin nite
numberof concreteprotocolexecutionsandreducethe statespaceexplosionproblemcaused
by symmetryredundany.

As anew approactor securityprotocolanalysis Athenais still ata very youngstage.We
look forwardto extendingthe approachn otherdirections.
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A Proof of the Pruning Theorem

Proposition4.9. If a state satis esthefollowing conditions(seeFigure 1):

1. Anode ona penetator strandoftype bindssomegoal ,
and

2. Thenestingdepthof encryptionin is greateror equalto
then is contradictory.
This propositionis usedto eliminateanin nite expansionof type strands.

Proof Sletch. Since containsa numberof nestecencryptionswhich is greaterthanor equal
to ,thegoalterm cannot be boundto ary regular node. Therefore,it canonly
be boundto eitheratype oratype strandof the penetratar If it is boundto atype
strand therewill beeitheracyclein thegraph,orthe -minimalconditionfor  will notbe
satis ed. If it isboundto atype strand , where and , asshown
in the graph,thenthe sameargumentfor appliesto the strand . Thus,we
derive achainof type strands.Sincefor ary protocolrun, a penetratocanonly take nite
numberof operationsthis chainhasto stopata nite length,sayat strand

Then canonly beboundto atype strandwhich will causeeithera cyclein the
graph,or the -minimal conditionfor some to beviolated. This implies that ,
therefore, is contradictory O



