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Abstract.  Privacy homomorphisms, encryption schemesthat are also
homomorphisms relativ e to somebinary operation, have beenstudied for
sometime, but one may also consider the analogous problem of homo-
morphic signature schemes.In this paper we intro duce basic de nitions
of security for homomorphic signature systems, motiv ate the inquiry with
example applications, and describe seweral schemesthat are homomor-
phic with respect to useful binary operations. In particular, we describe
a scheme that allows a signature holder to construct the signature on
an arbitrarily redacted submessageof the originally signed messageWe
presert another schemefor signing setsthat is homomorphic with respect
to both union and taking subsets. Finally, we show that any signature
scheme that is homomorphic with respect to integer addition must be
insecure.

1 Intro duction

A cryptosystemf : G! R dened on a group (G; ) is said to be homomor-
phic if f forms a (group) homomorphism. That is, givenf (x) and f (y) for some
unknown x;y 2 G, anyone can compute f (x y) without any needfor the pri-
vate key. Somewhatsurprisingly, this property has a wide range of applications,
including securevoting protocols [8] and multipart y computation [26].

In a seriesof talks, Rivest suggestedthe investigation of homomorphic signa-
ture schemes.For instance, the RSA signature schemeis a group homomorphism,
asm{ md = (m; my)9 This property was previously consideredto be unde-
sirable and much energy has been spent on eliminating it [5]. The question is
whether this property can be put to positive useinstead. More generally, Rivest
asked whether homomorphic signature schemeswith positive applications can
be found.

Our goal is to shedlight on this question. In the process,we give a formal
de nition of what it meansto be a securehomomorphic signature scheme (see
Section 3). Then, we construct a redactable signature scheme where, given a
signature Sig(x), anyone can compute a signature Sig(w) on any redaction w of
X obtained by rubbing out some positions of x (Section 4). We give proofs of
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security for this scheme(App endix A). We presen a schemefor signing setsthat
allows anyoneto compute the signature on the union of two signedsets,and the
signature on any subset of a signed set, and corresponding proofs of security
(Section 5).
We also consider additively homomorphic signature schemesSig: Z=mZ !

R. We arguethat all such schemesare insecure:they unavoidably possesgprop-
erties that are likely to render them uselessin practice (Section 6). The prob-
lematic properties of additiv e signature schemesare generaland completely in-
dependen of the way the schemeis implemerted. In response,we de ne and
consider semigioup-homomorphic signature schemes,which would permit us to
avoid these bad properties. We pose as an open problem to nd a signature
schemethat is semigroup-homomorphicbut not group-homomorphic.

2 Related Work

The notion of homomorphic signature schemeswas rst givenby Rivestin a series
of talks on \t wo newsignature schemes"[24]. The rst of thesesignature schemes,
dueto Micali and Rivest, is a\transitiv e signature scheme" for undirected graphs
[19].In this scheme,givena signature on two graph edgesSig((x; y)), Sig(y; 2)), a
valid signature Sig((x; z)) on any edgein their transitiv e closurecanbe computed
without accesdo the secretkey. This schemeworks only for undirected graphs;
givensignatureson the transitiv e closureedgeSig((x; z)) and the edgeSig((X; y)),

a signature on the \in termediate” edge Sig((y; z)) can be computed It was left

asan open problemto nd a similar schemefor directed graphs.

The secondsignature scheme, due to Rivest, Rabin, and Chari, allows \pre-
X aggregation" [24]. Given two signatures Sig(pjj0) and Sig(pjj1) on the two
messagebtained from p by appending a zero and one bit, their scheme al-
lows computation of a signature Sig(p) on p without accessto the secret key.
The scheme as preseried has a property similar to the transitiv e graph signa-
ture scheme: the signature Sig(pjj1) can be easily computed. from Sig(p) and
Sig(pjj0). It wasleft asan open problem to nd a similar schemethat doesnot
have this property. Rivest also posedthe open problem of nding a \concate-
nation signature scheme," in which given two signatures Sig(x) and Sig(y) a
signature Sig(xjjy) on their concatenation can be computed.

Rivest also suggestedinvestigating what other \signature algebras" can be
constructed. In Section 4 we give a construction for \redactable signatures."
Then in Section 5 we show that RSA accunulators can be usedto construct
signatures homomorphic with respect to the union and subsetoperations.

Homomorphic signature schemesare intriguing in part becausehomomorphic
cryptosystems have proved to be so useful. Rivest, Adleman, and Dertouzos
noted applications of \priv acy homomorphisms" to computing on encrypted
data soon after the introduction of RSA [25]. Peralta and Boyar showed that
an xor -homomaorphic bit commitment could be exploited to yield more e cien t
zero-knowvledgeproofs of circuit satis abilit y [23]. Feigerbaum and Merritt noted
that a \cryptosystem which is a ring homomorphismon Z=2Z could be usedto



implement completely non-interactive securecircuit evaluation" and called such
cryptosystems\algebraic" [14]. Benaloh gave a secureelection schemebasedon
a homomorphic encryption scheme [12]. Cramer and Damgard use homomor-
phic bit commitments to drastically simplify zero-knavledge proofs [13]. Many
other examplesexist in which homomaorphic properties are used to construct
cryptographic protocols.

The initial promise of privacy homomorphismswas tempered by a string of
negative results. Ahituv, Lapid, and Neumann showed that any cryptosystem
that is xor -homomorphic on GF (2%%) is insecure under chosen ciphertext at-
tack [1]. Boneh and Lipton showved that any deterministic cryptosystem that
isa eld homomorphism must fall victim to a subexponertial attack [10]. They
further conjecturedthat any eld-homomorphic cryptosystem, which they called
\completely malleable,"” would prove to be insecure.Brickell and Yacobibroke a
number of candidate constructions of privacy homomorphisms[11]. Thesenega-
tiv e results have their analoguein our results of Section 6 shawing the trivialit y
of signature schemesthat are group homomorphismson (Z; +).

BesidesRSA, seweral other homomaorphic cryptosystemsare currently known.
Goldwasser-Micaliencryption takesthe form of a group homomorphismz=27 !
(Z=nz) [17],and others have proposeda number of other public-key encryption
schemesthat have various useful homomorphic properties [15,8,22,20]. Of par-
ticular interest is Sander, Young, and Yung's slick construction of an encryption
algorithm that is both and - and xor -homomorphic [26]; they note that this is
the rst cryptosystem homomorphic over a semigroup.

Redactable signature schemesare related in both spirit and construction to
the \incremental cryptography” of Goldwasser,Goldreich, and Bellare [3]. Our
notion of privacy for redactablesignatureshasa parallel in their notion of privacy
for incremertal signatures([4].

3 De nitions

We de ne the notion of a homomorphic signature scheme as follows. A spec-
i cation of a signature scheme includes a messagespaceM , a set of private
keys K, a set of public keys K% a (possibly randomized) signature algorithm
Sig: K M ! Y, andaverication algorithm Vrfy : K® M Y ! fok;badgso
that Vrfy(k%x; Sig(k;x)) = ok for all x 2 M when (k; k9 is a matching private
key and public key. As a notational matter, for concisenessve often omit the
private and public keys,writing Sig(x) instead of Sig(k; x) and Vrfy(x; s) instead
of Vrfy(k%x; s) when this abbreviation will not causeconfusion. Also, for a bi-
nary operaton :M M ! M andasetS M, welet span (S) denotethe
leastsetT with S Tandx y2Tforall x;y2T.

De nition 1. Fix a signature schemeSig: K M ! Y, vrfy : KO M

Y ! fbad okg and a binary operation M M ! M. We say that Sig
is homomorphic with respect to  if it comeswith an e cient family of binary
operations o :Y Y ! Y sothaty o y®= Sigx x9 for all x;x%y;y°
satisfying Vrfy(x; y) = Vrfy(x%y9 = ok.



As an example,if (G; ) and (R; Rr) aretwo groups and we have a signature
sthemeSig: K G ! R that is alsoa group homomorphism from G to R for
ead k 2 K, then this will qualify as a signature scheme that is homomorphic
with respectto ¢, sincewe may takey (oy°=y grY°

This de nition requiresthat signaturesderived via o be indistinguishable
from signaturesgeneratedby the private key holder, which we refer to ashistory-
independence This precludestrivial schemesthat, for example,allow the ordered
pair (y;y9 to sene as a signature on x  x°% Although the de nition above
is for deterministic signature schemes,extending it to probabilistic schemesis
straightforward; one can simply require that the distribution of y o y° be in-
distinguishable from that of Sig(x  x9.

For homomorphic signature schemes,we need a new de nition of security.
The standard notion of security against existertial forgeriesis too strong: no
homomorphic signature stcheme could ever satisfy it, becausegiven two signa-
tures on messagex and x° one can generatea signature on the new message
x%= x  x%without asking the signerfor a signature on x®explicitly .

Fortunately, there is a natural extension.Supposethe adversary hasobtained

De nition 2. We say that a homomorphic signature schemeSig is (t; g; )-
secure against existential forgerieswith resgct to  if everyadversary A making
at most g chosen-messageueriesand running in time at most t has advantage
AdvA . The advantageof an adversary A is de ned as the prolability that,

In somecaseswe might want an additional guararntee that the operation
doesnot allow the adversary to create too many new signatures. Consider the
additiv e signature schemesbroken later in Section6: They are good candidatesto
satisfy De nition 2, yet knowledge of a single signature could allow an attacker
to sign ewvery other possible message.Therefore, we introduce the concept of
security against random forgeries:

De nition 3. The signature schemeSig: K M ! Y is saidto be (t;q; )-
secure against random forgeriesif every adversary A making at most q chosen-
messagequeries and running in time at mostt has advantageAdvA . The
advantageof an adversaryis the probability that it can output a valid signature
on a new messagex?® chosenby the referee uniformly at random from M and
independently of all the adversary's chosen-messageajueries. In other words,
AdvA = Pr[Vrfy(x% ASia(k: )i¢x0) = ok] wherr cyo is the constant function that
always returns x° and where the adversary is not allowed to make any further
queriesto its signing oracle after looking at the value x°



For example,one might reasonablyconjecturethat textb ook RSA signaturesare
secureagainst random forgeries.
The security of a homomorphic signature scheme seemsto depend on two

nd an explicit decomposition of x in terms of the x;'s and the  operation. If
decomposition is hard, then the schememay be secureeven if the spansof small
setsof messagesare quite large, asis the casewith RSA. The scheme may also
be secureif the decomposition problem is easy but most sets of message®only
spana small portion of the messagespace.Redactablesignaturesare just such a
stheme. The trouble occurswhen a schemeadmits both easydecomposition and
large spans.Indeed, this is exactly what rendersadditive schemesso vulnerable
to random forgeries.

One can easily generalizethe above notions to operations that take an arbi-
trary number of operands,and to schemesthat are simultaneously homomorphic
with respect to more than one operation.

We can also consider signature schemesthat are homomorphic with respect
to a number of interesting mathematical structures. If (G; ) is a group, then
we sgy that Sig: G! Y is a group-homomorphic signature schemeif it is homo-
morphic with respect to the binary operator ¢ aswell asthe unary inversion
operation x 7! x L. If (M; ) is a semigrougt, then we say that Sig: M | Y
is a semigroup-homomorphicsignature schemeif it is homomorphic with respect
to the binary operator . If (R; Rr;+Rr)isaring, wesay that Sig: R! Y is
a ring-homomorphic signature schemeif it is homomorphic with respect to both

r and + . Boneh et al. have shavn that ewvery? eld-homomorphic signature
schemeSig: F! Y can be broken in subexponertial time [10].

4 Redactable Signatures

The problem. Redactable signatures are intended to model a situation where a
censor can delete certain substrings of a signed documert without destroying
the ability of the recipient to verify the integrity of the resulting (redacted)
document. In particular, we allow the censorto replacearbitrary bit positionsin
the documert with a special symbol ] represeriing the location of the deletions.
(Our construction can be readily generalizedto any alphabet, sothat the signer
canlimit redactionsto wholewords, sertences,etc., but for simplicity we describe
only the caseof bit strings here.)

Redactablesignaturesmight have seweral applications. They permit deletion
of arbitrary substrings of a documert, and thus might be useful in proxy cryp-

! Recall that a semigroup is a set M together with an assaiativ e binary operator
with the property that M is closedunder .

2 Boneh et al. noted that their attack applies to all deterministic eld-homomorphic
encryption schemes, but not to randomized encryption schemes. We obsere that
their result also applies to all eld-homomorphic signature schemes, whether the
sighature scheme is deterministic or randomized.
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Fig. 1. An illustration of the need to disclose the location of redactions. The left
shows a sample document that one might sign with a redactable signature scheme.
The middle shows one substring that might be obtained if the location of redactions
is not made explicit in the result; note how the meaning of the original document has
been violated. The right shows the corresponding redaction obtained if deletions are
disclosedexplicitly; note how the attempted tric kery is revealedby this countermeasure.
Becauseof this potential for this sort of semartic attack when the location of deletions
are not made explicit, asillustrated here, all our constructions follow the model shown
on the right of making deletions explicit.

tography or incremertal cryptography. As their name suggeststhey also permit
redaction and censorshipof signedrecordswith an untrusted censor:the censor
cannot forge documerts, except those obtained by redaction of a legitimately
signeddocumert.

Semantic attacks and our formulation of redaction. Making the problem state-
ment more preciseexposesa subtle trap here. A natural rst attempt at a de ni-
tion might require that, givena signature Sig(x) on x, onecan obtain a signature
Sig(w) on any substring w of x that is obtained by deleting someof the symbols
in x. However, this formulation of the problem has a seriouslimitation: suc a
schemewill concealthe presenceof deletions,which intro ducesthe risk of seman-
tic attacks. Without indication of wherethe redaction has occurred, an attacker
might legally be able to truncate the end of one sertence, delete the beginning
of the next, and slice them together to get a messagehe senderwould not have
authorized. For an example,seeFigure 1. To defeatsemariic attacks, we instead
usea formulation where the presenceof redacted segmers are made explicit.
We de ne the concept more formally as follows. Let us take = f0;1;]0.
Wede ne apartial order on sothat] 0,] 1,anda aforeadha?
(and no other non-trivial relations hold). This inducesa partial order on
by pointwise comparison,namely, w;  w, X3 X, holdsif w;  x; for each
i. We say that the document w is a redaction of x if w  x, or in other words,
if w can be obtained from x by replacing somepositions of x with the ] symbol.
The signature scheme Sig : ! R is called redactable if we can derive from a
signature Sig(x) on x a signature Sig(w) on any redactionw  x we like, without
the help of the signer.



Note that, in this model, we do not attempt to hide the location of the cen-
sored portions of the documerts. Thus, a signature Sig(w) on a redaction w of
X may legitimately reveal which portions of x were deleted, and speci cally, the
presenceand location of redacted segmeitts is protected from tampering by the
signature. Howeer, it doesnot reveal the previous cortents of the redacted por-
tions of the documert. We expect that this privacy property may be important
to many applications.

Redactable signatures may be viewed as an instance of a homomorphic sig-
nature scheme endowved with operations D; : ! that replacethe i-th bit
position with a] symbol. The requiremert that signeddocumerts be redactable
is equivalent to requiring that our signature scheme be homomorphic with re-
spect to these unary operators.

A trivial construction. There is one obvious way to build redactable signatures.
We x a traditional signature scheme Sig,; no special homomorphic properties
are required from Sig,. We assumefor simplicity that our basesignature scheme
permits messagerecovery, but this assumption is not essetial. In the trivial
construction, to sign a messagex of length n, we generatea fresh key pair (s;V)
for somesecurecorvertional signature scheme, and then the signature on x is

Veri cation is straightforward.

The key pair essetially senesas a documert ID. Without it, an attacker
could replacethe ith componert of any signedmessagewith the ith componert
of any other signed messagewhich we do not wish to allow.

To redact a signed messagewe simply erasethe appropriate segmets of the
messagend the corresponding positionsin the signature. For instance, redacting

This scheme supports a privacy property: redacted signaturesdo not reveal the
redacted parts of the original messageWe can seethat they reveal the locations
that have beenredacted, much like typical redaction of paper documerts does,
but this is all that is leaked.

Howewer, this trivial scheme has a serious limitation: the signature Sig(x)
is very long. If s producesm-bit signatures,then the construction above yields
signaturesof length mn + O(1), which is likely to be large comparedto the length
of the messagen. Therefore, the challengeisto nd a scdemewith much shorter
signatures.

Our construction. We describe how to build a secureredactablesignature scheme
out of any traditional signature scheme.The main ideaisto combine Merkle hash
trees [18] with the GGM tree construction for increasing the expansion factor
of a pseudorandomgenerator [21]. We rst generatea pseudorandomvalue at
ead leaf by working down the tree (using GGM), then we compute a hash at
the root by working up the tree (using Merkle's tree hashing).

We describe in detail how to sign a messagex of length n. First, we arrange
the symbols of the messageat the leftmost leavesof a binary tree, with ead leaf
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Fig. 2. A redactable signature on the messagex = hXooo; Xoo1;:::;X111i. The message

is signedin three phases: rst, we generatek-valuesby recursing down the tree with the
PRG G; then, we generate v-values by recursing up the tree with the hashH; nally ,
we sign v using our conventional signature scheme. To avoid cluttering the diagram,
we show the downward phase only on the left branch of the tree, and the upwards
phase only on the right branch of the tree, but the full scheme requires we traverse
both branchesin both directions.

at depth dgne. We identify nodes of the tree with elemerns of f0; 1g , so that
anode haschildren 0and 1, andthe empty string denotesthe root node.
Let G: K! K K be alength-doubling pseudorandomgenerator, let H be
a cryptographic hash function, and pick k 2 K uniformly at random. We use
a three-phasealgorithm (see Figure 2, which shows phase one on the left and
phasetwo on the right):

Expansion: We usethe GGM tree construction to assaiate a key k to eadh
node . In other words, we de ne a key for eat node of the tree by the
recursive relation hk o;k 1i = G(k ).

Hashing: We then compute a hashvalue v- for ead leafa asv- = H(0; k-; x+)
and apply the Merkle hash construction, i.e., we recursively compute v =
H(1;v o;Vv 1) (or, if only a left child exists, H (1;V q)).

Signing: Finally, we sign the root of the hash tree using our base signature
stheme Sig,, and compute the signature on x as Sig(x) = hk ; Sigy(v )i.

Veri cation is straightforward, sincegivenk and x we cancomputev and chedk
the signature.

Next, we describe how to redact a sighedmessageTo eraseposition = from a
signedmessagex, we needto reveal v-. At rst sight, revealingv- = H(0; k-; x-)
would appear to be very dangerous,sincegiven k we can compute k- and then
iterate over all possiblevaluesof x- to learn the value of the erasedsymbol. This
would violate the secrecyproperty.

To restoresecrecywe take advantage of the GGM tree. When we erasex-, we
will alsoerasek , and reveal only what is neededto verify the signature without
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Fig. 3. A redaction of the signature on x, with the two bits X100 and X101 deleted. Like
in Fig. 2, we show only part of the signature process,to avoid cluttering the diagram.

leaking k-. The notion we needis as follows: de ne the co-nodes assaiated to
a leaf * to be the siblings of the nodes along the path from * to the root. We
reveal k at eah co-node assaiated to °, as this is exactly what is needed
to ched the resulting signature. Thus, redacting x- from Sig(x) would yield
hv-;fk : aco-node of "g; Sigy(v )i. Note that there are at most Ign co-nades
asseiated to any single leaf.

We canrepeat the above procedureto further redact an already-redactedsig-
nature, if we like. In the caseof redactionsin consecutiwe parts of the documert,
we compact the signature by using the tree structure: if the signature contains
simultaneously v ¢ and v ; for some , then we replacethesetwo quarntities with
the singlevaluev , and we similarly replacek o;k 1 with k . This both shortens
the signature and hides the order in which redactions were performed, ensur-
ing a sort of path-independenceproperty. Thus, though signatureswill grow in
length, the length may grow only slowly if there is somelocality to the sequence
of redactions. At worst, ea consecutive segmen of erasuresof length n° from
a messageof length n adds O(lg n% hash valuesand O(lg n% key valuesto the
signature.

This signature scheme producessignaturesthat are relatively short. If Sig,
yields m-bit signatures and if we use m%bit hash values and keys, then an
unredactedsignature is only m+ m9bits long. This is a constart in n, the length
of the messageAfter erasings segmers, ead of length at most n® the signature
will be m + O(sm®lg(nn9) bits long. In general, signatures could be as long as
m + O(nm9 bits after many redactions, but we can expect that in practice the
number of erasedsegmers will typically not be too large and hencesignatures
should often be quite short. Therefore, this is a considerableimprovemert over
the trivial construction outlined earlier.

This signature scheme also has an additional homomaorphic property. For a
xed messagex, we can form the lattice of substringsLy = fw 2 W X0,

3



wherethe join vt vPis the unique leastw 2 L satisfyingv ~w andv® w, and
the meetis de ned dually. We note that given two redactions Sig(v) and Sig(v9
of a commonsignature on a message<, we can compute signaturesSig(vt v and
Sig(vuv9) ontheir join and meet. In other words, our schemeis alsohomomorphic
with respect to the binary operationst and u. We imagine that this might be
usefulin someapplications.

Security analysis. We show in Appendix A that this construction is secure
against existertial forgeries under reasonablecryptographic assumptions® See
the appendix for details.

5 Set-Homomorphic Signatures

We now turn to operations on sets and derive a scheme which simultaneously
supports the union and subset operations. More precisely the scheme allows
anyone possessingetsU; ; U, and Sig(U;); Sig(Uz) to compute Sig(U; [ U,) and
Sig(U) for any U  U;. Note that thesetwo operations, union and subset, can
be conmbined to create many others, such as set di erence, symmetric di erence,
and intersection, so this scheme seemsparticularly powerful. As an example
application, at the end of this section we will construct an alternate redactable
signature schemewhich hasmany advantagesover the onepreserted in Section4.

The construction is basedon the accurrulator technique [9]. To begin, let h
be a public hash function so that, for all x, h(x) is uniformly distriauted over
the odd primes lessthan n [16]. If we extend h to setsvia h(U) = ~ ,, h(u),
then h(U1[ U,) = Iem(h(Uy); h(U,)), assumingthere are no h-collisions between
elemerts of U; and U,. Each usercreatesa rigid RSA modulusn andv 2 (Z=nZz)
selecteduniformly at random. Recall that an RSA modulus n = pq is rigid if
pz—l and % are prime and jpj = jqj [9]. By choosingn this way, we ensurethat
ged(h(x);"' (n)) = 1 for almost all x. To sign a set U, one computes Sig(U) =
VAT mod n. Note that sinceh(U) is relatively prime to ' (n), there is exactly
onesolution y to the equation y"(Y) = v. To verify a signaturey on a setU, one
needonly chek that y"Y) = v mod n.

Given Uq; U, and signaturesvﬁ;vﬁ, computing the signature on U; [
U, is easy First usethe Euclidean algorithm to nd a and bsud that a h(U;) +
b h(Up) = ged(h(Us); h(Up)). Then (vt )b(vitzr)a = v iy, which
is the desiredsignature. If U  U; then Sig(U; nU) = Sig(U;)"Y), socomputing
subsetsignaturesis also straightforward.

As with the redactable signature problem, we'd like to show this stchemeis
resistarnt to forgeriesand that it satis es the history-independencerequiremert
for homomorphic signature schemes.The latter is clearly satis ed sincethe sig-
nature on a set U° is independert of how we obtain that signature: starting
with a signature Sig(U;) on U; and then removing the elemens in U, to get

% We do not addresssecurity against random forgeries, as it is not clear what is the
right distribution on the messagespace.



Sig(U1)"(V2) yields exactly the sameresult as asking for the signature on U; nU,
directly, i.e., Sig(U;)"(Y2) = Sig(U; nU,). A similar property holds for the union
operation, and sothis schemeis history-independen.

The resistanceof this schemeto forgeriesrequires a more detailed security
analysis, but basically it rests on the di cult y of computing kth roots modulo
an RSA modulus and on the randomnessof the hash function.

Before we give the proof, we should state clearly the parameterization of the
di cult y of the RSA problem. We assumethat RSA behavesasa good trap door
permutation, asothers have suggestedoefore[6,7]. This assumption appearsto
be wealer than the so-calledStrong RSA assumption [2].

De nition 4. Let Hy = fpqg: p and q are safe primes, p 6 g;and jpj = jg =
kg. We say RSA is a (t; )-secure trapdoor permutation if for any adversary
A with running time lessthan t, we have Pr[A(n; e;x®) = x] < , wher the
prokability is taken over the choice of n 2 Hy, e 2 (Z=' (n)Z) , x 2 (Z=nZ) ,
and the coin tossesof A.

The following theorem relates the security of the set-homomaorphicsignature
schemeto the security of RSA, and shows essetially that if the signature scheme
is insecure,then an attacker could exploit that weaknessto break RSA without
too much more work. Note that the theorem guarantees security even when
the adversary can make a number of adaptively chosensignature queries,which
seemsto be an extension of previous results.

Theorem 1. Let h be a random oracle as alove. Assumethat RSA is a (t; )-
secure one-way function. Then the set-homorphic signature schemeSig de ned
alove is (t%q,; )-secure against existential forgery with respect to subsetand
union operations given that the total number of hashoracle queries performed is
lessthan ¢,, where ¢, ( logn + g2 logn=n and t® t. *

Proof. (sketch) We give a proof by contradiction. Assume the above theorem
is false, meaning there exists an adversary A which can (t% )-break the set-
homomorphic signature scheme Sig. Assume after A performs a number of ran-

on x wherex is not in the spanof x1;:::;Xq, under subsetand union oper-
ations. This meansthere exists an element y 2 x sud that y 62x;, for all
1 i g, andA knowsu sud that u"®¥) = v. There are two cases:

{ Wehaveh(y) 8 h(y9 for all y°2 [ 1 i gXi.
{ Wehaveh(y) = h(y9 for somey®2 [ ; ;| 4 Xi. This happenswith probability
at most ¢Z log n=n (by the prime number theoremand the birthday paradox).

If the rst casehappens with probability higher than ¢,  logn, we show as
following that we can construct an adversary B (n; e;z) using A which can(t; |)-
break RSA. In particular, if e is prime, B runs the following game using A.
(Otherwise, the simulation fails; this happens with probability at most about
1=logn, by the prime number theorem.)

4 The total number of hash oracle queries include the onesmade by A and the ones
made by the signing procedure.



{ B rst sele%suniformly randomly g, primesps;:::;pg, NOt equalto e. Then
B setsf = °, ; o pandv= z" mod n. Due to the choice of n, we have
ged(f ;' (n)) = 1 with overwhelming probability, and thus the map z 7! zf
mod n is bijective on (Z=nZ) . This meansthat v is uniformly distributed
on (Z=nZ) , sincez is, sowe can feedv asan input to A and it will have

{ B constructsthe hashoracleasfollows. Givena hashoraclequery on elemen
w, if w has been queried before, then returns the previous corresponding
answer. For the j-th unique hash oracle query w;, if j & k, then return the
prime p; ; otherwise, return e.

{ B constructs the signing oracle that A queries as follows. Given a signing

to obtain h(al);:::;h(am).QIf for somel i m, h(a) = e, then abort;
otherwise, return b= z'=( 1 i = M@ |t js easyto seethat b is a valid
signature on the set U.

{ If at the endof the game,A outputs an existertial forgery on a setof elemers
that includes an elemen y sudc that h(y) = e, then B can learn from A's
forgery avalue u satisfyingu"®) = v = z' . Becauseeis prime, gcd(e;f) = 1;
and we can compute and sud that e+ f = 1 usingthe Eulidean
algorithm. Thus z = (u z )&, and B outputs u z asthe e-th root of z.
Otherwise, abort the game.

If A outputs an existertial forgery and e is prime, the probability that B succeeds
is at least 1=¢,. So if there exists an adversary A that (t% )-breaks the set-

homomorphic signature scheme, we can construct an adversary B that (t; |)-

breaks RSA.

The set-union stcheme suggestsanother solution to the redactable documert

unique documert identi er, Ky, and then signthe setof triples D = f (ky;i; X;)0,
say y = Sig(D). The complete redactable signature is (ky;y), and veri cation is
straightforward. To compute the signature on the messageawith word i redacted,
simply compute y° = Sig(D nf (ky;i; x;)g) = y"kxi) and the new signature
is (kx;y9. Note that this scheme also reveals the locations of the redactions,
preverting the semariic attacks described in Section4. Not only is this scheme
much simpler to implement and easierto understand than our prior redactable
scheme, the signatures producedin this schemeare of constart length.

6 Additiv e Signature Schemes

We describe next a number of schemesthat we have studied in our seard for an
additiv e signhature scheme.All of them turn out to beinsecure,and in interesting
ways. More precisely the schemeswe examine all have an undesirable property
that is likely to make them uselessn practice: given signatureson a small set of
known messagesye can forge signatureson all other possiblemessagesThus,
such schemesare insecureagainst random forgeriesas described in De nition 3.



Constructions built from multiplicative signature schemes. If we have a multi-
plicativ e signature scheme Sig : G ! R aswell as a group homomorphism
"1 Z=mzZ! G from the additive group Z=mZ to the multiplicativ e group G,
then a natural candidate for an additive signature scheme Sig, : Z=mZ ! R
is Sig, = Sig ' . For instance, we can instantiate Sig with RSA. In this
case,G = (Z=nZ) , and every homomorphismfrom Z=mZ to (Z=nZ) takesthe
form ' (x) = g* (mod n) for someg 2 G, so our construction takesthe form
Sig, (x) = g (mod n).

To seewhy any such schememust be insecureagainst random forgeries,sup-
poseSig, : Z! G is a group-homomorphic signature scheme. Then Sig, is en-

i am; = 1, wecancompute Sig, (1) = ; & Sig, (m;). Giventhis information,
we can compute Sig, (m) = mSig, (1) for any m. This attack easily extends to
group homomorphic signatures Sig, : Z=nZ! G by lifting to Z, applying the
Euclidean algorithm, and projecting badk down to Z=nZ. Sinceany small set of
messagewill likely have ged 1, this scheme is vulnerable to random forgeries
after only a few message$ave beensigned.

These weaknessesre very general. In particular, they apply to almost any
instance of the construction Sig, = Sig ' . As another important example,
every additiv e signature schemethat forms a group homomorphism is insecure
against random forgeries.

It is perhapscounterintuitiv e that multiplicativ e signature schemesare plen-
tiful while fully-additiv e schemesdo not exist. The explanation seemsto be the
fact that Z=mZ has a Euclidean algorithm, but (Z=nZ) does not. In other
words, it is not that the spanis larger in Z=mZ, but that the decomposition
problem is easyin Z=mZ but hard in (Z=nZ) .

One might imagine that the problem is the needto be homomorphic with
respect to both addition as well as negation, and thus one idea might be to
look for a schemethat respectsonly the addition operator but not the negation.
In other words, given Sig, (x); Sig, (y), we still want to be able to compute
Sig, (x + y), but it should be hard to compute Sig, ( x) from Sig. (x). Note
that the problems with additiv e signatures arise becauseonecan nd a;a’2 Z
sothat ax+ a%°= 1 and then compute Sig, (1) = Sig, (ax) Sig, (a%9); yet one
of a;a® will necessarilybe negative. If we can somehav ensurethat computing
Sig, ( x) from Sig, (x) is hard, then the Euclidean algorithm will no longer
apply, and the above attacks will fail. This suggeststhat we may want to look
for an additiv e signature schemewithout inverses(a semigroup-homomorphism),
as sudh a shemewould resist the attacks described so far.

Further challenges. Yet even an additiv e signature schemewithout inversesstill
has someproperties that might not be expected. In particular, there is the prob-
lem that signatures can always be forged on all large enough messagesgiven
signatures on two messagesn; m° This is becausethe equation

am+ am®=x  (in 2)



typically has solutions with a;a° 0 whenx Icm(m; m9, and in this casea
signature on x can be obtained from signatureson m; m°,

is that if the m; are small enough, the subset sum problem is easyto solve.
So our only hope is to choose additiv e signatures without inverses,only sign
messagedarge enoughthat subsetsum is hard (require m; ~ for somelower
bound *), and refuseto accept unusually large messagegenforce m; *2)in
the veri cation algorithm.

Additive schemesin higher dimensions. More generally, we could look for an
additive scheme Sig, : (Z=mz)? ! R in dimensiond > 1. Unfortunately, this
does not seemto o er much opportunity to designa securesignature scheme,
either.

Although increasingthe dimension does make more work for the attacker, a
slight extension of the previous remarks still applies.

Observ ation 1 In any additive signature schemeon the lattice L = (Z=mZz)9,

L, then one can suaeed at any random forgery.

Knowing the signatureson a basisis uselessf computing the represenation of
a given messagdn that basisis hard. If we could compute the signatures of the
standard basis elemeris given the signatureson the elemers of another basis,
then committing random forgeries would be easy Note that the elemerns of
the standard basisare the shortest vectorsin the lattice Z9, solattice reduction
techniquesmay be usedto discover represenations of the standard basiselemers
in terms of messageswith known signatures. The theoretical bounds on the
length of the shortest vector returned by LLL are not very tight, but in practice
it can nd arepresenation of the standard basisof (Z=mZz)9 with only (1+ )d
input vectors. Thus, we only needto collect (1 + )d signed messagedbefore we
can commit random forgerieswith ease.

Therefore, it seemso be a challengingopen problemto nd asecureadditive
signature scheme.

7 Open Problems

Set-homomorphic signatures. We may look for a set-homomorphic signature
schemethat is homomorphic with respect to operations other than union and
subset. For example, consider the following construction: Let Sig : G! R be
an arbitrary multiplicativ e signature scheme on somegroup G. For a setU =
fXy1;:::;Xkg, de ne the hashfunction f,(U) = h(x;) h(xx), whereh: X ! G
is a cryptographic hash function on elemers in X. Then Sig= Sig f, isa
signature scheme with the property that with signatures, Sig(U) and Sig(V),
on two disjoint setsU and V, one can compute the signature on their union,



SiglU[ V) = Siglu) SigV). If U V, onecan alsocompute the signature on
their di erence, Sig(V nU) = Sig(V) Sigu) *:

We gave another example of a set-homomorphic scheme, basedon RSA ac-
cumulators, in Section 5. One interesting question is whether we can designa
signature schemethat is homomorphic only with respect to the union operation.

Concatenable signatures. Let Sig : f0;1g ! R be a signature scheme. We
say that it is a concatenablesignature schemeif, given Sig(x); Sig(y), one can
compute (without help from the signer) a signature Sig(xjjy) on the concate-
nation of x and y. In other words, a concatenablesignature scheme should be
homomorphic with respect to the semigroup (f 0; 1g ;jj) of bit-strings with the
concatenation operator jj. Rivest has asked [24]: can we design a concatenable
signature scheme?

Semigoup signatureswithout inverses. Giving an exampleof a securesemigroup-
homomorphic signature scheme seemsto be an intriguing open problem that is
suggestedby this work. We have pointed out instances of this problem sev-
eral times throughout this paper. Micali and Rivest asked whether there exists
a transitiv e signature scheme on directed graphs [19], and this domain has a
semigroup structure. One might seeka redactable signature scheme support-
ing only redaction but not the join operation. An additive stchemethat doesn't
respect subtraction might have a chance of being secure.A set-homomorphic
schemethat allows only the union operation (but not subsetting) would have
a semigroup-homomorphicproperty, aswould a concatenablesignature scheme.
More generally, we suspect that any schemethat is semigroup-homomorphicbut
not group-homomorphic might yield insights into these open problems.

8 Conclusions

Homomorphic signature schemespresen a promising new direction for researd.
Since such sthemesnecessarilydo not satisfy traditional de nitions of security,
we have proposed new de nitions of security for these new stchemes.We have
shown that a variety of homomorphic signature schemescan be designed.We
alsoexaminedlimits on their existence,showing that, for example, no additiv ely
group-homomorphic scheme can ever be secureagainst random forgeries. Per-
haps most importantly, we have suggestedseweral open problemsthat, if solved,
might provide useful new schemessupporting a variety of applications.
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A Security analysis for the tree redaction scheme

The combination of redaction and randomization in the tree redaction scheme intro-
ducesone tricky aspect into the de nition of security. The adversary might choosea
messagex 2 f0;1g , and though the censor might be unwilling to reveal Sig(x), the
adversary might be able to gain accessto a redacted signature Sig(w) on somemessage
w  x of the attacker's choice. In this caseour security analysis should ensurethat the
attacker cannot usethis partial knowledgeto obtain, e.g., a signature Sig(x) on the full
messagex. Therefore, in our model we give the adversary accessto two di eren t oracles,
denoted R and S. Invoking R(x) denotesregistration of a chosenmessagex 2 f0;1g ,

the signature Sig(w) on the redacted messagew 2 ,if w  x'; otherwise, if w is
not a valid redaction of the messagex' speci ed in the i-th call to R, the computation
aborts. Let W' denote the join of all values w that appear in some oracle query of
the form S(i; w). If an adversary can output a signature on a messagethat is not a
redaction of W' for somei, we say that the adversary has found an existential forgery.

Theorem 2. Let G bea (t; ¢)-secure pseudoandom genemtor, H a (t; pu )-collision-
resistant hash function, and Sig, a conventional signature scheme that is (t; g; ps)-
secure against existential forgery. Supmsethat Fy(x) = H(0; k;x) is a (t; q; n)-secure
pseudormndom function. Then the redactable signature scheme Sig de ned alove for
messagesof length at most n is (t% g; p%-secure against existential forgery with resgect
to redaction, where p°= qdigne c + nq u + ps + pu + 2ng=2""and t° t.

Proof. (sketch) Consider any adversary that attempts to break the resulting modi ed
schemeby exhibiting existential forgeries,i.e., by nding avalid signature on a message
w that is not a redaction of the join of its previous queries. We let x' denote the i-th
messageregistered with R, k', v' denote the key and hash value at node , and we



intro duce the notation u' for the input to the hash function at sothat vi = H(u").
For example, k' denotes the key randomly chosenfor usewith x' and its redactions,
and v' denotesthe root of the hash tree on the signature for messagex'.

Supposethe adversary forgesa signature fv-g;fk g;Sig(v ) onw .Ifv 6 v' for
all i, then we have found an existential forgery of Sig,, which by assumption happens
with probabilit y at most ps. Therefore, we assumethat for somei wehavev = v'. Let
T denotethe tree corresponding to w , i.e., the leaf nodescorresponding to unredacted
symbols in w along with all their ancestors.

Thanks to the properties of Merkle tree hashing, we seethat T must be a sub-tree
of the tree corresponding to x'. (Otherwise, there is some node * that is a leaf node
in the tree for x' but is an internal node in T , but then we have a hash collision
H(u-) = H(u!) sinceu- starts with a 1 and u' starts with a 0, which contradicts the
collision-resistance of H.) Similarly, the leavesof T must form leavesin the tree for
x', and the internal nodesin T form internal nodesin the tree for x'.

Moreover, the hash pre-imagesu must satisfy u = u' for eah 2 T . This tells
usthat v = v forall 2 T .It alsotells usthat k- = k! and w- = x! for each leaf
node . This shows that w is a redaction of x'.

The only caseleft to worry about is that possibly w includes some symbol not
presert in W' (recall that W' denotesthe join of the redactions of x' that were queried
under oracle S). In this case,there is someleaf node ™ 2 T sothat w. = x! but is
not found in the tree corresponding to W'.

In this case,the forged signature must reveal k where is someancestor of *. But
now we can note that k was never disclosedby any of the oracle queries (nor was any
of the key valuesat 's ancestors). We argue that this would constitute a break of G.

We can imagine replacing the key k and the keys at each of its descendan nodes
with truly random values, chosen independertly of everything else. If any adversary
can recognizethis substitution with advantage better than qdig ne ¢, then according to
the proof of security for the GGM tree construction [21], they can distinguish G from
random with advantage better than ¢; thus we can assumethat this substitution
makes no noticeable di erence.

Now the only valuesrelated to k that are disclosedis vi = H (0; k-; x!) for leaves"
that are descendarts of k . But, sinceH (0; k; ) is a good PRF, we can in turn imagine
replacing each such v! by truly random values, chosen independertly of everything
else,and no attacker can recognizethis substitution with advantage better than nq w
without breaking the PRF assumption.

Since the adversary must presert the value k in the forged signature, this means
that the adversary hasguessedhe value of k , eventhough k hasnever beendisclosed
and was chosen indegendertly of everything else. We can bound the probabilit y thaot
this happensby 1=2"" per node, and summing over all the nodesgivesat most 2nq=2" .

Adding up ead of these distinguishing probabilities yields the claimed bound.



