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Abstract

Static source code analysis and software
fault injection are two popular approaches
to testing and verifying the robustness of
software. We chose a set of commonly-used
applications: CUPS, Berkeley DB, the GNU
file utilities, Apache, MySQL, sudo and zlib,
and tested them with both static analysis
and fault injection tools to discover errors.
The results of our tests provide insight into
the strengths and weaknesses of each tech-
nique. These results also suggest possibili-
ties for improving each type of tool, as well
as ways to form a synergistic combination of
the two.

1 Introduction

1.1 Motivation

Software failures have been a problem as
long as software has existed. As modern
computer systems continue to increase in
complexity, this problem has grown in size
and scope. The advent of giant-scale Inter-
net services and ubiquitous computing cre-
ates an environment in which small software
errors can have far-reaching consequences
for business and the general public. Com-
pounding the situation is the inherent qual-
ity of systems to become more vulnerable
to software errors as they grow in size. A
final concern is that the abbreviated devel-

opment cycle favored by contemporary In-
ternet software companies neglects careful
programming practices in favor of earlier re-
lease dates.

While the final concern listed above is pri-
marily a cultural one, the others represent
pressing, solvable issues for the computing
industry and research communities. The
dangers of software failure can be amelio-
rated by the development of tools for soft-
ware development and testing that help pro-
duce more robust and reliable systems.

1.2 Background

While no panacea for software failures ex-
ists, a number of techniques have been devel-
oped over the years to try to combat failures
in software. Many of these techniques were
initially applied only to specialized, mission-
critical software packages. Recently, how-
ever, techniques that have traditionally be-
longed in the realms of fault-tolerant com-
puting or software engineering have been
adopted and extended by the greater sys-
tems community.

Efforts to reduce the number of soft-
ware errors began with human-oriented dis-
ciplines of code-writing and quality assur-
ance testing. These techniques eventually
grew into more automated methods that use
software tools to write better software appli-
cations.

One such technique is static source code



analysis, or simply static analysis (SA). The
original idea behind SA was to mimic hu-
man code auditing, but then moved even
further when the tools started to find prob-
lems that humans would not have found eas-
ily. SA has a long tradition dating back
to the days of 1int. Modern SA uses ad-
vanced approaches such as model checking,
advanced type models and formal verifica-
tion. Recent research in SA includes the
Open Source Quality project at UC Berke-
ley, the Meta-Compilation effort at Stan-
ford, and the work produced by the Soft-
ware Productivity Tools team at Microsoft
Research.

Another newer technique for improving
software quality is software-implemented
fault injection (SWIFI). The philosophy be-
hind SWIFI is that there always will be
the possibility of failures in software and
hardware, and that SWIFI can be applied
to discover how well software behaves when
failures happen. The hardware world has
long used fault injection to test and ver-
ify designs, especially due to the cost and
difficulty of producing hardware. Until re-
cently, software fault injection was a ne-
glected area of research, perhaps because the
higher cost of producing hardware caused
more attention to be paid to hardware de-
sign. However, as the complexity and num-
ber of users of systems has scaled rapidly,
so has the severity of the potential conse-
quences of software failures. As a result,
SWIFT techniques have recently been the
subject of greater interest.

Outside of the traditional fault-tolerant
computing community, a number of con-
temporary projects dedicated to improving
the reliability of computer systems have ex-
plored the use of SWIFI tools. These include
the Recovery-Oriented Computing (ROC)
project at UC Berkeley and the Mendosus
project at Rutgers.

1.3 Goals

In our study, we tried to determine the rela-
tive strengths of SA and SWIFTI in the field
of software quality verification. We believe
such a study is novel because of the tra-
ditional view of these two techniques; SA
is generally considered to be a developer’s
tool while SWIFT is thought of as a testing
tool. Nonetheless, both SA and SWIFI can
be used to improve software. Our aim was
to determine the precise areas in which the
uses of the two overlap and where they are
disparate. Using the same set of software
packages for both techniques as our evalua-
tion platform, we tried to learn more about
the following properties of each type of tool:

1. Operating model/operator overhead
2. Ease of use

3. Infrastructure requirements

4. Types of errors found

5. Precision/accuracy of error detection

From this comparison, we would like to be
able to recommend one type of tool or the
other for certain software testing scenarios,
or to propose a way of somehow combining
them.

2 Related Work

We believe that our comparison of SA to
SWIFTI is novel, so we were unable to find
any other direct analysis. The Para-Protect
study of secure coding practices [19] con-
tains a survey of tools in both areas, but no
actual testing was conducted. There is, how-
ever, extensive work in both of these fields
individually, which we are able to use as a
starting point.



2.1 Static Analysis

A great number of papers have been writ-
ten on static analysis techniques: [21, 12,
15, 3, 25, 24, 1, 4] There are a number of
tools that have also been developed which
implement these techniques. At Berke-
ley, the BANE project has produced soft-
ware for finding Y2K bugs, race conditions,
and memory errors. Also at Berkeley is a
very promising new project called CQual
[21, 12] which uses variable typing tech-
niques to check properties of programs. A
number of “format-string” errors have been
found with CQual. The Meta-Compilation
project at Stanford is a program-specific
model checker [3] which has gained much
publicity from the discovery of numerous
bugs in the Linux kernel. The Software Pro-
ductivity Tools group at Microsoft Research
has produced two tools, ESP (Error detec-
tion via Scalable Program analysis) [9] for
analyzing large programs and SLAM (Soft-
ware (Specifications), Languages, Analysis,
and Model checking) [4] for highly accurate,
smaller scale analysis. The tradition of lint
has been continued in Splint [17] (formerly
known as LCLint) which uses programmer
annotations to improve accuracy. Syntac-
tic tools that make very fast reports based
on vulnerability databases are also popular.
Examples include ITS4 (It’s The Software,
Stupid, Security Scanner) [24] and RATS
(Rough Auditing Tool for Security).

2.2 Fault Injection

Three general categories of fault injec-
tion tools are hardware-implemented fault
injection, simulator-based fault injection
and software-implemented fault injection
(SWIFI) [2]. For this study, we focused on
SWIFI techniques. It is worth noting, how-
ever, that both hardware-implemented and
simulator-based fault injection have long

been used for testing, particularly of hard
real-time and mission-critical systems.

SWIFT has risen to prominence more re-
cently, but even so, a perusal of the “related
work” sections of most papers on SWIFI
techniques for fault tolerance yields a vir-
tual alphabet soup of project names and
acronyms, such as FIAT, FERRARI, FINE,
FTAPE, DOCTOR, MAFALDA, HYBRID,
ORCHESTRA and GOOFI. [7]. These
SWIFT implementations fall into a number
of different categories:

1. Low-level processor and memory fail-
ures. This is perhaps the oldest SWIFI
approach, leveraging the capabilities of
the operating system to simulate tran-
sient bit-flips or permanent component
failures. The goal of this type of fault
injection usually is to determine the re-
siliency of the processing components of
mission-critical and real-time systems.
Examples: Xception [7], HYBRID [27].

2. Corruption of a process’s memory im-
age. This approach often is applied
to commodity operating systems like
UNIX. Tools such as the ptrace () util-
ity or /proc file system are used to test
the failure-related behavior of individ-
ual applications. Examples: FERRARI
[13], Janus [14].

3. SAN-based fault injection. These
methods represent the application of
fault injection to distributed systems.
Most focus on the injection of net-
work/communications errors, but also
include large-scale events such as un-
expected node shutdowns or reboots.
Examples: ORCHESTRA [10], FTAPE
[23].

4. Interface fault injection. While the ap-
proaches above limit their fault mod-
els to causes stemming from low-level



hardware faults, a handful of projects
have sought to explore how systems and
applications handle errors introduced
by faulty inputs from users or other
applications. Examples: Ballista [16]
Fuzz [18].

5. System Perturbations. Recent efforts
have emphasized a more holistic view
of fault injection. Whittaker [26] ad-
vocates integrated testing of interfaces
other than the application’s external
user interface. Examples of such in-
terfaces include interactions between an
application and the operating system,
or between an application and other
function libraries. Such a setup allows
for the injection of failures that may
better be described as “perturbations”
of the operating environment. These in-
clude problems caused by hardware fail-
ures, misbehaving user processes, hu-
man operators and system load spikes.
Examples: Holodeck [11], FIG [6].

3 Experimental Setup

We tested a variety of SWIFI and SA tools
against a common set of UNIX services. In
order to make the study applicable to SA,
we only chose software packages for which
source code was available. SA has no func-
tionality without source. For the SA por-
tion of the testing, it was sufficient to run
the analysis tools on the entire package.
For SWIFI, however, it was necessary to
run each executable program in the package
through a suitable set of operations with the
fault injection tool enabled. The packages
tested, as well as the individual applications
run, are given below:

1. UNIX file utilities — 1ls, cp, mv,
rm, chgrp, chmod, chown, dd,
df, du, install, 1n, 1ls, mkdir,

mkfifo, mknod, rmdir, shred,
sync and touch. Tests involved run-
ning each of these utilities in a shell in
a manner consistent with its normal
usage pattern.

. Apache 1.3.22 — an open-source HT'TP

server. For SWIFT testing, we started
up the httpd service on a Linux ma-
chine and then used a standard web
browser to access a set of static HI'ML
pages through this server.

. Berkeley DB 4.0.14 — an open-source

flat file database library. Our test appli-
cation was a port from TCL to C of one
of the library’s regression tests. This
test loads an unsorted list of 10,000
words into the database and then reads
them out in sorted order. sites.

. MySQL Server 3.23.36 — an open-

source database server with full trans-
actional properties and support for re-
mote access. We used the accompany-
ing MySQL client program to access,
query and alter existing database tables
that were stored on the server.

. sudo — the standard UNIX service to

allow non-root users to run specified ap-
plications with root privilege. SWIFI
tests involved using sudo to access and
manipulate files in the root user’s home
directory.

. zlib 1.1.4 — file compression utilities.

Our testing approach was to run the
example program provided with the ap-
plication. This program opens, com-
presses and uncompresses a sample file,
using the gzip and gunzip utilities.

. CUPS 1.1.14 — the Common UNIX

Printing Service. To test this package,
we ran the line printer daemon (1pd)
under the fault injection tools while also



using the printing tool (1pr) to print a
PostScript file.

We focused on three areas of software
quality: (1) handling of errors from system
calls and standard library calls; (2) the pres-
ence of file system race conditions; and (3)
potential memory errors, particularly buffer
overflows.

3.1 Static Analysis Test Setup

Three SA tools were used to investigate
each area of software quality. For han-
dling of errors from system calls and stan-
dard library calls, we implemented a sim-
ple model checker called Stumoch (Stupid
model checker). ITS4 was used to detect
potential file system race conditions. To
check for buffer overflows, a tool [25] cre-
ated by David Wagner based on the BANE
toolkit, warnbuf !, was used.

Using I'TS4 involved simply running the
tool on all the C and C++ files in each
project without preprocessing. The other
tools required that the inputs be prepro-
cessed and only handle C code.

Stumoch is a simplistic model checker
written by the authors for this study. Given
preprocessed C code, it compares each func-
tion call in the code with a user-supplied
database. The database contains functions
whose return values must be checked and,
optionally, a set of errno values that must
also be checked. The simple model used by
Stumoch is that all return values and errnos
must be checked before the end of the en-
closing function or the next function call.
A value is “checked” when it appears in a
switch statement or as a conditional in an
if statement. This approach led to a small

'The tool technically has no name, but warnbuf
is the name of the executable for the tool. We use
the title for convenience.

number of false positives, but is quite safe
against false negatives.

3.2 Fault Injection Test Setup

We also used three tools as part of the
fault injection tests. To test how applica-
tions handle errors from library calls, we
used the FIG (Fault Injection in glibc) tool
that was developed by the UC Berkeley
ROC project [20]. This tool uses the well-
known UNIX/Linux LD_PRELOAD envi-
ronment variable mechanism to interpose
instrumented library routines between the
application and the usual library routines.
These instrumented routines can then per-
form system call logging and fault injection,
based on directions from a control file.

To simulate file system race conditions,
we utilized Subterfugue [8], an open-source
framework for altering a process’s state.
Subterfugue uses the ptrace() utility in
UNIX-like OSes to access and alter a pro-
cess’s memory image. Using Subterfugue, it
is possible to register actions (referred to as
“tricks”) that may be taken before and af-
ter system calls are made and/or signal han-
dlers are invoked. For this test, we wrote a
Python script called “MoveFileTrick” that
moves files to a temporary directory imme-
diately after they have been checked by the
stat() or access() permissions/existence
checking system calls®. If the program be-
ing run under Subterfugue attempts to use
these files later, it may manifest some type
of unexpected behavior. By observing this
behavior, it is possible to determine if a se-
curity weakness exists in the program.

Finally, to investigate the test applica-
tions’ resistance to buffer overflow attacks
we used a tool that we called “Fuzz Lite”.
This uses the same approach as Miller’s Fuzz

2This trick incorporates write-ahead logging and
a separate recovery script to make sure no critical
system files get lost in the event of a crash



tool [18], feeding input strings of random
characters to an application in an attempt
to cause a buffer overflow, which would then
crash the application.

4 Experimental Results

We now present the results we observed
when we applied our static analysis and fault
injection tools to the test applications. It is
worth noting that for the purposes of this
paper, what the test results say about the
target applications is not as important as
what the test results reveal about the test
tools themselves.

4.1 Static Analysis

Table 1 lists a summary of the test results
of running the static analysis tools on the
applications. We discuss specific results be-
low.

4.1.1 Memory Errors

The reported memory errors in Table 1 only
apply to errors found with warnbuf. In sec-
tion 4.1.3 we will see that other memory
errors existed and were found by Stumoch.
Only CUPS, Apache, and MySQL contained
potential memory errors. All three con-
tained a particular error that relates to the
size of integers on the host machine.
Consider the following C code:

void foo(int x)

{
char s[12];

sprintf (s, "%d", x);

}

On 32-bit (or smaller) architectures, this
code will never cause a buffer overflow be-

cause the maximum length of the deci-
mal string representation of an integer is
the length of the decimal string represen-
tation of INT_MIN (-2147483648), which
is 11 characters. However, on a 64-
bit machine, the length of INT_MIN (-
9223372036854775808) may be 20 charac-
ters®. This subtle error could lead to po-
tential security problems as well as difficult
to diagnose crashes.

In the readline module of MySQL, we also
found unchecked buffer errors in some string
formatting code where vsprintf () is used
with a bounded buffer allocated in the pro-
gram’s data section. The formatting is not
limited to integers as with the previous (64-
bit) problem.

4.1.2 Race Conditions

We used ITS4 to detect file system race con-
ditions in the packages. File system race
conditions generally come in the form of
“Time-Of-Check-To-Time-Of-Use” (TOCT-
TOU) errors [5]. These problems involve
using only the name of a file to do access
checking. For example, a program with el-
evated privilege might check if a user may
access a certain file. Based on the check, the
program might allow the user to manipulate
the file. Because file names are only point-
ers to files, a malicious user could carefully
time an attack by asking an elevated priv-
ilege program to access a file and after the
permissions check had been made, but be-
fore the actual access is done, relink the file
name to another file which he or she may
not usually access. The attacker now has
unauthorized access.

3In many cases, this code is safe even on 64-bit
machines because many vendors define the mini-
mum size of ‘signed int’ to be the 32-bit minimum
and the minimum size of ‘signed long int’ to be the
64-bit minimum. However, the C standard allows
‘signed int’ values to be 64-bit.



Package | Memory Errors | Race Conditions Error Checking Lines of
C code
CUPS 64-bit unclean No errors found 216 unchecked return | 787081
values or errnos
Berkeley || No errors found No errors found 6 unchecked return 432305
DB values or errnos
GNU No errors found 1 possible RCs found | 36 unchecked return | 116673
Fileutils values or errnos
Apache 64-bit unclean No errors found 25 unchecked return | 461065
values or errnos
MySQL 64-bit unclean No errors found 52 unchecked return | 1206621
Possible overflows values or errnos
sudo No errors found 2 possible RCs found | 30 unchecked return | 40149
values or errnos
zlib No errors found No errors found 10 unchecked return | 19431
values or errnos

Table 1: Static Analysis Test Results

These errors often manifest themselves in
Unix with the use of the access() and
stat () calls. I'TS4 warns specifically about
TOCTTOU errors with these calls and,
based on its output, we found one poten-
tial race condition in GNU Fileutils and two
potential race conditions in sudo. The race
condition in GNU Fileutils is less worrisome
because the programs in this package are
rarely installed to run with elevated privi-
lege. The race conditions in sudo however,
are cause for concern because sudo must be
installed to run as the superuser®.

4.1.3 Error Checking

The results that we obtained from Stumoch
were encouraging from the standpoint of
static analysis, but disappointing from the
standpoint of those wanting reliable soft-
ware. We created a small list of func-
tions, open(), fopen(), read(), write(),

4Both of the race conditions found in sudo are
probably of low risk because of their particular lo-
cation in the program. They both involved use of a
variant of the stat () function call.

select (), malloc(), close(), and send (),
and an associated list of possible error num-
bers for each function. We used this list of
functions to evaluate each of the software
packages.

In almost all of the packages, we found
unchecked return values and in some pack-
ages, error numbers (errnos) were largely ig-
nored. Berkeley DB is a shining exception
however, with no unchecked return values.
There were some “unchecked” errnos, but
even in these cases an errno-specific message
was printed.

In the other packages, however, some dis-
turbing results appeared. The return value
of close() is largely ignored. Error number
checking is rarely consistent if even present.
The most amazing result that we found was
that many programs use buffers returned
from malloc() without checking if they are
null!



5 Fault Injection

Table 2 lists a summary of the test results of
running the fault injection tools on the ap-
plications. We discuss specific results below.
Note that the output from running fault in-
jection tests is considerably different from
that provided by static analysis tools. SA
points out discrete errors, while SWIFT only
triggers certain behavior on the part of the
program that it is then up to the tester to
interpret.

Note also that we were unable to obtain
any meaningful test results from the sudo
utility. This is because the formidable se-
curity measures employed to safeguard this
tool from inappropriate use also disallow
most types of fault injection. For instance,
sudo re-writes the environment variable ar-
ray envp[] upon invocation, removing any
variables beginning with the letters ‘LD’.
Obviously, this renders FIG useless. In ad-
dition, it checks that it is actually being run
setuid root. Since Subterfugue requires that
the test program be run within its frame-
work of Python scripts (not setuid root),
this check fails and sudo terminates.

5.0.4 Memory Errors

The “Fuzz Lite” tool ultimately was unable
to expose any input buffer management vul-
nerabilities in the applications targeted for
testing. Obviously the state of input man-
agement behavior on the part of UNIX ap-
plications has improved since Miller’s his-
toric study. However, it is possible that
buffer overflow vulnerabilities still exist in
some of the test applications. Input buffer
vulnerabilities are some of the most insidi-
ous security weaknesses, and tend to crop up
in the places where developers and testers
least expect them to appear, as the discov-
ery in 2000 of a buffer overflow vulnerability
in the handling of email message headers by

Microsoft Outlook [22] demonstrated. Our
“Fuzz Lite” tool was only able to check the
user interfaces of the test programs, and it is
possible that a more sophisticated tool could
have uncovered vulnerabilities in other inter-
faces.

5.0.5 Race Conditions

Detection of race condition errors (or any
other type of security vulnerability) by fault
injection is a difficult proposition. To be ef-
fective, the tool must actually attempt to
compromise the security of the application,
or at least engage in behavior that will make
the presence of a security vulnerability visi-
ble to the tester. As a result, such tests tend
to be targeted toward a particular applica-
tion or set of applications, in contrast to the
model-based approach employed by SA.

Our test for file system-related race con-
ditions attempts to expose potential secu-
rity holes that arise from the existence of
“Time-Of-Check-To-Time-Of-Use” (TOCT-
TOU) errors. By moving a file between the
time its filename is checked by stat() or
access() and the time it is read from or
written to directly, we hoped at least to ex-
pose the potential for file system race condi-
tions of the type described above to exist in
the target applications.

Although several of our test programs ex-
ited with an error when run under the Move-
FileTrick (an understandable reaction, given
the circumstances), we only witnessed sus-
pect behavior on the part of one test pro-
gram, the file utility cp. When attempt-
ing to copy from a file that suddenly no
longer existed, cp returned the error “source
and destination file are the same.” Obvi-
ously this error does not accurately reflect
the situation, but analysis of the source code
was subsequently able to determine that no
file system race condition actually existed in
this case.



Package

H Memory Errors ‘

Race Conditions ‘ Error Checking ]

CUPS N/A N/A Crashes
Berkeley DB None Returns error Ok
GNU Fileutils || None cp: wrong err msg | Ok
Apache None Returns error Ok
MySQL None No effect Ok
sudo N/A N/A N/A
zlib None No effect Crashes

Table 2: Fault Injection Test Results

5.0.6 Error Checking

The FIG project [6] had a great deal of
success with analyzing an application’s be-
havior when it is faced with failed system
calls. Our tests for this project continued
that work, and by and large the results of
our tests corroborate the conclusions given
in the FIG paper. Once again, we found
that an alarming number of applications do
not check return values from functions such
as malloc(), and thus crash when they at-
tempt to make use of the erroneous value
returned from the failed call. Of the appli-
cations we tested, the zlib compression util-
ities and the CUPS printing services were
guilty of this behavior.

Other applications exited due to erro-
neous return values from malloc(), but at
least provided an error message explaining
that the program could not continue run-
ning due to memory exhaustion. The UNIX
file utilities actually retried the failed call to
malloc() a bounded number of times before
giving up.

The assertion from the FIG paper that
server-side applications generally are en-
gineered with greater recoverability was
thrown into doubt by the negative re-
sults from 1pd. Yet server-side applica-
tions responsible for large-scale, networked
activity fared better: both Apache and
MySQL aggressively retried failed calls, uti-

lized “worker pools” of child process for
greater aggregate availability and used re-
source pre-allocation (reserving all file han-
dles and memory space at startup) in order
to provide a more reliable service model.

Most of the applications were at least
somewhat intelligent in their handling of
other failed system calls. Most programs
would give up an I/O operation immedi-
ately upon receiving an EIO (I/O error) er-
ror number, but would retry calls that failed
with an EINTR (system call was interrupted
by a signal), as well as network recv () calls.
Network send() calls usually were not re-
tried automatically, however, given that ag-
gressive retries might have the effect of com-
pounding a communication channel bottle-
neck.

Table 3 provides a comprehensive list of
the results of the error checking fault injec-
tion tests.

6 Discussion & Analysis

6.1 General Comments
Static Analysis Tools

on

In our testing using static analysis tools, the
difficulty of using these tools became appar-
ent. Most of the difficulty can probably be
attributed to the fact that a large number of
the tools are simply “proof of concept” im-



read write select() | malloc()

EINTR ‘ EIO ENOSPC ‘ EIO ENOMEM | ENOMEM
Ipd exit exit exit exit exit crash
Berkeley DB || retry detected Xact abort | Xact abort | n/a Xact abort
File Utils retry warn warn warn n/a retry /warn
Apache o.k. req dropped | req dropped | req dropped | 0.k n/a
MySQL Xact abort | retry, warn | Xact abort | Xact abort | retry restart
sudo n/a n/a n/a n/a n/a n/a
zlib warn warn warn warn n/a crash

Table 3: Results of testing Ipd (CUPS), Berkeley DB, GNU File Utilities, Apache, MySQL,
sudo and zlib (example program) under various system call failures with FIG. The pro-
grams and their configurations are listed at left. Along the top, we list the different library
calls we tested and the particular error being injected. Boldfaced items indicate poor or

undocumented behavior.

plementations for certain techniques. The
documentation is poor, if available at all.
There is still a great amount of user inter-
action necessary in running these tools be-
cause of two main factors: the parsers and
false positives.

Parsing C code seems to be one of the
most difficult tasks for writers of these tools,
as we found when writing Stumoch. Modern
C code is awash in preprocessor statements
and compiler specific extensions. The ex-
tensions used by GCC and Microsoft Visual
C++ pose a serious parsing issue for many
of these tools. Some code that we encoun-
tered was in compliance with the newest
C standard, C99, but not with the older,
more common standard, C89. The transi-
tion to the newer standard has caused many
problems. These parsing problems require
the user to “babysit” the tools, performing
code modification or even manual evaluation
when a parsing error is encountered. This
time represented the majority of the effort
spent on actually running these tools. When
the tools are actually successful in parsing
however, most are quite fast and take time
on the order of code compilation.

10

The majority of the time spent analyzing
the output of the tools is on false positives.
In general, the more sophisticated the anal-
ysis algorithm was, the fewer false positives
existed. I'TS4, a syntactic checker, produced
a large amount of output, only a small part
of which was useful. David Wagner’s buffer
overflow tool produced far fewer false posi-
tives and the output was more manageable.
Nonetheless, all the tools that we evaluated
produced much more output than the aver-
age developer could be expected to compre-
hend, much less read.

When the tools did find an error however,
they were very useful. The source file and
exact line number (sometimes even the ex-
act column number) were proffered for each
error, resulting in very quick user confirma-
tion. I'TS4’s database provides detailed ex-
planations of why it chose to flag a particu-
lar problem and even provides potential al-
ternatives. Warnbuf is able to give exact
numbers for buffer overflows in many cases.
Stumoch can list the location of each in-
stance of an unchecked error and every pos-
sible unchecked error number.



6.2 False Negatives in Static
Analysis

When using static analysis tools, the abun-
dance of misleading output makes two kinds
of errors difficult to find: those reported and
those not reported. False positives make
finding errors in the output of the analysis
like finding a needle in a haystack. Unfortu-
nately, they may also lead the trusting user
to believe that there is no error that could
not have been caught. Ironically, this del-
uge of output comes because of conservative
analysis in an attempt to prevent false nega-
tives. In most cases, there is the possibility
that more errors exist. Only with formal
verification can the chance of false negatives
be reduced.

6.3 General Comments on
Software Fault Injection
Tools

One of the main drawbacks to the SWIFI
tools we used is the amount of direct tester
intervention they require. With static anal-
ysis, it is only necessary to run a given tool
once on an entire package of utilities. For
SWIFI tools, however, it is necessary to iso-
late the applications in the package that
should be targeted for fault injection, de-
termine a suitable test method and fault in-
jection profile, and then run the tests man-
ually. It is certainly true that a good por-
tion of the process can be automated as the
tools mature; in fact, FIG already contains
a substantial number of automation-related
features. However, it ultimately remains the
job of the tester to look through the output
generated by the tests and determine where
errors may have occurred.

Another issue with software fault in-
jection that became evident while testing
the sudo utility is the possibility that the
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operating mode of the tool may be cir-
cumvented by security-related features in
the programs being tested. Since many
SWIFI techniques (LD_.PRELOAD hacks,
using ptrace(), etc.) can be used for ma-
licious as well as legitimate purposes, it is
not surprising that security-conscious appli-
cations may be difficult to test with these
tools. Given access to the program devel-
opers or program source code, it usually is
possible for the fault injection tool designer
to get around these obstacles, but she may
find herself spending an increasing amount
of time adding special cases to the SWIFI
tool to avoid these corner cases.

As will be discussed in greater detail in
the “head-to-head” comparison section be-
low, one area in which SWIFI does not com-
pare favorably to SA is in the precision with
which it can isolate errors in the test ap-
plication. At best, SWIFI can identify the
particular module that is responsible for a
crash, but determing the root cause of the
crash and its location in the code is left to
the human tester.

Finally, it is necessary to discuss for a
moment the run-time overhead incurred by
fault injection tools. If these tools are to
be deployed in a development environment,
it is important that the amount of overhead
they add to the actual running time of an ap-
plication is not exorbitant. To ensure that
this is the case, we measured the time nec-
essary for Berkeley DB to complete its test
program (described above) with and with-
out the FIG fault injection tool. Using FIG,
we enabled various options: suppressing log
messages, flushing to disk after generating a
logging message (i.e., calling fsync() after
a write()), and not flushing after logging.
All tests were done using three runs and av-
eraging the results.

Our tests indicated that FIG adds a mod-
est 5% increase in running time when used
without library call logging. With logging



enabled, the run-time overhead incurred by
FIG increases significantly, up to around
100% with the most verbose logging options
enabled. We believe that this performance is
indicative of fault injection tools as a whole
and is acceptable in a development environ-
ment.

6.4 Head-to-Head
son

Compari-

The results from the tests that were run re-
veal some interesting properties of both SA
and SWIFI. Figure 1 gives a visual summary
of the overlapping and disparate capabilities
of both tool categories.

In addition to this high-level understand-
ing of the similarities and differences be-
tween SA and SWIFI, it is useful to delve
into the details that set each tool type apart
from the other. First we note that SA does
not require a running system, but SWIFI
does. All of our tests were done on 32-bit
machines (Pentium-based), but SA allowed
us to find errors present only on 64-bit ma-
chines. This property extends beyond ar-
chitecture differences to even operating sys-
tem and configuration variations. SWIFI
is only able to check a system available to
the user. In addition, it is readily appar-
ent from our tests that SA can point out
errors in software much more precisely than
SWIFT and is easier to automate, although
the need to filter through falsely positive er-
ror results from SA tests mitigates this ad-
vantage somewhat. Finally, we note that the
tests done by SWIFI can never be as exhaus-
tive and comprehensive as those done by SA.
It is a basic fact of the nondeterministic na-
ture of program execution that certain code
paths may never be exercised by any testing
tool (even though this is the primary pur-
pose of fault injection tools), and thus some
errors may go undetected. This is not an is-
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sue with static analysis, which always checks
all of the code made available to it.

SWIFI, on the other hand, does not re-
quire source to be present, while SA obvi-
ously does. This ability does not help a user
improve the software, but it does allow eval-
uation and verification of functionality for
a particular purpose. Because SWIFI does
not depend on source, it is also independent
of source language. Our testing of MySQL
is partially incomplete because a module in
the program is written in C++, for which
there are very few sophisticated SA tools.
SA and SWIFT also scale differently in rela-
tion to program size. SA scales as a func-
tion of the size of the source. SWIFI’s per-
formance is independent of source size, but
it may be a function of how long the pro-
gram takes to run or how many fault injec-
tion scenarios the tester decides to run on it.
In addition, long-running or slow programs
may take a long time to reach a state that
is suitable for fault injection. A final advan-
tage of SWIFTI relates to its stated purpose of
verifying error recovery methods in software
packages. Static analysis may be able to de-
termine whether or not a program tests for
and attempts to handle a particular error,
but it has no way of determining if the error
handling code will be successful. This is the
primary purpose of fault injection testing.

7 Further Work

It is apparent from our experiments that
static analysis and software fault injection
are used to achieve the same ultimate goal—
more reliable software—and that it is possi-
ble to combine the two in mutually beneficial
ways. Although such a utility would be lim-
ited by the language-dependency of SA and
the lack of precision of SWIFI, it is possible
that a tool combining the two approaches
could prove valuable to software developers.
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Figure 1: The overlapping verification domains of static analysis and software-implemented

fault injection.

For example, the tool could first run a set
of fault injection tests on a large program
for which full-scale SA would be impracti-
cable. If the SWIFTI tests turned up errors
or suspect behavior in any module, the SA
portion of the tool could then be applied to
that module.

In addition, the use of static analysis tools
prior to tests with fault injection would cut
down on the number of obvious program-
ming errors that would otherwise be left to
fault injection to expose. Giving the ar-
guably lower user interaction cost of static
analysis, as well as the probability that fault
injection might not even detect certain pro-
gramming errors, it seems advantageous to
combine the tools in this manner as well.

8 Conclusion

We have determined that a fairly large func-
tionality overlap exists between static anal-
ysis and fault injection methods (see Fig-
ure 1), and that within this overlap, the
strengths of the two types of tools can be
combined in mutually advantageous ways.
In addition, we have discovered that novel
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methods of extending the functionality of
one type to mirror some of the capabilities
of the other exist. An example of this is
extending SA tools to look for unchecked
return values and error types from library
calls, an operation at which they are ulti-
mately more effective than SWIFI. Another
example is extending SWIFT tools to expose
possible file system race conditions (through
the MoveFileTrick), an operation previously
carried out only by static analysis.

We have also gained insight into the rel-
ative strengths and weaknesses of the two
testing realms. In particular, we have wit-
nessed the ability of static analysis to check
many things that fault injection simply is
unable to test or monitor with complete ef-
fectiveness, such as memory management
and program structure. On the other hand,
fault injection is able to verify the correct
operation of error recovery code, while static
analysis can only determine that the code
exists.
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