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Abstract. Penasive applicationsrely on datacapturedrom the physicalworld
throughsensodevices.Dataprovidedby thesedevices,hawever, tendto beunre-
liable. Thedatamust,therefore pecleanedeforeanapplicationcanmale useof
them,leadingto additionalcompleity for applicationdevelopmentanddeploy-
ment.Herewe presenExtensibleSensoistreamProcessind ESP, a framavork
for building sensodatacleaninginfrastructuresor usein penasie applications.
ESPis designedasa pipeline usingdeclaratve cleaningmechanismbasedon
spatialandtemporalcharacteristicef sensoidata.We demonstrat&SPs5 effec-
tivenessandeaseof usethroughthreereal-world scenarios.

1 Intr oduction

Marny penasive applicationsely ondatacollectedfrom physicalsensodevicessuchas
wirelesssensonetworksandRFID technologyFor instanceconsidera sensorenabled
library (shavnin Fig. 1) thatusesRFID readerdor detectingagsplacedon booksand
patrons library cards,wirelesssensordor monitoring environmentalconditions,and
variousotherdevicessuchasmotionandpressuresensorsLibrary monitoringandsup-
port applicationsusereadingsfrom thesedevicesto managenventoryandcheclouts,
adjusttemperatureandmonitor patronactiity. Oneof themainchallengesn this sce-
nariois theunreliability of the dataproducedby the sensodevices.These'dirty data”
existin two generaforms:

— MissedreadingsSensor®ftenemploy low cost,low power hardwareandwireless
communicationwhich leadto frequentlydroppedmessaged-or example,RFID
readersoften captureonly 60-70%of the tagsin their vicinity [19]. Wirelesssen-
sorsalsodemonstratsimilar errors.For instancejn awirelesssensometwork ex-
perimentat the Intel Research.ab in Berkeley, eachsensoidelivered,on average,

only 42%of the datait wasasledto report[24].
— UnreliablereadingsOften,individual sensoreadingsareimpreciseor unreliable.

For instance physicaldevicestendto “fail dirty”: the sensorfails but continues
to reportfaulty values.In a sensometwork deploymentin SonomaCounty CA,
for example,8 out of 33 temperature-sensingotesfailed, but continuedto report
readingghatslowly roseto above 100° Celsius[34].

? This work wasdonewhile the authorwasat Intel ResearclBerkeley.
*? This work wasdonewhile theauthorwasat UC Berkeley asa Stonebrakr Fellow.
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To mitigatethe effectsof theseerrors,the datamustbe appropriatelycleanedbe-
fore usein anapplication.Of course existing penasie applicationsnecessarilydeal
with theseproblemsto someextent, but they tendto usetediouspost-processingnd
application-speci cmeansto cleansensordata(as shavn in Fig. 2(a)). This ad-hoc
treatmenbf unreliabledataleadsto brittle applicationsaandincreasedleploymentcosts.

In contrastwe proposeto separatesleaningfrom applicationlogic by interposing
a datacleaninginfrastructurebetweensensordevicesand applications(Fig. 2(b)). In
suchanapproachthecleaninginfrastructurdranslatesaw sensodatato cleanediata;
applicationsareunafectedby the unreliabledevicesoverwhich they aredeployed.

In this paper we presenta framework for building cleaninginfrastructurego sup-
portpenasive applicationsExtensibleéSensostreamProcessindor ESP, consistof a
programmablgipelineof cleaningstagesntendedo operateon-the- y assensomdata
arestreamedhroughthe system ESPis designedo beeasyto con gure andbeableto
evolve overtime.

To provide a simpleand e xible meansof programmingcleaninginfrastructures,
ESPusesdeclaratve processingand exploits recentadvancesn relationalprocessing
techniquedor datastreamg4, 9, 12]. Programmerspecifycleaningstagesn ESPus-
ing high-level declaratve queriesover relationaldatastreams; the systemthentrans-
latesthe queriesinto the appropriatdow-level operationsnecessaryo producetheir
results.Thus,programmerslo not have to write low-level device interactioncode(e.g.,
nesCfor TinyOS[22]). Additionally, declaratve languageprovide dataindependence,
suchthatin mary casesleaningoperationgdo not needto be changedvhendevices
fail, areadded,or areupgradedAs an exampleof a declaratve queryfor dataclean-
ing, considerQuery 1 which lIs in losttemperaturgeadingsfrom a wirelesssensor
network usinga5 secondmoving averageover eachsensors readings.

ESP utilizes the temporaland spatial natureof sensordatato drive mary of its
cleaningprocessesSensordatatendto be correlatedn bothtime andspacetheread-
ingsobsenedatonetimeinstantareindicative of thereadingobseredatthenext time

% In ESP we useCQL [8] asour declaratie languageaswe have a datastreamsystem,Tele-
graphCQ12], designedo processCQL. In principle,ary declaratve languagevould provide
thebene tsoutlinedhere.



Query 1 Exampledeclamative queryto interpolatefor lost sensorreadings Thisquery
runsa 5 secondnoving average over eat sensorsreadings.

SELECT node_id, avg(temperature)

FROMsensor_readings_stream [Range '5 sec

GROUPBY node_id

instant,asarereadingsat nearbydevices.Thus,we introducethe conceptof tempoal
andspatial granuleto capturethesecorrelationsThesegranulesde ne a unit of time
and spaceinside which the dataare mostly homogeneousTheseabstractionsan be
usedto recoverlostreadingsor remove outliersusingtemporalandspatialaggreation.

The ESPframewnork sggmentsthe cleaningprocessnto ve programmablestages,
eachresponsibldor a differentlogical aspecbf the data,rangingfrom operationson
individual readinggo operationsnvolving comple processingcrosamultiple devices
andoutsidedatasources.

Of coursemary applicationsmeedmoreadvancedprocessinghanthataffordedby
thedeclaratve approactof ESPWe discussuchadvancedorocessindaterin thepaper
Neverthelessasdemonstrateth this paperinfrastructuresuilt with ESPS declaratve
stagesarecapableof cleaningsensodatain awide rangeof deployments.

2 RelatedWork

Datacleaningis widely recognizedasa crucial stepfor enterpriselatamanagemernin
the context of datawarehousedn this domain,datacleaningoccursseparatelyffrom
ary applicationusing the data(e.g., analytic/datamining software). Suchtraditional
datacleaning,however, tendsto focus on a small set of well-de ned tasks,includ-
ing transformationsiatchingsandduplicateelimination[32, 23]. Extensiondo this
paradigmincludethe AJAX tool [21], an extensible,declaratve meansof specifying
cleaningoperationsn adatawarehouseThesetechniquegocuson of ine cleaningfor
usein datawarehouseghereal-timenatureof mary penasie applicationshowever,
precludesuchapproachesviore fundamentallythe natureof theerrorsin sensodatais
not easily correctedby traditionalcleaning:suchtechnologytypically doesnot utilize
thetemporalor spatialaspect®f data.

Theunreliabilitiesof sensodatahave beenwidely studied Work from ETH Zurich
recognizeghe poorbehaior of RFID technology[19]. Work from the Intel Research
Lab in Seattlehascharacterizedhe performanceand errorsin RFID technologyin
orderto betterguideubiquitousapplicationg18, 3(0]. Othersensoibasedapplications
have encounteredimilar issuesn regardto dirty sensodata[11, 14]. Theseprojects,
however, eitherdo not addressleaningor incorporatecleaninglogic directly into the
application.

Otherwork hasadwocatedan infrastructuralapproachto sensordataaccessand
managementhut has not directly addressedlata cleaning.Several systemsprovide
mechanismdor interactingwith wirelesssensornetworks ([27, 10]). For example,
TinyDB providesa declaratve meansof acquiringdatafrom a sensometwork. ALE
(Application-Level Events)de nesaninterfacefor building RFID middlevare[7]. ALE
de nes conceptssimilar to our temporalandspatialgranulesThe Context Toolkit ad-
vocatesanarchitecturabpproacto hiding the detailsof sensodevices[16].



Variousprojectshave developedtechniquedor cleaningand error correctionfor
wirelesssensodata(e.g.,[17, 28]). TheBBQ systemusesmodelsof sensodatato ac-
curatelyandef ciently answemirelesssensonetwork querieswith de ned con dence
intervals[15]. Otherwork usesregressiorappliedto sensomnetworksfor inferencepur-
posedq29]. Theseapproachessuallyinvolve building andmaintainingcomplex mod-
els.ESPSs declaratve approachin contrastdoesnot rely on complex models.

Finally, we notethatESPis partof theHiFi project[20]. HiFi is adistributedstream
processingystenmdesignedo supportiarge-scalesensotbasedetworks(termed‘high
fan-in” systems)ESPis intendedto cleansensordatastreamsat the edgeof the HiFi
network. Previous work discussedsomeof the preliminary conceptsand resultspre-
sentedn this papen{20, 25].

3 ESP'sDeclarative SensorData Cleaning Framework

In thissectionweintroduceExtensibleSensostreamProcessindESP), ourdeclaratve
pipelinedframawvork for building sensoidatacleaninginfrastructures.

While building theinitial versionof HiFi [13], we confrontedmary of theissuesas-
sociatedwith unreliabledataproducecy sensodevices.Mostnotably thesystemwas
unableto function correctlyusingraw RFID data.Our solutionwasto usea rudimen-
tary pipeline of ad-hocquerieswe termed“‘CSAVA” [20], designedo run throughout
HiFi to convert RFID datainto applicationdata.

ESPgeneralizeandextendsthe CSA/A pipelinewith afocuson cleaningsensor
dataat the edgeof the network. ESPenablesinfrastructureghat cleanraw physical
sensomataby processingnultiple sensorstreamsgexploiting the temporalandspatial
aspectof sensordata,to producea single,improved output streamthat canbe used
directly by penasive applicationsWe rst de ne thetemporalandspatialabstractions
thatdrive mary of ESPS cleaningmechanisms.

3.1 Temporal and Spatial Granules

ESPuseshigh-level abstractiongalledtempoarl andspatial granulesto capturetime
andspacen sensotbasedapplications Thesegranulesde ne units of time andspace
insidewhich the dataare expectedto be homogeneou€SPusesthe granuleconcept
to aggreyate,sampleanddetectoutliers. Theseabstractiongxploit the factthatmary
applicationsarenot interestedn individual readingsor devices,but with higherlevel
datain time andspace.

Temporal Granules Althoughmary sensodevicescanproducedataatfrequentinter-
vals,applicationsareusuallyconcerneavith datafrom alargertime period,or temposl
granule For instance an ervironmentalmonitoringapplicationthat builds modelsof
micro-climatesin a redwoodtreeneedsreadingsat 5 minuteintervalsto capturevari-
ationsin micro-climate[35]. Within a temporalgranule,readingsare expectedto be
largely homogeneous.

To supportthis notion of temporalgranules,ESP useswindowedprocessingo
groupreadingsA window de nes a nite setof readings(in termsof an interval of
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Fig.3: ESPprocessingtageswith the typical form of the declaratve queryfor eachstage.The
relevantportionof thequeryis in boldface

time) within a datastream Within awindow, ESPcanaggreatemultiple readingsnto
oneor comparereadingso detectoutliers.

Spatial Granules Justaswith readingsn time, readingsrom devicesphysicallyclose
to eachotherareexpectedo be mostlyhomogeneous spatialgranulede nestheunit
of spacdn which this homogeneityis expectecdto hold. Furthermorea spatialgranule
is the smallestunit of spacein which anapplicationis interestedgventhoughdevices
may have a ner spatialgranularity Examplesof spatialgranulesincludea shelfin a
library scenaricor aroomin adigital homeapplication.

To supportspatialgranules ESPorganizessensorsnto proximity groups A prox-
imity groupde nes a setof sensor®f the sametype monitoringthe samespatialgran-
ule. For instancea setof motesmonitoringthe temperaturén the sameroommay be
groupednto the sameproximity group,asmaytwo RFID readersnonitoringthesame
library shelf. Justasa time window is the unit of processindor atemporalgranule,a
proximity groupis the processingunit for a spatialgranule.

In mary applicationsthesizeof thetemporalandspatialgranulesareobviousfrom
the natureof the applicationor ervironment(e.g.,5 minuteintervalsin redwood mon-
itoring or roomsin a digital home).In somecaseshowever, it may be desirableto
determinghegranulesizesautomaticallythisis arich areaof on-goingwork.

3.2 ESPCleaning Stages

Having describedhe fundamentabbstractionsinderlyingESR we now outline ESPS
processingstages.Throughan analysisof typical sensotbasedapplicationswe dis-
tilled a setof logically distinctoperationghatoccurin a large classof applicationsto
cleandataproducedby mary typesof sensordevices.Using theseobsenations,ESP
organizessensoistreamprocessingnto a cascad®f ve programmabletagesPoint -
Smooth Merge - Arbitrate- Virtualize. Thesestage®perateon differentaspect®f the



data,from nest (singlereadings}o coarsesfreadinggrom multiple sensor@andother
datasources)Not all stagesrenecessaryor a givendeployment.

Stage1l, Point: The Point stageoperatesver a singlevaluein a sensorstream.The
primary purposeof this stageis to Iter individual values(e.g.,errantRFID tagsor
ohbviousoutliers)or to corvert elds within anindividual tuple. The generalform for
the Point query (aswell asall otherstages)s shavn in Fig. 3. ESPappliesthe Point
queryto eachsensorsreadings,ltering all readingghatdo notmatcha predicate.

Stage2, Smooth In Smooth ESPusesthe temporalgranulede ned by the applica-
tion to correctfor missedreadingsandto detectoutliersin a singlesensoistream.The

Smoothqueryprocessedts input streamsmooth _input (a streamof readingsrom

a singledevice, provided by ESP),in windows of readingsdeterminedby the size of

thetemporalgranule.For eachof thesewindows, Smoothrunsthe speci ed aggrejate
function,outputsa processedeading andthenadvanceghewindow by oneinputread-
ing. Notethatboth Point andSmoothoperationsanbe pusheddown to capablesensor
devices(e.g.,wirelessmotes).

Stage3, Merge Analogougo thetemporalprocessingn the Smoottstage Merge uses
theapplications spatialgranuleto correctfor missedreadingsandremove outliersspa-
tially. At eachtime step,Merge processefput readingsfrom a singletype of device

andgroupsthe readingsby the speci ed spatialgranuleusingthe GROUPBY clause.
Merge thenprocessesachof thesegroupsusinganaggrejatefunctionto produceout-

putreadinggor eachspatialgranule.

Stage4, Arbitrate; Spatialgranulesmay not mapdirectly to sensordetection elds,
leadingto possiblecon icts betweerthereadingsrom differentproximity groupsthat
arephysically closeto one another The Arbitrate stagedealswith con icts, suchas
duplicatereadingspetweerdatastreamdrom differentspatialgranulesThe queryfor
Arbitrate groupsits input streamby spatialgranuleandthenusesthe HAVING clause
to Iter readingsrom spatialgranuleghatdo not matcha predicate.

Stageb5, Virtualize: Finally, sometypesof datacleaningutilize readingsfrom across
differenttypesof sensor®or storeddatafor improveddatacleaning.To provide a plat-
form for suchtechniquesthe Virtualize stagecombinesreadingsfrom differenttypes
of devicesanddifferentspatialgranulesThe Virtualize queryusesthe JOIN construct
to combinereadingdrom differentsourcedasedntimestampslDs, or othercommon
attributes.Additional processinganbe speci ed usinganoptionalpredicate.

By separatingsensomatacleaninginto distinctstagesgleaningpipelinesareeasy
to deploy andcon gure, affording mary opportunitiesto reusestagesrom previous
deploymentswith changesocalizedto individual stagesAdditionally, the cleanedlata
producedy ESPpipelinescanbe sharedacrossmary applications.

In the next threesectionswe showv detailedESPprocessinganddemonstrat&ESPS
overall effectivenessandeaseof con gurationwith threetypical sensoideployments.

4 RFID-basedScenario

The rst deploymentwe addressisingESPis alibrary scenariausingRFID technology
similar to the oneintroducedin Sect.1. RFID technologyis notoriouslyerrorprone:
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Fig.5: ESPpipelinefor cleaningRFID data
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Fig.6: Query?2 resultsin reality andover theraw data

tagsthatexist arefrequentlymissedwhile othertagsthatarenotin areaders normal
view aresometimesead.In alibrary scenarioconsidemnapplicatiorthatcontinuously
monitorsthe countof bookson eachshelf usingQuery 2 (shavn below). This query
looks at the streamof RFID datain 5-secondslices.Within eachof theseslices,the
querygroupsthe readingsby the shelfat which the tag wasread,andthencountsthe
numberof distincttagIDs ateachshelf.Here thewindow clausandicatesghetemporal
granule(5 secondsandthe GROUPBY clausedenoteghe spatialgranule(a shelf).

Query 2 Shelfmonitoringqueryto determinehe numberof bookson ead shelf
SELECT shelf, count(distinct tag_id) as num_books
FROMrfid_data [Range '5 sec']

GROUPBY shelf

To study ESPusedfor cleaningRFID data,we ran an experimentemulatinga li-
brary scenario.Our experimentalsetupis depictedin Fig. 4. We usedtwo 915 MHz
RFID readerdrom Alien Technology[6], eachresponsibldor oneshelfandthuseach
forming a proximity group.Thereaders'sampleperiodwassetat 5Hz (i.e., 5 polls per
second) Eachshelf was stoclked with 10 booksrepresentedvith Alien “12” tags[5],
EPCClassl RFID tagsdesignedor long-rangedetectionin a controlledenvironment.
Tagsweresuspendedh the sameplaneasthe readey spacedl.5 feetapartfrom each
other, andat two distancedrom thereadey 3 feetand6 feet. Tagswere orientedsuch
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that their antennaevere directly facing the reader Note that this setupis overly fa-
vorableto RFID technologyasit attemptsto alleviate mary of the known causesof
degradedreadinggd18, 19]. To introducea dynamiccomponeninto theexperimentwe
relocateds tagsplacedd feetfrom thereadebetweerthetwo shehesevery40seconds.

The metric we useto evaluateour tegmiqu_esis the averagerelatie error of the
resultsof Query2, whichis de nedas o (\®—"1), whereN is total numberof
time steps,i is the time stepat the granularityof the reader(5Hz), R; is the reported
countof tagson a shelfattimei, andT; is the true countof tagson a shelfati. This
metric denoteshow far off, on average the reportedcountof tagsis from reality. We
ranthis experimentthreetimes;all runsproducedsimilar results.

Theresultsof ourexperimentwithout datacleaningareshavnin Fig. 6. Figure6(a)
depictsthetraceof theactualcountof tagson eachshelfover the courseof the experi-
ment.Figure6(b) shovstheresultsof runningtheapplicationsqueryovertheraw data.
If theapplicationwereto usethe outputof the RFID readerdirectly, the resultswould
be nearmeaninglessthe averagerelative error of the outputof Query2 comparedo
reality for the durationof the experimentwas 0.41 (i.e., the countof the numberof
tagson eachshelfwasoff by almosthalf, on average) For instancejf anapplication
wantsto benoti ed whenthenumberof bookson a shelfdropsbelow 5, thenthequery
usingtheraw datawould reportthata shelfhaslow inventory2.3timespersecondpn
average.

We build a ESPpipelineto cleanthis data.Notethatthe RFID readeralreadypro-
videsPoint functionality natively by removing tagsthatfail a checksunjl]. We usethe
SmoothandArbitrate stagedor ESPin this case(asshowvn in Fig. 5). As thereis only
onesensoiperproximity grouphere,Merge is not needed.

4.1 Stage2: Smooth

At the Smoothstage(shovn in Query 3), ESPinterpolatesfor lost readingswithin a
temporalgranule ESPrunsthis queryovereachreadersdatastreamThis querybegins
by breakingthe streaminto 5-secondslices(correspondingo the sizeof thetemporal
granule) For eachof theseslices,Smoothgroupsby tagID andthencountsthenumber
of occurrencefor thattag. The outputof Smooththen,is areadingfor eachtagseerat
ary pointwithin thewindow andthenumberof timesit wasread.After eachwindow is
processedzSPmovesthewindow forward by oneinputreading.Throughthis sliding
window operationSmoothlls in droppedeadingdor any tagseenatleastoncein a5
secondime period.

700



Query 3 Interpolatingfor lost readingsin the Smoothstage.
SELECT tag_id, count(*)

FROMsmooth_input  [Range '5 sec

GROUPBY tag_id

Theresultsof Query?2 overthe dataproduceddy this stageareshavn in Fig. 7(a).
The Smootlstageis ableto eliminatethe constantow inventoryalertsgeneratedby the
queryusingtheraw data.

The countof booksper shelf,however, is still fairly inaccuratgan averagerelative
errorof 0.24)dueto thecloseproximity of thereadersanddiscrepancies their perfor
mance As seenin Fig. 7(a),the antenndor shelfO readmoretagsthanthatof shelf1,
despitebeingof the samemodel;the countsreportedfor shelfO wereconsistently to
5 tagshigherthanreality. We tried differentcon gurationsof antenna@nddetermined
thatthis differenceis likely dueto known issueswith the antenngportson thesepar
ticular RFID readerd2]. Processingn the Smoothstagehasalleviatedthe issueswith
droppedreadingshut ary applicationusingthis datawill be misledinto thinking that
shelf0 hasextrabooks.

4.2 Stage4: Arbitrate

The Arbitrate stage(showvn in Query4) correctsfor duplicatereadingscausedy the
closeproximity of thereadersAt eachtime step Arbitratedeterminesll tagsthatwere
readby multiple spatialgranulesandthe numberof timeseachtag wasreadby each
granulelt thenassignghetagto thespatialgranulethatreadthetagthemost.ESPruns
Arbitrate over the union of the streamsproducedby Query3.6

Query 4 Correctingfor duplicatereadingsin the Arbitrate stage. Theinner queryde-
terminesthe countof readingsfor a giventag in ead spatialgranule;the outerquery
selectghe spatialgranulewith the highestcountfor ead tag.

SELECT spatial_granule, tag_id

FROMarbitrate_input ail [Range 'NOWI

GROUPBY spatial_granule, tag_id

HAVING count(*) >= ALL(SELECT count(*)
FROMarbitrate_input ai2
[Range 'NOW'
WHEREail.tag_id = ai2.tag_id

GROUPBY spatial_granule)

The resultsof running Query 2 over the smoothedand arbitrateddataare shovn
in Fig. 7(b). Obsene that ESPde-duplicateghe readingsas well ascorrectsfor the
differing performanceof the two antennado provide a substantiallymore accurate
countof thetagson eachshelf. After Arbitrate processingthe averagerelative error of
Query2is 0.04.Thisequateso anerrorof beingoff by lessthanonebook,on average.
Theresultsshaw thatin this scenarioESPprovidesa signi cant reductionin errorover

5 Although the Mermge stage is unused in this case, ESP automatically adds a
spatial _granule attribute to eachstream,correspondingo eachproximity group (i.e.,
eachshelf).
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theraw RFID data:recallthatthe original book countsusingtheraw datawere off by
almosthalf comparedo reality.

Size of the Temporal Granule The size of the temporalgranuleaffectsthe degree
to which ESPcaneffectively cleanthe data.In orderto effectively smooth the size of
the temporalgranule(i.e., the window size) mustbe larger thanthe longestperiod of
droppedreadingsin the input. The window size may not be madetoo large, however,
asits sizemustbe balancedvith therateof changeof thedatavalues.Thistensioncan
be obseredin Figure7(a),wherethe periodswhentagsarebeingrelocatedarenot as
accuratelycapturedasthe stableperiods.

To investigatethis issue,we comparecthe relative errorsof ESPusing different
temporalgranulesizesfor the Smoottstage Theresultsareshovn in Figure8. At very
small andvery large granulesthe erroris larger thanfor granulesaround5 seconds.
Essentiallyaneffective temporalgranulesizeis boundedatthelow endby thereliabil-
ity of the devicesandat the high endby therate of changeof the data.ln Sect.7, we
discussour ongoingwork exploring dynamicadaptatiorof thetemporalgranule.

5 Environment Monitoring Scenario

In the previous section,we demonstratethe ability of an ESPpipelineto cleanRFID
datastreamsNext, we presentiusecasevhereESPhidestheunreliabilitiesof wireless
sensometworks.

Wirelesssensonetworksenablenew classe®f penasive applicationghatmonitor
environmentssuchasthe homeand of ce with high resolution.In orderto alleviate
the effects of imprecisereadings,calibrationerrors,outliers, and unreliablenetwork
communication previous deploymentsinvolving sensornetworks have had to post-
procesghereadingsprimarily by hand to producedatathatcanbeusedby theapplica-
tion [11, 14, 15]. To reducethe compleity associatedvith sensometwork application
deployment,applicationscanuseESPto provide cleanedsensodata.We demonstrate
two typesof wirelesssensonetwork datacleaning:outlier detectiorof fail-dirty motes,
andtemporalandspatialsmoothingo correctfor droppedmessages.



5.1 Outlier Detection

Recallthatsensomotesareknownto “f ail-dirty” andproduceoutlierreadingsESPcan
beusedo alleviatetheeffectsof thesefail-dirty motes.To demonstratéheeffectiveness
of outlier detectiorusingESR we usea 2 daytracefrom a sensometwork deployedin
thelntel Research.ab in Berkeley to monitorthelab's ervironment[24]. We focuson
threemotesin thesameroom,assignedo thesameproximity group.In thistrace oneof
themotesfails by reportingincreasingemperaturegjsing to over 100°C. We program
the Point andMerge stage®f ESPto eliminatethe outlier readingsSmooths notused
becausét cannotcorrectfor extendederrorsproducedoy onesensor Arbitrateis not
necessargsthereis only onespatialgranule.

Stagel: Point The Point stage lters ary readingsbeyondits expectedrange;in this
case ESP lters readingsvherethetemperaturés higherthan50°C (Query5) .

Query 5 Simple Itering at the Pointstage.
SELECT *

FROMpoint_input

WHEREtemperature < 50

Stage3: Merge In this example,the Merge stagedoesoutlier detectionwithin a spa-
tial granuleby computingthe averageof thereadingsdrom differentmotesin the same
proximity groupandthenomitting individual readingghatareoutsideof two standard
deviationsfrom the mean(shovn in Query6). Note that thesetechniquesare not in-
tendedto be statisticallycomple, but to the contrary demonstratehe simplicity of
ESPprogramming.

Query 6 Outlier detectionin the Merge stage.
SELECT spatial_granule, AVG(temp)
FROMmerge_input s [Range '5 minY,
(SELECT spatial_granule, avg(temp) as avg,
stdev(temp) as stdev
FROMmerge_input [Range '5 min]) as a

WHEREa.spatial_granule = s.spatial_granule AND
aavg + (2*a.stdev) < s.temp AND
a.avg - (2*a.stdev) > s.temp

Figure9 shows the outcomeof this experiment.Thetop line representshe outlier
mote'sreadingsThemiddleline depictstheaverageof all threemotesIf anapplication
wereto usetheaverageof thethreemotesasarepresentationf theroom'stemperature,
it would seetemperaturegxceeding50°C. The bottom lines show the tracesof the
two functioningmotesaswell asthe outputof ESPwith outlier detectionprocessing.
Obsenre that ESPis ableto detectwhenthe outlier mote begins to deviate from the
othermotesandthenomit its readingfrom its averagecalculation.

” Smoottcould,however, beusedto correctfor individual outlier readingsn asinglemoteusing
thesamemechanismgresentedhere.
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5.2 Temporal and Spatial Smoothingof SensorData

Wirelesssensometworks have anotherseriousproblembeyond fail-dirty motes:the
network frequentlydropsmessagesThis problemis especiallyprevalentwhensensor
networksaredeployedin therealworld.

An ESPpipelinefor awirelesssensonetwork canmasktheunreliability of asensor
network by both temporallyandspatiallyaggrgatingto correctfor droppedreadings.
We demonstratehis cleaningthroughan applicationresponsiblefor monitoring the
temperaturef aredwoodtreeat eachelevationrangein thetree.

We validatedESPprocessingn a threeanda half daytraceof datacollectedfrom
sensorenaredwoodtreein SonomaCounty CA aspartof alarge-scalesensonetwork
deploymentto studymicro-climatesof redwoodtrees34]. 33 moteswereplacedalong
the trunk of the tree at varying heights.Data (e.g., temperatureand humidity) were
sensecdat 5 minuteintervals andloggedto a local storagebuffer (collectedat the end
of the experiment)and also sentover the multi-hop network. We groupedthe motes
atnearbyheightsinto 2-nodenon-overlappingproximity groups(correspondingdo the
spatialgranulesn this deployment),wherethe distancebetweermotesin a proximity
groupwaslessthanonefoot.

Note thatthelog datais incorrectwith respecto the groundtruth dueto fail-dirty
sensors8 outof the33 motesfaileddirty. Thereadingdrom thesemoteswereremoved
by handshortly after datacollection,but beforewe recevedthe data®

As ESPis addressingommunicatiorerrorsin this case pur metricof successs the
epochyield. Epochyield describeghe numberof the readingseportedto the applica-
tion asafractionof thetotal numberof readingghe applicationrequestedi-or the raw
data,the epochyield in this tracewas40% (ideally, the epochyield shouldbe 100%).
In otherwords,theapplicationonly receved40%of thedatait requestedAdditionally,
we measurehe percenterror in the readingsBasedon experiencecollaboratingwith
biologists,anerrorof lessthan1°C is acceptabldor trendanalysis Thereforethegoal
of ESPin this applicationshouldbe to increasehe epochyield while minimizing the
percenbf readingswith anerrorgreateithan1°C.

Here,we implementthe Smoothand Merge stagesn ESPto temporallyand spa-
tially aggreyatesensoreadingdo increasehe epochyield of the sensodeployment.

8 ESPcouldempla thetechniqueshavn in Section5.1to remove theseoutliersautomatically



Stage2: Smooth In the Smoottstage(notshavn), ESPtemporallyaggregyategeadings
from asinglesensarBy runningasliding window averageon eachsensorstream)ost
readingfrom a singlemotearemaslkedwithin thewindow. After the Smoottstagethe
epochyield is increasedo 77%.99% of thesereadingsverewithin 1°C of thelogged
data.

Stage3: Merge In the Merge stage(not shavn), ESP performsspatialaggreation
for eachspatialgranule(again,in the form of awindowedaverage)o furtheralleviate
the effects of lost readings.The Merge stageincreaseshe epochyield to 92%. This
improvementof reportingis at the slight cost of decreasinghe percentof readings
within 1°C of the loggeddatato 94%. Thus, with ESP cleaning,biologistscan get
nearlycompletedatawith aslightdecreasén theaccurag.

Throughthe useof simpleoutlier detectionandtemporalandspatialsmoothingijn
this casean ESPpipelineis ableto increaseahe ability of applicationgo make senseof
the datathey aregettingfrom their sensorsRatherthanspendingime tediouslypost-
processinghe data,applicationscanfocuson the high-level logic andnot corversion,
calibration,anderrorcorrection.

6 Digital Home Scenario

In Sects.4 and5, we demonstratethow ESPcanprovide a cleaninginfrastructureto
correctfor awide variety of problemsassociatedavith differentphysicaldevices.Next,
we demonstratéhe easeof con gurationof ESPandhighlightthe useof multiple types
of sensordo enhancelatacleaning.

Multiple projectsaredevelopingsensorandinfrastructurego instrumenthehome
to provide both a betterliving experiencefor inhabitantsas well asa more ef cient
useof homeresourceg3, 26]. Suchapplicationsusea wide variety of sensordevices
providing low-level data(e.g.,RFID, sensomotes,pressuresensors)In this section,
we show thatpipelinesde ned for otherdeployments(i.e., pipelinesfrom the previous
two sections)can be easily re-taslked to a new ervironmentdue to ESPS high-level
declaratve nature.FurthermoreESPcansene platformfor combiningreadingsrom
multiple devicesto provide a virtual “persondetector’sensorThis type of processing
is a higherlevel of cleaning;datafrom multiple heterogeneoudevices,appropriately
combined,can provide higher quality data. The output of ESPis a streamof events
describingthe presencef a personin theroom.

We demonstrateéhe use of ESPin a digital home scenarioby out tting a room
with two RFID readersa small sensometwork of threemotes,andthreeX10 motion
detectorg36] taslkedto determinevhensomeonaés in theroom(Fig. 10(a)). Theroom
correspond$o onespatialgranulefor theapplicationihus,thetwo RFID readersnake
up one proximity group, the motesconstituteanother andthe X10 detectorform a
third. During the experiment,onepersonput tted with anRFID tag,movedin andout
of theroom,while talking, at oneminuteintenals (Fig. 10(b)).

We presenthe ESPprocessingdo cleantheindividual sensoistreamsandthende-
scribehow ESPutilizesthesestreamgo createa persondetector
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6.1 Low-Level SensorCleaning

Recallthe main advantageof ESPS declaratve pipelinedapproachpreviously built
stagescanbe reusedchangesiecessaryo tailor processingo eachnew deployment
areisolatedto smalllogical units,andthesechangesareeasyto make andreasorabout
asthe stagesreexpressedishigh-level queries.n this deployment,the programming
for the ESPpipelinesto cleanthe individual sensorstreamqRFID, wirelesssensors,
andmotiondetectorshtilize almostexactlythesameprocessingtagessde nedin the
previoustwo sectionsChangesiecessarfor thisdeploymentinvolvedslightly modify-
ing queriesn asmallnumberof stagesTheraw datafrom thesedevicesarepresented
in Figs.10(c)-10(e).We omit thedetailsof this cleaningdueto spaceconsiderations.

6.2 Stageb: Virtualize

The main new featureof this usecase(ascomparedo the previous scenarios)s the
useof the Virtualize stage Mrtualize allows a deploymentto combinereadingsfrom
multiple differenttypesof devicesto performapplication-leel cleaning.In this case,
Virtualize turnsthe setof heterogeneoudevicesinto a “persondetectorf It usesa vot-
ing querythat normalizesall sensorinput streamso a single vote of whetherit has



determinedhata personis in theroom or not (Query7). The querythenaddsup the
votesandregistersthata persoris in theroomif the sumis higherthanathreshold.

Query 7 “PersonDetector” logic at the Virtualize stege.
SELECT 'Person-in-room'
FROM(SELECT 1 as cnt
FROMsensors_input [Range 'NOW]
WHEREsensors.noise > 525) as sensor_count,
(SELECT 1 as cnt
FROMrfid_input [Range 'NOW'
HAVING count(distinct tag_id) > 1)
as rfid_count,
(SELECT 1 as cnt
FROMmotion_input [Range 'NOW'

WHEREvalue = 'ON) as motion_count
WHEREsensor_count.cnt +

rfid_count.cnt +

motion_count.cnt >= threshold

The outputof the ESPpipelineis shavn in Fig. 10(f). As canbe seensimpleand
easyto deploy logic is capableof generallyapproximatingreality. ESPis ableto cor-
rectly indicatethata personis in theroom92%of thetime.

Virtualize Con guration The Virtualize queryinvolvesmary numericalparameters,
suchasthresholdsfor sensomoise processingand overall voting. ESPS declaratve
queryapproachmadethis type of setupsimple: high-level queriesare easyto reason
aboutandadjustuntil adequateleanings achieved.Furthermorebecaus&SP5clean-
ing is sggmentedary adjustmenbf Virtualize is isolatedto a single operation:lower-
level cleaningremainsthe same Neverthelesstherearemary casesvherethis simple
approacHor Mrtualize will notwork; we discusssuchcasesn Sect.7.

7 AdvancedCleaning

In Sects4, 5, and6, we shovedthat cleaninginfrastructuresuilt usingESPareca-
pableof cleaningdatain awide rangeof realisticscenariosPerhapsurprisingly these
signi cant improvementdn dataquality were producedby a pipeline of fairly simple
declaratve queriesOf coursetherearemary applicationsanddeploymentswvheresuch
asimpleapproachmay notbe effective. In this section,we outline someof thesecases
anddiscussxtensiongo ESPthatwill enhancats effectivenessn suchdeployments.

Adaptive Granules In this paperwe requiredthe applicationto supplythesizeof the
temporaland spatialgranulesin somecaseshowever, this is not possible:the envi-
ronmentmay be too complex for the applicationto adequatelydetermineappropriate
sizesor too dynamicfor a singlesizetemporalor spatialgranuleto work. Thus, it is
preferableto have the systemdetermineandadaptthe granulesizebasedon the datait
obseres.



To this end, our on-goingwork involvesmodelingunreliablesensordataasa sta-
tistical sampleof the physicalworld. With this modelin place,we areinvestigating
techniquedrom samplingtheoryto help guidedatacleaningandgranulesize adapta-
tions.For instanceESPcanuse -estimatorg33] to determinehe populationof RFID
tagsin an areaor the temperaturef a setof sensorswithout seeingall the data.The
varianceof the estimatorcanbe usedto guidegranulesizedecisions.

Soft Sensors While thesedeploymentswere con gured using numericalparameters
that were easyto derive empirically (e.g., Virtualize in Sect.6), in mary casesdeter
mining theparametevaluesmaynotbesoeasyMore advancedorocessindor Virtual-
ize caninvolve machindearningtechniquesuchasthoseusedin soft sensor$31]. To
supportthis type of operation ESPcanbe extendedto supportstagesie ned by both
declaratve queriesandusersuppliedcode.

Query-Driven Operations The cleaninginfrastructurepresentederehave focused
on providing “raw” (but cleaned)streamso the applicationsln mostcaseshowever,
theapplicationposesjueriesover thesestreamsApplication-level queriesarea mech-
anismfor theapplicationto alertthe cleaninginfrastructureof additionalrequirements.
ESPshouldbe ableto incorporatethis informationto help drive cleaningoperations.
For instanceguerypredicatege.g.,temp > 0) shouldbe pusheddown to the appro-
priatelevel in thepipeline.

8 Conclusions

Dataproducedy physicalsensoidevicesarenotoriouslydirty: readingsarefrequently
eithermissedor droppedandindividual readingsareunreliable Furthermoretheseer-
ror characteristicgary from deploymentto deployment.This leadsto high application
deploymentcostsfor bothdatacleaningandcon guration.

To directly addresgheseissueswe developedESRP a framework for building sen-
sordatacleaninginfrastructuresn supportof penasive applicationsBy takinganin-
frastructuralapproachto sensordatacleaning,ESPallows applicationsto usesensor
datawithoutincorporatingcomple cleaninglogic. Furthermoreapplicationausingan
ESPinfrastructurecanbe write-once run arywhere:ESPshieldsthe applicationfrom
changesn the error characteristic®f the devicesor the underlyingervironment.Fi-
nally, an infrastructurebuilt using ESP allows multiple applicationsto usethe same
cleaneddata,furtherreducingdeploymentcosts.

To drive ESP5 cleaningmechanismswe introducethe conceptsof temporaland
spatialgranulesTheseabstractionsaptureapplication-l&el notionsof time andspace.
ESPutilizestheseconceptdn a pipelineof programmablgrocessingtagedesigned
to cleansensodataasit streamshroughthe system.

ESPinfrastructuresreeasyto deploy andevolve dueto thefollowing properties:

— Declaratve: ESPcleaninglogic is easyto programthroughhigh-level declaratve
gueries.The systemcanutilize the well-understoodechniquef relationalquery
processindo ef ciently executethesequeries.



— Pipelined:ESPconsistof separatepipelinedcleaningstagesallowing operations

to beindependentlyprogrammedndreusedacrosdeployments.
— Cleaningframavork: ESPde nes logically distinct cleaningoperationsdesigned

to directly addresshe errorcharacteristicef sensodata.

While therearemary complex operationghatcanbe usedto cleansensodata,we
shav herethatin practice,someapplicationsanddeploymentsdo not needsuchcom-
plexity. We validatethe ESP platform throughthreereal-world deploymentsdemon-
stratingthat infrastructuresuilt using high-level declaratve queriescansuccessfully
alleviate both missedand unreliablereadingsin sensordata.As a result,mary pena-
sive applicationswere ableto usedataprovided by ESPpipelinesasthey would ary
sensodata,but without mary of theassociate@rrors.

Sensotbasedpenasive applicationdevelopmentand deploymenttodayis fraught
with compleities stemmingfrom the unreliablenatureof deviceson which they are
built. Cleaninginfrastructuresbuilt using ESP addresgheseproblemsleadingto re-
ducedapplicationcompleity, fasterdeploymenttimes with lower costs,and better
manageability
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