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1 Introduction
Existingpeer-to-peeroverlayinfrastructuressuchasTapestry[12],
Chord [9], Pastry [7] and CAN [4] demonstratedthe benefitsof
scalable,wide-arealookupservicesfor Internetapplications.These
architecturesmake useof name-basedroutingto routerequestsfor
objectsor files to a nearbyreplica.Applicationsbuilt on suchsys-
tems[2, 3, 8], dependon reliable and fast messagerouting to a
destinationnode,givensomeuniqueidentifier.

Dueto thetheoreticalapproachtakenin thesesystems,however,
they assumethatmostnodesin thesystemareuniformin resources
suchasnetwork bandwidthandstorage.This resultsin messages
beingroutedon theoverlaywith minimumconsiderationto actual
network topologyanddifferencesbetweennoderesources.

In Brocade, weproposeasecondaryoverlayto belayeredontop
of thesesystems,that exploits knowledgeof underlyingnetwork
characteristics.The secondaryoverlay builds a locationlayer be-
tween“supernodes,” nodesthat are situatednearnetwork access
points, suchas gateways to administrative domains. By associ-
ating local nodeswith their nearby“supernode,” messagesacross
thewide-areacantake advantageof thehighly connectednetwork
infrastructurebetweenthesesupernodesto shortcutacrossdistant
network domains,greatly improve point-to-pointrouting distance
andreducingoverall network bandwidthusage.

In thispaper, wepresenttheinitial architectureof abrocadesec-
ondaryoverlay on top of a Tapestrynetwork, anddemonstrateits
potentialperformancebenefitsby simulation.Section2 briefly de-
scribesTapestryrouting andlocation,Section3 describesthe de-
signof a Tapestrybrocade,andSection4 presentpreliminarysim-
ulation results. Finally, we discussrelatedand future work and
concludein Section5.

2 Tapestry Routing and Location
Our architectureleveragesTapestry, an overlay locationandrout-
ing layerpresentedby Zhao,Kubiatowicz andJosephin [12]. The
Tapestrylocation and routing infrastructureis one of several re-
centprojectsexploring the valueof wide-areadecentralizedloca-
tion services[4, 7,9]. It allowsmessagesto locateobjectsandroute
to themacrossan arbitrarily-sizednetwork, while usinga routing
mapwith sizelogarithmicto thenetwork namespaceat eachhop.
We presentherea brief overview of the relevantcharacteristicsof
Tapestry. A detaileddiscussionof Tapestryalgorithms,its fault-
tolerantmechanismsandsimulationresultscanbefoundin [12].

EachTapestrynodeor machinecantake on the rolesof server
(whereobjectsarestored),router (which forward messages),and
client (originsof requests).Also, objectsandnodeshavenamesin-
dependentof their locationandsemanticproperties,in theform of
randomfixed-lengthbit-sequencesrepresentedby a commonbase
(e.g.,40Hex digits representing160bits). Thesystemassumesen-
triesareroughlyevenlydistributedin bothnodeandobjectnames-

paces,whichcanbeachievedby usingtheoutputof secureone-way
hashingalgorithms,suchasSHA-1 [6].

2.1 Routing Layer
Tapestryuseslocal routing mapsat eachnode, called neighbor
maps, to incrementallyrouteoverlay messagesto the destination
ID digit by digit (e.g.,***8 ��� **98 ��� *598 ��� 4598
where*’ s representwildcards).This approachis similar to longest
prefix routingin theCIDR IP addressallocationarchitecture[5]. A
node � hasa neighbormapwith multiple levels,whereeachlevel
representsamatchingsuffix upto adigit positionin theID. A given
level of theneighbormapcontainsanumberof entriesequalto the
baseof the ID, wherethe � th entry in the � th level is the ID and
locationof the closestnodewhich endsin “ � ”+suffix( � , �
	�� ).
For example,the9th entryof the4th level for node325AE is the
nodeclosestto 325AE in network distancewhichendsin 95AE.

Whenrouting,the 
 thhopsharesasuffix of atleastlength
 with
thedestinationID. To find thenext router, we look at its ( 

����� th
level map, and look up the entry matchingthe value of the next
digit in the destinationID. Assumingconsistentneighbormaps,
this routing methodguaranteesthat any existing uniquenodein
thesystemwill be foundwithin at most ��������� logical hops,in a
systemwith an � sizenamespaceusingIDs of base� . Sinceevery
neighbormaplevel assumesthattheprecedingdigits all matchthe
currentnode’s suffix, it only needsto keepasmallconstantsize( � )
entriesat eachroute level, yielding a neighbormapof fixed size������������� . Figure1 shows anexampleof hashed-suffix routing.

2.2 Data Location
Tapestryemploys this infrastructurefor datalocation.Eachobject
is associatedwith oneor moreTapestry location roots througha
distributeddeterministicmappingfunction. To advertiseor pub-
lish an object  , the server ! storing the object sendsa publish
messagetowardtheTapestrylocationroot for thatobject.At each
hopalongtheway, thepublishmessagestoreslocationinformation
in the form of a mapping " Object-ID( ), Server-ID( ! ) # . Note
thatthesemappingsaresimplypointersto theserver ! where  is
beingstored,andnot a copy of the object itself. Wheremultiple
objectsexist, eachserver maintaininga replicapublishesits copy.
A node� thatkeepslocationmappingsfor multiple replicaskeeps
themsortedin orderof distancefrom � .

Duringalocationquery, clientssendmessagesdirectlyto objects
via Tapestry. A messagedestinedfor  is initially routedtowards ’s root from the client. At eachhop, if the messageencounters
a nodethat containsthe location mappingfor  , it is redirected
to theserver containingtheobject. Otherwise,themessageis for-
ward onestepcloserto the root. If the messagereachesthe root,
it is guaranteedto find a mappingfor the locationof  . Note that
the hierarchicalnatureof Tapestryrouting meansat eachhop to-
wardsthe root, the numberof nodessatisfyingthe next hop con-
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Figure 1: Tapestry routing example. Path taken by a message
from node 0325 for node 4598 in Tapestry using hexadecimal
digits of length 4 (65536 nodes in namespace).

straintdecreasesby a factorequalto the identifierbase(e.g. octal
or hexadecimal)usedin Tapestry. For nearbyobjects,client search
messagesquickly intersectthepathtakenby publishmessages,re-
sultingin quicksearchresultsthatexploit locality. Theseandother
propertiesareanalyzedanddiscussedin moredetailin [12].

3 Brocade Base Architecture
In thissection,wepresenttheoveralldesignfor thebrocadeoverlay
proposal,anddefinethe designspacefor a single instanceof the
brocadeoverlay. Wefurtherclarify thedesignissuesby presenting
algorithmsfor aninstanceof a Tapestryon Tapestrybrocade.

To improve point to point routingperformanceon anoverlay, a
brocadesystemdefinesa secondaryoverlayon top of theexisting
infrastructure,andprovidesashortcutroutingalgorithmto quickly
routeto thelocalnetwork of thedestinationnode.This is achieved
by finding nodeswhich have high bandwidthand fast accessto
thewide-areanetwork, andtunnellingmessagesthroughanoverlay
composedof these“supernodes.”

In overlay routing structuressuchasTapestry[12], Pastry [7],
Chord [9] and Content-AddressableNetworks [4], messagesare
oftenroutedacrossmultipleautonomoussystems(AS) andadmin-
istrative domainsbeforereachingits destination.Eachoverlayhop
often incurs long latenciesacrossmultiplesAS’s andmultiple IP
hopsinsidea singlenetwork domain,while consumingbandwidth.
To minimize both latency andnetwork hopsand reducenetwork
traffic for a givenmessage,brocadeattemptsto determinethenet-
work domainof thedestination,androutedirectly to thatdomain.
A “supernode”actsasa landmarkfor eachnetwork domain.Mes-
sagesusethemasendpointsof atunnelthroughthesecondaryover-
lay, wheremessageswould emerge nearthe local network of the
destinationnode.

Beforeweexaminetheperformancebenefits,weaddressseveral
issuesnecessaryin constructingand utilizing a brocadeoverlay.
We first discusstheconstructionof a brocade:how aresupernodes
chosenandhow is the associationbetweena nodeandits nearby
supernodemaintained?We thenaddressissuesin brocaderouting:
whenandhow messagesfind supernodes,andhow they arerouted
on thesecondaryoverlay.

3.1 Brocade Construction
The key to brocaderouting is the tunnellingof messagesthrough
thewideareabetweenlandmarknodes(supernodes).Theselection
criteria are that supernodeshave significantprocessingpower (in
order to route large amountsof overlay traffic), minimal number
of IP hopsto thewide-areanetwork, andhigh bandwidthoutgoing

Overlay Node

Super Node

Interdomain Route

Intradomain Route

$%$%$$%$%$&%&%&&%&%&'%'(%(

)*)*)*)*)+*+*+*+*+,*,*,*,*,-*-*-*-

.%..%./%//%/0%00%01%11%1
2%23%34%4%44%4%45%5%55%5%5 6%66%67%77%78%88%89%99%9

:%:%:%::%:%:%::%:%:%:
;%;%;%;;%;%;%;;%;%;%; <%<%<%<<%<%<%<<%<%<%<<%<%<%<=%=%=%==%=%=%==%=%=%==%=%=%=

>%>>%>>%>>%>?
???

@%@@%@@%@@%@A%AA%AA%AA%A
B%B%B%BB%B%B%BB%B%B%BC%C%C%CC%C%C%CC%C%C%C

D%D%D%DD%D%D%DD%D%D%DD%D%D%DD%D%D%D
E%E%E%EE%E%E%EE%E%E%EE%E%E%EE%E%E%EF%F%F%FF%F%F%FF%F%F%FG%G%G%GG%G%G%GG%G%G%G

H%H%HH%H%HH%H%HH%H%HH%H%H
I%I%II%I%II%I%II%I%II%I%I

J%J%JJ%J%JK%K%KK%K%K L%LL%LM%MM%M N%NN%NO%OO%O P%P%P
P%P%P
Q%QQ%Q

R*R*R*RS*S*S*S T*T*T*T*TU*U*U*U V*V*V*VW*W*W*W

X%XX%XX%XY%YY%Y Z%Z%ZZ%Z%ZZ%Z%Z[%[%[[%[%[ \%\\%\\%\]%]]%]

^%^^%^_%__%_
`%``%`a%aa%a
b%bc%cd%de%ef%ff%fg%gg%g h%h%hh%h%hi%i%ii%i%i

j%jj%jj%jk%kk%kk%k
Figure 2: Example of Supernode Organization

links. Giventheserequirements,gatewayroutersor machinesclose
to themareattractive candidates.Theactualdecisionondeploying
supernodescanbeinfluencedby network administrationpolicy.

Givenaselectionof supernodes,wefacetheissueof determining
one-way mappingsbetweensupernodesandnormaltapestrynodes
for whichthey actaslandmarksin Brocaderouting.Onepossibility
is to exploit the naturalhierarchicalnatureof network domains.
Eachnetwork gateway in a domainhierarchycanactasa brocade
routing landmarkfor all nodesin its subdomainnot coveredby a
morelocal subdomaingateway. We referto thecollectionof these
overlay nodesas the supernode’s cover set. An exampleof this
mappingisshown in Figure2. Supernodeskeepup-to-datemember
lists of their cover sets,which areusedin the routing process,as
describedbelow.

A secondaryoverlaycanthenbeconstructedonsupernodes.Su-
pernodescanhave independentnamesin thebrocadeoverlay, with
considerationto theoverlaydesign,e.g.Tapestrylocationrequires
namesto beevenly distributedin thenamespace.

3.2 Brocade Routing
Herewe describemechanismsrequiredfor a Tapestry-basedbro-
cade,andhow they work togetherto improve long rangerouting
performance.Given the complexity andlatency involved in rout-
ing throughan additionaloverlay, threekey issuesare: how are
messagesfilteredso thatonly long distancemessagesaredirected
throughthebrocadeoverlay, how messagesfind a local supernode
asentryto thebrocader, andhow amessagefindsthelandmarksu-
pernodeclosestto themessagedestinationin thesecondaryoverlay.

3.2.1 Selective Utilization
Theuseof a secondaryoverlay incursa non-negligible amountof
latency overheadin therouting. Oncea messagereachesa supern-
ode,it mustsearchfor thesupernodenearestto thedestinationnode
beforeroutingto thatdomainandresumingTapestryroutingto the
destination. Consequently, only messagesthat route outsidethe
reachof thelocal supernodebenefitfrom brocaderouting.

Weproposeanaive solutionby having eachsupernodemaintain
a listing of all Tapestrynodesin its cover set. We expectthenode
list at supernodesto besmall,with amaximumsizeontheorderof
tensof thousandsof entries.Whenamessagereachesasupernode,
the supernodecando an efficient lookup (via hashtable)to deter-
minewhetherthemessageis destinedfor a local node,or whether
brocaderoutingwould beuseful. To reducemessagetraffic at su-
pernodes,we expectnormalTapestrynodesto maintaina “cache”
of proximity measureof previouslycontacteddestinations,anduse
it to determinewhetherforwardingto thelocal supernodefor Bro-
caderoutingis worthwhile.



3.2.2 Finding Supernodes
For a messageto take advantageof brocaderouting, it must be
routedto asupernodeon its way to its destination.How thisoccurs
plays a large part in how efficient the resultingbrocaderoute is.
Thereareseveral possibleapproaches.We discussthreepossible
optionshere,andevaluatetheir relative performancein Section4.

Naive A naive approachis to make brocadetunnelling an op-
tionalpartof routing,andconsiderit only whenamessagereaches
a supernodeaspartof normalrouting.Theadvantageis simplicity.
Normalnodesneedto do nothingto take advantageof supernodes
in the overlay infrastructure.The disadvantageis that it severely
limits thesetof supernodesa messagecanreach.As a result,mes-
sagescantraverseseveral overlay hopsbeforeencounteringa su-
pernode,reducingtheeffectivenessof thebrocadeoverlay.

IP-snooping In an alternateapproach,supernodescan“snoop”
on IP packets to determineif they are Tapestrymessages.If so,
supernodescanparsethe messageheader, andusethedestination
ID to determineif brocaderouting shouldbe used. The intuition
is thatbecausesupernodesaresituatedneartheedgeof local net-
works, any Tapestrymessagedestinedfor an externaldestination
will likely crossits path. This also has the advantagethat the
sourcenodesendingthemessageneednotknow aboutthebrocade
supernodesin the infrastructure.Thedisadvantageis difficulty in
implementation,andpossiblelimitationsimposedonregulartraffic
routingby headerprocessing.

Directed A final solutionis to requireoverlaynodesto remem-
berthelocationof their localsupernode.This informationcaneas-
ily be passedalongasthe nodeis insertedinto the overlay. This
statecanbemaintainedeasilyby soft-stateprotocols,suchasape-
riodic beaconfrom thelocal supernodeto its cover set.Nodescan
usealocalcacheto rememberapproximatedistancesto nodesthey
have sentmessagesto before,andusethis information to decide
whethera messageis destinedfor a local node. If so, it routesthe
messagenormally. Otherwiseit sendsthe messagedirectly to its
supernodefor processing.This is a proactive approachthat takes
full advantageof any potentialperformancebenefitbrocaderouting
canoffer. It does,however, requiresomefault-tolerantmechanism
to inform localnodesof a replacementshoulda supernodefail.

3.2.3 Landmark Routing on Brocade
Onceamessagedestinedfor adistantnodearrivesatsomesupern-
odenearthesender, brocadeneedsto determinethesupernodeclos-
estto themessagedestinationnode.This canbedoneby organiz-
ing the brocadeoverlay asa Tapestrylocation infrastructure.As
describedin Section2.2 and[12], Tapestrylocationallows nodes
to efficiently locateobjectsgiven their IDs. Recall that eachsu-
pernodekeepsa list of all overlaynodesinsideits cover set.In the
brocadeoverlay, eachsupernodeadvertisesthe IDs on this list as
IDs of objectsit “stores.” Whena supernodetries to routeanout-
goinginterdomainmessage,it usesTapestryto searchfor anobject
with anID identicalto themessagedestinationID. By locatingthe
objectonthebrocadelayer, asupernodehasfoundthelocalsupern-
odeof themessagedestination,andforwardsthemessagedirectly
to thatsupernode.Thedestinationsupernodereceivesthemessage
andinitiatesnormaloverlayroutingto thedestination.

Notethesediscussionsmaketheimplicit assumptionthatrouting
betweendomainstakessignificantlymoretime comparedto rout-
ing betweennodesin a local domain. This, in combinationwith
thedistanceconstraintsin Tapestry, allowsusto assertthatintrado-
main messageswill rarely, if ever, be routedoutsidethe domain.
This is becausethe destinationnodewill almostalwaysoffer the
closestnodewith its own ID. This alsomeansthatoncea message
arrivesat thedestination’ssupernode,it is likely to quickly routeto
thedestinationnode.
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Figure 3: Hop-based RDP

4 Evaluation of Base Design
In this section,we presentinitial simulationresultsshowing the
routingperformanceimprovementpossiblewith theuseof brocade
overlays. In particular, we simulatetheeffect brocaderoutinghas
on point to point routing latency and bandwidthusage. For our
experiments,we implementeda two layerbrocadesysteminsidea
packet-level simulatorthat usedTapestryasboth the primary and
secondaryoverlaystructures.Thepacket level simulatormeasured
theprogressionof singleeventsacrossa largenetwork without re-
gardto network effectssuchascongestionor retransmission.

To drive our experiments,we usedtheGT-ITM [11] transitstub
topologygeneratorto generatenetworks of 5000nodes.We con-
structedTapestrynetworks of size 4096, and marked 16 transit
stubsasbrocadesupernodes.Wethenmeasuredtheperformanceof
pair-wisecommunicationpathsusingoriginalTapestryandseveral
brocadealgorithms. We experimentedwith all threebrocadeal-
gorithmsfor finding supernodes(Section3.2.2). We includefour
total algorithms: 1. original Tapestry, 2. naive brocade,3. IP-
snoopingbrocade,4. directedbrocade.For brocadealgorithms,we
assumethesenderknowswhetherthedestinationnodeis local,and
only usesbrocadefor interdomainrouting.

We useasour key metric a modifiedversionof Relative Delay
Penalty(RDP)( [1]). OurmodifiedRDPattemptsto accountfor the
processingof anoverlaymessageup anddown theprotocolstack
by adding1 hop unit to eachoverlay nodetraversed. Eachdata
point is generatedby averagingthe routing performanceon 100
randomlychosenpathsof a certaindistance.In theRDPmeasure-
ments,the sender’s knowledgeof whetherthe destinationis local
explainsthe low RDP valuesfor shortdistances,andthe spike in
RDParoundtheaveragesizeof transitstubdomains.

We measuredthe hop RDP of the four routing algorithms. For
eachpairof communicationendpointsA andB, hopRDPis aratio
of # of hopstraversedusingbrocadeto the shortesthop distance
betweenA andB. As we canseefrom Figure3, all brocadealgo-
rithms improve uponthe original Tapestrypoint to point routing.
As expected,naive brocadeoffers minimal improvement. Mean-
while, IP snoopingimprovesthehopRDPsubstantially, while di-
rectedbrocadeprovidesthemostsignificantimprovementin rout-
ing performance.For pathsof moderateto long lengths,directed
brocadereducesthe routing overheadby more than50% to near
optimallevels(countingprocessingtime). Thesmallspike in RDP
for IP snoopinganddirectedbrocadeis dueto theTapestrylocation
overheadin finding landmarksfor destinationsin nearbydomains.

Figure3 makesa simpleassumptionthatall physicallinks have
the samelatency. To accountfor the fact that interdomainroutes
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Figure 5: Aggregate bandwidth used per message

have higherlatency, Figure4 shows an RDP whereeachinterdo-
mainhopcountsas3 hopunitsof latency. WeseethatIP snooping
and directedbrocadestill show the drasticimprovementin RDP
found in the simplistic topology results. We note that the spike
in RDPexperiencedby IP snoopinganddirectedbrocadeis exac-
erbatedby the effect of higherrouting time in interdomaintraffic
making Tapestrylocation more expensive. We also ran this test
on several transitstubtopologieswith randomizedlatenciesdirect
from GT-ITM, with similar results.

Finally, we examinethe effect of brocadeon reducingoverall
network traffic, by measuringthe aggregatebandwidthtaken per
messagedelivery, usingunits of (sizeof(Msg)* hops). The result
in Figure5 shows that IP snoopingbrocadeanddirectedbrocade
dramaticallyreducebandwidthusagepermessagedelivery. This is
expected,sincebrocadeforwardsmessagesdirectly to thedestina-
tion domain,andreducesmessageforwardingon thewide-area.

While certaindecisionsin our designareTapestryspecific,we
believe similardesigndecisionscanbemadefor otheroverlaynet-
works [7, 4, 9], andtheseresultsshouldapply to brocaderouting
on thosenetworksaswell.

5 Related Work and Status
In relatedwork, the Cooperative File System[2] leveragesnodes
with more resourcesby allowing them to host additionalvirtual
nodesin thesystem,eachrepresentingonequantumof resourcein
storage,computationalpower andnetwork bandwidth.This quan-

tification is directedmostlyat storagerequirements,andCFSdoes
not proposea mechanismfor exploiting network topologyknowl-
edge.Our work is alsopartially inspiredby thework on landmark
routing[10], wherepacketsaredirectedto a nodein thelandmark
hierarchyclosestto thedestinationbeforelocalrouting.Finally, we
arenotcurrentlyawareof any work onbuilding secondaryoverlays
onpeer-to-peerinfrastructures.

While we presentherea namingand routing architecturewith
designdecisionsbasedon a Tapestryoverlay, the brocadeover-
lay architecturecanbegeneralizedon top of any peer-to-peernet-
work infrastructure.In particular, thepresentedarchitectureworks
without changeon the Pastry [7] network. We are currently ex-
ploring brocadeson top of Content-addressableNetworks [4] and
Chord [9], and also designinga brocadefor integration into the
OceanStore[3] wide-areastoragesystem. The brocadedesignis
alsowork in progress.In orderto get moreusefulsimulationre-
sults,we aregeneratingmorerealistictransitstubtopologies,and
examiningmorecloselytheeffect of longerinterdomainrouteson
brocadeperformance. Finally, we are trying to reducethe high
overheadof Tapestrylocationon the brocadesupernodelevel by
experimentingwith moreefficient mechanismsfor locating land-
marknodes.[Note to reviewer: we arecompletingmorecompre-
hensive measurementsfor thefinal paper, andexperimentingwith
bloomfilters asa lower-overheadalternative on thebrocadelayer.]

In conclusion,we have proposedthe useof a secondaryover-
lay network on a collectionof well-connected“supernodes,” in or-
der to improve point to point routingperformanceon peer-to-peer
overlaynetworks.ThesecondarybrocadelayerusesTapestryloca-
tion to directmessagesto thesupernodenearestto theirdestination.
Simulationsshow thattakingshortcutsacrossbrocadesignificantly
improvesroutingperformanceandreducesbandwidthconsumption
for a largeportionof thepoint to pointpathsin awide-areaoverlay.
We believe brocadeis an interestingenhancementthat leverages
network knowledgefor enhancedroutingperformance.
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