Brocade: Landmark Routing on Overlay Networks

Ben Y. Zhao, Yitao Duan, Ling Huang
Anthony D. Joseph, and John D. Kubiatowicz
Computer Science Division
University of California, Berkeley

{ravenben, duan, hlion, adj,

1 Introduction

Existing peerto-peeroverlayinfrastructuresuchasTapestry[12],
Chord[9], Pastry[7] and CAN [4] demonstratedhe benefitsof
scalablewide-aredookupservicedor InternetapplicationsThese
architecturesnale useof name-basetbutingto routerequestgor
objectsor files to a nearbyreplica. Applicationsbuilt on suchsys-
tems|[2, 3, 8], dependon reliable and fast messageouting to a
destinatiomode,givensomeuniqueidentifier.

Dueto thetheoreticabpproachiakenin thesesystemshowever,
they assuméhatmostnodesin the systemareuniformin resources
suchasnetwork bandwidthandstorage. This resultsin messages
beingroutedon the overlay with minimum consideratiorio actual
network topologyanddifferencebetweemoderesources.

In Brocade, we proposea secondaryverlayto belayeredontop
of thesesystemsthat exploits knowvledge of underlyingnetwork
characteristics The secondaryoverlay builds a locationlayer be-
tween“supernodes, nodesthat are situatednearnetwork access
points, such as gatevays to administratve domains. By associ-
ating local nodeswith their nearby“supernodé, messagesacross
the wide-areacantake advantageof the highly connectedetwork
infrastructurebetweenthesesupernodeso shortcutacrossdistant
network domains,greatlyimprove point-to-pointrouting distance
andreducingoverall network bandwidthusage.

In this paperwe presentheinitial architectureof abrocadesec-
ondaryoverlay on top of a Tapestrynetwork, and demonstratéts
potentialperformancéenefitsby simulation.Section2 briefly de-
scribesTapestryrouting andlocation, Section3 describeghe de-
signof a TapestrybrocadeandSection4 presenpreliminarysim-
ulation results. Finally, we discussrelatedand future work and
concludein Section5.

2 Tapestry Routing and L ocation

Our architecturdeveragesTapestry an overlay locationandrout-
ing layerpresentedby Zhao,Kubiatavicz andJosephin [12]. The
Tapestrylocation and routing infrastructureis one of several re-
centprojectsexploring the value of wide-areadecentralizedoca-
tion serviced4, 7,9]. It allows messagew locateobjectsandroute
to themacrossan arbitrarily-sizednetwork, while usinga routing
mapwith sizelogarithmicto the network namespacat eachhop.
We presentherea brief overview of the relevant characteristicof
Tapestry A detaileddiscussionof Tapestryalgorithms,its fault-
tolerantmechanismandsimulationresultscanbe foundin [12].
EachTapestrynodeor machinecantake on the rolesof server
(whereobjectsare stored),router (which forward messagesjynd
client (originsof requests)Also, objectsandnodeshave namesn-
dependentf their locationandsemantigpropertiesjn the form of
randomfixed-lengthbit-sequencesepresentethy a commonbase
(e.g.,40Hex digitsrepresenting 60bits). Thesystemassumegn-
triesareroughlyevenly distributedin bothnodeandobjectnames-
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paceswhichcanbeachiezedby usingtheoutputof secureone-way
hashingalgorithms,suchasSHA-1[6].

2.1 Routing Layer

Tapestryuseslocal routing mapsat eachnode, called neighbor
maps, to incrementallyroute overlay messageso the destination
ID digit by digit (e.g.,***8 — **98 —> *598 —> 4598
where*' srepresenwildcards).This approachs similar to longest
prefixroutingin the CIDR IP addressllocationarchitecturd5]. A
nodeN hasaneighbormapwith multiple levels,whereeachlevel
representamatchingsufix upto adigit positionin theID. A given
level of the neighbormapcontainsa numberof entriesequalto the
baseof the ID, wheretheith entry in the jth level is the ID and
location of the closestnodewhich endsin “i"+suffix(NV, j — 1).
For example,the 9th entry of the 4th level for node325AE is the
nodeclosesto 325AE in network distancewhich endsin 95AE.
Whenrouting,thenth hopsharesasufix of atleastiengthn with
thedestinatiorlD. To find the next router we look atits (n + 1)th
level map, andlook up the entry matchingthe value of the next
digit in the destinationlD. Assumingconsistentneighbormaps,
this routing methodguaranteeshat ary existing unique nodein
the systemwill befoundwithin at mostLog, N logical hops,in a
systemwith an IV sizenamespacasingIDs of baseb. Sinceevery
neighbormaplevel assumeshatthe precedingdigits all matchthe
currentnodes suffix, it only needgo keepa smallconstansize(b)
entriesat eachroute level, yielding a neighbormap of fixed size
b- Logy N. Figurel shavs anexampleof hashed-stifx routing.

2.2 DataLlocation

Tapestryemploys this infrastructurefor datalocation. Eachobject
is associatedvith one or more Tapestry location roots througha
distributed deterministicmappingfunction. To adwertiseor pub-
lish an objectO, the sener S storing the objectsendsa publish
messagéoward the Tapestrylocationroot for thatobject. At each
hopalongtheway, the publishmessagstoredocationinformation
in the form of a mapping<Object-ID(O), SenerID(S)>. Note
thatthesemappingsaresimply pointersto thesener S whereQ is
being stored,andnot a copy of the objectitself. Wheremultiple
objectsexist, eachsener maintaininga replicapublishesits copy.
A nodeN thatkeepdocationmappinggor multiple replicaskeeps
themsortedin orderof distancerom V.

Duringalocationquery clientssendmessagedirectlyto objects
via Tapestry A messagelestinedfor O is initially routedtowards
O’s root from the client. At eachhop, if the messagencounters
a nodethat containsthe location mappingfor O, it is redirected
to the sener containingthe object. Otherwise the messagés for-
ward onestepcloserto theroot. If the messageeacheghe root,
it is guaranteedo find a mappingfor the locationof O. Note that
the hierarchicalnatureof Tapestryrouting meansat eachhop to-
wardsthe root, the numberof nodessatisfyingthe next hop con-
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Figure 1. Tapestry routing example. Path taken by a message
from node 0325 for node 4598 in Tapestry using hexadecimal
digits of length 4 (65536 nodes in namespace).
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straintdecreaseby a factorequalto the identifier base(e.g. octal

or hexadecimal)usedin Tapestry For nearbyobjectsclientsearch
messageguickly intersectthe pathtaken by publishmessagesege-

sultingin quick searclresultsthatexploit locality. Theseandother
propertiesareanalyzecanddiscussedn moredetailin [12].

3 Brocade Base Architecture

In thissectionwe presentheoverall designfor thebrocadeoverlay
proposal,and definethe designspacefor a singleinstanceof the
brocadeoverlay We furtherclarify the designissuesby presenting
algorithmsfor aninstanceof a Tapestryon Tapestrybrocade.

To improve point to point routing performanceon anoverlay, a
brocadesystemdefinesa secondaryverlay on top of the existing
infrastructureandprovidesa shortcutroutingalgorithmto quickly
routeto thelocal network of the destinatiommode. This is achieved
by finding nodeswhich have high bandwidthand fast accesso
thewide-areanetwork, andtunnellingmessagethroughanoverlay
composedf these'supernodes.

In overlay routing structuressuchas Tapestry[12], Pastry[7],
Chord [9] and Content-Addressabldletworks [4], messagesire
oftenroutedacrosamultiple autonomousystemgAS) andadmin-
istrative domainsbeforereachingts destination Eachoverlayhop
often incurslong latenciesacrossmultiples AS’s and multiple 1P
hopsinsidea singlenetwork domain,while consumingoandwidth.
To minimize both lateny and network hopsand reducenetwork
traffic for a given messagebrocadeattemptso determinethe net-
work domainof the destinationandroutedirectly to thatdomain.
A “supernode’actsasalandmarkfor eachnetwork domain.Mes-
sagesisethemasendpointof atunnelthroughthesecondarpver-
lay, wheremessagesvould emege nearthe local network of the
destinatiomode.

Beforewe examinethe performancédenefitswe addresseveral
issuesnecessaryn constructingand utilizing a brocadeoverlay
We first discussthe constructiorof a brocade:how aresupernodes
chosenandhow is the associatiorbetweena nodeandits nearby
supernodenaintainedVe thenaddressssuesn brocaderouting:
whenandhowv messagefind supernodesgandhow they arerouted
onthesecondaryverlay

3.1 Brocade Construction

The key to brocaderouting is the tunnellingof messagethrough
thewide areabetweerlandmarknodeqsupernodes)Theselection
criteria are that supernodesave significantprocessingpower (in

orderto route large amountsof overlay traffic), minimal number
of IP hopsto thewide-areanetwork, andhigh bandwidthoutgoing
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Figure 2: Example of Supernode Organization

links. Giventheserequirementsgatavay routersor machineslose
to themareattractve candidatesTheactualdecisionon deplog/ing
supernodesanbeinfluencedby network administratiorpolicy.

Givenaselectiorof supernodesye facetheissueof determining
one-way mappingsbetweersupernodeandnormaltapestrynodes
for whichthey actaslandmarksn Brocaderouting. Onepossibility
is to exploit the natural hierarchicalnatureof network domains.
Eachnetwork gatevay in a domainhierarchycanactasabrocade
routing landmarkfor all nodesin its subdomaimot coveredby a
morelocal subdomairgatevay. We referto the collectionof these
overlay nodesasthe supernode cover set. An exampleof this
mappinds shavn in Figure2. Supernodekeepup-to-datenember
lists of their cover sets,which are usedin the routing processas
describedelow.

A secondaryverlaycanthenbeconstructean supernodesSu-
pernodesanhave independenhamesn the brocadeoverlay, with
consideratiorio the overlay design,e.g. Tapestrjlocationrequires
nameso be evenly distributedin thenamespace.

3.2 Brocade Routing

Herewe describemechanismsequiredfor a Tapestry-basebro-
cade,and how they work togetherto improve long rangerouting
performance.Given the compl«ity andlateng involved in rout-
ing throughan additionaloverlay, threekey issuesare: how are
messageftiltered so thatonly long distancemessagearedirected
throughthe brocadeoverlay, how messagegind alocal supernode
asentryto thebrocaderandhow a messagéndsthelandmarksu-
pernodeclosesto themessageestinationin thesecondargverlay

3.2.1 Sdective Utilization

The useof a secondanoverlay incursa non-ngligible amountof
lateng overheadn therouting. Oncea messageeaches supern-
ode,it mustsearcHor thesupernod@earesto thedestinatiomode
beforeroutingto thatdomainandresumingTapestryroutingto the
destination. Consequentlyonly messageshat route outsidethe
reachof thelocal supernoddenefitfrom brocaderouting.

We proposea haive solutionby having eachsupernodenaintain
alisting of all Tapestrynodesin its cover set. We expectthe node
list at supernodeto besmall,with amaximumsizeontheorderof
tensof thousand®ef entries.Whena messageeaches supernode,
the supernodecando an efficient lookup (via hashtable}o deter
mine whetherthe messagés destinedfor alocal node,or whether
brocaderoutingwould be useful. To reducemessagéraffic at su-
pernodesye expectnormal Tapestrynodesto maintaina “cache”
of proximity measuref previously contacteddestinationsanduse
it to determinewhetherforwardingto thelocal supernodéor Bro-
caderoutingis worthwhile.



3.2.2 Finding Supernodes

For a messagdo take advantageof brocaderouting, it mustbe
routedto asupernod®nits way to its destination How this occurs
playsa large partin how efficient the resultingbrocaderouteis.
Thereare several possibleapproachesWe discussthreepossible
optionshere,andevaluatetheir relative performancen Section4.

Naive A naive approachis to make brocadetunnelling an op-
tional partof routing,andconsideiit only whenamessageeaches
asupernodaspartof normalrouting. The advantages simplicity.
Normalnodesneedto do nothingto take advantageof supernodes
in the overlay infrastructure. The disadwantageis thatit severely
limits the setof supernodea messageanreach.As aresult,mes-
sagescantraverseseveral overlay hopsbeforeencounteringa su-
pernodereducingthe effectivenessf the brocadeoverlay.

I P-snooping In an alternateapproachsupernodesan“snoop”
on IP pacletsto determineif they are Tapestrymessageslf so,
supernodesan parsethe messagdeaderandusethe destination
ID to determineif brocaderouting shouldbe used. The intuition
is thatbecausesupernodesre situatednearthe edgeof local net-
works, ary Tapestrymessagelestinedfor an external destination
will likely crossits path. This also hasthe advantagethat the
sourcenodesendinghe messag@eednot know aboutthebrocade
supernode#n the infrastructure. The disadwantageis difficulty in
implementationandpossibldimitationsimposedon regulartraffic
routingby heademprocessing.

Directed A final solutionis to requireoverlay nodesto remem-
berthelocationof theirlocal supernodeThis informationcaneas-
ily be passedalongasthe nodeis insertedinto the overlay. This
statecanbe maintaineceasilyby soft-stateprotocols suchasa pe-
riodic beacorfrom thelocal supernodeo its cover set. Nodescan
usealocal cacheto remembegapproximatealistanceso nodeshey
have sentmessageso before,and usethis informationto decide
whethera messagés destinedfor alocal node. If so, it routesthe
messageaormally Otherwiseit sendsthe messagalirectly to its
supernoddor processing.This is a proactve approactthat takes
full advantageof ary potentialperformancdenefitorocadeouting
canoffer. It does,however, requiresomefault-tolerantmechanism
to inform local nodesof areplacemenshoulda supernodéail.

3.2.3 Landmark Routing on Brocade

Onceamessagelestinedor adistantnodearrivesat somesupern-
odenearthesenderbrocadeneedgo determinghesupernodelos-
estto the messagelestinatiomode. This canbe doneby organiz-
ing the brocadeoverlay asa Tapestrylocationinfrastructure. As
describedn Section2.2 and[12], Tapestrylocationallows nodes
to efficiently locate objectsgiven their IDs. Recallthat eachsu-
pernodekeepsalist of all overlaynodesinsideits cover set.In the
brocadeoverlay, eachsupernodeadwertisesthe IDs on this list as
IDs of objectsit “stores’ Whena supernoderiesto routean out-
goinginterdomairmessaget usesTapestrnyto searchfor anobject
with anID identicalto the messagelestinationiD. By locatingthe
objectonthebrocaddayer, asupernodéasfoundthelocal supern-
odeof the messagelestinationandforwardsthe messagelirectly
to thatsupernodeThe destinatiorsupernodeeceivesthe message
andinitiatesnormaloverlayroutingto thedestination.

Notethesediscussionsnake theimplicit assumptiorthatrouting
betweendomainstakes significantly moretime comparedo rout-
ing betweennodesin a local domain. This, in combinationwith
thedistanceconstraintsn Tapestryallows usto asserthatintrado-
main messagewill rarely, if ever, be routedoutsidethe domain.
This is becausehe destinationnodewill almostalways offer the
closestnodewith its own ID. This alsomeanghatoncea message
arrivesatthedestinatiors supernodei is likely to quickly routeto
thedestinatiomode.
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Figure 3: Hop-based RDP

4 Evaluation of Base Design

In this section,we presentinitial simulationresultsshaving the
routingperformancémprovementpossiblewith theuseof brocade
overlays. In particular we simulatethe effect brocaderouting has
on point to point routing lateny and bandwidthusage. For our
experimentswe implementeda two layer brocadesysteminsidea
paclet-level simulatorthat usedTapestryasboth the primary and
secondaryverlay structuresThe paclet level simulatormeasured
the progressiorof singleeventsacrossa large network without re-
gardto network effectssuchascongestioror retransmission.

To drive our experimentswe usedthe GT-ITM [11] transitstub
topology generatotto generatenetworks of 5000 nodes. We con-
structedTapestrynetworks of size 4096, and marked 16 transit
stubsasbrocadesupernodesiethenmeasuredheperformancef
pair-wise communicatiorpathsusingoriginal Tapestryandseveral
brocadealgorithms. We experimentedwith all threebrocadeal-
gorithmsfor finding supernode¢Section3.2.2). We includefour
total algorithms: 1. original Tapestry 2. naie brocade,3. IP-
snoopingorocade4. directedbrocade For brocadealgorithmswe
assumehesendeknowns whetherthedestinatiomodeis local, and
only usesbrocadeor interdomairnrouting.

We useasour key metric a modifiedversionof Relatve Delay
Penalty(RDP)([1]). OurmodifiedRDPattemptgo accounfor the
processingf anoverlay messageip anddown the protocolstack
by adding1 hop unit to eachoverlay nodetraversed. Eachdata
point is generatedby averagingthe routing performanceon 100
randomlychoserpathsof a certaindistance.ln the RDP measure-
ments,the senders knowledge of whetherthe destinationis local
explainsthe low RDP valuesfor shortdistancesandthe spike in
RDP aroundthe averagesizeof transitstubdomains.

We measuredhe hop RDP of the four routing algorithms. For
eachpair of communicatiorendpointsA andB, hopRDPis aratio
of # of hopstraversedusing brocadeto the shortesthop distance
betweenA andB. As we canseefrom Figure 3, all brocadealgo-
rithms improve uponthe original Tapestrypoint to point routing.
As expected,naive brocadeoffers minimal improvement. Mean-
while, IP snoopingimprovesthe hop RDP substantiallywhile di-
rectedbrocadeprovidesthe mostsignificantimprovementin rout-
ing performance.For pathsof moderateto long lengths,directed
brocadereduceshe routing overheadby more than 50% to near
optimallevels (countingprocessindime). The smallspike in RDP
for IP snoopinganddirectedbrocadés dueto the Tapestrylocation
overheadn finding landmarksfor destinationsn nearbydomains.

Figure3 makesa simpleassumptiorthatall physicallinks have
the samelateng. To accountfor the fact that interdomainroutes
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Figure5: Aggregate bandwidth used per message

have higherlateng, Figure 4 shavs an RDP whereeachinterdo-
mainhop countsas3 hopunitsof lateng. We seethatIP snooping
and directedbrocadestill shav the drasticimprovementin RDP
found in the simplistic topology results. We note that the spike

in RDP experiencedy IP snoopinganddirectedbrocadeis exac-
erbatedby the effect of higherrouting time in interdomaintraffic

making Tapestrylocation more expensve. We also ran this test
on several transitstubtopologieswith randomizedatenciesdirect
from GT-ITM, with similar results.

Finally, we examinethe effect of brocadeon reducingoverall
network traffic, by measuringthe aggreyate bandwidthtaken per
messagelelivery, usingunits of (sizeof(Msg)* hops). Theresult
in Figure5 shaws that IP snoopingbrocadeanddirectedbrocade
dramaticallyreducebandwidthusagepermessagelelivery. Thisis
expected sincebrocadeforwardsmessagedirectly to the destina-
tion domain,andreducesnessagéorwardingon thewide-area.

While certaindecisionsin our designare Tapestryspecific,we
believe similar designdecisionscanbe madefor otheroverlay net-
works[7, 4, 9], andtheseresultsshouldapply to brocaderouting
onthosenetworksaswell.

5 Reéated Work and Status

In relatedwork, the Cooperatie File System[2] leveragesnodes
with more resourcesby allowing themto host additionalvirtual
nodesin the systemgachrepresentingnequantumof resourcen
storagecomputationapower andnetwork bandwidth. This quan-

tificationis directedmostly at storagerequirementsand CFSdoes
not proposea mechanisnfor exploiting network topologyknowl-
edge.Ourwork is alsopartially inspiredby the work on landmark
routing [10], wherepacletsaredirectedto a nodein the landmark
hierarchyclosesto thedestinatiorbeforelocal routing. Finally, we
arenotcurrentlyawareof ary work on building secondarpverlays
on peerto-peerinfrastructures.

While we presentherea namingand routing architecturewith
designdecisionsbasedon a Tapestryoverlay, the brocadeover
lay architecturecanbe generalizedn top of ary peerto-peemet-
work infrastructure.In particular the presentedrchitecturevorks
without changeon the Pastry [7] network. We are currently ex-
ploring brocadesn top of Content-addressabietworks [4] and
Chord[9], and also designinga brocadefor integration into the
OceanStorg3] wide-areastoragesystem. The brocadedesignis
alsowork in progress.In orderto get more usefulsimulationre-
sults,we aregeneratingnorerealistictransitstubtopologies,and
examiningmorecloselythe effect of longerinterdomainrouteson
brocadeperformance. Finally, we are trying to reducethe high
overheadof Tapestrylocation on the brocadesupernoddevel by
experimentingwith more efficient mechanismgor locating land-
mark nodes.[Note to reviewer: we arecompletingmore compre-
hensve measurement®r the final paper andexperimentingwith
bloomfilters asalower-overheadalternatve on the brocaddayer]

In conclusion,we have proposedhe useof a secondaryover
lay network on a collectionof well-connectedsupernodes,in or-
derto improve point to point routing performanceon peerto-peer
overlaynetworks. ThesecondarnprocaddayerusesTapestryjloca-
tion to directmessaget thesupernod@earesto theirdestination.
Simulationsshaw thattakingshortcutsacrossorocadesignificantly
improvesroutingperformancendreducedandwidthconsumption
for alargeportionof the pointto pointpathsin awide-areaverlay.
We believe brocadeis an interestingenhancementhat leverages
network knowledgefor enhancedouting performance.
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