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Abstract across geographically-distributed vantage points to tooni
network traffic. These “local” IDS views need to be continu-
There has been growing interest in large-scale distribotedi-  ously fused at a central Network Operations Center (NOC) to
toring systems, such as Dynamic Denial of Service attackodet engple timely detection and warning for abnormal actigitie
tors and sensornet-based environmental monitors. Reaehthas As another example, ISP and enterprise NOCs employ dis-

posited that these infrastructures lack a critical compgrmeamely tributed monitoring to continuously track the health ofithe
adistributed-triggering mechanisihat fires when an aggregate of .

remote-site behavior exceeds some threshold. For secersisos, infrastructure, identify element failures, and then traok

the trigger conditions of interest are naturalymulative they con- P€rformance of their failure recovery procedures; theyp als
tinuously monitor the accumulation of threshold infranto(e.g., MonNItor Ipad levels for hot spots as a part Of capacity plan-
resource overuse) over time. ning. Wireless sensornets for habitat, environmental, and

In this paper, we develop a novel framework and communinatio h€alth monitoring also continuously monitor and_ correlat_e
efficient protocols to support distributed cumulative gegs. In  sensor measurements for trend analysis, detecting moving
sharp contrast to earlier work focusing on instantaneoolsitions, —objects, intrusions, or other adverse events.
we mtrodgce_ ageneral mod_el of_thre_shold conc_imons_thabm us We can abstract two key aspects of such large-scale moni-
tq tra(I:k distributed cumulatl\l/e VIO?IIOI’IS o;t_er_tlmle wimgoof any toring systems. First, monitoringé®ntinuousthat is, to en-
size. In our system, a central coordinator e .|C|ent.ytsaa:§gregate sure timely response to potentially serious problems, veelne
time-series data at remote sites by adaptively informirg dites . )

real-time trackingof measurements or events, not merely

how to locally filter their data and when to ship new inforroati h di - S d L
Our proposed algorithmic framework allows us to: (1) previghar- one-shot responses to sporadic queries. Second, mogitorin

antees on the coordinator’s triggering accuracy: (2) flgxtitadeoft is in_herentlydistributed that is, local data streams (e.g., IP
communication overhead versus accuracy; and, (3) develema traffic measurements) observed across severabte mon-

alytic solution for computing local filtering parametersur@vork  itor sitesneed to be fused and/or correlated atomrdina-
is the first to solve the problem of communication-efficierdmin  tor site to allow tracking of interesting phenomena over a
toring for distributed cumulative trigger conditions ugiprincipled  global data stream. For instance, consider a collection of
solutions with accuracy guarantees. We evaluate our syssémy  compromised hosts within an enterprise network launching
time-series data generated from SNORT logs on PlanetLabsnody Distributed DoS (DDoS) attack to an outside destination
and ge”:jonsérate_ that Oh‘?{ m_eth?ds y|e|d|5|gn|r?ca_nt Cﬁ_mr‘:;_m address. In many cases, tracking the traffic level at each
overhead reductions while simultaneously achieving ection i dividual host may not raise any serious alarms (e.g., in-
accuracy, even for highly variable data streams. . . .
telligent botnets prevent compromised machines from trans
mitting at their maximum level to evade detection). On the
1 Introduction other hand, a monitoring sys_tem trac!qng thggregateof .
the compromised host behaviors, can indeed reveal alarming

Distributed monitoring systemaggregate and present in_Ievels of outgoing traffic to the destination. In a similainje

formation describing the status and performance of lar khinaet al. [_18] Propose anomaly-detect_ion me_thods that
distributed systems (e.g., server clusters and largenater .rack the top eigenvalues of the global traffic matrix by mon-

Service Provider (ISP) and enterprise networks). Remo'llé)ring gll the Iin}(-load levels in large IP .networks. In b_Ot
monitor sites are typically deployed throughout the networ>C€Naros, track_mg_ the_ aggregate be_hawor overa ph_wslcal
(both at the network edge and inside the internal imcr(,iéjjstrlbuted monitoring infrastructure is much more reirggl

tructure) and, thus, their data streams present informatidan tracking the local behavior of individual network ele-

from multiple vantage points. The ensemble of these moffents or hosts.

itors leads to the creation of numerous, large, and widelfzommunication-efficient distributed monitoring. The dis-
distributed time-series data streams that are continyoustibuted nature of monitor sites also typically implies im-
monitored and analyzed for a variety of purposes. Exanportantcommunication constraintswing to either network
ple applications abound. Consider, for instance, a networkverhead restrictions (e.g., large volumes of distribufd
wide anomaly detection system. In a typical enterprise natonitoring traffic) or power limitations (e.g., sensor kajt
work, many Intrusion Detection Systems (IDSs) are deploydife), For instance, large enterprise networks typicalhyrot



overprovision their interconnections to remote office ssite ume of traffic to the victim is not large enough to raise any
yielding severe communication restrictions for their ente alarm signals; capturing the persistence of the aggregsite t
prise IDS systems, as such systems typically generate enfic-over time is key to detecting the attack. Another example
mous amounts of data that is pulled to a central NOC fawhere temporally-persistent violations can play an imgairt
further analysis by so-called “correlation engines” [1tth role is that of‘burstable billing” policies employed by ISPs
look for patterns across the logs of different machineshSudor large enterprise network customers with multiple carine
background management traffic coupled with regular intetions to the ISP’s network. Typically, these customers are
office traffic can easily saturate inter-site links. Furthere, allowed to use up to a certain amount of bandwidth across alll
even though ISPs today typically overprovision their backhe links per month for a fixed fee, with additional charges if
bone networks, emerging continuous monitoring applicegtio the allotted bandwidth is exceeded. Given the transierstjpur
may require much finer time and/or data granularities, yieldhature of traffic, charging customers literally for eachess

ing significant measurement traffic volumes, even by ISByte over their bandwidth allotment is too restrictive e,
standards. For example, typical SNMP monitors today co& much more flexible and intuitive billing policy is to assess
lect simple link statistics once every five minutes; howgeveextra charges only for bandwidth overuse that persists over
for real-time anomaly detection, finer time scales are ofteime or exceeds the contracted allotment by a truly excessiv
necessary. As our implementation numbers show, simply c@mount.

lecting header information for each new TCP connection over The above scenarios clearly argue for a novel classief

400 PlanetLab nodes produces a continuous continuous d@i@ativetriggers, where the threshold condition is defined in
stream of aboutOMbps at the collection site. And, of COUrse,iarms of the accumulated excemea of the aggregate sig-

in any realistic Iarge-s_cgle monitpring setting_, thereld_(ble nal over time: (bytes< time) or (number of connections
tens or hundreds of distinct continuous queries running COfime). Abstractly, a cumulative trigger condition shoulefi

currently over the network infrastructure. The above Seengyhen the excess area of the observed aggregate signal over a
ios clearly illustrate the need for intelligeltommunication- time windowof any size exceeds the pre-specified cumula-

efficient distributed monitoringgither to limit the burden on e threshold. Such cumulative triggering conditionsant

the underlying production network or to simply avoid overyy,ce 4 new class of distributed monitoring problems that can

Whe!ming the centralized coordinator. Naivg solutiong thahot be captured using existisg-trigger mechanisms based
continuously “push” the local data streams directly to & colyp, instantaneous sums of local values [16, 17]. In a nutshell

lection site simply will not scale to large distributed $/86.  {he gccumulation of signal area can take a place over a time

window of arbitrary size (not known a priori), whose bound-

Cumulatiye triggers. Seve.re}l recent research propo;als SuQa'ry is defined based on the whole history of the aggregate
gest architectures for efficient large-scale momtormg—sysignal (e.g., with periods of underutilization compensgti

ge_rrt\s_b[fi, g,t 14|’ f::']t Thgltr vision ﬁrtlcutlates t?e_tni(;jt fo{or periods of overuse). This cumulative threshold cooditi
Istributed toals that monitor overall System activity. cannot be expressed in terms of an instantaneous problem.
recent work [16, 17] argues convincingly that a critical com

ponent missing from such architectures is that of a flexibl®ur Contributions. In this paper, we introduce and formal-
distributed triggeringmechanism, that can efficiently detectize the concept oflistributed cumulative triggersand pro-
when a global condition across a set of distributed machinesse a novel algorithmic framework for the communication-
exceeds acceptable levels. These early efforts have focusdficient tracking of such global triggering conditions in a
solely oninstantaneousggregate trigger conditions, wherenetworked environment. Our proposed solution is built by
the goal is to fire the trigger as soon as the aggregate (tygembining in-network processing ideas [5, 8] with new in-
ically, SuM) of the up-to-date local observations (e.g., sitsights based ogueueing theory Briefly, the monitors and
CPU utilizations or messages to a given destination) exxceecbordinator are each assigned an amourglatkthat care-

a pre-specified threshold. While such instantaneous trifully controls the discrepancy in the views of the data avail
gers are undoubtedly a useful tool for several applicaticable at the coordinator and the remote monitors. One of our
scenarios, they also have some important limitations whéey insights is that this slack can be viewed as analogous to
it comes to monitoring distributed phenomena that are irqueue sizesBy sizing a set of distributed queues correctly,
herentlybursty, such as network traffic. Fixing appropriatewe can use them to determine when monitors should update
instantaneous threshold conditions (e.g., for anomalgadet the coordinator, and when the coordinator should fire a cumu-
tion) in such settings can be very difficult, and easily leathtive trigger. These queue sizes affect the resulting arhou
to numerous false positives/negatives: Exceeding a thresif communication overhead as well as the resulting false-
old for a short period of time could very well be allowed asalarm and missed-detection (i.e., false negative) ratesd&V
natural bursty behavior; on the other hand, even violation&lop an analytical solution for determining the queuessize
that are small in magnitude could be harmful or malicioubased on user-supplied target error rates for false alamohs a
if they are allowed topersist over time For instance, in missed detections. In this manner, the user can effectively
our DDoS example, a clever attacker could try to “fly undecontrol the tradeoff between communication overhead and
the radar” by ensuring that the instantaneous aggregate valarm detection accuracy. To the best of our knowledge, our



work is the first to address the problem of communication-
efficient tracking for distributed cumulative trigger cand
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tions. We believe that, through the introduction of cumiuéat , .
triggers, and the incorporation of new analytical and atber ey W

mic insights from queueing theory for guaranteed-accuracy
monitoring, our approach significantly broadens the scdpe o
earlier distributed triggering and query-tracking progies

A thorough experimental evaluation over real-life dis-
tributed data streams collected from PlanetLab IDS mosiitor
demonstrates that our schemes can easily guarantee target a
curacy levels of around 98% while typically sending lessitha
20% of the original time-series data (i.e., a communication
reduction of over 80%).

Prior Work. Database research on continuous distributed
query processing has considered similar environments [2, 5
8, 15, 19]; however, the focus is on the accurate estimation Figure 1:The system setup.
of the aggregate signal itself rather than catching a caimstr

V|0I_at|on._ The_database community h"_"s also explored cegy, i software on an end host or firewall, or a software
tralized triggering mechanisms [11, 25]; however, the gdal odule embedded in a router. Each monitor continuously
minimizing communication overhead in widely distributec{)nrooluces time series signalg(t) on the variable(s) or con-

enwronmenlts |ntr§)]cduceshnev;/] L}gallenges. l‘llﬁ”al' ,[16]' dition(s) selected for monitoring. A monitor’s output ca@ b
prop(t)se”usdm? utn_| o;m : resho tﬁ aCLOSI’S a Il”r;pmgors_,t a%ry general, for example, it can be any subset, or any com-
eventually detect instantan€ous thresnold VIOIaUON’ML ;i ~iiqn of: number of SYN requests per second, number of

?IVITg anylguarziqteiebs ondthe S|tzhe OT thef\/tlr?lat|_()rl1;t!nmc31rbNS transactions per hour, volume of traffic per minute at
rast, we place strict bounds on the size ot the violalio ort 80, and so on. These time series signals are sent to coor-

our schemes seek to enforce within specified error rates. D inator X which acts as an aggregation and detection point.

tmhan and If?az [?[] gropose_algolrlthn}s for ddettt_el;:tltn%wheth%rhe purpose of the coordinator is to track conditions across
€ sum ot a Set of numeric values from distributed SOUrCez 1, 5 yitors and to fire a trigger whenever some limitation

erceedsta ?Sigsﬂppl'e? th:jetshho!d vtalute. More {Ecenr':tyl, dK n the aggregate behavior of a subset of nodes is violated.
alapuraet al. [17], formalized the instantaneous thresholde general, such a coordinator can aggregate and correlate

counting probllem anq gave static qnd adaptive algorithens, fhe incoming time series signals using any typical aggrega-
well as a detailed optimality analysis. Our approach goes fution function (such asUM, AVG, MIN, MAX, etc.) or more

th‘?f by _prowdlng pqth a firm detection guaran_t_ee for CumLlfomplex correlation functions (such as the top eigenvalues
lative trigger conditions, as well as the flexibility for use of the global measurements matrix [18]). We focus primar-
to trade off communication overhead with detection accql-y on simple linear aggregators, usiSgM as our main ex-

racy. Recent progress in distributed monitoring, profilin%mple_ We should stress, however, that our system is gen-

and intrusion detection [18, 20, 26, 27] aims to share inforéral and can be extended to accommodate domain-specific

mation and foster collaboration between widely d'Str'IdUteknowledge; furthermore, simpBuM aggregates can actually

monitoring boxes to offer w_nprovements over |sola'ged_syse- able more sophisticated distributed detection tooldjsas
tems. These systems provide other examples of dIStI’IbUt8 ssed in [13]

monitoring systems for which our triggering tools would be
useful.

All communication happens only between monitoring
- ) ) nodes and the coordinator, and no communication happens

Organization. The rest of the paper is organized as folzmoeng monitoring nodes. If all the monitors sent their time

Iows:. we define the problem and evaluation metrics in Sec. 2eries signals continuously (and there were no delay and no

we discuss our approach in Sec. 3; we present solutions gks in the network), then the coordinator would have pérfec

varying-window triggers in Secs. 4; we evaluate the aproagnowledge of the signals.€., global state) and would fire the

in Sec. 5; we discuss deploymentissues and triggering ext§Agger accurately. By “accurately” we mean that the coordi

sions in Sec. 6; finally, we conclude in Sec. 7. nator can make two kinds of mistakes when it has imperfect
knowledge: either a violation among monitors occurs and the
2 System Model and Problem Statement coordinator fails to catch it (we call thisraissed detectign

or no violation occurs yet the coordinator thinks that ong ha
As shown in Fig. 1, the distributed triggering system cassis (called afalse alarn). Clearly, continuously sending all the
of a set of widely distributed monitoring nodes , mo, ..., Monitored signals is extremely costly in terms of communi-
m,, and a coordinator nod&. The concept of monitor in cation overhead and can overwhelm the coordinator.
our setting is very general. It can be a monitoring sensor, Our intent here is to enable the coordinator to fire its trig-



gers with high accuracy while using as litle communication xxxexxxxxxxx"
as possible. We make use of three avenues for reducing over- e T
head: (1) when the time series itself does not change “much,”

no updates are sent to the coordinator since the most recent
information sent is still valid; (2) we focus on the accuracy

of firing the trigger and not on estimating the aggregate time
series signal; and, (3) we leverage the coordinator’s globa
view by letting it inform each monitor the level of accuracy
that it must report. To simplify the exposition, our discus- 1
sion assumes that communication with the coordinator are !
instantaneous. In the case of non-trivial delays in the unde :
lying network, techniques based on time-stamping and mes- :
sage serialization can be employed to ensure correctress, a L
in [19]. 0 4

Sum

Figure 2:Cumulative violations.

2.1 Types of Threshold Conditions

Let C denote the distributed trigger threshold. Our goal jgme mstz_;\ntt. An easy generahzatlon of the mstantaneous
to track the trigger conditioapproximatelyto within a spec- case aref!ged-wmdow trlggerswhgre the goal IS to o!etect
ified error tolerancee, and our tracking algorithms exploit the copdmonV(t,_T) > € qt any tlmet,_for a given, f|.x.ed

this error tolerance to minimize communication costs. &ind'M€ wmdov_w. (Sincer is f'er’ such triggering conditions

we are dealing with continuous time series of measurement&" be easily reduc_ed to the instantaneous case, at least for
the notion of exceeding a threshold is intimately related ta'mp'? aggregates liksu.) ) ) )

the length of time over which a violation may occur. Our fo- While undoubtedly useful in several settings, instanta-

cus in this paper is on a new class of persistenmulative N€OUS and fixed-window triggers are inherently limited when
threshold violations. it comes to signals where transient bursty behavior is the
norm, such as IP network traffic. Depending on the threshold
1o canture temoorallv-persistent bhenomena. a violation Cvalue, an instantaneous trigger may easily over-reacttto na
be d F; di tp {‘{Jh pl i f ' fth ral, transient phenomena which are very common in practice.
€ detined n terms ot the accumuiation ot exaERotINe vy fiyed-window triggers, choosing the right window size

underlying signal over windows oftime. The coordlnatorcar} can be problematic for several reasons. If we use a small

achieve this by computing a violation penalty that accrues (short window), and the violation lasts for a long time but

Ever time, and f|r_es thg tr_|gger cqn((jjl'uon Y:r:]etr'] the F’er?a" small in magnitude, the system is likely to miss it alto-
ecomes excessive. During a window with (time-varying ether. For example, in Fig. 2, the persistent (but small) vi

slzer = .T(t)’ t_he penalty at time accrued over the interval olation occurring in time slot$§l0, 20] could go undetected
[t — 7,¢] is defined to be with a window size ofr = 5 because the penalty (over any
t n 5 time slots) may never grow to exceed If, on the other
V(t, )= maX{O,/ Zn(w)dw —C-7} hand, the violation were short in duration but large in mag-
t=7 21 nitude, the system would miss it if a large(long window)

is used. In our example figure, a short but large violation

(We maximize this term with zero to keep the penalty nonsceyrs during the time period, 6]. With a window of size
negative.) Our cumulative triggering mechanism does not dg time units, this violation is likely to get averaged out be-
pend on any fixed window sizg instead, a cumulative trig- cayse the positive penalty in peript 6] is canceled out by
ger fires at time if penalty V (¢, 7) > ¢ for anywindow size  {he negative contribution in perid, 4] (or, [6, 7]). However,
TE [1,_t]. Thus, intuitively, we fire the_trigger iftheres®me i 4 time-window of size 2, the penaliyi does exceee. In
time windowthat causes the cumulative penalty to exceed thgyeral application scenarios, it is important to dete¢hbo
e constraint; or, more formally, inax-{V'(£,7)} > €. One ypes of violations regardless of the specific time window in
of our key insights in this work is that, by exploiting an anal\yhich they occur. Fig. 2 also illustrates the key difference
ogy to queuing theory, our system can track varying-windoWetween fixed-window and cumulative violation. Consider,
trigger conditions effectively, without having to retaiveten- oy instance, a fixed window size = 5. When the violation
tire signal history or check the condition against all pbkgsi (on average) is small, it will not trigger alarms in time peri
T 0ds[10, 15] or [15, 20] with total excess violation®7, V, <
Other Threshold Conditions. Earlier work on distributed ¢. On the other hand, since the violation persists over time
triggers [9, 17] has focused solely mistantaneouthreshold  (across th¢l0, 20] window), assumind; + V5> > €, a cumu-
conditions, where the goal is to detectif r;(t) exceeds lative trigger with the same threshold would readily detket

a thresholdC' by more than a given error tolerance at anyroblem. Thus, by not fixing a window size beforehand, our

Cumulative Threshold Condition. The basic idea is that,



cumulative triggering mechanism can capture a wide variefystr- Monitors

of persistent violation scenarios while avoiding the pigfaf \rl(t) JC [6 B ln
fixed time granularities. 5, [Filter/ | Ba(t) Gl OET TEERLN SEREEE :
Predict ' Coordinator Alarms !
2.2 Problem Statement [ 3 Constraint
o _ _ 5, [Filter/ [ fat) | | Checking
Based on our earlier definitions, we saynéssed detection | Predictf . Adgreg./ l

occurs ifmax, {V(t,7)} > e and the system doewmt fire | Queueing

‘ Adaptive
the corresponding trigger. Converselyfadse alarmoccurs ! Parameters
whenevemmax,.{V(t,7)} < e and the system fires a trig-
ger. We define thenissed-detection ratg as the fraction \Tn(t)
of missed detections over the total number of real violatjon d, | Filter/

Predictf ~  t------ooooooooooooopoooooo ;

and thefalse-alarm rate; as the fraction of false alarms over
the total number of triggers fired. Bothandn are system
inputs that can be tuned to achieve a target false-alarm gngjmpor | veaning |
missed-detection rate. Allowing these parameters to be in- x Coordinator, coordination and detection cenfler
puts, creates a flexible system in which different deploytsierj_m: | Monitorsites ¢ = 1,.. ., n)
) i ri (1) True local time-series signal at;
can be tailored to their own needs. For example, some SYyS%; () | Most recent prediction model for, (7)
tems may consider minimizing false alarms more important Trigger threshold __
than minimizing missed detections; other systems may take P e atn
the opposite view. Coordinator slack parameter
- . Miss detectioni(e., false negative) rate
The problem we address herein is to design the protoce False alami(, false posiive) raie
resident at the monitors and at the coordinator in order to
guarantee that the distributed trigger check at the coardin Figure 3:Our distributed trigger tracking framework.
tor is accurately fired as the local monitor signals evolverov
time. A user can specify the desired error tolerancas simple model might seR;(¢) to the latest;(¢) value com-
well as the target missed-detection rdtend false-alarm rate municated from the site, or an average of recent communica-
7 as inputs to our system — the triple, 5,n) essentially tion, but more sophisticated prediction models [5, 6] can be
denotes the accuracy level that our tracking schemes targeted. Our techniques remain applicable regardless ofgredi
Thus, the goal is to guarantee the trigger fires With3, n)-  tion model specifics.
accuracy while simultaneously keeping communication-over The key idea is that, atany tinted " | R;(¢) captures the
heads low. We measure the communication overhead for dine coordinator’s view of the global state, while each mamit
techniques as a fraction of the original time series,(com- nodem; uses its prediction to filter updates to the coordina-
plete signal data) sent to the coordinator; thus, a 10% oveor by continuously tracking the deviation of its “true” &ta
head indicates that the data transferred between monitdrs a-; (¢) from the corresponding predictioR;(t). This filter-
coordinatoris onlyll—oth of all the measurement data observeihg is based ortocal monitor slackparameters; > 0 that,
at the monitors. We can now define the cumulative triggeringtuitively, upper bound the amount of drift between the co-
problem that we address in the remainder of this paper.  ordinator’s view of sitei’s data stream and the actualt)
eCumulative Trigger Tracking: Design monitor and coor- Signal- As long as the prediction accurately captures tal lo
dinator protocols that trigger an alarm if the (global) cind Stréam behaviorig., within 4; bounds), no communication
tion max, {V(¢,7)} >  holdsat any timet, with accuracy 1S ne_eded. Meanwhile, the c_oo_rdmator contlnuo_usly moni-
(¢, 3,1), while imposing minimal communication overhead©'s its up-to-date global prediction to ensure that its elam

I |@| o[~ Q)
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on the network. tive penalty across any possible time window stays below the
required trigger threshold and triggers when that condligo
violated.

3 Our Approach: An Overview A Queuing Perspective on Cumulative Distributed Trig-

gers. Our cumulative trigger conditions pose novel algorith-
This section discusses several key elements of our novel disic problems that have not been addressed in earlier work
tributed trigger tracking approach. Fig. 3 depicts the conen data streamingVindow-basedtream processing [7, 10]
ponents of our system, wherg(t) denotes the actual time typically focuses only on the case of (time- or arrival-lihse
series observed at monitoring nodend R;(t) denotes the windowsof fixed sizeover the stream; such techniques are
approximate representation of(¢) that is available at the clearly not useful in our case, since the window sizes of the
coordinator. In generalR;(t) can be based on any type of(potential) trigger violation are not known a priori. Inatk
prediction modefor sitem; that tries to predict the site’s be- our key observation is that we can accurately model the mon-
havior over time €.g, based on the recent past©f{t)). A itoring of a cumulative trigger condition (see Sec. 2) using
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Figure 4:Cumulative violation and queue overflow.

simplequeuing mode(see Fig. 4), as stated by the following — ST | B
theorem.

) ) ) ) Figure 5: Queuing model for a cumulative trigger.
Theorem 1 Consider a queue of sizewith an arrival rate

equal to the actual aggregate signal’"_, r;(t) and adrain ) ) ]
(i.e., service) rate equal to the trigger threshald A cumu- distributed enqunment by placmg queues at a!l the mmglto
lative trigger should fire (i.e3r s.t.V(t,7) > ¢) if and only and at the coordinator. Our task is then to design algorithms

if the above queue overflows. to convert the_; centralized queue with s&_zieto a coordir_1ato_r
_ _ _ _ _ gueue with sizé and a set of local monitor queues with size
Essentially, cumulative triggering aims to guarantee thgt ¢, while still guaranteeing the necessary false alarm

>, ri(t) does not exceed' in the long-term, however, it al- and missed detection rate.
lows )", r;(t) to be bursty (i.e.y", ;(t) can beanyamount
larger thanC' in any time window, but the volume of the
burstiness should not exceed Thus, cumulative trigger-
ing does not care about instantaneous sums or averages
a fixed size window; it cares only whether (acrasy possi-

ble time scalethe accumulated violation (penalty) exceeds . ) S .
4 (P Y) queue size) for itself and individual local slacks(moni-

and causes queue overflow. 4 .
. : or queue size) for each monitor. Local slacks can vary over
As an example, the bottom half of Fig. 5 depicts a sample . T
. . : n : ime and areadaptivelyrecomputed to maximize the effects
aggregate time-series signal,_, 7;(¢), while the top half

. of local filtering, and thus, to minimize overall communica-
shows the occupancy of the above-described quéde), . . : . .
. . . tion. Our adaptive slack allocation schemes exploit thge tri
over time. Clearly, if the queue overflows at some titne

then there must be some tie < ¢ denoting the start of ger condition to allow for much “looser” (and thus, more ef-
Co . . . . fective) filters at monitors when the signal stays wmlow
a busy period[t®, ] (i.e, a period during which the queue

is persistently non-empty: that is! — max{z|z < ¢ and or abovethe C threshold. This observation is one of the key
Q(z) = 0}) ending at: with a queue occupan@a) > ¢ motivations for building adaptivity into our distributedg-

Fig. 5 shows two busy period&,, t2] and[ts, t4], the sec- ger monitoring system.

ond of which results in sufficient queue buildup to fire the

trigger. It is not difficult to see that, by our queuing model, L . .

Q(t) = V(t,t —t°), sothat)(t) > e (i.e, a queue overflow) 4 Distributed Cumulative Triggers

indeed implies that our trigger should fire. Similarly, forya

time windowr < ¢, V(t,t — t5) > V(¢,7) (i.e., windows The simple queuing model discussed in Sec. 3 is ideal since
smaller or larger than the latest busy period can only reduiierelies on observing the true aggregater; (). However,

Adaptive Threshold-based Slack Allocation. Besides
maintaining an up-to-date estimate of the global state
%;1 R;(t), the job of the coordinator entails two key steps:
(1) simulating a queuing process to check constraint viola-
tions, and (2) adaptively determining slaék(coordinator

the cumulative size of the violation). In other word¥t) = in our distributed environment, the global coordinatoryonl
V(t, t—t*) = max,{V(¢,7)}, implying the cumulative trig- observes approximate predictioRs(t) of the local signals
ger should fire if and only if the queue overflows. (sent in by the monitors). We extend our queueing anomaly

Our algorithms and analyzes for efficiently tracking cuto the distributed environment by placing queues at the co-
mulative distributed triggers depend crucially on the abovordinator (to catch the violations through an overflow) glon
equivalence. While the model in Fig. 4 illustrates the cgace With queues at each of the monitors (to perform filtering).
tual equivalence between a cumulative trigger violatiod anT his distributed queuing model is depicted in Fig. 7.
an overflowing queue, we point out that this is an idealized Extending the queuing analogy to individual monitors, our
centralized model. Itis idealized because it assumes time comodel captures the effects of local prediction-based ffilter
plete accurate signals fef(¢) can feed the queue, and thatat m,; through a monitor queue of sizg (the local slack)
there is a single queue. In our distributed environment, ad4th an arrival rate of-;(¢) (the actual local signal) and a
justments are necessary. We extend the queueing idea to dhein rate ofR;(¢) (the local prediction last sent to the co-
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Figure 6:Local prediction-based filtering. 4.1 Our Trigger-Tracking Protocols

ordinator}. Monitor sites simply track their local queue oc-1h€ Local Monitor Protocol. Given a local slack param-
cupancy and notify the coordinator (also attaching a mofd€r%: (determined by the coordinator), the trigger-tracking
recent prediction) when their local occupancy exceeds thdjrotocol run at each monitor site; is fairly straightforward.
5; bounds. As an example, Fig. 6 shows the (tyé}) and Let ¢7"°" denote the time of the last update message from
i . , Fig. i
(smoothed)R;(t) curves for a real data set (number of TCP" to the coordinator, and le; (t) be th_e most recent pre-
requests in 5-minute intervals over a two-week period on giction model forr;(t) sent to the coordinator. Atany time
PlanetLab node), using a static prediction model,the pre- t, monitorm; continuously tracks the cumulative deviation
b el . . . . rev

diction used was exactly the last value at the local monitor§ () fromtlts predictionfz;(¢) over the interva(t;""", ¢] _
and a queue size of 5,000. Periods whBré&) remains con- asdi(t) = ftgrev (ri(z) — Ri(x))dz, and checks the condi-
stant imply that;(¢) stays consistently within boundse, tion |d;(¢)| < d; (i.e., the monitor ensures that the absolute
no communication). cumulative difference between its actual stream and the co-

On the other side, the coordinator simulates a queue @¥dinator's corresponding prediction is upper boundedsy i
sized with an arrival rate equal to the (up-to-date) aggregaf@ca! slackd;. Wheneveiid;(t)| > 4;, the monitor sends an
predictionS"""_, R;(¢) and a drain rate equal to the trigger/Pdate message to the coordinator that inclutje§ and an
thresholdC; as in Sec. 3, the coordinator fires a trigger violalP-to-date predictio?; (t), and resets (t) to zerd.

tion if its queue overflows. Intuitively, while the local sk8  The Coordinator Protocol. Driven by the up-to-date pre-
9; at the remote monitors aim to filter out local variationgjictions and deviations communicated from local monitors,
in individual ;(?) signals, thecoordinator slackparameter the coordinator continuously simulates a queue of sizelequa
0 is important for effectively canceling out variatioasross  tq the coordinator slack and arrival/drain rates equal to the
monitors (e.g, think of distinctr;(t)’s moving in opposite gy predictiony ", R;(¢) and the trigger threshold, re-
directions). Of course, one of the coordinator’s key taskgpectively (Fig. 7). In addition to the continuous “arris/al
is, given the desired trigger threshaldmiss-detection rate 5 rateS""_, R;(t) to the coordinator queue, each update
f, and false-alarm ratg parameters, to determine the locakrom monitor m; also introduces @hunkof d;(t) arrivals
monitor slacks); (i = 1, ..., n) and coordinator slackthat o gepartures from the queue (depending on wheih@)
optimize the overall communication costs while ensurirg this positive or negative), wherg; (¢) is the observed cumu-
required trigger-detection guarantees. Our coordindgmr-a |ative deviation ofr(t) from its prediction atm,. The co-
rithms compute these slack parameters continuously (basgdjinator continuously tracks this complex arrival pracat
on available updates from the monitors) to ensure that o§ |ocal queue and fires the trigger condition whenever the
system adapts to changing local monitor characteristies 0V, eue overflows. Finally, either periodically or on each mon
tme. itor update, the coordinator can recompute the monitor and
In the remainder of this section, we present the detaitordinator slack parameters in order to adaptively oémi
of our cumulative trigger tracking protocols, as well as theommunication costs for changing monitor characterisfics
queuing analysis that drives our parameter settings and thigh-level pseudo-code description of both the local-rtami
resulting approximate triggering guarantees; finally, vige d and coordinator protocols is depicted in Fig. 8.
cuss how our protocols can naturally adapt to varying moni-
tor characteristics.

2Note that, unlike traditional queuing, local monitor “q@&wccupan-
cies are allowed to become negative, if predictions cossilst underesti-

INote that all queues are primarily used as conceptual tootsii de- mate the true local signals. Such conditions are importardetect and
velopment to guide our understanding and analysis; ouramphtation just bring to the coordinator’s attention since they can resuihore up-to-date
simulates these queues through simple counters. predictions and enable canceling out of cross-site variati




causes the queue to overflow even though the true aggregate

E}rogfdh‘jlfn’:ﬂg:‘:;‘ggx §i|)()ca| ek barameld signal has not violated the trigger condition; and, (¢@ss
: 1, . . . .
1.pwhi|e (true) do P detectionsvhen the filters absorb enough local update traffic
2. t:=currenttimey’ " := time of last update to coordinator to mask a real trigger violation. To minimize the false alarm
3. di(t) = [forev (ri(z) — Ri(z))dz problem, we would like to have a large coordinator queue
4, if (Jd;(t)| > &;) then size 6§ to absorb the monitor bursts — however, the size of
g- getflld (Lig)da‘g messaged; (t), R;(t)) to coordinator the coordinator slack and monitor slacks; , .. ., §,, are also
. ela; = .
7. if (new slacks: is received from coordinatothen cl_early_ constrained by the overall error threshelthat our
8. Sets; = 67 triggering schemes must try to guarantee.
_ In what follows, we employ queuing theory to analyti-
Procedure Coordinator¢, 5, 7) _ cally explore the aforementioned tradeoffs (under some sim
Input: Trigger error threshold; miss-detection/false-alarm ratés, »). Iifyin assum tions) and obtain results that provideff
1. while (true) do p g p , p : -
2. Continuously simulate a virtual quetof sized with arrival rate tive settings for our system slack parameters for a given in-
>; Ri(t) and drain rate’ _ put triple (¢, 3,m). We make two key assumptions to make
2’ for Zi‘i?ég?’;‘:g&;ﬁgf}f(’;)ﬁ (}?; (Jf)z (1)) receivedydo the analysis tractable. First, we assume uniform locakslac
5. Enqueue the? (¢) chunk in the virtual coordinator quei@ parameters, Wh.el’é = ¢ for all i (in Sec. 4.3 we briefly
6.  if (Q overflows)then discuss non-uniform parameters). Second, we assume an
fire(‘“trigger violation”); break _ M /M /1 queuing model for the coordinator quetieUnder
7. Compute new optimal settings for local slagks } and coordinator the M /M /1 assumption, led, and A denote the mean “ar-
slackd based ond, /3, n) and maintained statisti¢Sec. 4.2) . ., v R . )
8. if (adaptive allocationjhen disseminaté{s; }) rival rates” for the true signal and predicted signal, respe

tively (i.e, the estimated averages ¥, r;(¢t) and), R;(t)
Figure 8:Procedures for (a) local monitor update processing, angver time). Similarly, let\. and\; be the mean arrival rates
(b) distributed trigger tracking at the coordinator. for enqueue and dequeue chunks (respectively) at the coor-
dinator. Note that, tha g, A\., and ), rates are directly ob-
servable at the coordinator, and can be computed empyricall
) ) . ) (e.g, through averaging over a time window of recent queu-
4.2 Queuing Analysis for Slack Estimation ing activity). Since the overall “mass” of the true aggregat

) ] ) o signal is preserved over time, the coordinator can also-accu
In this section, we present an analysis of a simplified Valkately estimate,, as), = Ag + (e — Ag) - 0.4

ant of our distributed queuing model (Fig. 7), and discuss th no\ consider the effect af ands on the miss detection
application of our results to estimating effective setsifigr rate 3. It is not difficult to see that having > 0 +n - §

the monitor and coordinator slack parameters in our Systel\ways guarantees a miss detection rate- 0. However
Compared with the idealized (centralized) queuing model @fis condition is simply too conservative and may result in

Fig. 4 and Sec._ 3, purgoal herg is to break the id.ealized Cefkcessive communication, especially if (a) some> 0
tral queue of size into a coordinator queue (of sizg and i acceptable, or (b) the true value of the cumulative vio-

a set of local monitor queues (0f Siz&s ... ., 4,). The exis-  |4tion max, {V(T, 7)} is well below thee threshold. Es-
tence of the locad; filters obvu:usly re(juces communicationgengig|ly, fixing a total slack of is an overly conservative,
costs by allowing monitors to “absorb” updates with no comyzon_adaptive solution. The following theorem presents a
munication to the coordinator. At the same time, howevep e versatile, less conservative analytical resultireahe

this local filtering also makes the arrival process at the-cooiss-detection rate te. 8. ands. under the assumption of
dinator queue morburstyby introducing bursts of queue ar- normally-distributed local “queue” sizés

rivals and departures when the filter constraints at local-mo )

itors are violated. Thus, abstractly, the role of the cavathr ~ Theorem 2 Assume anl//M/1 model for the coordinator
queue (of sizé) is to allow for such bursts to be effectively dueue, and that the aggregate occupancy of all local moni-
absorbed (or, cancel each other out) as long as the (cumdi@t “queues” follows a NormalV (0, 0?) distribution. Then,
tive) trigger bound is not exceeded. setting

The system slack parametefsg andd) interact with each o e—10
. - . 1-F—— 1 (1 — p)dx = 1
other as well as the input error thresheldmiss-detection v trt prl=p)de=5 (1)
rate 3, and false-alarm rate parameters in complex ways.
IntU|t|ve|I()j/,l_g|g(|v?n an _err_ordtrr:reghokj;‘;)r: olur trllgger Tor;_l;ttor, CDF of N(0,02), andp = A—Cr denotes the average coordi-
we would fike tomaximiz&ne size otthe local-monitoriiters nator queue utilization (over time).
d;, as that would obviously minimize the number of monitor
updates to the coordinator. However, larger monitor filters Z'”lthe A%p:;f/ig %e also provide analyses under other plesgiteuing

. . moaels, suc .
also |mpIy la_'rger (more burSty) chunk_s of arrlvaIS/dem “Note that (unlike\,- and\r) Ae and)y here are in units of chunks (of
at the coordinator queue (due to monitor updates) which Mayses).

in turn, cause: (1false alarmsvhen a combination of bursts  5Proofs of theorems can be found in the Appendix.

=0
guarantees a miss detection rates, whereF'() denotes the




The assumption of a zero mean for the aggregate occsuich schemes may no longer offer the performance guaran-
pancy of all local monitor queues is motivated by the fadiees of Theorems 2 and 3, they also limit the sensitivity of
that, over a large enough window of time, the true and prehe system to transient variations and the number of reduire
dicted signal rates are approximately equa.(Ar ~ A,). J-slack disseminations from the coordinator to the monitors
Similarly, the normality assumption can be justified untiert We also briefly discuss non-uniform allocation of local mon-
assumption oindependent updates local monitors and the itor slacks.
law of large numbers (for large enoughf. To estimate the
aggregate variancg? in our system, each local monitet;

continuously tracks the up-to-date varian¢eof its local oc- iously di , d local slack his situati o
cupancy and ships that information to the coordinator in igdreviously disseminated local slack. In this situatio, ¢o-

update messages if there is a significant change with resp8fginator may chooseotto disseminate the new slack value

to the most recent measurement; the coordinator then egﬂ_saveO(n) messages, at the cost of more conservative fil-

mates the aggregate variancesds= 3", o2. It is also tering (and, thus, maybe more messages) at the local mon-
i . ) T ? .
important to note that the condition in Theorem (1) natlyrall'tolrs' -Il-h's choice !sbgl(_)rr.e.ct f(()jrdg.tranaent c:darzjgé mﬁe
adapts to the current true state of the signal and its distani© '0c@ s_tream variabi Ity; In addition, it can onig }Jcet €
from the trigger threshold’ through its direct dependenceacwal miss detection and false alarm rates (albeit at the co
on thep — 2= ratio of extra communication). Ounin-based filtering schenig
Now. concsider the false alarm rage Observe that, in our based on this intuition: it applies a low-pass filter on the cu
distributed queuing model, the arrival and drain rates at tﬁen.tzi(t)hvalllue lba}seg on aivmqlomgohftlme mstaénts, corg-
coordinator queue can be naturally approximatetias .- Puting the local slack a&(t) = min{4(t - h), ..., é(t)} and
5 andC + A, - 6 (respectively), whereas the corresponding'ssem'nat'ng new slack vglugs pased solely on changes in
rates for the idealized (centralized) case are simplgndc.,  ©(t)- Note that thenin function is just one way of trying to

Based on this observation and auf/M /1 assumption, we capture the long-term trend férand other aggregates.g,
can prove the following result AVG) can also be applied. Unlikein, however, these are

not “safe” and may cause more miss detections and/or false
Theorem 3 Assume anV//M /1 model for the coordinator glarms.

gueue. Then, setting:

Min-basedd(¢) Filtering. Consider a scenario where the co-
ordinator estimates a neit) value that is greater than the

Discretization-basedj(t) Filtering. We can apply the intu-
A 5T Ar+ A -6 §+1 ition that we really only need to update the local slack value
1— (5) / (m) =n (2) 5 when we see a significant change in its value. As such,
we can quantize the range of slack values into interygls
guarantees a false alarm rate 7. I, ..., and update the monitor slacks only wh&n) moves
Given a triple of trigger-tracking requiremertis 3, 1), across interval boundaries. Sin(_:e the available slackus us
our coordinator algorithms use the derived system of tw lly on the order of, we can use intervals of sizg whereb

non-linear equations (Theorems 1 and 2) to solve for the op pa quant|_zat|qn para_meter (thu,= ((k—1)§, k7]). Large
values yield tighter intervals and more accurate |ocsét-

mal (under our assumptions) coordinator- and monitorkslat. but also imol ity 10 ¢ ient ch
valuesf ando (Step7 in Fig. 8(b)). The local slacks are tngs, butaisomply more sensitivity to transient chal @_nzd;
increased communication, thus giving rise to interesting a

then distributed to the monitors for tracking their locagpr d cost tradeoff
diction deviations. curacy and cost tradeotts.

Non-Uniform Local-Slack Allocation. To achieve load
4.3 Adaptive Slack Allocation balance and further reduce communication overhead, in-
) _ stead of using identical(¢) for all monitors, the coordinator
Clearly, at any time instant, Theorems (1) and (2) can can compute and distribute non-uniformly the local monitor
be used at the coordinator (with the up-to-date estimates Qhckss, (¢), .. ., 5, (t). For instance, the coordinator can dis-
queue arrival rates and variances) to provide optimalggsiti {ripyte slacks in proportion to locally observed varianges

0(t), 4(t) for our system slack parameters. Thus, our systeg)(¢) = aTné) providing more “cushion” to sites with higher
can naturally adapt to changing monitor characteristicss. | yariapility.

important to note, however, that the aggregate statistics e

ployed in our queuing analysis are likely to be quite stable

(i.e., vary slowly over time). This implies that, in practice,

frequent re-calibration of thé and parameters is not nec- .
essary, and, in fact, could cause system instability and ex- Evaluation
cessive communication. In this section, we discuss two sim-

ple schemes for filtering updates at the coordinator; while |, this section, we use our protocol implementation and pro-

SExperience with several real data sets shows that a Normdehws ~ tOCOl simulator with areal W|de_'a'_'ea network aCt_IVIty(_!ﬂIa
aggregate local occupancy is accurate under reasonalgeviinlows. to evaluate our methods for distributed cumulative trigger




5.1 Implementation and Data 5.2 Performance Metrics

We examine the performance of our protocol for cumulative

violations. We start with experiments in which the moni-
We implemented our triggering system using Java, and ders are given uniform slack = 4, and evaluate the effect
ployed the monitor protocol on 40 PlanetLab nodes alongf non-uniform slack allocation (i.e., heterogeneous gueu
with the coordinator protocol on a single PlanetLab hossizes) later on.
SNORT sensors were activated on each monitor node andn our evaluations, the target performance level is speci-
have been continuously running for approximately one yedied by the usual triplet parametefs 5,7). We use these
In the deployment, our Java module extracts informatiovalues with our models to compute the monitor and coor-
from these logs in periodic epochs, the size of which caginator queue size§, 0) for the simulator, which we then
ranges from 5 seconds to 10 minutes. These epochs detdnive with the PlanetLab TCP request time series data as in-
mine the underlying time unit of the resulting time serieput. The simulator’'s outputs are the false alarm and missed
data. For the examples presented herein, we use the tidetection rates actually achieved by our system. The false
series of the number of TCP requests per 5 minutes time wialarm rateachievedby our system when run on real data is
dow. We have checked our results, especially the reducticomputed as follows. If a trigger is fired, but no correspond-
on communication overhead, against results for other timeg real violation occurred within 3 time intervals (1 intaf
granularities. Clearly, time series with different ungary before, during, and after) of the detected one, then we count
time scales will exhibit different amounts of volatilityhich it as a false alarm. The achieved false alarm rate, denoted by
in turn affect the communication overhead. We observe 859%, is then given by the ratio of the number of false alarms
to 96% of communication reduction when using time seriesver the total number of triggers fired. For each real viola-
with 5 minute time bins, while in time series with 5 secondion, if no trigger is fired within the 3 time intervals around
time windows, we observed 70% to 90% of communicatiothe real violation, we count this as a missed detection. The
reduction. We thus believe the data presented herein are repissed detection rate, denoted®y, achieved by our system
resentative of the general gains possible using our methodks given by the ratio of the number of missed detections over

the number of real constraint violations.

In addition to our implementation, that confirms proper For each experiment, we compute the communication
functioning of our code, we have also developed a traceverhead as follows. Letum be the number of messages
driven simulator. The simulator emulates our protocols angkchanged between monitors and the coordinator, including
is fed with the SNORT time series as input. This simulatolpoth the signal updates from monitors to coordinator as well
serves many purposes. First, because our Java code wasasethe filter updates from the coordinator to the monitors. Le
ployed only recently, the simulator allows us to evaluate ow be the number of monitors and the number of values in
methods on the time series data produced from the SNOR®ch monitor’s time series. Thus - n indicates the worst-
sensors throughout this last year. Also our code is cugrenttase communication overhead (giving the coordinator perfe
deployed on 40 machines whereas the SNORT sensors kr@wledge). Then communication overhead is calculated as
deployed on 200 machines. Using the simulator with all 20Qum/(m - n) which gives the per-node communication cost.
SNORT time series allows us to do some scalability assess-Thus, one single experiment consists of the following. We
ment. Third, the simulator is also useful for rerunning expe feed an input tripl€e, 3, n) and the PlanetLab data into our
iments which is very important for evaluating our protocolsnodel, and compute the monitor and coordinator queue sizes
under a wide variety of settings.g, target accuracy levels). (9, 0) using Theorems 1 and 3. Recall that the computation

uses the data variability, along with the enqueue and de-

In addition to this PlanetLab SNORT dataset, we also cofilueue ratesz, A. and\,. We ran our simulator using each
ducted some evaluations on two other datasets. One md&@ir of selected queue sizes, with the actual SNORT traces
itors per-connection packet rates from sources spread o@s input, for 40 nodes, each of which has 4,000 values in
a wide-area network [21], another is a dataset of temperdl€ time series. This produces a single result for our three
tures from an environmental sensor network. Among theg€rformance metricsgerhead, 5%, ). We used hundreds
three datasets, the time series extracted from the SNORT Id¥f triples of (¢, 3, 1) to generate all the points in the graphs
(number of TCP requests/5 min) were the most volatile arfelow.
thus the most difficult to handle. Due to lack of space, we
have elected to present the results from the most challergB Model Validation
ing data set, namely SNORT data. The results for the other
datasets illustrate the same properties as those presented In Table 1, we give a few examples of the actual false alarm
but achieve even greater communication overhead reductimate ¢*) and missed detection ratg*) that occurred in the
due to smoother time series data. In most of the plots belogystem, along with the corresponding targeinds that was
we used a time series of length 2 weeks (corresponding ¢iven as input. We can see that the achiewécndn* are
4000 data points per time series per node). always lower than the targétandr. These results indicate
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[ Desired | Achieved | 03

* 3 ‘ ‘ ‘ ‘ ‘ —h— és percéntile
| < | [ | U | [ | 1 | 4 —=— 90 percentile
0.2 | 0.02 | 0.02 | 0.008 | 0.008 025) —e— 98 percentile ||

0.2 | 0.02 | 0.04 | 0.000 | 0.023
0.2 | 0.02 | 0.06 | 0.008 | 0.030
0.2 | 0.04 | 0.02 | 0.000 | 0.020
0.2 | 0.04 | 0.04 | 0.008 | 0.031
0.2 | 0.04 | 0.06 | 0.000 | 0.023
04 | 0.02 | 0.02 | 0.010 | 0.010
0.4 | 0.02 | 0.04 | 0.000 | 0.018
0.4 | 0.02 | 0.06 | 0.000 | 0.026
0.4 | 0.04 | 0.02 | 0.028 | 0.009
0.4 | 0.04 | 0.04 | 0.028 | 0.036
0.4 | 0.04 | 0.06 | 0.010 | 0.035 005

Communication overhead

Table 1:Desired vs. achieved detection performance.

o . . . . . . . .
0.05 0.1 0.15 0.2 0.25 0.3 0.35 04 0.45 0.5
Percentage error tolerance (g/C)

that our model finds upper bounds on the detection perfor-
mance, and that it is always safe to use our model’s derived
gueue size parametefsandf; although it also implies that
there is future work to do in identifying further optimizetis

that reduce the communication cost.

Figure 9:Impact of constraint violation threshotd.

In our experiments, we observed that the size of the time- TSV
window needed to catch each of the violations varied from = Vidde Vo]gtﬁ,ity
5 to 100 minutes. There is no good single value of a fixed o5 === Low Volatiity

window size that would have caught all of these events.
This broad range illustrates that indeed the notion of atime
varying window for violation detection is needed, and this
provides motivation for the idea of cumulative triggers.

Communication overhead

5.4 Experiment Configuration

Clearly the reduction in communication overhead is a func- X
tion of the time series themselves, and smoother data s¢ream 8 o1 o 02 om o5 om  0s o o5

. . . . Percentage error tolerance (g /C)
will yield larger overhead reductions. We now examine two
properties of our data to be sure that the general obsengatio
we make are not artifacts of a particular time series. We also
use these next two plots to help us select the experiments to
run for the remainder of the evaluation.

Our target constrain€' is data dependent. The value of
C would typically lie near the extreme behavior of the datavidth. In order to see the range of gain we achieve on com-
since the triggers are usually designed to detect unhealtimunication overhead reduction for different sets of time se
behavior. In the following experiment we selé&ctto be the ries, we did the following. Of the 200 PlanetLab SNORT
value of the85t" percentile of the distribution of all 4,000 logs, we selected 40 machines (time series) at a time. We
values (time instants) of r;(¢). Similarly, we try thed0!”  did this by first computing the variance of each of the 200
and98*" percentiles as different values for the threshld time series and then sorting them. We selected three differ-
In Fig. 9 we plot the communication overhead as a functioant sets of 40 machines each: the “high volatility” set age th
of the error tolerance for each of these four value§'ofin  nodes with the 40 largest variances, the “low” set used the
all cases, the shapes of the monotonically decreasing £urv® machines with the lowest variances, while the “middle”
are very similar to each another. For any particular value @blatility set selected 40 nodes at random. The communica-
¢, the communication reduction is substantial. A communiion overhead reduction versus error tolerance for theseth
cation overhead in the range of 10-20% means that we ordgts of machines is given in Fig. 10. For all experiments (one
need 80-90% of the original time series data to fire the triger each dot), we used@ = n = 0.06. As expected, for a
gers with high accuracy (the exact amount depends upon thigen value ofe, the communication overhead decreases as
target accuracy level). We elect to uSecorresponding to the volatility of the data decreases. The fact that this lyrap
the data value at th#0'" percentile of the distribution for the matches our expectations can be taken to indicate that our
remainder of our experiments. protocol and its implementation are doing what they are sup-

The amount of communication bandwidth used betweguose to do. We see that even with the most volatile set, we
our monitors and the coordinator will depend upon the datatill achieve efficient communication. In the remainderoif o
and it is intuitive — more volatile data will use more band-experiments, we use the middle volatility set.

Figure 10:Impact of volatility on overhead.
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Communication overhead

008 0.08
Miss Detection rate Miss Detection rate

False Alarm rate 0.02 0.02

False Alarm rate Miss Detection rate 002 002 False Alarm rate

(a) Communication overhead (b) Monitor queue size (c) Coordinator queue size
Figure 11:Parameters design and tradeoff between false alarm, ntisstives and communication overhead.

o
°
X

ments. Fig. 11(a) shows the communication overhead trade-
off, while (b) and (c) show the monitor queue and coordi-
nator queue sizes used for each achieved performance level
(6*,n*). Note that to facilitate viewing of the 3-dimensional
plots, the order of increasing® andn* in Fig. 11(a) differs
from that in (b) and (c).

In Fig. 11(a) we see that the communication overhead de-
creases quickly a8 andn increase. The basic phenomenon
here is that for any error type,(3, andn are different error
types), the communication overhead can be reduced if we ca
tolerate higher errors. In this sense, Fig. 11(a) is comsist c
with Figs. 9 and 10. What is surprising is that the range 03
communication overhead is very limited (4-20%), implyin
that even when very low false alarm and missed detecti
rates are desired, we can still achieve efficient communic
tion. For example, whefg = n = 0.04, we can filter out
92% of the original signal.

We point out that looking across Figs. 9, 10, and 11(a), w, .
see that the communication overhead is typically in theean .6 System Scalability

of 5-20%, even when looking at it from different perspeddivewe now examine our system’s scalability as the number of
(in terms of volatility, percentage error tolerance, cogist  dijstributed monitors grows. Recall that one of the key rea-
definition, and target performance levels). While these numgons for controlling the communications cost is to avoicdreve
bers are particular to our dataset, we nonetheless therefgfhelming the coordinator should it receive lots of data from
believe that our methods can regularly achieve significafiany monitors. The communications overhead metric we
data reduction even for low target error rates. Comparimg oHave been using until now (namely:m /n - m) is an average
system to distributed monitors today that do not suppott digalue for the overheapler monitor This therefore captures
tributed cumulative triggers, we see that we achieve dltﬁCUhOW much reduction can be done on each typica| time se-
monitoring tasks with less than 80% of the monitored datdes. However the communications bandwidth coming into
compared to today’s systems. Moreover today's prototypgse coordinator is the sum of all these filtered time series. W
do not provide any guarantees. refer to this as the communicationgst This cost with re-
Fig. 11(b) shows that as the tolerable false alarm rate ispect to the coordinator can be computed fram /m. This
creases, the local queues increase in size because we cacajuures the average number of messages the coordinator re-
more filtering at the monitors, which in turn brings down theceives in one time slot.
overhead. This explains why the overhead decreases with in\We plot the communications cost as a function of the num-
creasing false alarm rate. A similar behavior occurs when thber of monitors in Fig. 12. We varied the number of moni-
tolerable missed detection rate is raised. tors from 40 to 200, and used the target performance triplet

5.5 Detection Performance vs. Communica- g™ ‘ ‘ ‘ ‘ ‘ ‘ ‘
. 7] 1500M
tion Overhead e ]
We examined the tradeoffs between the false alarm and Z % e & w0 w0 w0 w0 im0 20
missed detection rates with the communication overheadand & D ‘ ‘ ]
the two queue sizes. We use= 0.2C for these experi- A —

. . .
80 100 120 140 160 180 200
Number of nodes in the system

)
@
3

Cost of coordinator
5 &5 8
\
L

Figure 12:Communication overhead versus system size.

IﬁLooking at both (b) and (c) together, we see that a small
hange in §, ) can lead to sizable change in the local queue,
ut relatively small amounts of change in the coordinator
ueue. Because the coordinator does not vary much, even

en we change the accuracy requirements, we conclude that
Bancellation across the signals of different monitorsdkead
occurring.
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2000, indicating that we are indeed using a collection oétim
series with a broad range of volatility. One might hypothe-
size that more volatile time series need to send more data tha
less volatile ones (or at least that these two time seriesdvou
differ; the amount sent clearly depends upon the queue size

° 2 @) Homogencowslocal quene size as well). Consider the plots in Fig. 13. In (a) we illustrdte t
number of messages sent by each monitor for the homoge-
neous queue case. On average around 440 messages are sent
by each node over all time slots. We see that there exists some
“hot-spot” heavy nodes, that send more than 1100 messages

H
o
T

Frequency of nodes
5

Frequency of nodes
5

st ] in the experiment, a great deal more than other monitors. In
o . (b) we provide the same plot as (a) but for the heterogeneous
(b) Heterogeneous local queue size case. We see that the distribution of per-node messages sent
is concentrated in a smaller region (200-700), and there are
Figure 13:Number of messages per node. no longer any unusually heavy nodes. Using non-uniform

slack allocation can remove “hot-spot” nodes because it al-
(e,6,m) = (0.2C,0.06,0.06) . For each system size, we |ocates more slack to nodes with more volatile data streams.
run 5 rounds of experiments, each of which runssoman-  This show another feature of our system, namely that we can
domly picked monitors. In this Figure, as the system sizgchieve some kind of load balancing by using non-uniform
increases: 1) the communication overhead of each monitgiack allocation, without paying any penalty in terms oberr
decreases slightly; and 2) the communication cost of ceordind overhead performance.
nator increases slowly with the slope roughly being 0.1sThi
result indicates that the communication cost increases sub
linearly as system size increases, and that our system tifis Discussion
scales gracefully. The intuition here is that as the number o
monitor nodes increases, when one monitor queue overflovis, this section, we discuss two practical issues for a real-
it is more likely that there will be an underflowing queueworld deployment and a potential extension.

elsewhere, and this leads to more signal cancellation at tRg i Tolerance. Our system has a single coordinator that is
coordinator. Our algorithm captures this trend and enabl?ésponsible for triggering. There are several approadtzgs t
monitors to use larger queue sizes to filter out more updatesy, pe ysed to tolerate this single point of failure, inahgdi
which in turn results in less communication overhead.  paying monitors multicast data to multiple coordinators] a
We note that the monltor.and coordlnat.or.queues 9row @ing hierarchical aggregation structures [23] or peggeter
the system scales. We point out that this is not related {8,104y management [28]. Regardless of the choice offault

scalability because when our solutions are implementeé thg|arance mechanism, our distributed trigger scheme ffer
is no need to implement actual buffers; instead the que@es . efits and remains applicable.

implemented as counters, and the queue sizes correspond to )
maximum counter values Hierarchical Structure. Our approach can be extended to

a multi-level tree structure with the following benefits: 1)
) . reducing the coordinator's communication and processing
5.7  Non-Uniform Slack Allocation workload because the roots of subtrees can perform partial

Finally we consider the case of non-uniform slack alloca99regation and detection; 2) mapping monitors in differ-
tion. Recall that this means that the queue sizes the co&Rt @dministrative or network domains into different sebg
dinator assigns to each monitor will be heterogeneous. V{&N€ for each domain) to exploit spatial locality.
run this experiment using a network with 80 nodes over 4000omplex Triggers. In this paper, we solved a distributed
time slots, in which each node is randomly assign a dateggering problem for anomalies defined asw@! function
stream. We run this experiment twice, once with homogexceeding a threshold. Our solution detects threshol@viol
neous queue sizes and once with heterogeneous queue siiess with specified accuracy while minimizing communica-
The performance in terms of our three main performand@®n overhead, as well as providing the flexibility for ustrs
metrics is nearly identical. The values for (overhgddy*) trade off communication overhead with detection accuracy.
are (10.7%,0.030,0.032) with homogeneous queues andHowever, our queuing-based approach can support other gen-
(10.6%, 0.020, 0.035) for heterogeneous queues. eral anomaly types. For example, in [13], we explore com-
The difference in these two systems will be in terms oplex triggers that detect network-wide anomalies in a dy-
how much data each monitor sends in these two scenariosmic Origin-Destination network traffic flow matrix by: a)
We measured the volatility of our 80 data streams througlsing a Principal Components Analysis (PCA) technique to
their standard deviation. The distribution of these stathdadecompose network traffic into normal and residual compo-
deviations was a bell shaped curve that ranged from 100 nents; b) applying a threshold function to detect anomalies
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on residual components [18]. We believe that our model ¢f2] Huanc, L., GAROFALAKIS, M., JOSEPH A., AND TAFT, N.
simple, efficient, and extensible triggers can support & var Communication-efficient tracking of distributed triggersC Berkeley

ety of monitoring tasks and can be composed with existin[%]Tel‘ij;zg” ’\LAayGZSF?gi:ALAms M.. HELLERSTEIN, J.. DSEPH A

query and detection techniques to enhance applicatiols Wit anp TarT, N. Toward sophisticated detection with distributed teigg

sophisticated distributed detection capabilities. Under submission, April 2006.
[14] HueBscCH, R.,AND ET AL. Querying the internet with pier. MLDB
(2003).
7 Conclusion and Future Work [15] JaIN, A., CHANG, E. Y., AND WANG, Y.-F. Adaptive stream re-

source management using kalman filtersA@M SIGMOD(2004).
) .. [16] JaIN, A., HELLERSTEIN, J. M., RATNASAMY, S., AND WETHER-
We have presented a novel solution to the problem of efficient .., b. A wakeup call for internet monitoring systems: The case f
cumulative triggering on an aggregate constraint corlitio distributed triggers. ItotNets(2004).

a distributed monitoring system. We believe our work is thE7] KERALAPURA, R., CORMODE, G., AND RAMAMIRTHAM , J.
first to address constraint detection over a time-varvinm wi Communication-efficient distributed monitoring of threkted counts.
Irs ying To appear ilACM SIGMOD(2006).

dow. Our solution relies on a key insight of focusing on accyis] LAkHINA, A., CROVELLA, M., AND DioT, C. Diagnosing network-
rate triggering, and nataccurate aggregate value reporting. Wwide traffic anomalies. IACM SIGCOMM(2004).

e : : 9] OLsTON, C., JANG, J.,AND WIDOM, J. Adaptive filters for contin-
0 =
This mSIth can yleld a greater than 80% reduction comm uous queries over distributed data streamsA@M SIGMOD(2003).

nication overhead, while preserving high detection acmura [20; PapmaNABHAN , V. N., RAMABHADRAN , S.,AND PADHYE, J. Net-
Our contributions include: providing a mathematical def- profiler: Profiling wide-area networks using peer cooperatiin IPTPS

inition of cumulative distributed triggering; using a queu _ (2005).

. A . {21] PAxsSoON, V., AND FLOYD, S. Wide-area traffic: the failure of poisson
ing theory-based problem definition, which makes analyt-"\;ejing. IEEE/ACM Trans. on Networking(3) (1995).

cal solutions possible; and performing a detailed evadnati [22] PiTTs, J.,AND ScHORMANS, J. Introduction to IP and ATM design
of our schemes (and representative alternatives) usirlg reaand performance with applications and analysis softwalehn Wiley

; ;_and Sons, 1996.
world and trace-based streaming data. Overall, the ComlféS] RENESSE R. V., BIRMAN, K., AND VOGELS, W. Astrolabe: arobust

nati_on of our CpntribUtions offers users the power to tréideo _and scalable technology for distributed system monitoringnagement
desired detection accuracy and performance with communi-and data miningACM Trans. on Computer Systerg4(2) (2003).
cation overhead. [24] SPRING, N., WETHERALL, D., AND ANDERSON T. Scriptroute: A

Wi .. | for fut | ti 0 facility for distributed internet measurement. WsITS(2003).
€ envision several areas 1or tuture exploration. One ar ] Wipowm, J., AND S.CeRI. Active Database Systems: Triggers and

is support for more general and complex correlation func- Rules for Advanced Database ProcessiMprgan Kaufmann, 1996.

tions (other than our choice 8f/M) by incorporating sketch- [26] XIg, Y., Kim, H.-A., O'HALLARON, D. R., REITER, M. K., AND
ing techniques and advanced anoma|y detection algorithms(zz':)’az;;' H. Seurat: A pointillist approach to anomaly detectionRKID
into our framework. Another area is the use of a multi-levebz, Y EGNESWARAN, V., BARFORD, P.. AND JHA, S. Global intrusion

tree hierarchy to further reduce the processing and commu-detection in the domino overlay system.NDSS(2004).

nication workload at the coordinator. [28] ZHAO, B., HUANG, L., STRIBLING, J., DSEPH A., AND KUBIA-
Towicz, J. Exploiting Routing Redundancy via Structured PedpP¢er

Overlays. INEEE ICNP(2003).
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Value old C. When", r;(t) < C, the additional slack should be
exploited to effectively minimize updates from monitors to

Yo rit) > C + A, definitely fires the coordinator. Formally, for any time instanthe coordi-
nator estimates the total amount of available slack as:

C+A

may fire

At)y=C+e— zn:Ri(t)
i=1

i rilh) and can distribute that slack to local monitg’s (e.g, using

a marginal-gains strategy, as in [19]). (The key idea here is
to allocate slack based on the expected reduction in the num-
ber of monitor messages per unit of slack, as estimated from
the recent update history for each monitor at the coordinato
t Thus, aggregate signals that are (expected to be) far frem th
trigger threshold imply additional slack and, therefore, r
Figure 14:Instantaneous trigger tracking guarantees. duced communication for each local monitor.

Compared to the simple instantaneous tracking scheme de-
tracks the (instantaneous) differené¢t) = r;(t) — R;(t) scribed earlier in this section, the local monitor protoesl
between the true local signal and its (most recent) prexdticti mains unchanged while the coordinator protocol changes in
Wheneveld;(t)| > ¢;, m; sends an update message to therder to effectively adapt to changing values\if). Specifi-
coordinator that includes the up-to-date value¢f), along cally, when the coordinator receives a monitor update ést, s
with an up-to-date predictioR; (¢) that satisfies the local fil- timet), it recomputes the current global slatikt), based on
tering constraint atn;. The coordinator continuously trackswhich it computes and disseminates new local slagk®
the aggregate predictions across all monitor sites, ansldire individual monitors. The following theorem shows that our
trigger condition violation whenever ! | R;(t) > C. adaptive scheme indeed guarante@pproximate instanta-

Based on the above protocol, it is not difficult to show (seajeous trigger tracking.

e.g, [19]) that the above tracking algorithm always guarantp aorem 5 Employing an adaptive global monitor slack
tees at A additive bound for the predictions tracked at theequal 0A(t) = C + e~ S, Ri(t), whereR;(t) denotes
coordinator; this, in turn, directly implies the followirng- the up-to-date prediction fré_rrl1 monitat; (for all i) ensures
sult. that the coordinator check_"_, R;(t) > C: (1) always fires
Theorem 4 The above instantaneous trigger-trackingif >, 7i(t) > C +¢; and, (2)never firesf >~ (1) < C —e.
scheme is guaranteed to: (fire whenever)_, r;(t) >

O+ A;and, (2)never firewheneved_; ri(t) < C — A. Of course, as with our adaptive scheme for cumulative trig-
In other words, Theorem 4 asserts a “band of uncertaintgers, the key here is to avoid an overly sensitive coordina-
(of size2A) around the trigger threshold, where our sim- tor that disseminates nedy's for small, transient changes in
ple tracking algorithm may or may not fire a trigger viola-A(¢). Our coordinator algorithms achieve this through min-
tion; an illustration is shown in Fig. 14. A straightforwardbased and discretization-based filtering stepAr), similar
application of the above theorem with = ¢ (essentially, di- to those described in Sec. 4.3. For instance, Fig. 15 depicts
rectly applying the techniques of [15, 19]) would ensuré thdhe the smoothing effect of the two filtering steps on a real-
our algorithm tracks the instantaneous distributed tridge life aggregate signal.
within ¢ additive error (as discussed in Sec. 2). Similarly, the Obviously, the adaptive global slack(¢) can be dis-
convex optimization algorithms of Olston et al. [19] (basedributed across local monitor slack valugsn a non-uniform
on the idea of marginal gains) can be used to determine th&nner in order to minimize overall communication. As
optimal allocation of the (fixed) total slack = ¢ to local shown in [8, 19], in the case of a fixed total slack, the opti-
monitor slacksy;. Clearly, however, such an approach is famal allocation point is achieved by equalizing the indiatiu
too conservative: Our global slack should be able to adapt tearginal-gain ratios across all monitors. Similar resoéta
changing local signals at the monitors based on the requirbdé shown to hold in the case of adaptive total slack as well,
threshold value (Sec. 3). We now discuss such an adaad our implementation (discussed in Sec. 5) employs such a
tive, threshold-based approach that provides the reqeiredmarginal-gains-based allocation scheme.
error guarantees — our experimental results in Sec. 5 gleagtxtension to Fixed-Window Triggers. The tracking algo-
demonstrate the benefits of such adaptivity in practice.  rithms described in this section for the instantaneougérig
Adaptive Instantaneous Trigger Tracking. The key idea of problem are also naturally applicable to the case of fixed-
our adaptive scheme is quite simple. Unlike [15, 19], we angindow triggers. Assuming a (fixed) window sizg the
not interested ir-error approximations to the true aggregatédea is, for each monitom; to maintain its running local
signal, r;(t), unless its value is close to the trigger threshaggregate over the lasttime instantss;(t) = f:ﬁT ri(x)dx

St ri(t) < C — A, never fires
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Figure 15:Effect of min- and discretization-based filtering. Figure 17:Impact of targeC on communication overhead.

x 10"

wr lines are the uncertainty zone. In the experiment, we gpt tri

— Input signal
- = No MD above

o No P bolow ger threshold”' to be the value of th9*" percentile of the
fo vy Lo peecednam distribution of all values in the time series. Error tolezan
e = 0.05, so the size of uncertainy zoneds- C = 0.1 - C.

Circles denote the real violations under this setup, ang sta
denote triggers fired by our protocol. We can clearly see that
our protocol guarantees the desired performance: degectin
all real violations and only has false alarms inside the tince
tainty zone. When aggregate signals are above uncertainty
zone, no trigger is missed, indicated by one star for eaeh cir
cle; if aggregate signals are below uncertainty zone, igo tri
ger is fired, indicated by no star for signals under the dotted
line. Inside the uncertainty zone, our protocol have orgefal
alarm, indicated by the second star in the graph.

Figure 16:Triggering on instantaneous violation. A set of following results show the tradeoff between the er-

ror tolerance and the communication overhead incurred. We
(which is trivial to do assumin@(7) space). Then, the fixed- start with how the value of’ and the data volatility impact
window trigger over ther;(t) signals is essentially trans- the communication overhead under different error toleganc
formed into an instantaneous trigger over th&) window followed by the comparison of our work with existing ap-
aggregates, and all the techniques discussed earliersn taroaches and the scalability of our system.
section are naturally applicable. Fig. 17 shows the relationship between the communication
overhead and the target thresh@ldvhen setting”' to be the
85", 90" 95" and98!" percentile of the distribution of all
aggregate signals. We first see from the graph that for all dif
The same data and implementation setup for cumulative trigerentC values, communication overhead decreases quickly
gers are used to evaluate instantaneous triggers. Reatll ths error toleranceincreases. More important, for any given
our assurance for instantaneous triggers is slightly @iffe ¢, the communication overhead decreases as target thresh-
from cumulative triggers. Given an error tolerarceur al- old C increases. This is expected, whéhis large as the
gorithms assert &2¢-zone of uncertainty” around the trigger 98" percentile, aggregate signals are always far away from
thresholdC', and have zero false alarm and zero miss dete¢*. So our protocol always keeps a loose eye on signals from
tion outside this band. individual monitors, thus paying low cost to achieve the de-
We first show in Fig. 16 a sample of aggregate time seriesred detection accuracy; however, wh@ris small as35"

used in experiments and the triggering performance guargeercentile, aggregate signals are always closg,tand our
teed by Theorem 5. In the graphaxis is time andj-axis is protocol has to keep a close eye on individual signals to see
signal value. The solid curve denotes the time series ssgnalvhether they cause constraint violations, thus payindivela
The dotted line denotes the value that no false alarm shouidyh cost to achieve the desired detection accuracy. Haweve
be triggered when signals are below this line, and the dashetien the error tolerance is big enough, the protocol pays low
line denotes the value that no miss detection should happewst even wheid' is small. This demonstrate that our ideal
when signals are above this line. The region between the twm let total slack adapt according to aggregate signalsrig ve
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authors prove that this is optimal for when there is a given
total amount of slack to distribute to the monitors. Both our
MG adaptive version and the data streaming scheme use the
same approach when doing heterogeneous local slack. The
essential difference is that in the data streaming schdme, t
total slack to be distributed remains constant, whereasen t
MG adaptive scheme the total slack is adaptive and varies
according to how far we are from the triggering constraint.
Recall that we can do this because our goal is to estimate the
trigger accurately, while the data streaming scheme’s igoal
e-accurate estimation of the aggregate signal.

Communication overhead

C—e—0—0—o

e e eoooesooeennl The results of this comparison are shown in Fig. 19. For
Detection error tolerance & these tests, we sétto be theds'" percentile of the aggregate
signal. As one would intuitively expect, the communication
Figure 18:Impact of volatility on communication overhead. ~ OvVerhead decreases as error tolerance increases. (Note tha

Theorem 5 essentially guarantees no false alarms/missed de

1A A A A

& Naive tections outside the “uncertainty” zone for our instantarse
09 —— Data Streaming ) .

—= Uniform Adatpive triggering scheme.)
08 —e— MG Adaptive

We see that our MG adaptive scheme substantially outper-
forms both the naive and data streaming methods, at any error
tolerance level. Our uniform adaptive scheme also outper-
forms data streaming in the lower ranges of error tolerance
(e.g, € < 0.27 in this case). The strong performance of our

Communication overhead
°
&

0l 1 schemes illustrate that adapting the global slack is a power
ol | ful idea for reducing communication overhedithis implies

l | that when designing systems for distributed triggeringhea

' ‘ ‘ ‘ : ‘ than signal estimation, a very different level of communica

.
0 0.05 01 0.15 0.25
Detection error tolerance (¢/C)

03 om0 tion efficiency is achieved.

We also observe that our MG adaptive scheme outperforms
Figure 19:Comparing our approach to existing approaches. our uniform adaptive scheme. This implies that allowing het
erogeneous filters at each monitor can lead to communication
effective in reducing communication overhead. reduction; however the gain resulting from adaptivity of th
Fig. 18 shows the impact of data volatility on communitotal slack is certainly more dramatic than the gain resglti
cation overhead. The experiment setup is similar as that ffpm allowing heterogeneity of local slack across monitors

Fig. 10.  As expected, for every given valuecgfthe com-  The jmprovement of our schemes over previous methods
munication overhead decreases quickly as the volatilithef g particularly notable in the low error tolerance regiery
data decreases, indicating that our solution is adaptidat® . 0.1). For example, when = 0.1, our approach can filter
properties. out more thard0 of the original time series signals while
We are now comparing our work with previous work. Theychieving the desired detection accuracy. with transonissi
only adaptive filtering approach similar to our problem isf only 10 of the original signal. Our scheme results in 3.5
that proposed by Olsteet al. in [19] in the context of data times less communication overhead than the data streaming
streaming. We also compare our solution with a naive agechnique which sends of the original signal for the same
proach that might be attractive for its simplicity, as fh@re  target accuracy level. For even smaller values, ¢fie gains
fixed (non-adaptive) and homogeneous. In any time epockfour schemes over existing schemes are even greater. Thus,
each monitor sends an update to the coordinator only if itsye conclude that our scheme is well suited for distributed
time series-;(t) > (“*<. 7 We consider two versions of our triggering systems with very low error tolerances.

protocol. In one, calledniform adaptive detectionthe ;s Fig. 20 shows the scalability of our protocol for instanta-

are homogeneous but adapt due to the adapting total Alack . Wi h o head
In the second version, callédG (Marginal Gain) adaptive neous _tnggers. N measure_t c commumganon overnead as
' a function of the number of distributed monitors, which vary

the local slacks are heterogeneous and are computed acCllim 20 t0 200 in the system. The experiment setup is similar

ing to their Marginal Ge_un n reduc!ng _com_mun|cat|on COStas that shown in Fig. 12. As seen from the result, the (per-
The method for computing the MG is given in [19] where the - . . )
nhode) communication overhead is relative stable and $jight

7We do not compare with [16] since, unlike our schemes and phey decreasing when the system size increases, indicating that
offer no strict error guarantees. our protocol is scalable to large system.
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Figure 21:Queuing model for slack estimation.

coordinator queue at the granularity &f we have follow-
ing approximation foQ.: 1) length ofQ. is 5; 2) enqueue

] of Y~. r;(t) is approximated by a Poisson arrival with (aver-
age) rateﬁgi; 3) dequeue is approximated by a Poisson arrival
o2 ] with rate% With this setup, the overflow probability ¢j.

\/\/\/H\\' in centralize model can be determined by [22]

0.15F 1 ¢ A §+1 A §+1 .
P ZT —- ) = —_ = —T = 7+1

< rily > %) <u> ( C> ps

wherep = is the queue utilization. Wheg).. is over-

flowed, it is possible thaf). has occupancy (in unit of)
l. = 5 +1i, foreachi = 1,..., 00, each of which has proba-
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9 Appendix _ _
A miss detection happens whéh. has occupancy + i

We present here the proofs of theorems in the paper. For théh'Ch causes constraint violation), b@t has occupancy

varying-window trigger, both the centralized ideal modeda s < § (otherwise,Q; is overflowed and the trigger fires).

the distributed solution model are shown in Figure 21. LetthThIS happens because monitor queues hold t00 much fluid

coordinator queue b€, with sizee in the ideal model, and @nd have aggregate occupancy more than—§ = 5%+,

be Q. with sized in the solution model. which has probabilit — F' (<52 + i). So the miss detection
rate (probability)3 can be approximated as

9.1 Proof of Theorem 2 B = Pr(l, < gur > §+ 1)

Miss detections happen if both monitor queues and coordina- 0 c—0 _

tor queue in the solution model are so large that they absorb = Z { [1 - F (— +i+ 1)] (1- )}
enough update traffic to mask a real trigger violation. Let i=0

the occupancies (in unit @) of monitor queues over time be When usingi as a continuous variable, we get the integral
random variableg, ..., a,,, then we have-§ < a; < §in  version of the equation.

our setting. Itis reasonable to assume that eadbllows an If assuming anV//D/1 model for the coordinator queue,
independent NormaN (0, o;) distribution. Then the aggre- we can approximately compute its queue length distribution
gate occupancy of monitor queues,= > "' | «;, follows as[22]

a NormalN (0, o) distribution, wherer? = o2 + ... + o2. 0=\

Let F() denotes the? DF of N(0,c2), then the probability Pr(l, >z) = exp [ 2z (T)} ="

that monitor queues have aggregate occupancy moreithan

is1— F(x). wherer = exp [—2 (“—;A)] With this model,3 can be

In the centralized model, arrivals of,; ri(t) overflow computed as
queue@. with probability, which is relative small in real

system because constraint violations are rare events. S3 = Pr(l < Q|lr > ¢ 1)

>, 7i(t) should be less tha@' on average over time, how- - 0 0

ever,> . r;(t) is bigger thanC' in some periods and causes _ Z { [1 _F ( +it 1)] Cri(1l— W)}
Q. to overflow. When assuming al /M /1 model for the P
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9.2 Proof of Theorem 3 and immediately fires the trigger.

False alarms happen when a combination of chunk burstsy Wlth the same reasoning, the scheme guarantees
pp Ri(t) < S0 i) + A WhenY! ri(t) < (C —

the solution model cause3, to overflow even though the N

the coordinator has
true aggregate signals have not caugedo overflow in the )

centralized model. n
On the granularity of, we have following approximation Z R(t)<(C-A)+A=C
for Qs in the solution model: 1) length a@; is %; 2) en- i=1

queue ofy . R;(t) is approximated by a Poisson arrival with
(average) rate\— 3) dequeue is approximated by a Poisson
arrival with ratec 4) chunk enqueue from all monitors are
approximated by a Poisson arrival with ratg, and chunk 9-4  Proof of Theorem 5
dequeue by a Poisson arrival with ratg. Then, the over-
flow probability of @, is

and never fires the trigger.

The detection error of the adaptive scheme for instanta-
neous trigger-tracking is caused by the value discrepaecy b
0 \ 94 Ap A0 941 tween monitors and thg coordinator. With(t) = C' + e—

=) (-) = (76) >, Ri(t), the value discrepancy of the scheme can be an-
0 K C+Aa-d alyzed as follows.

Apparently, the solution model is more bursty than the cen-
tralized model, and} is less thant. So Pr(l, > %), the
overflow probability in the solution model, is bigger than
Pr(l, > %), the overflow probability in the centralized
model. The false alarm rate (probability)can be simply
approximated by

Pr(ls >

e When) . R;(t) > C, we haveA(t) < e. The value
discrepancy between monitors and coordinator is up-
bounded by. The coordinator always has anapprox-
imation of aggregate signals produced by monitors, and
has the desired detection guarantee as that in Theorem 4.

Prl, > %) — Pr(l, > < e When}_, Ri(t) < Cat timet, monitors have ", ri(t.)
n = [P 5~ 9( ) and coordinator believes monitors havg R;(t). This
Pr(l. > 5) accrues value discrepandy, r;(t) — >, Ri(t). Be-

5t Mg+ -6 cause the setting @k (¢), total value discrepancy can be
= 1= ( > < I > biguptoC+e—>". R;(t) atany subsequent tinie> ¢.
d- . L i .
So, without triggering any value update at monitors, the
Using M/D/1 queuing model, the overflow probability change fron)_, () to >, ;(t') can be at most
and false alarm rate can be computed as

. % [C A, DR=(C=Y Ri(t)+€) — (O _ri(t) = > Ri(t))
Pr(l, > <) = exp|—— i i i
0 | 9 >\r
- >9) - T 99 :C’—Zm(t)—i—e
rils 5 = exp 5 )\ 7
20 C -\ This “no-update”would not cause constraint violation,
= ©Xp 7 (m)} pecause the value of , r;(¢) unknown to coordinator
[Prits > §) = Prily > §)] _ Pri->5) IS at most
no= 0 T T o <8y
Pr(l, > %) Pr(ls > %) n ,
) < =
L CoA ) 2 (C-) Z;n(t) < ZZ: t)+C — Zm +e=C+e
- Pl v+ nas) 5 U

9.3 Proof of Theorem 4

The simple scheme for instantaneous trigger-trackingtas t
following guarantee for each monitot;:

|ri(t) — Ri(t)] < 0
Summing ovei onR;(t) > r;(t) —d;, we gety . | R;(t) >
S ri(t) — A, Whenevery! | ri(t) > (C + A), the
coordinator has

n

Y Ri(t)>(C+A)-A=C
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