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Abstract. Pervasive applicationsrely on datacapturedfrom thephysicalworld
throughsensordevices.Dataprovidedby thesedevices,however, tendto beunre-
liable.Thedatamust,therefore,becleanedbeforeanapplicationcanmakeuseof
them,leadingto additionalcomplexity for applicationdevelopmentanddeploy-
ment.Herewe presentExtensibleSensorstreamProcessing(ESP), a framework
for building sensordatacleaninginfrastructuresfor usein pervasiveapplications.
ESPis designedasa pipelineusingdeclarative cleaningmechanismsbasedon
spatialandtemporalcharacteristicsof sensordata.We demonstrateESP's effec-
tivenessandeaseof usethroughthreereal-world scenarios.

1 Intr oduction

Many pervasiveapplicationsrely ondatacollectedfrom physicalsensordevicessuchas
wirelesssensornetworksandRFID technology. For instance,considerasensor-enabled
library (shown in Fig. 1) thatusesRFID readersfor detectingtagsplacedonbooksand
patron's library cards,wirelesssensorsfor monitoringenvironmentalconditions,and
variousotherdevicessuchasmotionandpressuresensors.Library monitoringandsup-
port applicationsusereadingsfrom thesedevicesto manageinventoryandcheckouts,
adjusttemperature,andmonitorpatronactivity. Oneof themainchallengesin thissce-
nariois theunreliabilityof thedataproducedby thesensordevices.These“dirty data”
exist in two generalforms:

– Missedreadings:Sensorsoftenemploy low cost,low powerhardwareandwireless
communication,which leadto frequentlydroppedmessages.For example,RFID
readersoftencaptureonly 60-70%of the tagsin their vicinity [19]. Wirelesssen-
sorsalsodemonstratesimilar errors.For instance,in a wirelesssensornetwork ex-
perimentat theIntel ResearchLab in Berkeley, eachsensordelivered,on average,
only 42%of thedatait wasaskedto report[24].

– Unreliablereadings:Often,individual sensorreadingsareimpreciseor unreliable.
For instance,physicaldevices tend to “f ail dirty”: the sensorfails but continues
to report faulty values.In a sensornetwork deployment in SonomaCounty, CA,
for example,8 out of 33 temperature-sensingmotesfailed,but continuedto report
readingsthatslowly roseto above100o Celsius[34].
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Fig.1: A sensor-basedlibrary
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(a) Currentsensor-basedde-
ployments

� � � ��� � � �� 	

� � �


 �� � 	 � �
� � � �

� � � ��� � � �� 	

(b) Using ESP as a data
cleaninginfrastructure

Fig.2: An infrastructuralapproachto sen-
sordatacleaning

To mitigatethe effectsof theseerrors,thedatamustbe appropriatelycleanedbe-
fore usein an application.Of course,existing pervasive applicationsnecessarilydeal
with theseproblemsto someextent,but they tendto usetediouspost-processingand
application-speci�cmeansto cleansensordata(as shown in Fig. 2(a)). This ad-hoc
treatmentof unreliabledataleadsto brittle applicationsandincreaseddeploymentcosts.

In contrast,we proposeto separatecleaningfrom applicationlogic by interposing
a datacleaninginfrastructurebetweensensordevicesandapplications(Fig. 2(b)). In
suchanapproach,thecleaninginfrastructuretranslatesraw sensordatato cleaneddata;
applicationsareunaffectedby theunreliabledevicesoverwhich they aredeployed.

In this paper, we presenta framework for building cleaninginfrastructuresto sup-
portpervasiveapplications.ExtensibleSensorstreamProcessing(or ESP), consistsof a
programmablepipelineof cleaningstagesintendedto operateon-the-�y assensordata
arestreamedthroughthesystem.ESPis designedto beeasyto con�gureandbeableto
evolveover time.

To provide a simpleand�e xible meansof programmingcleaninginfrastructures,
ESPusesdeclarative processingandexploits recentadvancesin relationalprocessing
techniquesfor datastreams[4, 9, 12]. Programmersspecifycleaningstagesin ESPus-
ing high-level declarative queriesover relationaldatastreams5; thesystemthentrans-
latesthe queriesinto the appropriatelow-level operationsnecessaryto producetheir
results.Thus,programmersdonothaveto write low-level device interactioncode(e.g.,
nesCfor TinyOS[22]). Additionally, declarative languagesprovidedataindependence,
suchthat in many casescleaningoperationsdo not needto be changedwhendevices
fail, areadded,or areupgraded.As an exampleof a declarative queryfor dataclean-
ing, considerQuery1 which �lls in lost temperaturereadingsfrom a wirelesssensor
network usinga5 secondmoving averageovereachsensor's readings.

ESPutilizes the temporaland spatialnatureof sensordatato drive many of its
cleaningprocesses.Sensordatatendto becorrelatedin bothtime andspace;theread-
ingsobservedatonetimeinstantareindicativeof thereadingsobservedat thenext time

5 In ESP, we useCQL [8] asour declarative languageaswe have a datastreamsystem,Tele-
graphCQ[12], designedto processCQL. In principle,any declarative languagewouldprovide
thebene®tsoutlinedhere.



Query 1 Exampledeclarativequeryto interpolatefor lost sensorreadings.Thisquery
runsa 5 secondmovingaverageovereach sensor's readings.
SELECT node_id, avg(temperature)
FROMsensor_readings_stream [Range '5 sec']
GROUPBY node_id

instant,asarereadingsat nearbydevices.Thus,we introducetheconceptsof temporal
andspatialgranuleto capturethesecorrelations.Thesegranulesde�ne a unit of time
andspaceinsidewhich the dataaremostly homogeneous.Theseabstractionscanbe
usedto recoverlost readingsor removeoutliersusingtemporalandspatialaggregation.

TheESPframework segmentsthecleaningprocessinto � ve programmablestages,
eachresponsiblefor a differentlogical aspectof thedata,rangingfrom operationson
individual readingsto operationsinvolving complex processingacrossmultipledevices
andoutsidedatasources.

Of course,many applicationsneedmoreadvancedprocessingthanthataffordedby
thedeclarativeapproachof ESP. Wediscusssuchadvancedprocessinglaterin thepaper.
Nevertheless,asdemonstratedin thispaper, infrastructuresbuilt with ESP'sdeclarative
stagesarecapableof cleaningsensordatain a wide rangeof deployments.

2 RelatedWork

Datacleaningis widely recognizedasa crucialstepfor enterprisedatamanagementin
the context of datawarehouses.In this domain,datacleaningoccursseparatelyfrom
any applicationusing the data(e.g.,analytic/datamining software).Suchtraditional
datacleaning,however, tendsto focus on a small set of well-de�ned tasks,includ-
ing transformations,matchings,andduplicateelimination[32, 23]. Extensionsto this
paradigmincludethe AJAX tool [21], an extensible,declarative meansof specifying
cleaningoperationsin adatawarehouse.Thesetechniquesfocusonof�ine cleaningfor
usein datawarehouses;thereal-timenatureof many pervasive applications,however,
precludesuchapproaches.Morefundamentally, thenatureof theerrorsin sensordatais
not easilycorrectedby traditionalcleaning:suchtechnologytypically doesnot utilize
thetemporalor spatialaspectsof data.

Theunreliabilitiesof sensordatahavebeenwidely studied.Work from ETH Zurich
recognizesthepoorbehavior of RFID technology[19]. Work from the Intel Research
Lab in Seattlehascharacterizedthe performanceand errors in RFID technologyin
orderto betterguideubiquitousapplications[18, 30]. Othersensor-basedapplications
have encounteredsimilar issuesin regardto dirty sensordata[11, 14]. Theseprojects,
however, eitherdo not addresscleaningor incorporatecleaninglogic directly into the
application.

Other work hasadvocatedan infrastructuralapproachto sensordataaccessand
management,but hasnot directly addresseddatacleaning.Several systemsprovide
mechanismsfor interactingwith wirelesssensornetworks ([27, 10]). For example,
TinyDB providesa declarative meansof acquiringdatafrom a sensornetwork. ALE
(Application-LevelEvents)de�nesaninterfacefor building RFIDmiddleware[7]. ALE
de�nes conceptssimilar to our temporalandspatialgranules.TheContext Toolkit ad-
vocatesanarchitecturalapproachto hiding thedetailsof sensordevices[16].



Variousprojectshave developedtechniquesfor cleaninganderror correctionfor
wirelesssensordata(e.g.,[17, 28]). TheBBQ systemusesmodelsof sensordatato ac-
curatelyandef�ciently answerwirelesssensornetwork querieswith de�nedcon�dence
intervals[15]. Otherwork usesregressionappliedto sensornetworksfor inferencepur-
poses[29]. Theseapproachesusuallyinvolve building andmaintainingcomplex mod-
els.ESP'sdeclarativeapproach,in contrast,doesnot rely oncomplex models.

Finally, wenotethatESPis partof theHiFi project[20]. HiFi is adistributedstream
processingsystemdesignedto supportlarge-scalesensor-basednetworks(termed“high
fan-in” systems).ESPis intendedto cleansensordatastreamsat theedgeof theHiFi
network. Previous work discussedsomeof the preliminaryconceptsandresultspre-
sentedin this paper[20, 25].

3 ESP's DeclarativeSensorData CleaningFramework

In thissection,weintroduceExtensibleSensorstreamProcessing(ESP), ourdeclarative
pipelinedframework for building sensordatacleaninginfrastructures.

While building theinitial versionof HiFi [13], weconfrontedmany of theissuesas-
sociatedwith unreliabledataproducedby sensordevices.Mostnotably, thesystemwas
unableto functioncorrectlyusingraw RFID data.Our solutionwasto usea rudimen-
tary pipelineof ad-hocquerieswe termed“CSAVA” [20], designedto run throughout
HiFi to convertRFID datainto applicationdata.

ESPgeneralizesandextendstheCSAVA pipelinewith a focuson cleaningsensor
dataat the edgeof the network. ESPenablesinfrastructuresthat cleanraw physical
sensordataby processingmultiple sensorstreams,exploiting the temporalandspatial
aspectsof sensordata,to producea single,improved outputstreamthat canbe used
directly by pervasiveapplications.We �rst de�ne thetemporalandspatialabstractions
thatdrivemany of ESP'scleaningmechanisms.

3.1 Temporal and Spatial Granules

ESPuseshigh-level abstractionscalledtemporal andspatialgranulesto capturetime
andspacein sensor-basedapplications.Thesegranulesde�ne unitsof time andspace
insidewhich thedataareexpectedto be homogeneous.ESPusesthegranuleconcept
to aggregate,sample,anddetectoutliers.Theseabstractionsexploit thefactthatmany
applicationsarenot interestedin individual readingsor devices,but with higher-level
datain time andspace.

Temporal Granules Althoughmany sensordevicescanproducedataat frequentinter-
vals,applicationsareusuallyconcernedwith datafrom alargertimeperiod,or temporal
granule. For instance,an environmentalmonitoringapplicationthat builds modelsof
micro-climatesin a redwoodtreeneedsreadingsat 5 minuteintervalsto capturevari-
ationsin micro-climate[35]. Within a temporalgranule,readingsareexpectedto be
largelyhomogeneous.

To supportthis notion of temporalgranules,ESP useswindowedprocessingto
groupreadings.A window de�nes a �nite setof readings(in termsof an interval of
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Fig.3: ESPprocessingstageswith the typical form of thedeclarative queryfor eachstage.The
relevantportionof thequeryis in boldface

time)within a datastream.Within awindow, ESPcanaggregatemultiple readingsinto
oneor comparereadingsto detectoutliers.

Spatial Granules Justaswith readingsin time,readingsfrom devicesphysicallyclose
to eachotherareexpectedto bemostlyhomogeneous;aspatialgranulede�nestheunit
of spacein which this homogeneityis expectedto hold.Furthermore,a spatialgranule
is thesmallestunit of spacein which anapplicationis interested,eventhoughdevices
may have a �ner spatialgranularity. Examplesof spatialgranulesincludea shelf in a
library scenarioor a roomin a digital homeapplication.

To supportspatialgranules,ESPorganizessensorsinto proximitygroups. A prox-
imity groupde�nesa setof sensorsof thesametypemonitoringthesamespatialgran-
ule. For instance,a setof motesmonitoringthetemperaturein thesameroommaybe
groupedinto thesameproximity group,asmaytwo RFID readersmonitoringthesame
library shelf.Justasa time window is theunit of processingfor a temporalgranule,a
proximity groupis theprocessingunit for a spatialgranule.

In many applications,thesizeof thetemporalandspatialgranulesareobviousfrom
thenatureof theapplicationor environment(e.g.,5 minuteintervalsin redwoodmon-
itoring or roomsin a digital home).In somecases,however, it may be desirableto
determinethegranulesizesautomatically;this is a rich areaof on-goingwork.

3.2 ESPCleaningStages

Having describedthefundamentalabstractionsunderlyingESP, we now outlineESP's
processingstages.Throughan analysisof typical sensor-basedapplications,we dis-
tilled a setof logically distinctoperationsthatoccurin a largeclassof applicationsto
cleandataproducedby many typesof sensordevices.Using theseobservations,ESP
organizessensorstreamprocessinginto a cascadeof � veprogrammablestages:Point -
Smooth- Merge- Arbitrate- Virtualize. Thesestagesoperateondifferentaspectsof the



data,from �nest (singlereadings)to coarsest(readingsfrom multiplesensorsandother
datasources).Not all stagesarenecessaryfor a givendeployment.

Stage1, Point: The Point stageoperatesover a singlevaluein a sensorstream.The
primary purposeof this stageis to �lter individual values(e.g.,errantRFID tagsor
obviousoutliers)or to convert �elds within an individual tuple.The generalform for
the Point query(aswell asall otherstages)is shown in Fig. 3. ESPappliesthe Point
queryto eachsensor's readings,�ltering all readingsthatdonotmatcha predicate.

Stage2, Smooth: In Smooth, ESPusesthe temporalgranulede�ned by the applica-
tion to correctfor missedreadingsandto detectoutliersin a singlesensorstream.The
Smoothqueryprocessesits input stream,smooth input (a streamof readingsfrom
a singledevice, providedby ESP),in windows of readingsdeterminedby the sizeof
thetemporalgranule.For eachof thesewindows,Smoothrunsthespeci�ed aggregate
function,outputsaprocessedreading,andthenadvancesthewindow by oneinputread-
ing. NotethatbothPoint andSmoothoperationscanbepusheddown to capablesensor
devices(e.g.,wirelessmotes).

Stage3, Merge: Analogousto thetemporalprocessingin theSmoothstage,Mergeuses
theapplication'sspatialgranuleto correctfor missedreadingsandremoveoutliersspa-
tially. At eachtime step,Merge processesinput readingsfrom a singletypeof device
andgroupsthereadingsby thespeci�ed spatialgranuleusingtheGROUPBY clause.
Merge thenprocesseseachof thesegroupsusinganaggregatefunctionto produceout-
put readingsfor eachspatialgranule.

Stage4, Arbitrate: Spatialgranulesmay not mapdirectly to sensordetection�elds,
leadingto possiblecon�icts betweenthereadingsfrom differentproximity groupsthat
arephysicallycloseto oneanother. The Arbitrate stagedealswith con�icts, suchas
duplicatereadings,betweendatastreamsfrom differentspatialgranules.Thequeryfor
Arbitrategroupsits input streamby spatialgranuleandthenusestheHAVINGclause
to �lter readingsfrom spatialgranulesthatdonotmatcha predicate.

Stage5, Virtualize: Finally, sometypesof datacleaningutilize readingsfrom across
differenttypesof sensorsor storeddatafor improveddatacleaning.To providea plat-
form for suchtechniques,theVirtualize stagecombinesreadingsfrom differenttypes
of devicesanddifferentspatialgranules.TheVirtualize queryusestheJOIN construct
to combinereadingsfrom differentsourcesbasedontimestamps,IDs,or othercommon
attributes.Additionalprocessingcanbespeci�edusinganoptionalpredicate.

By separatingsensordatacleaninginto distinctstages,cleaningpipelinesareeasy
to deploy andcon�gure, affording many opportunitiesto reusestagesfrom previous
deploymentswith changeslocalizedto individualstages.Additionally, thecleaneddata
producedby ESPpipelinescanbesharedacrossmany applications.

In thenext threesections,weshow detailedESPprocessinganddemonstrateESP's
overalleffectivenessandeaseof con�gurationwith threetypical sensordeployments.

4 RFID-basedScenario

The�rst deploymentweaddressusingESPis alibrary scenariousingRFID technology,
similar to the oneintroducedin Sect.1. RFID technologyis notoriouslyerror-prone:
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Fig.4: Shelf scenariosetupwith 2 shelves,
eachwith anRFID readerand10 tagsstati-
cally placedwithin 6 feetof theantenna(5
tagsat3 feet,5 tagsat6 feet).Additionally,
5 tagswererelocatedevery 40seconds
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Fig.5: ESPpipelinefor cleaningRFID data
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(b) Query2 resultsusingraw RFID data

Fig.6: Query2 resultsin reality andover theraw data

tagsthatexist arefrequentlymissedwhile othertagsthatarenot in a reader's normal
view aresometimesread.In alibrary scenario,consideranapplicationthatcontinuously
monitorsthe countof bookson eachshelf usingQuery2 (shown below). This query
looks at the streamof RFID datain 5-secondslices.Within eachof theseslices,the
querygroupsthereadingsby theshelfat which the tagwasread,andthencountsthe
numberof distincttagIDs ateachshelf.Here,thewindow clauseindicatesthetemporal
granule(5 seconds)andtheGROUPBYclausedenotesthespatialgranule(ashelf).

Query 2 Shelfmonitoringqueryto determinethenumberof booksoneach shelf.
SELECT shelf, count(distinct tag_id) as num_books
FROMrfid_data [Range '5 sec']
GROUPBY shelf

To studyESPusedfor cleaningRFID data,we ran an experimentemulatinga li-
brary scenario.Our experimentalsetupis depictedin Fig. 4. We usedtwo 915 MHz
RFID readersfrom Alien Technology[6], eachresponsiblefor oneshelfandthuseach
forminga proximity group.Thereaders'sampleperiodwassetat 5Hz (i.e.,5 polls per
second).Eachshelf wasstocked with 10 booksrepresentedwith Alien “I2” tags[5],
EPCClass1 RFID tagsdesignedfor long-rangedetectionin a controlledenvironment.
Tagsweresuspendedin thesameplaneasthe reader, spaced1.5 feetapartfrom each
other, andat two distancesfrom thereader, 3 feetand6 feet.Tagswereorientedsuch
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(b) Query2 resultsafterArbitrateprocessing

Fig.7: Query2 resultsafterdifferentstagesof processing

that their antennaewere directly facing the reader. Note that this setupis overly fa-
vorableto RFID technologyas it attemptsto alleviate many of the known causesof
degradedreadings[18, 19]. To introduceadynamiccomponentinto theexperiment,we
relocated5 tagsplaced9 feetfrom thereaderbetweenthetwo shelvesevery40seconds.

The metric we useto evaluateour techniquesis the averagerelative error of the
resultsof Query2, which is de�ned as 1

N

P N
i =0 ( jR i � T i j

T i
), whereN is total numberof

time steps,i is the time stepat thegranularityof the reader(5Hz), R i is the reported
countof tagson a shelfat time i , andTi is the truecountof tagson a shelfat i . This
metric denoteshow far off, on average,the reportedcountof tagsis from reality. We
ranthis experimentthreetimes;all runsproducedsimilar results.

Theresultsof ourexperimentwithoutdatacleaningareshown in Fig.6. Figure6(a)
depictsthetraceof theactualcountof tagsoneachshelfover thecourseof theexperi-
ment.Figure6(b)showstheresultsof runningtheapplication'squeryovertheraw data.
If theapplicationwereto usetheoutputof theRFID readersdirectly, theresultswould
be near-meaningless:the averagerelative error of the outputof Query2 comparedto
reality for the durationof the experimentwas0.41 (i.e., the count of the numberof
tagson eachshelfwasoff by almosthalf, on average).For instance,if an application
wantsto benoti�ed whenthenumberof booksonashelfdropsbelow 5, thenthequery
usingtheraw datawould reportthata shelfhaslow inventory2.3 timespersecond,on
average.

We build a ESPpipelineto cleanthis data.Notethat theRFID readeralreadypro-
videsPoint functionalitynatively by removing tagsthatfail achecksum[1]. Weusethe
SmoothandArbitratestagesfor ESPin this case(asshown in Fig. 5). As thereis only
onesensorperproximity grouphere,Merge is notneeded.

4.1 Stage2: Smooth

At the Smoothstage(shown in Query3), ESPinterpolatesfor lost readingswithin a
temporalgranule.ESPrunsthisqueryovereachreader'sdatastream.Thisquerybegins
by breakingthestreaminto 5-secondslices(correspondingto thesizeof thetemporal
granule).For eachof theseslices,Smoothgroupsby tagID andthencountsthenumber
of occurrencesfor thattag.Theoutputof Smooth, then,is areadingfor eachtagseenat
any pointwithin thewindow andthenumberof timesit wasread.After eachwindow is
processed,ESPmovesthewindow forwardby oneinput reading.Throughthis sliding
window operation,Smooth�lls in droppedreadingsfor any tagseenat leastoncein a5
secondtime period.



Query 3 Interpolatingfor lost readingsin theSmoothstage.
SELECT tag_id, count(*)
FROMsmooth_input [Range '5 sec']
GROUPBY tag_id

Theresultsof Query2 over thedataproducedby this stageareshown in Fig. 7(a).
TheSmoothstageis ableto eliminatetheconstantlow inventoryalertsgeneratedby the
queryusingtheraw data.

Thecountof bookspershelf,however, is still fairly inaccurate(anaveragerelative
errorof 0.24)dueto thecloseproximity of thereadersanddiscrepanciesin theirperfor-
mance.As seenin Fig. 7(a),theantennafor shelf0 readmoretagsthanthatof shelf1,
despitebeingof thesamemodel;thecountsreportedfor shelf0 wereconsistently4 to
5 tagshigherthanreality. We trieddifferentcon�gurationsof antennaeanddetermined
that this differenceis likely dueto known issueswith the antennaportson thesepar-
ticular RFID readers[2]. Processingin theSmoothstagehasalleviatedthe issueswith
droppedreadings,but any applicationusingthis datawill bemisledinto thinking that
shelf0 hasextrabooks.

4.2 Stage4: Arbitrate

The Arbitrate stage(shown in Query4) correctsfor duplicatereadingscausedby the
closeproximity of thereaders.At eachtimestep,Arbitratedeterminesall tagsthatwere
readby multiple spatialgranulesandthe numberof timeseachtag wasreadby each
granule.It thenassignsthetagto thespatialgranulethatreadthetagthemost.ESPruns
Arbitrateover theunionof thestreamsproducedby Query3.6

Query 4 Correctingfor duplicatereadingsin theArbitratestage. Theinner queryde-
terminesthecountof readingsfor a giventag in each spatialgranule;theouterquery
selectsthespatialgranulewith thehighestcountfor each tag.
SELECT spatial_granule, tag_id
FROMarbitrate_input ai1 [Range 'NOW']
GROUPBY spatial_granule, tag_id
HAVING count(*) >= ALL(SELECT count(*)

FROMarbitrate_input ai2
[Range 'NOW']
WHEREai1.tag_id = ai2.tag_id
GROUPBY spatial_granule)

The resultsof runningQuery2 over the smoothedandarbitrateddataareshown
in Fig. 7(b). Observe that ESPde-duplicatesthe readingsaswell ascorrectsfor the
differing performanceof the two antennaeto provide a substantiallymore accurate
countof thetagsoneachshelf.After Arbitrateprocessing,theaveragerelativeerrorof
Query2 is 0.04.Thisequatesto anerrorof beingoff by lessthanonebook,onaverage.
Theresultsshow thatin thisscenario,ESPprovidesasigni�cant reductionin errorover

6 Although the Merge stage is unused in this case, ESP automatically adds a
spatial granule attribute to eachstream,correspondingto eachproximity group(i.e.,
eachshelf).
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Fig.8: Averagerelativeerrorfor Query2 overdataproducedby ESPusingdifferentsizetemporal
granules

theraw RFID data:recall that theoriginal bookcountsusingtheraw datawereoff by
almosthalf comparedto reality.

Sizeof the Temporal Granule The sizeof the temporalgranuleaffects the degree
to which ESPcaneffectively cleanthedata.In orderto effectively smooth,thesizeof
the temporalgranule(i.e., thewindow size)mustbe larger thanthe longestperiodof
droppedreadingsin the input. Thewindow sizemaynot be madetoo large,however,
asits sizemustbebalancedwith therateof changeof thedatavalues.This tensioncan
beobservedin Figure7(a),wheretheperiodswhentagsarebeingrelocatedarenot as
accuratelycapturedasthestableperiods.

To investigatethis issue,we comparedthe relative errorsof ESPusing different
temporalgranulesizesfor theSmoothstage.Theresultsareshown in Figure8. At very
small andvery large granules,the error is larger thanfor granulesaround5 seconds.
Essentially, aneffectivetemporalgranulesizeis boundedat thelow endby thereliabil-
ity of thedevicesandat thehigh endby therateof changeof thedata.In Sect.7, we
discussourongoingwork exploringdynamicadaptationof thetemporalgranule.

5 Envir onment Monitoring Scenario

In theprevioussection,we demonstratedtheability of anESPpipelineto cleanRFID
datastreams.Next, wepresentausecasewhereESPhidestheunreliabilitiesof wireless
sensornetworks.

Wirelesssensornetworksenablenew classesof pervasiveapplicationsthatmonitor
environmentssuchas the homeandof�ce with high resolution.In order to alleviate
the effectsof imprecisereadings,calibrationerrors,outliers,andunreliablenetwork
communication,previous deploymentsinvolving sensornetworks have had to post-
processthereadings,primarily by hand,to producedatathatcanbeusedby theapplica-
tion [11, 14, 15]. To reducethecomplexity associatedwith sensornetwork application
deployment,applicationscanuseESPto providecleanedsensordata.We demonstrate
two typesof wirelesssensornetwork datacleaning:outlierdetectionof fail-dirty motes,
andtemporalandspatialsmoothingto correctfor droppedmessages.



5.1 Outlier Detection

Recallthatsensormotesareknownto “f ail-dirty” andproduceoutlierreadings.ESPcan
beusedto alleviatetheeffectsof thesefail-dirty motes.To demonstratetheeffectiveness
of outlier detectionusingESP, we usea 2 daytracefrom a sensornetwork deployedin
theIntel ResearchLab in Berkeley to monitorthelab'senvironment[24]. We focuson
threemotesin thesameroom,assignedto thesameproximitygroup.In thistrace,oneof
themotesfailsby reportingincreasingtemperatures,risingto over100oC. We program
thePoint andMergestagesof ESPto eliminatetheoutlier readings.Smoothis notused
becauseit cannotcorrectfor extendederrorsproducedby onesensor.7 Arbitrateis not
necessaryasthereis only onespatialgranule.

Stage1: Point ThePoint stage�lters any readingsbeyond its expectedrange;in this
case,ESP�lters readingswherethetemperatureis higherthan50oC (Query5) .

Query 5 Simple�ltering at thePointstage.
SELECT *
FROMpoint_input
WHEREtemperature < 50

Stage3: Merge In this example,theMerge stagedoesoutlier detectionwithin a spa-
tial granuleby computingtheaverageof thereadingsfrom differentmotesin thesame
proximity groupandthenomitting individual readingsthatareoutsideof two standard
deviationsfrom the mean(shown in Query6). Note that thesetechniquesarenot in-
tendedto be statisticallycomplex, but to the contrary, demonstratethe simplicity of
ESPprogramming.

Query 6 Outlier detectionin theMergestage.
SELECT spatial_granule, AVG(temp)
FROMmerge_input s [Range '5 min'],

(SELECT spatial_granule, avg(temp) as avg,
stdev(temp) as stdev

FROMmerge_input [Range '5 min']) as a
WHEREa.spatial_granule = s.spatial_granule AND

a.avg + (2*a.stdev) < s.temp AND
a.avg - (2*a.stdev) > s.temp

Figure9 shows theoutcomeof this experiment.Thetop line representstheoutlier
mote'sreadings.Themiddleline depictstheaverageof all threemotes.If anapplication
wereto usetheaverageof thethreemotesasarepresentationof theroom'stemperature,
it would seetemperaturesexceeding50oC. The bottom lines show the tracesof the
two functioningmotesaswell astheoutputof ESPwith outlier detectionprocessing.
Observe that ESPis able to detectwhenthe outlier motebegins to deviate from the
othermotesandthenomit its readingfrom its averagecalculation.

7 Smoothcould,however, beusedto correctfor individualoutlierreadingsin asinglemoteusing
thesamemechanismspresentedhere.
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5.2 Temporal and Spatial Smoothingof SensorData

Wirelesssensornetworks have anotherseriousproblembeyond fail-dirty motes:the
network frequentlydropsmessages.This problemis especiallyprevalentwhensensor
networksaredeployedin therealworld.

An ESPpipelinefor awirelesssensornetworkcanmasktheunreliabilityof asensor
network by both temporallyandspatiallyaggregatingto correctfor droppedreadings.
We demonstratethis cleaningthroughan applicationresponsiblefor monitoring the
temperatureof a redwoodtreeat eachelevationrangein thetree.

We validatedESPprocessingon a threeanda half daytraceof datacollectedfrom
sensorsonaredwoodtreein SonomaCounty, CA aspartof alarge-scalesensornetwork
deploymentto studymicro-climatesof redwoodtrees[34]. 33moteswereplacedalong
the trunk of the tree at varying heights.Data (e.g., temperatureand humidity) were
sensedat 5 minuteintervalsandloggedto a local storagebuffer (collectedat theend
of the experiment)andalsosentover the multi-hop network. We groupedthe motes
at nearbyheightsinto 2-node,non-overlappingproximity groups(correspondingto the
spatialgranulesin this deployment),wherethedistancebetweenmotesin a proximity
groupwaslessthanonefoot.

Notethat the log datais incorrectwith respectto thegroundtruth dueto fail-dirty
sensors:8 outof the33motesfaileddirty. Thereadingsfrom thesemoteswereremoved
by handshortlyafterdatacollection,but beforewe receivedthedata.8

As ESPis addressingcommunicationerrorsin thiscase,ourmetricof successis the
epochyield. Epochyield describesthenumberof thereadingsreportedto theapplica-
tion asa fractionof thetotal numberof readingstheapplicationrequested.For theraw
data,theepochyield in this tracewas40%(ideally, theepochyield shouldbe100%).
In otherwords,theapplicationonly received40%of thedatait requested.Additionally,
we measurethepercenterror in the readings.Basedon experiencecollaboratingwith
biologists,anerrorof lessthan1oC is acceptablefor trendanalysis.Therefore,thegoal
of ESPin this applicationshouldbe to increasetheepochyield while minimizing the
percentof readingswith anerrorgreaterthan1oC.

Here,we implementthe SmoothandMerge stagesin ESPto temporallyandspa-
tially aggregatesensorreadingsto increasetheepochyield of thesensordeployment.

8 ESPcouldemploy thetechniquesshown in Section5.1to remove theseoutliersautomatically.



Stage2: Smooth In theSmoothstage(notshown),ESPtemporallyaggregatesreadings
from a singlesensor. By runninga sliding window averageon eachsensorstream,lost
readingsfrom asinglemotearemaskedwithin thewindow. After theSmoothstage,the
epochyield is increasedto 77%.99%of thesereadingswerewithin 1oC of thelogged
data.

Stage3: Merge In the Merge stage(not shown), ESPperformsspatialaggregation
for eachspatialgranule(again,in theform of a windowedaverage)to furtheralleviate
the effectsof lost readings.The Merge stageincreasesthe epochyield to 92%. This
improvementof reportingis at the slight cost of decreasingthe percentof readings
within 1oC of the loggeddatato 94%. Thus,with ESPcleaning,biologistscan get
nearlycompletedatawith aslight decreasein theaccuracy.

Throughtheuseof simpleoutlier detectionandtemporalandspatialsmoothing,in
thiscaseanESPpipelineis ableto increasetheability of applicationsto makesenseof
thedatathey aregettingfrom their sensors.Ratherthanspendingtime tediouslypost-
processingthedata,applicationscanfocuson thehigh-level logic andnot conversion,
calibration,anderrorcorrection.

6 Digital Home Scenario

In Sects.4 and5, we demonstratedhow ESPcanprovide a cleaninginfrastructureto
correctfor a wide varietyof problemsassociatedwith differentphysicaldevices.Next,
wedemonstratetheeaseof con�gurationof ESPandhighlight theuseof multiple types
of sensorsto enhancedatacleaning.

Multiple projectsaredevelopingsensorsandinfrastructuresto instrumentthehome
to provide both a betterliving experiencefor inhabitantsaswell asa more ef�cient
useof homeresources[3, 26]. Suchapplicationsusea wide varietyof sensordevices
providing low-level data(e.g.,RFID, sensormotes,pressuresensors).In this section,
we show thatpipelinesde�ned for otherdeployments(i.e.,pipelinesfrom theprevious
two sections)can be easily re-tasked to a new environmentdue to ESP's high-level
declarative nature.Furthermore,ESPcanserve platformfor combiningreadingsfrom
multiple devicesto provide a virtual “persondetector”sensor. This typeof processing
is a higherlevel of cleaning;datafrom multiple heterogeneousdevices,appropriately
combined,canprovide higherquality data.The output of ESPis a streamof events
describingthepresenceof a personin theroom.

We demonstratethe useof ESPin a digital homescenarioby out�tting a room
with two RFID readers,a small sensornetwork of threemotes,andthreeX10 motion
detectors[36] taskedto determinewhensomeoneis in theroom(Fig. 10(a)).Theroom
correspondsto onespatialgranulefor theapplication;thus,thetwo RFID readersmake
up oneproximity group, the motesconstituteanother, and the X10 detectorsform a
third. During theexperiment,oneperson,out�tted with anRFID tag,movedin andout
of theroom,while talking,at oneminuteintervals(Fig. 10(b)).

We presenttheESPprocessingto cleanthe individual sensorstreamsandthende-
scribehow ESPutilizesthesestreamsto createa persondetector.
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Fig.10:A ªPersonDetectorºin thedigital home

6.1 Low-Level SensorCleaning

Recall the main advantagesof ESP's declarative pipelinedapproach:previously built
stagescanbe reused,changesnecessaryto tailor processingto eachnew deployment
areisolatedto smalllogicalunits,andthesechangesareeasyto makeandreasonabout
asthestagesareexpressedashigh-level queries.In this deployment,theprogramming
for the ESPpipelinesto cleanthe individual sensorstreams(RFID, wirelesssensors,
andmotiondetectors)utilize almostexactlythesameprocessingstagesasde�ned in the
previoustwo sections.Changesnecessaryfor thisdeploymentinvolvedslightly modify-
ing queriesin a smallnumberof stages.Theraw datafrom thesedevicesarepresented
in Figs.10(c)-10(e).We omit thedetailsof this cleaningdueto spaceconsiderations.

6.2 Stage5: Virtualize

The main new featureof this usecase(ascomparedto the previous scenarios)is the
useof the Virtualize stage.Virtualize allows a deploymentto combinereadingsfrom
multiple differenttypesof devicesto performapplication-level cleaning.In this case,
Virtualize turnsthesetof heterogeneousdevicesinto a “persondetector.” It usesa vot-
ing query that normalizesall sensorinput streamsto a singlevote of whetherit has



determinedthata personis in the room or not (Query7). The querythenaddsup the
votesandregistersthata personis in theroomif thesumis higherthana threshold.

Query 7 “PersonDetector” logic at theVirtualizestage.
SELECT 'Person-in-room'
FROM(SELECT 1 as cnt

FROMsensors_input [Range 'NOW']
WHEREsensors.noise > 525) as sensor_count,

(SELECT 1 as cnt
FROMrfid_input [Range 'NOW']
HAVING count(distinct tag_id) > 1)
as rfid_count,

(SELECT 1 as cnt
FROMmotion_input [Range 'NOW']
WHEREvalue = 'ON') as motion_count

WHEREsensor_count.cnt +
rfid_count.cnt +
motion_count.cnt >= threshold

Theoutputof theESPpipelineis shown in Fig. 10(f). As canbeseen,simpleand
easyto deploy logic is capableof generallyapproximatingreality. ESPis ableto cor-
rectly indicatethatapersonis in theroom92%of thetime.

Virtualize Con�guration The Virtualize queryinvolvesmany numericalparameters,
suchas thresholdsfor sensornoiseprocessingand overall voting. ESP's declarative
queryapproachmadethis type of setupsimple:high-level queriesareeasyto reason
aboutandadjustuntil adequatecleaningis achieved.Furthermore,becauseESP'sclean-
ing is segmented,any adjustmentof Virtualize is isolatedto a singleoperation:lower-
level cleaningremainsthesame.Nevertheless,therearemany caseswherethis simple
approachfor Virtualizewill notwork; we discusssuchcasesin Sect.7.

7 AdvancedCleaning

In Sects.4, 5, and6, we showedthat cleaninginfrastructuresbuilt usingESPareca-
pableof cleaningdatain awiderangeof realisticscenarios.Perhapssurprisingly, these
signi�cant improvementsin dataquality wereproducedby a pipelineof fairly simple
declarativequeries.Of course,therearemany applicationsanddeploymentswheresuch
a simpleapproachmaynotbeeffective. In this section,we outlinesomeof thesecases
anddiscussextensionsto ESPthatwill enhanceits effectivenessin suchdeployments.

AdaptiveGranules In this paper, we requiredtheapplicationto supplythesizeof the
temporalandspatialgranules.In somecases,however, this is not possible:the envi-
ronmentmay be too complex for the applicationto adequatelydetermineappropriate
sizesor too dynamicfor a singlesizetemporalor spatialgranuleto work. Thus,it is
preferableto have thesystemdetermineandadaptthegranulesizebasedon thedatait
observes.



To this end,our on-goingwork involvesmodelingunreliablesensordataasa sta-
tistical sampleof the physicalworld. With this model in place,we are investigating
techniquesfrom samplingtheoryto helpguidedatacleaningandgranulesizeadapta-
tions.For instance,ESPcanuse� -estimators[33] to determinethepopulationof RFID
tagsin an areaor the temperatureof a setof sensorswithout seeingall the data.The
varianceof theestimatorcanbeusedto guidegranulesizedecisions.

Soft Sensors While thesedeploymentswerecon�gured usingnumericalparameters
that wereeasyto derive empirically (e.g.,Virtualize in Sect.6), in many casesdeter-
miningtheparametervaluesmaynotbesoeasy. Moreadvancedprocessingfor Virtual-
izecaninvolvemachinelearningtechniquessuchasthoseusedin soft sensors[31]. To
supportthis typeof operation,ESPcanbeextendedto supportstagesde�ned by both
declarativequeriesanduser-suppliedcode.

Query-Dri ven Operations Thecleaninginfrastructurespresentedherehave focused
on providing “raw” (but cleaned)streamsto theapplications.In mostcases,however,
theapplicationposesqueriesover thesestreams.Application-level queriesarea mech-
anismfor theapplicationto alertthecleaninginfrastructureof additionalrequirements.
ESPshouldbe ableto incorporatethis informationto help drive cleaningoperations.
For instance,querypredicates(e.g.,temp > 0) shouldbepusheddown to theappro-
priatelevel in thepipeline.

8 Conclusions

Dataproducedby physicalsensordevicesarenotoriouslydirty: readingsarefrequently
eithermissedor droppedandindividual readingsareunreliable.Furthermore,theseer-
ror characteristicsvary from deploymentto deployment.This leadsto high application
deploymentcostsfor bothdatacleaningandcon�guration.

To directly addresstheseissues,we developedESP, a framework for building sen-
sordatacleaninginfrastructuresin supportof pervasive applications.By takingan in-
frastructuralapproachto sensordatacleaning,ESPallows applicationsto usesensor
datawithout incorporatingcomplex cleaninglogic. Furthermore,applicationsusingan
ESPinfrastructurecanbewrite-once,run anywhere:ESPshieldstheapplicationfrom
changesin the error characteristicsof the devicesor the underlyingenvironment.Fi-
nally, an infrastructurebuilt usingESPallows multiple applicationsto usethe same
cleaneddata,furtherreducingdeploymentcosts.

To drive ESP's cleaningmechanisms,we introducethe conceptsof temporaland
spatialgranules.Theseabstractionscaptureapplication-levelnotionsof timeandspace.
ESPutilizes theseconceptsin a pipelineof programmableprocessingstagesdesigned
to cleansensordataasit streamsthroughthesystem.

ESPinfrastructuresareeasyto deploy andevolvedueto thefollowing properties:

– Declarative: ESPcleaninglogic is easyto programthroughhigh-level declarative
queries.Thesystemcanutilize thewell-understoodtechniquesof relationalquery
processingto ef�ciently executethesequeries.



– Pipelined:ESPconsistsof separate,pipelinedcleaningstagesallowing operations
to beindependentlyprogrammedandreusedacrossdeployments.

– Cleaningframework: ESPde�nes logically distinct cleaningoperationsdesigned
to directlyaddresstheerrorcharacteristicsof sensordata.

While therearemany complex operationsthatcanbeusedto cleansensordata,we
show herethat in practice,someapplicationsanddeploymentsdo not needsuchcom-
plexity. We validatethe ESPplatform throughthreereal-world deploymentsdemon-
stratingthat infrastructuresbuilt usinghigh-level declarative queriescansuccessfully
alleviatebothmissedandunreliablereadingsin sensordata.As a result,many perva-
sive applicationswereableto usedataprovided by ESPpipelinesasthey would any
sensordata,but withoutmany of theassociatederrors.

Sensor-basedpervasive applicationdevelopmentanddeploymenttodayis fraught
with complexities stemmingfrom the unreliablenatureof deviceson which they are
built. Cleaninginfrastructuresbuilt usingESPaddresstheseproblemsleadingto re-
ducedapplicationcomplexity, fasterdeployment times with lower costs,and better
manageability.
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