CS174 Sp2000 Lecture 28 John Canny

Blinded Digital Signatures

We need one more general concept before we dive into digital cash. A blinded digital signature is
something like signing a blank check, or like signing the envelope containing the check. It doesnt
sound like a good idea, but as we will see it is very useful. Blinded signatures are one of several
techniques used to preserve privacy with digital cash. They make it harder to trace the path of
some cash.

Let M be a message which is a bank note or check. A bank could sign this in the RSA
signature scheme by first computing a secure Hdsh/) of the message, and then computing
H(M)%mod n) as the signature, whergis the banks private RSA key. Anyone could verify
given M and the signature, that the bank had meant to sign this note. The problem with this is that
it gives banks great power to trace your spending. Since they issue the note to you in the first place,
but will receive the note for collection from a merchant, they could match the two. That is, they
could saveV/ in a database indexed with your name and then matchvttieat the merchant brings
in against it. This happens with credit card transactions, and people often prefer cash because it is
not traceable this way.

The anonymity is accomplished with a blinding fackomhich is known to you only. You ask
the bank to sign:

r=H(M)k*(mod n)
wheree is the bank’public RSA key. What you get back is
rd = H(M)(mod n)

and you can multiply this by~! to get backH (M)?(mod n) which is the signed note. The bank
only sawH (M)k® which is difficult to distinguish from random data.

But how do you convince a bank to sign a blank piece of paper? They might be commiting
themselves to pay a huge amount of money. The answer is very similar to a zero-knowledge proof
(c.f. the ZKP of graph coloring). Instead of one note, you present the bank with many notes, all
with the same value (say $10). That is, you give the bank:

r; = H(M)E§(mod n)

fori = 1,...,k, and the same messag@é. The blinding factors:; are different in each case.

Then the bank picks one of the notes at random and sets it aside and asks you to unblind the other
k —1. You send the bank thie factors for notes it has asked for. The bank unblinds those notes by
multiplying by k;¢(mod =), and checking for a match witH (1/). The bank discovers through

this process that you were honest in filling outialt 1 of these notes. So it agrees to sign the other
note (that it set aside) without seeing it. The bank doesnt know what this note actually contains.
But there can be at most one bad note, and the probability that the bank picks it is
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This is not much protection, but we will see some other schemes for protecting the bank later.

Digital Checks

If we made a digital version of a classical personal check, it would look something like this:
Signed e, (BankName, Owner’'s Name, Amount, Recipient N ame)

We'll assume that the signature includes the original document, i.e. Stha¢d,,,,,,.. (X)
means(X, R(X,d)) where R(X,d) = X%mod n) is the RSA en(de)cryption function. The
Owner’s signature proves to the bank that they want to withdraw this money.

In order to cash the check, someone would present it to a bank. In general, the bank where
the check is collected will be different from the bank that actually provides the funds, which is
normally your bank. The chain of signatures that gets applied to the check looks like this:

SignedOwners bank (SignedCollection bank (SignedRecipient (SignedOwner (D(lt(l. . ) ) ))

The nesting of the signatures proves that they were applied in the correct order. This is both
stronger and weaker than an ordinary check. Stronger because it is hard to forge digital signatures,
but weaker because it is easy to make multiple copies of the check at any stage.

Adding Privacy: First version of digital cash

There are several reasons for having a cash-like form of digital money. The first and most important
is privacy. We dont want a lot of agencies to be able to monitor how the user is spending their
money. So our goal as digital cash designers is to hide the identities of the parties to a digital
exchange. A first attempt might be to use a check made out to “cash”.

Signed gy, (BankName, Owner'sName, Amount, “Cash')

This provides some protection for the recipient, but it doesnt prove to a merchant that that
person has the money in their bank account. So we add a signature from the owner’s bank that
verifies that the bank is willing to pay that amount.

Nothing we’ve done so far stops a merchant or the owner from double-spending. To do that,
we add a serial number chosen by the owner at random from a very large set (say 128 bits) so that
the probability of collision with other notes is negligible. The cash note now looks like this:

Signed g, (Signed e (BankName, Serial Number, Amount))

When the bank receives notes for collection, it checks the serial numbers against the ones that
were presented before. The bank’s signature verifies that the person has the money in their account.
The bank may choose to debit the account when the note is created, or simply keep track of how



many notes have been debited.

We have removed the owner’s name in an attempt to protect their privacy. The bank has to
check the owner’s digital signature to make sure they really want to create this money. And the
serial number allows them to keep track of whether the note was spent multiple times. So this note
is reasonably safe. The drawback is that the serial numbers give the bank an easy way to keep
track of what each user is paying for. When an owner gives their bank a note to sign, the bank can
record the serial number. Then when someone deposits that note later, the bank can look up the
serial number and match that person with the owner.

Anonymous Digital Cash

To have real cash, we need better protection of the owner’s identity so that their spending cannot
be tracked. One solution is to use the blinded signature technique described earlier. Through that
scheme, the bank signs a note for which it has no record of the Owner’s name (you would probably
have to give the bank real cash in order for them to do this). In more detail, you éreates of

the form

K{Signed e (Bank Name, Serial;, Amount)mod n

wherekK; is a random blinding factor which is different for each naktés the bank’s RSA decryp-
tion key, and the serial number is different for each note.

The bank sets one of these notes aside, say‘theote, and asks you to unblind the other
k — 1. You give the bank the blinding factors; for those notes only, and the bank checks that the
unblinded notes are all of the form

Signed p,ner (BankName, Serial;, Amount)

The bank takes this as strong evidence that’theote is also of this form, so it signs that note
and returns it to you. You remove the blinding factor, and you now have a note of the form

Signed g, (Signed g, e (Bank Name, Serial Number, Amount))

for which the bank does not know the serial number. This note still has your signature on it, which
is a weakness for privacy. Q: How could a bank that cashes this note figure out who you are from
the signature? How could you remove the signature during the creation of the note?

This method still gives quite good privacy protection for the owner and recipient. But because
of that, it is more tempting for one of those parties to cheat, especially by double spending. The
serial numbers provide some book-keeping to show that someone has cheated, but its impossible
to tell who duplicated the note.



Traceable Anonymous Cash

Traceable anonymous cash sounds like an oxymoron. But in the digital world, remarkable things
are possible. Specifically, we can hide someone’s identity in a note in such a way that if they spend
the note once, they will remain anonymous. But if they try to spend multiple times, their identity
will almost certainly be revealed.

Not surprisingly, we use secret sharing to do this. Recall that it is possible to takéin
messagel/ and make twan-bit messages each of which contain no information abidubut
which together completely define. Here is the procedure:

1. The customer makescopies of his/her identity and splits each one in two halves. That is,
the copies ar¢/ds, ..., Id;} and{Id;,...,Id;}. The owner’s identity will be computable
from any pair(/d;, Id}) but from no other combination.

2. These ldentities are encrypted each with a different key and become part of the users “Ilden-
tity info”. Each result would look likef (1d,G, K;) or f(1d;G, K!), wheref is an encryption
function, andG is a “recognizable” string like the name of the bank. It is needed because
Id; is itself just a random string, and decrypting it with a false key would be hard to detect.
The keysK; and K are bit-committed (e.g. by hashing) but kept secret.

3. A customer requesting a unit of cash creatsamples containing:
(Bank'sName, Amount, Serial Number, [dentityinfo)
where the serial number is unique to each bill, and the identity info is computed separately
for each note using steps 1 and 2 above. Thaits of cash are blinded using blinding
factorsby, . .., b, and presented to the bank.

4. The bank selects one unit at random and sets it aside. Then it asks the customer to unblind
the otherk — 1. The customer provides the blinding factors and all the K€yand K for
those notes, and the bank looks inside them. For each note, the bank checks that the blinding
factor works, that all the key&; match their bit committed values (and that they correctly
decrypt/d;G), that all the identity halvesd; andd; gives the owner’s identity, that all the
bills have distinct serial numbers.

5. The bank signs the unit it had set aside, and gives it to the customer.

6. The customer unblinds this unit and is ready to spend.



