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Recent developments have made it possible, pragmatic, and efficient for the IPv6

protocol to be applied to low-power multihop wireless networks, especially

regarding the metricsVsuch as low memory footprint, high reliability, and

low energy useVthat are most important for embedded applications.
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ABSTRACT | With deeply embedded wireless sensors, a new

tier of the Internet is emerging that will extend into the physical

world. These wireless sensor nodes are expected to vastly

outnumber conventional computer hosts as we see them today,

but their strict resource constraints are unlike other technol-

ogies already common to the Internet. As wireless sensor

network research took off, many in the field eschewed the use

of IP as inadequate and in contradiction to the needs of

wireless sensor networking. Since then, the field has matured

and IP has evolved. In this paper, we show that the conver-

gence of Internet Protocol Version 6 (IPv6) and low-power

multihop wireless networking is possible, pragmatic, and

efficientVespecially in regard to the metrics that matter most

for embedded applications, low memory footprint, high

reliability, and low energy usage. Using real commercial

deployments, we show that it is possible to simultaneously

achieve an average duty cycle of G 0.4%, average message

delivery rate of > 99.9%, and average per-hop latency of

G 125 ms over 12 months in different environments.
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I . INTRODUCTION

The Internet of the physical world has arrived. Some

40 years after it was created to connect computers to one

another and allow file transfer, remote login, and access to

distant computation, we find computational processing

embedded in almost every device, machine, appliance, and

instrument. And, they are increasingly able to communi-

cate. These Bhosts[ hardly resemble their classic Internet
forebearers, and rather than the human-generated infor-

mation and documents that are exchanged over the classic

Web, these deeply embedded computers present physical

informationVsensor readings, observations, actions, and

events that occur over time at particular points in the real

world. The web of real world data is used to optimize

production, improve safety, and reduce energy consump-

tion, waste, and pollution.
The emergence of this new tier of the Internet has

largely been enabled by a decade or so of intense research

on low-power wireless embedded networks, or sensornets.

But early on, that thrust explicitly eschewed the design

principles and constraints of the Internet architecture,

arguing that conventional layering was impractical for the

resource constrained devices that were being embedded in

the physical world; that the underlying physical commu-
nication structure was essential to applications that would

utilize such information and should not be abstracted

away; and that without a human being in close attendance,

these devices would need to configure themselves into

networks without manual intervention. Ironically, this

freedom of thought produced innumerable good ideas

locked away in disjoint, noninteroperable little stovepipes

with little opportunity to impact the real world. At the
same time, portions of the Internet design community

were pushing on these very issues of accommodating huge

numbers of hosts, autoconfiguration, and extensibility to

embrace unanticipated innovation in IP version 6.

In this paper, we show that these two lines of

development are, in fact, highly complementary. They

can be brought together to obtain a powerful confluence of
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design. The best ideas arising from sensor networks can be
realized within the Internet architecture, and in doing so

they bring value across a range of communication link

technologies and technological changes, and they can

apply to a diverse array of applications (even many that

have yet to emerge) because they support widely useful

primitives, rather than highly specific solutions. However,

this confluence is not by any means automatic. It involves

working through a broad swath of the Internet stack and
carefully adapting or extending its elements to meet the

austere requirements of the embedded domain.

II . BACKGROUND

A. Sensornet Research
Over the past decade, sensornet researchers tackled a

number of important networking challenges. With the

observation that radio idle-listening dominates system

energy consumption, numerous duty-cycled link protocols

based on sampled listening [1] and scheduling [2] were

proposed. Because the radio network topology must be

inferred by observing communication with neighboring

nodes, significant work went into link quality estimation that

utilized link-layer information [3], physical-layer informa-
tion [4], as well as their combination with routing

information [5]. While the Internet was successful at

utilizing only end-to-end feedback mechanisms, sensornet

researchers demonstrated the need for hop-by-hop feedback

to achieve greater visibility into the network, react quicker to

local conditions, and avoid the high costs of end-to-end

mechanisms [6], [7]. The need to disseminate information

across the network shows up in a wide variety of application-
and network-layer scenarios, and the Trickle algorithm

provided a means to do so in an efficient and density-aware

manner that avoided the broadcast-storm problem [8].

Much of this work did not constrain itself to an

architecture, leading to the development of numerous

application-specific networking protocols that were hard

to compose. Existing work sought to provide a communi-

cation architecture that could combine these disjoint
networking protocols by placing the narrow waist of the

protocol stack at the link layer [9]–[11]. But by being

agnostic to the network protocol in use, these architectures

did not define broader networking issues of discovery,

naming, addressing, configuration, and management.

B. Non-IP Network Solutions
Many past standardization efforts for low-power

wireless networking (e.g., ZigBee [12], Z-Wave [13], and

WirelessHART [14]) also believed that IP was too large

and ill-suited for the needs of sensornets, leading them to

develop ad hoc solutions not based on IP. Without a

common network layer, these systems require an applica-

tion-layer gateway to communicate with other systems or

even the wider Internet. These application gateways are

complex to design and manage. Mapping between two
protocols is not straightforward, requiring significant

functional and semantic translation. Mechanisms that do

not have a similar mapping on both sides must be dropped.

Because such translations are often stateful, application

gateways typically represent a single point of failure for the

sensornet.

Speaking a common network protocol end-to-end

provides much greater deployment flexibility and robustness.
Stateless routers can deliver messages using any number of

paths, creating greater redundancy. New application proto-

cols can be introduced without changing the network

infrastructure. The network can also be composed of differ-

ent link technologies (e.g., 802.15.4, WiFi, and Ethernet),

applying them where they are most appropriate. This

flexibility and scalability is more important than ever as we

grow the Internet into new operational domains.

C. Internet Protocol Version 6
Internet Protocol Version 6 (IPv6) is the designated

successor of IPv4 as the network protocol for the Internet

[15]. To overcome the dwindling unallocated address space

and in anticipation that networked devices will vastly

outnumber conventional computer hosts, IPv6 expands the

IP address space from 32 to 128 b. The most widely used
link technologies evenly split the IPv6 address space into a

subnet prefix that uniquely identifies the subnet within the

Internet and an interface identifier that uniquely identifies

an interface within the subnet. Recognizing the growth in

link throughput and to reduce packet transmission

overhead, IPv6 increases the minimum maximum trans-

mission unit (MTU) requirement from 576 to 1280 B. To

increase protocol efficiency and eliminate the need for
ad hoc link-layer services to bootstrap the subnet, IPv6

includes scoped multicast as an integral part of its

architecture. Core IPv6 components, such as neighbor

discovery (ND) [16], use link-local scoped multicast for

address resolution and router discovery.

While IPv6 was designed for more capable nodes in

mind, we claim that IPv6 is better suited to the needs of
sensornets than IPv4 in every dimension. The large IPv6
addresses are more amenable to cross-layer compression.

Inclusion of necessary bootstrapping functionality [e.g.,

dynamic host configuration protocol (DHCP)] that were

previously outside the IP framework allows us to utilize the

same packet processing, forwarding, and routing used for

delivering any other IP datagram. Realizing the need to

evolve, IPv6 network protocols were designed to support

protocol options. Local IPv6 protocols that made link-
specific assumptions were specified only for those links,

allowing adaptations for different link technologies. This

generality and extensibility of the IPv6 networking

protocols allows us to utilize mechanisms that have become

so pervasive in the sensornet community. Sampled

listening, hop-by-hop recovery, and collection routing are

just a few mechanisms that allow us to implement an
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IPv6-based network that is no less efficient than existing

non-IP-based solutions.

III . NETWORK ARCHITECTURE

Incorporating sensornets into an IP network is no different

than with any other network technology. As shown in

Fig. 1, a sensornet simply forms another subnet within an

IP-connected network. We define a sensornet subnet by the
set of nodes that can communicate within the sensornet.

Edge routers connect sensornet subnets to other subnets

possibly built on different link technologies. While the

sensornet network may only support IPv6, the edge router

may implement IPv4-to-IPv6 translation [17]. But most

importantly, edge routers only forward datagrams at the

network layer and do not maintain any application-layer

state.
From an internetworking perspective, we have

changed nothing about IP. The challenges come from

supporting IP and its essential services within a sensornet

subnet. While IP has shown great success in utilizing a

wide range of link technologies (including wireless), the

resource constraints inherent to sensornets challenge

common assumptions.

A. Route-Over Versus Mesh-Under
An IP link is defined by those nodes that are reachable

over a single IP hop. The most widely used link

technologies (e.g., Ethernet, WiFi, and point-to-point)

provide a single broadcast domain where all communication

is transitive within the subnet (if A can send to B and B can

send to C, then A can send to C) and any interface can

transmit a single datagram to any number of interfaces

within the subnet. Today, Ethernet and WiFi typically

emulate the above properties through link-layer forward-

ing and routing. Ethernet subnets are often composed of

multiple physical media connected by Ethernet switches.

WiFi subnets are composed of clients that can only

communicate directly with an access point at the physical
layer due to physical limitations of radio communication

and security mechanisms.

At the core of bringing IPv6 to sensornets is whether

to emulate a single broadcast domain. This has been refer-

red to as the Bmesh-under versus route-over[ debateV
mesh-under referring to the use of link-layer mesh routing

protocols to emulate a single broadcast domain and route-
over referring to the use of IP routing to maintain
reachability between nodes within a sensornet subnet.

Conceptually, a single broadcast domain simplifies

network-layer services required to form and maintain a

subnet. Any node can send a single IP message to any

subset of nodes in the subnet without any need to

understand the physical topology. This simplifying prop-

erty is used by IPv6 ND to query whether an IP address is

in use, determine the link address for a given IP address,
and redirect traffic to other neighbors [16]. Each of these

mechanisms is implemented through a single multicast

request to neighboring nodes and a unicast response.

Emulating a single broadcast domain was largely

successful with Ethernet and WiFi due to their relatively

high capabilities and simple network topologies. There is

little issue in providing subnet-wide multicast and both

Ethernet and WiFi can easily and reliably deliver any
subnet-wide multicast traffic generated by the network

Fig. 1. IPv6 network architecture.
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layer. Furthermore, there is little variation in link-layer
communication properties between different pairs of

nodes within the subnet. In particular, a host need not

consider the link topology in selecting among multiple

default routers. A host simply assumes that the link layer

can provide the same level of service regardless of which

default router it chooses.

However, emulation mechanisms have not always been

successful, especially with more complex link technologies.
Subnet emulation for asynchronous transfer mode (ATM)

networks did not take hold because they could neither

adequately hide nor give necessary visibility into the com-

plex dynamics of connection-based communication [18].

For example, routing control functions at both the link

and network layers interact poorly. For example, when

communication fails at the physical layer, the link-layer

routing protocol will react by discovering new routes. At
the same time, without visibility into the link layer, the

network layer may prematurely detect communication

failure and generate additional messages to select a new

default router, only to make matters worse. The link layer

then must configure routes to the new destination,

wasting any existing work in repairing routes to the old

destination.

Like ATM networks, dynamic radio properties typical
to sensornets lead to more complex forwarding and routing

dynamics than those observed with Ethernet or WiFi.

Strict resource constraints make it difficult to hide the

complex dynamics of forwarding and routing within a

sensornet. IP-based protocols would not have the neces-

sary visibility to make informed decisions based on the

underlying radio topology. Unlike Ethernet or WiFi,

communication properties between any two pair of nodes
can vary greatly especially when their path lengths differ

by multiple hops. Basic tasks such as determining reach-

ability and selecting a default router must take into

account the underlying radio topology.

Supporting a broadcast service across multiple radio

hops within a sensornet is also costly. A simple multicast

message sent to the link-local all-nodes multicast address

would require delivery to all nodes within the sensornet
subnet. While it may be possible to reduce transmission

costs by maintaining a multicast topology, maintaining the

topology itself also carries a significant cost. Furthermore,

every node within the sensornet must incur the cost of

receiving the message.

The lack of visibility also removes any ability for

IP-based protocols and applications to utilize the subnet’s

spatial structure to optimize performance. Existing work in
data fusion that aggregates information from multiple

sources along a forwarding topology would no longer apply.

The challenges in emulating a single broadcast domain

led us to a Broute-over[ sensornet subnet architecture that

equates a broadcast domain with the radio transmission

range. The result is a sensornet subnet that may be

composed of overlapping broadcast domains where each

radio hop is an IP hop, as shown in Fig. 2. By limiting the

broadcast domain to the physical properties of the radio,

IP-based protocols and applications can operate in concert

with the spatial structure of the network.

B. IPv6 Address Architecture
Every IPv6 address (other than the unspecified

address) has a scope within which the address may be

used as a unique identifier for an interface [19]. RFC 4007

defines two scopes: link local for uniquely identifying

interfaces on a single link and global for uniquely

identifying interfaces across the Internet. The extent of a

link is defined as those nodes that can communicate at the
link layer [15].

By avoiding IP link emulation, the traditional IPv6

address architecture is no longer applicable to sensornet

subnets. While the topological span of an IP link is defined by

those interfaces within radio range, a link-local address

assigned to an interface must be unique among interfaces

reachable within two hops or more. Because time-varying

radio characteristics make the set of two-hop neighbors an ill-
defined set that changes over time, the extent of uniqueness

is best expanded to that of the entire sensornet subnet.

As a result, our IPv6 address architecture for sensornet

subnets defines the link-local scope as those interfaces

reachable within a single radio range and all addresses

(including link-local addresses) within the sensornet must

be unique across the sensornet subnet.

IV. IPv6 ADDRESS
AUTOCONFIGURATION

In IPv6, nodes may autoconfigure an IPv6 address two

ways: 1) statelessly by combining a 64-b IEEE EUI-64

unique identifier with an IPv6 address prefix (e.g., link-

local or subnet ID) server, or 2) by using DHCPv6 to assign

an address. In both cases, the specifications require nodes

to verify the address’ uniqueness. RFC 4862 defines a

duplicate address detection (DAD) mechanism for verifying

Fig. 2. Subnet composed of overlapping link-local scopes.
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uniqueness of an address within a link [20]. On links that

support a single broadcast domain, performing DAD is done

simply by multicasting a query to all link-local nodes asking

if an address is in use. However, because sensornet subnets

are composed of overlapping link-local scopes, a single link-

local multicast is not sufficient.

One option to ensure IPv6 addresses uniqueness is by

extending the traditional DAD multicast to cover the
sensornet subnet, but doing so requires a costly multihop

flood and routing a response back to the source if a

duplicate is found. Alternatively, each subnet could avoid

the need for multicast by implementing a central IPv6

address registration service that maintains all addresses

in use within the subnet. Before using an address, a node

must attempt to register an address with the service.

Nodes should specify a lifetime with each registration
and periodically refresh their registrations for robust

operation.

However, implementing an IPv6 address registration

service would duplicate much of the core functionality

already provided by DHCPv6. A DHCPv6 server maintains

entries for all addresses in use within its domain. Nodes

obtain a leased address by making requests to the DHCPv6

server and may renew leases over time. If the DHCPv6
server cannot be reached within a single IP hop,

neighboring sensornet routers can proxy DHCPv6 mes-

sages so that nodes do not have to use a global address

before its uniqueness is verified, as shown in Fig. 3.

Because DHCPv6 already implements the mechan-

isms needed to ensure uniqueness of IPv6 addresses, we

do not implement a separate duplicate detection service.

While IPv6 does require duplicate detection for addresses
assigned by DHCPv6, IPv6 does allow disabling of DAD

if the costs outweighs the benefits. The addition of an

IPv6 address registration service does not provide any

real benefit. A centralized IPv6 address registration

service suffers the same common failure modes as

DHCPv6. For example, having multiple instantiations

can lead to duplicate address assignments. Falling back to

our initial approach of utilizing multihop multicast is far
too costly.

V. IPv6 NEIGHBOR DISCOVERY

The IPv6 ND protocol supports mechanisms necessary for

neighboring IPv6 nodes to communicate, such as discovering
each other’s presence, determining each other’s link-layer

addresses, discovering neighboring routers, and maintaining

reachability information to active neighbors [16]. In this

section, we discuss how to efficiently support these

mechanisms within a sensornet subnet.

A. Neighbor Table
IPv6 ND uses a neighbor cache to maintain neighbor

information such as the link-layer address mapping,

reachability information, and whether the neighbor is a

router or a host. As with any cache, its utility depends on

the difference between cache hits and misses. With IPv6

ND, for example, always incurring a cache miss would

require an address resolution exchange before sending any

unicast transmission. Instead, we use a neighbor table
where nodes can only perform unicast communication

with neighbors resident in the neighbor table. Because the

routing protocol determines relevant neighbors when

forming routes, the insertion/eviction policies are left to

the routing protocol. While limited memory bounds the

number of neighbors a node can communicate with, it also

makes the energy cost of ND operations predictable.

B. Address Resolution
A node must determine the link-layer address of a

neighboring node before it can send unicast IP messages to

it. IPv6 ND resolves IP to link-layer address mappings by

sending a link-local multicast query and processing the

response from the target neighbor. But by using a table
rather than a cache, the link-layer address mappings for
next-hop neighbors that a node may communicate with are

always resident in memory. An explicit query mechanism

is not required since there is no possibility of a cache miss.

Nodes obtain the link-layer address information from

router advertisement (RA) messages sent by neighboring

nodes Section V-D.

C. Neighbor Unreachability Detection (NUD)
NUD allows a node to determine if it can successfully

send datagrams to IP neighbors. IPv6 ND performs NUD

by sending a unicast neighbor solicitation (NS) message to

the target address. The target confirms reachability by

sending a unicast neighbor advertisement (NA) message

back to the source. Rather than requiring a full NS/NA

exchange to maintain reachability between routers, we
utilize link-layer acknowledgments in place of the NA

message. IPv6 ND could not assume the use of link-layer

acknowledgments because 1) it is intended for links (e.g.,

Ethernet) that do not provide such mechanisms, and

2) such mechanisms are usually not sufficient to confirm

that the target received the datagram at the IPv6 layer. We

are able to maintain the semantics of reachability because

Fig. 3. DHCPv6 request/reply exchange.
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we extend our link-layer acknowledgments to indicate if
the datagram was received by the network layer, as we will

discuss in Section VIII.

D. Router Discovery
A typical sensornet configuration may consist of both

hosts and routers. While a routing protocol is used to

establish paths among routers, IPv6 ND specifies a
protocol that allows hosts to discover and maintain default

routes. Routers periodically multicast RA messages to the

link-local all-nodes address, to announce their presence.

Nodes may multicast a router solicitation (RS) message to

the link-local all-routers address, asking for routers to

announce themselves more quickly.

We use the same RS/RA messages within the sensornet

subnet. However, we utilize a Trickle timer to drive RA
transmissions [8]. On each transmission, routers double

the RA transmission interval up to a maximum threshold.

Routers receiving an RS message reset the transmission

interval to a minimum threshold. The adaptive transmis-

sion period allows the discovery mechanism to react

quickly when needed but also minimize overhead for basic

maintenance.

E. Challenges With Emulating a Single
Broadcast Domain

Mapping IPv6 ND mechanisms in an efficient and robust

manner would have been much more difficult had we

attempted to emulate a single broadcast domain where all

nodes within a sensornet subnet appear as neighbors at the

network layer. Take the case of selecting a default router.
When emulating a single broadcast domain, selecting a

default router is equivalent to selecting an edge router that

may be multiple radio hops away. Without any link-layer

information, a node can only select edge routers by observing

network-layer communication properties.

When emulating a single broadcast domain, simply

determining if an edge router is reachable with IPv6 ND is

costly and challenging to make robust. Because the edge
router may be multiple hops away, NUD requires a full NS/

NA exchange and our link-layer acknowledgment optimi-

zation cannot be applied. Selecting an appropriate round-

trip delay depends on the radio topology and can vary

greatly when a sensornet subnet spans many hops.

Additionally, when a link-layer path fails, the link-layer

routing protocol will attempt to fix the path. However,

an IPv6 ND may prematurely determine that an edge
router is unreachable. In fact, a premature decision could

make matters worse if a node generates additional traffic

to select a new edge router or if the link-layer must

discover routes to a new edge router. Similar unintended

interactions of routing protocols between layers also

prevented the widespread adoption of local area network

(LAN) emulation over ATM [18].

VI. ADAPTATION AND
HEADER COMPRESSION

IPv6 requires the link to carry a payload of up to 1280 B

[15]. Low-power radio links often do not support such a

large payloadVan IEEE 802.15.4 frame only supports 127 B
of payload and around 80 B in the worst case (with

extended addressing and full security information). Addi-

tionally, the IPv6 base header, shown in Fig. 4, is relatively

large at 40 B. To handle these issues, IPv6 over low-power

wireless personal area networks (6LoWPAN) introduces an

adaptation layer that sits at layer 2.5 (between the link and

network layers). 6LoWPAN defines a header encoding to

support fragmentation when IPv6 datagrams do not fit
within a single frame and compresses IPv6 headers to

reduce header overhead [21].

A. Fragmentation
The fragmentation mechanism is simple and only

provides the ability to encode a datagram using multiple

link frames. It does not include end-to-end recovery of lost

Fig. 4. IPv6 header.
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fragments expecting that link-layer acknowledgments will
provide sufficient delivery success rates. The fragmenta-

tion header is 4–5 B and contains three fields: datagram
size indicates the size of the datagram being fragmented,

datagram tag identifies all fragments for a particular

datagram, and datagram offset indicates the fragment’s

location within the datagram. The datagram offset is

always elided on the first fragment since its value is

always zero.

B. Header Compression
Traditional header compression techniques used in IP

networks are flow based, observing which portions of the

header change rarely across packets within a flow and

eliding those portions when possible. Flow-based tech-

niques are commonly used on point-to-point links and work

well because the same compressor and decompressor are
used for the lifetime of the flow. In sensornets, however,

the path of a flow may change frequently due to time-

varying dynamics of low-power wireless communication.

When using traditional flow-based techniques, changing a

next-hop route would require migrating compression state

to the new route, limiting the effectiveness of header

compression.

As a result, we developed a new compression format
that does not require per-flow state [22]. This new format

statelessly compacts headers in two ways: first, by

removing redundant information across the link, network,

and transport layers (IPv6 payload length is derived from

lower layers, the interface ID of IPv6 addresses may be

derived from link-layer addresses, and IPv6 Version is

always 6 by virtue of using 6LoWPAN); and second, by

assuming common values for header fields and defining
compact forms of those values (traffic class and flow label

are 0, hop limit is 1, 64, or 255, link-local IPv6 addresses

are common, and commonly used multicast addresses only

differ in a few bytes).

The header compression format also allows stateful

compression for arbitrary IPv6 address prefixes and is

effective for a couple reasons. First, nodes within the

sensornet subnet all share the same subnet ID. Second,
many applications involve all sensornet nodes communi-

cating with a single common destination. In both cases,

prefix information used for compression is common to all

nodes and not specific to individual flows. To support

stateful compression, each node maintains a context table,

each entry containing an IPv6 prefix. The table may be

populated by carrying context information in the same

DHCPv6 messages used to assign addresses.

VII. IPv6 ROUTING

To deliver datagrams beyond link-local scope, nodes must

use an IP routing protocol to establish and maintain

reachability towards IP destinations. The routing protocol

is responsible for managing the forwarding table, which

the forwarder uses to determine the next-hop destination
when forwarding datagrams. In contrast to much existing

sensornet work, we maintain the traditional separation

between routing and forwarding in the IP architecture.

The routing problem for sensornet subnets differs from

traditional IP networks for a few reasons. First, because

today’s most widely used links support a single broadcast

domain, most existing routing protocols must only provide

reachability between subnets. However, because our sensor-
net subnets may be composed of multiple IP hops, sensornet

nodes also need to implement IP routing protocols to

communicate within the subnet. Second, resource con-

straints on sensornet nodes require routing protocols to

operate with limited and stale information. Memory

constraints limit the amount of routing state nodes can

store. Limited energy and channel capacity constrains how

often nodes can communicate routing information and
perform link quality estimation. Third, the wireless topology

is time-varying and ill-defined. The routing protocol must

infer the link topology using measurements generated from

actual radio communication.

To address the resource constraints and low-power

wireless characteristics, we developed a new routing

protocol that incorporates various techniques developed

for sensornets. At a high level, the protocol orients the link
topology by constructing a directed acyclic graph (DAG).

The roots of the DAG are administratively chosen and are

typically nodes that forward the most traffic (e.g., edge

routers). An up route is one that follows an edge toward the

root and a down route is one that follows an edge away from

the root. By routing along the DAG, all paths take the form

of zero, one, or more up routes and zero, one, or more

down routes, as shown in Fig. 5.
Utilizing a DAG allows the routing protocol to

minimize resource requirements. State complexity is small

Fig. 5. Routing along a DAG.

Hui and Culler: IPv6 in Low-Power Wireless Networks

Vol. 98, No. 11, November 2010 | Proceedings of the IEEE 1871



and constant because nodes need only maintain up routes
to its DAG parents. Communication requirements remain

minimal because nodes only propagate DAG topology

information towards the DAG root when establishing

down routes. Furthermore, unlike reactive protocols, no

costly flood-based mechanism is needed to discover

arbitrary destinations.

A. Establishing Up Routes
The protocol spends most of its effort in establishing

good up routes to form the DAG. Using a distance-vector

protocol, nodes choose parents that minimize their path

cost to one or more DAG roots. This routing protocol

differs from prior work in its mechanisms that perform

robust link estimation, avoid the count-to-infinity prob-

lem, and communicate routing information with low

overhead.

1) Link Estimation: The routing protocol discovers

potential up routes by receiving route advertisement

messages and utilizes both the advertised route metric

and link quality estimate (LQE) to determine if the link

should be considered. While many radios can provide some

information about the received signal quality of the route

advertisement [e.g., received signal strength indication

(RSSI) or chip correlation], these measurements are
limited because they are easily biased by environmental

factors and only test reception from that neighbor. Instead,

edges within the DAG must be selected based on their

bidirectional connectivity, recognizing that link-layer

acknowledgments are commonplace in low-power wire-

less and that datagrams will flow in both directions along

the DAG.

Generating LQEs consumes resources, requiring
1) communication with neighboring nodes to make observa-

tions, and 2) memory to store those observations and

compute LQEs. Furthermore, confidence in the LQE

depends on the number of samples. In the general case, it

is infeasible for nodes to maintain LQEs for all neighbors

because network-wide communication and memory costs

grow polynomially with network density.

To address sensornet resource constraints, the routing
protocol cooperates with the link layer by 1) managing the

neighbor table to indicate links of interest, and 2) generating

traffic to increase confidence in the LQEs. Because the

routing protocol should only enable forwarding on links that

provide a good LQE with high confidence, the protocol marks

links as either tentative or active. Upon insertion, the link is

marked as tentative and the routing protocol generates

periodic probe messages to determine reachability and
generate measurements to better compute the LQE (e.g.,

packet success rate, RSSI, and LQI in both directions). After

achieving a certain confidence level, the entry is marked as

active if the LQE is above threshold and may then be used for

forwarding.

2) Avoiding Count-to-Infinity: A common issue with
distance-vector protocols is the count-to-infinity problem

caused by loops when propagating routing information. A

common solution to this problem in wireless networks is to

prohibit nodes from moving deeper in the DAG (i.e.,

increasing their path cost to the root), removing any

possibility that a node may use one of its descendants as a

parent. To allow cases when a node must increase its path

costs, existing protocols use sequence numbers to allow
the root to rebuild the routing topology and ensure loop-

free propagation of routing information from the root.

However, prohibiting nodes from selecting parents with

larger path cost until the root updates the sequence

number is overly strictVin many cases, nodes can select

parents with larger path cost and avoid routing loops.

Unlike existing protocols, we take a more lenient

approach in addressing the count-to-infinity problem. Our
protocol also utilizes sequence numbers to allow roots to

refresh the routing topology. However, routers have the

ability to increase their path cost by a fixed amount.

Allowing a limited increase in path cost avoids limiting the

cost of count-to-infinity issues when they occur while

giving greater flexibility in selecting parents.

3) Trickle and Data-Path Validation: Proactive routing
protocols typically communicate routing information using

periodic local broadcasts. Choosing an appropriate adver-

tisement rate is difficult because it must trade convergence

time with communication overhead. Our routing protocol

uses two mechanisms to overcome this challenge: 1) the

Trickle algorithm, and 2) data-path validation of routing

information.

The routing protocol uses the Trickle algorithm to drive
transmission of route advertisements [8]. While Trickle

was originally intended for binary code updates, the goal is

the sameVto maintain consistency in information across a

network with low overhead. On each transmission, routers

double the transmission interval up to a maximum

threshold. Routers reset the transmission threshold when

they discover an inconsistency in routing information, such

as receiving a new sequence number or a significant change
in a parent’s path cost. Furthermore, routers can suppress

their own route advertisement if they receive similar

advertisements from neighboring nodes.

To assist Trickle in detecting inconsistencies quickly,

our routing protocol also relies on data-path validation.

When the routing topology is consistent, datagrams

flowing towards the root should always traverse nodes

with decreasing path cost and datagrams flowing away
from the root should always traverse nodes with increasing

path cost. Exploiting this property, routers piggyback their

path cost when forwarding data-plane datagrams and verify

its value when receiving forwarded datagrams. If the value

is not increasing or decreasing as expected, the router

resets the Trickle timer in an attempt to resolve the

inconsistency quickly.
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B. Establishing Down Routes
To establish down routes, each node periodically

unicasts destination advertisement (DA) messages to the

DAG root, providing information about each node’s set of

parents. By building-maintaining the parents of each node

within the DAG, the root can then build paths from the

root back to each node. In this case, the root can safely

perform link reversal since the up edges were carefully

selected based on their bidirectional connectivity. Because
the root maintains all down routes, state complexity on all

other nodes is small and constant (only that required to

maintain the fixed number of up routes).

C. Up/Down Routing
With strict DAG routing, all traffic first flows to the

root, which then inserts source routing headers when

forwarding datagrams back down the DAG. The downside

of routing along a DAG is that the routing stretch (path

length determined by the routing protocol divided by the

optimal path length) can be up to twice the diameter of the
network. Furthermore, the root can represent a point of

congestion.

While any node can serve as the root, in practice, the

root(s) are administratively chosen to be the edge

router(s). Most sensornet applications involve significant

communication with IP devices outside the sensornet

network (i.e., data collection, management, or legacy

devices) and vast majority of communication must flow
through a relatively small number of edge routers. Thus, it

is natural to place the root functionality at edge routers

such that the routing protocol forms efficient paths for the

most common flows. Because edge routers are a critical

part of the infrastructure, they are likely to have additional

resources for maintaining down routes.

VIII . IPv6 FORWARDING

The forwarder is responsible for queuing incoming

datagrams, determining the next hop towards the destina-

tion, and delivering that datagram to the next hop.
Traditional IP forwarders do not perform any hop-by-hop

recovery because they assume the link layer delivers

datagrams with high success rates. Furthermore, tradition-

al IP forwarders readily drop datagrams when queues are

congested to improve queuing fairness between different

flows and the overall responsiveness of the network.

The unreliable nature of low-power wireless links and

limited buffering capability on sensornet nodes invalidate
the traditional assumptions of IP forwarders. In sensornet

subnets, a next-hop link may transition between usable

and unusable relatively frequently. Constrained memory

may limit forwarding queues to hold only a few messages,

making full queues a relatively common occurrence, and

freely dropping messages will significantly reduce overall

end-to-end delivery rates and energy efficiency.

A. Hop-by-Hop Recovery
Due to resource constraints and the unreliable nature

of low-power wireless communication, the IP forwarder

must implement hop-by-hop recovery. The two most

common reasons for delivery failures are 1) link transmis-

sion failures, and 2) queue congestion at the receiver. Both

failures can be detected using hop-by-hop acknowledg-

ments that indicate successful reception by the intended

receiver. While link transmission failures can be detected
using link-layer acknowledgments, queue congestion

requires network-layer acknowledgments. To reduce

energy and channel utilization, we extend link acknowl-

edgments with a flag to indicate if the upper layer

successfully received the datagram. Explicitly communi-

cating network-layer queuing failures when they occur

allows the sender to distinguish between link-layer

transmission failures and network-layer queuing failures.
The forwarder dequeues messages only on positive

indication that it was successfully received at the network

layer by the next hop. When link transmission failures

occur, the forwarder performs another next-hop lookup

and resubmits the datagram to the link layer. Doing so

allows the forwarder to support rerouting and utilize

forwarding table changes made by the routing protocol in

response to transmission failures. When queuing failures
occur, the forwarder performs congestion control by slowing

the forwarding rate to the same next hop. Delaying

retransmissions helps to reduce channel utilization and

wasted energy caused by failed attempts. Because data-

grams are not dropped, congested nodes will apply back

pressure all the way to the application source if necessary.

To handle unforeseen persistent failures, the forwarder

may drop datagrams after a large number of consecutive
failures.

B. Quality of Service
Queue congestion can occur often due to the combi-

nation of limited buffering capabilities and hop-by-hop

recovery mechanisms. A node with no available buffers

cannot receive datagrams and, as a result, cannot help

forward datagrams to their destination. Because the
forwarder does not drop datagrams, the net effect of

congested queues is a significant increase in communica-

tion delay. For some applications, communication delay

for application traffic may or may not be an issue. Network

protocols, however, often require low-latency delivery to

propagate information and provide feedback in a timely

manner. For example, routing protocols may need to

communicate new routing information to repair a route.
End-to-end transport or application protocols may need to

provide timely feedback for rate control.

Allocating per-flow buffer space can help isolate

congestion, but doing so is infeasible due to memory

constraints. Instead, we observe that flows typically fall

into three classes for many sensornet applications: 1) link-
local traffic supports ND, routing protocols, and local
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communication; 2) upward traffic towards edge routers for

data collection; and 3) downward traffic away from edge

routers for configuration or control traffic. Isolating these

three classes ensures that the network continues to operate
even when congested. Routing protocols can continue to

send link-local messages to repair routes. Transport-layer

messages can continue to flow upward or downward and

throttle transmission rates if needed.

To support class-based isolation, the forwarder

supports queue reservations by dedicating a minimum

amount of buffer space to each traffic class and allows the

forwarder to accept messages for uncongested classes
even while others are congested. The queue reservations

are configured statically on each node and the actual

value chosen depends on the platform-specific properties.

We found that even reserving just one message buffer per

traffic class makes the network much more robust than

without queue reservations. In addition to the reserved

message buffers, a set of shared message buffers are

allocated and can be used by any traffic queue. With
shared message buffers, forwarders remain flexible to the

actual proportion of traffic used by each flow. Note that

host nodes do not reserve space for forwarding traffic

because they do not forward datagrams. The forwarder

services the classes in round-robin order to prevent

starvation.

IX. ALWAYS-ON (BUT MOSTLY
OFF) LINK

IP protocols generally assume that the link is always-on. Such

links have two important properties: 1) they can deliver
datagrams (unicast or multicast) to neighboring nodes with

relatively low latency, and 2) transitions between the link up

and down states are an exception rather than the norm. The

always-on property simplifies IP protocols because they do

not need to worry about scheduling when to deliver

datagrams. Multicast simplifies ND and message delivery

to arbitrary subsets of neighbors.

While traditional IP links are always-on by constantly

listening for packets, such idle listening is prohibitively

costly in low-power wireless applications. However, by

utilizing existing duty-cycling techniques, it is possible to
give the illusion that a receiver is always on even while it is

actually off more than 99% of the time. The tradeoff is

decreased communication throughput and increased

communication latency.

A. Sampled Listening
As shown in Fig. 6, sampled listening monitors the

channel using short periodic receive checks (often

implemented using the RSSI) to determine if a neighboring

node is currently transmitting. Using short receive checks
minimizes the sample period for a given duty cycle and thus

communication latency as well. A node transmits frames by

first transmitting a wakeup signal at least as long as the

receiver’s sample period. Sampled listening is both flexible

and robust because it supports both unicast and multicast

communication without requiring any neighbor state or

global time synchronization. The tradeoff, however, is an

increase in transmission cost that is proportional to the
sample period.

Because existing 802.15.4 radios provide a packet

interface, we implement the wakeup signal using a sequence

of wakeup frames. A wakeup frame is an 802.15.4-compliant

frame that contains a destination address and a rendezvous
time to indicate the remaining time until data frame

transmission. Addressing information reduces overhearing

costs, as unintended destinations can abort reception early.
The rendezvous time allows the destination to power down

until the actual data frame transmission. This reduces the

receive cost to that of receiving a single chirp frame and a

data frame, making the receive cost independent of the

wakeup sequence length.

B. Scheduling
Sampled listening trades idle-listening overhead for

transmission overhead. Due to uncertainty in the

Fig. 6. Sampled listening with optimizations.
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neighbor’s channel sample schedule, the wakeup signal
must be as long as the receiver’s sample period. But by

learning neighbor’s sample schedules, a node can nearly

eliminate the need for wakeup signals. If the destination’s

schedule is known, the wakeup signal is reduced to a small

synchronization guard time, as shown in Fig. 6.

Knowing the period and relative phase of a neighbor’s

channel samples is sufficient to reduce the wakeup

signal. Using extended link headers, nodes may piggyback
period and phase information in both data and acknowl-

edgment frames. The phase information indicates the

amount of time since the start-of-frame was transmitted

until the next channel sample event. Using the start-of-

frame event provides tight time synchronization with the

transmitter.

While any data traffic may carry scheduling informa-

tion, discovery mechanisms provide the most benefit. For
example, piggybacking schedules on RA messages allows

nodes to learn the schedules of routers before probing or

routing traffic through them. While the synchronization

guard time grows as scheduling information ages,

piggybacking schedules in acknowledgments allows nodes

to (re)synchronize with neighbors and reduce guard times

for subsequent transmissions.

By piggybacking schedules on data and acknowledg-
ment frames, costly wakeup signals are only used in

practice with multicast transmissions. In typical networks,

the vast majority of multicast transmissions are RA

messages which are relatively rare and necessary for

discovering and maintaining routes.

C. Streaming
In addition to latency, sampled listening also trades

increased energy efficiency with decreased communica-

tion throughput. However, streaming may be used to

increase both throughput and energy efficiency by

allowing transmission of multiple data frames during a

single sample period. By using a bit in the link header, the

transmitter can indicate that additional data frames are

pending and the receiver should remain on to receive
them. Subsequent frames can be sent immediately without

a wakeup signal, maximizing throughput and energy

efficiency, as shown in Fig. 6. The streaming optimization

provides the most benefit for fragmented datagrams and

traffic that flows along a common route.

X. EVALUATION

We implemented a production-quality IPv6 network stack

for sensornets. The network stack is RFC-compliant and is

the first of its kind to earn the IPv6 ReadyVPhase 2 Gold

designation [23]. Using this implementation, we evaluate

its performance in the metrics that matter most for

embedded applicationsVlow memory footprint, high

reliability, and low energy consumption. The network

stack includes full implementations of IPv6 ND, forward-
ing, routing, ICMPv6, and all of the link and network-layer

mechanisms described in this paper. We also implemented

both user datagram protocol (UDP) and transmission

control protocol (TCP) at the transport layer. Our

implementation is built using TinyOS 2.x [24] for an

Epic-based platform that consists of a 16-b TI MSP430

MCU with 48-kB ROM and 10-kB RAM and a 2.4-GHz,

250-kb/s TI CC2420 IEEE 802.15.4 radio [25].
An embedded kernel that supports one UDP socket

and one TCP connection consumes 24 038 B of ROM and

3598 B of RAM. The kernel includes OS-level services

required to support the IPv6 network stack. The

breakdown of communication components is shown in

Table 1. The network and transport layers require about

10 kB of ROM and nearly 3 kB of RAM. The vast majority

of RAM consumption goes toward forwarding message
buffers.

We utilized our IPv6 network stack to support

commercial environmental monitoring applications in a

variety of deployment environments. Characteristics of

representative deployments are summarized in Table 2. In

Table 1 Memory Requirements for Communication Components

Table 2 Production Deployments
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these applications, each node periodically reports applica-
tion and network management reports to a central sever

sitting outside the sensornet subnet. Each report consumes

about 150 B of UDP payload, requiring the use of

6LoWPAN fragmentation when forwarding. Period in

Table 2 indicates the period between reports for each

node. Depth in Table 2 represents the number of hops to

the nearest edge router for paths chosen by the routing

protocol. In all deployments, the link layer was configured
with a channel sample period of 250 ms.

Over a 12-month period, all deployments achieved a

delivery success rate well over 99% and average duty cycle

well below 1%. We were able to achieve these numbers

because 1) we did not attempt to emulate a single

broadcast domain and used a Broute-over[ architecture

that minimizes the cost of link-local multicast and allows

IP-based protocols to operate in concert with the radio
topology; 2) a routing protocol that efficiently commu-

nicates routing information and avoids count-to-infinity;

and 3) low-power listening techniques with scheduling

optimizations. For a more thorough evaluation of our IPv6

network stack, refer to our prior publications [26].

While we have shown that an IP-based network can be

implemented efficiently on sensornets, the question

remains: What is the cost of an IP-based network? The
adaptation layer requires less than 10 B for a typical UDP/

IPv6 header. Putting this into perspective, the marginal

cost of transmitting 1 B is only 1.67 uJ while the cost of

transmitting a packet without a wakeup signal is 630 uJ.

Even so, some header overhead is required by any network

(protocol identifiers, end-to-end integrity checks, and

application dispatch). Route advertisement messages are

necessary for ND and routing, but similar messages are
necessary in non-IP settings as well. Despite these

concerns of transmission overhead, idle-listening cost at

the link layer still dominates in many cases and this is

independent of the use of IP above.

XI. RELATED WORK

The trend towards connecting embedded devices to the
Internet has also given rise to numerous IP stacks designed

for limited memory and computation capabilities. How-

ever, early attempts achieved a small footprint through

application-specific optimizations, sacrificing generality

and RFC compliance [27]. Furthermore, such stacks were

designed for wired networks and are only concerned with

host operation. uIP demonstrated the feasibility of a nRFC-

compliant IP stack for 8-b microcontrollers [28]. Seeing
that it was possible to implement IP on small devices, the

Internet Engineering Task Force (IETF) formed the

6LoWPAN working group to map IPv6 and support

protocols to low-power wireless nodes using an IEEE

802.15.4 interface. The working group has since produced

RFC 4944 that specifies how IPv6 datagrams are carried in

802.15.4 frames, supporting fragmentation and header

compression [21], [29]. Our initial work significantly
influenced RFC 4944.

With RFC 4944 in place, the IETF has moved to tackle

other layers of the stack. The routing over low-power and

lossy networks (ROLL) working group was formed to

standardize an IP routing protocol tailored to the resource

constraints of sensornets. Our work has significantly

influenced the shape and design of this new routing

protocol specification. The IETF just recently formed the
Constrained RESTful Environments (CoRE) working

group to standardize a application-layer protocol for

sensornets. At the link layer, the IEEE 802.15.4g task

group is currently working to standardize the duty-cycling

techniques discussed in this paper.

Several existing implementations now support IPv6

over IEEE 802.15.4 [30]–[32]. However, no existing work

has looked into the broader issues of network architecture
such as a subnet model that does not support a single

broadcast domain and an IPv6 addressing architecture

where the communication scope does not equal the

uniqueness scope. All attempted to preserve the existing

IP architecture by emulating a single IP link that spans the

entire sensornet. Furthermore, none of these address

operation over duty-cycled links nor do they incorporate

existing sensornet techniques. There are no published
results that show the efficiency or effectiveness of these

implementations.

XII. CONCLUSION

We have shown that the convergence of IPv6 and low-

power multihop wireless networking is possible, prag-

matic, and efficientVespecially in regard to the metrics
that matter most for embedded applications, low memory

footprint, high reliability, and low energy usage. By

tackling the many challenges presented by this class of

networks within the constraints of the IP architecture and

its principle of layered design, rather than creating specific

solutions for particular application domains and a partic-

ular link technology, we gain the potential for broad

adoption, deep reduction in the total cost of ownership,
interoperability with a wide range of other links, protocols,

tools and applications, and longevity through advances in

link technology and usage. The power of this Bgeneric[
approach is in how it permits specialization. The network

designer is able to select links, switches, and management

techniques to meet the performance, cost, scale, reliabil-

ity, or lifetime requirements of the application and

assemble potentially diverse technology in a common
interoperable framework.

Utilizing the network architecture, addressing, auto-

configuration, adaptation, routing, and forwarding pre-

sented here, novel low-power wireless networking

technology can join the ranks of other sophisticated

technologies, such as Ethernet and WiFi, of being taken

granted because it Bjust works[ in the settings where it
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makes sense for it to be deployed. However, several
nontechnical hurdles remain. For the traditional Internet

community, the approach presented here pushes the

boundaries of the Internet architecture. It observes that

the broadly held, largely tacit assumption that a link is a

single broadcast domain is not so essential, especially with

the transition from subnets to prefixes. Routing can be

optimized for common traffic patterns and be responsive to

changing link-layer connectivity while still maintaining a
clean, layered separation. But, it will take discipline and

careful design to emerge from the broad committee process

with a simple, elegant design around a few powerful

mechanisms, rather than a host of knobs and flags.

For the many industrial forums that have emerged

around the IEEE 802.15.4 standard, it may be difficult to

accept that their specific application domains are best

served not by an application specific solution over a
particular link, but by a generic architecture that permits

the use of a variety of links and common protocols.

However, mounting quantitative evidence and rapid

technical advance within such horizontally stratified layers
has historically been what shaped the final outcome.

For the research community, it will be important to

recognize that the presence of structure and constraints is as

much an opportunity for profound innovation as their ab-

sence. Many problems that have been studied in a manner

devoid of context appear anew in a particular context, with a

new set of tradeoffs and criteria. It becomes possible to

innovate in one area while utilizing the best available
technology everywhere else, rather than what happens to

be available in a local code base, and then to make clear

assessments of the impact of a particular innovation.

As we look forward to 2011 and beyond, Andy Grove’s

famous saying would seem to apply, BLet chaos reign, then

rein in the chaos.[ We have enjoyed a decade of

tremendous innovation in the design and use of low-

power wireless network technology. And we have laid the
groundwork for billions of Internet worked devices. The

next phase is to fully integrate these two areas of

development. h
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