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sYAEVantages

=lreaks dewn complex problen inte more
Menageable compenents

—Implementauon details eif enelayer are
alstracted away/ iien Gher Iayers
= Disadvantages:

—can Introduce overhéad; Ieading e
intentional layer violations




Metwork architecture based on the OSI model
Exchange

Layer Unit

:
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llustration from Tel Aviv Univ., Israe, ramif@zoot.tau.ac.ill

=See REC 871 by M. Padlipsky, A
Perspective on the ARPANET Reference
Viedel (1962)

= 3 Layers:
— network interfacedayer (links=physical)
— hoest-to-hest layer (newwerk)

— process-level/applicationi(inanspori/app)




o Many

Network

(Ethernet, FDDI)

=Hayer N messages being treated: as
opague data torlayer N-1

= ["ayer N=1 multiplexes amonge| several
layer Nimessages

= Each layer adds header (triler)

= Receiver uses header‘asfdemuluplexing
key




Application

Complete Frame:

Netork i
+—>
. Internet
LI nk Portion

=iScope: support a wide range of
approaches

= Scalability: woerk well with very: large
NEWorks (enceurages simplicity)

= Robustness: operate (Well) under
partial failures

= Incremental deploymEnit:
compatibility with existing sy/stem(s)




=\hich functions beloeng at which layers?
(eliaility;, reuting, encryption,
COMpression, data conversion)

— the end-te-end argument

— application layersiraming (ALE)

=ISEE [SRC84], “End-To-End Arguments in
System Designr®

JIRENUREHeN INfquestion: cani completely: and corectly,
pPenmplemented enly with the knowledge: of the
application standing at therendpeints e the
communicaton system:  THereiore; providing thait
guestioned function’as; a featlrer ol the
communication; systemuiselifIS e PessIbIe:
(Sometimes an incompleteVersion Gl theuneLion
provided by the communicatiGRrsystemimay’be
useful as a performance enhancemenis)




=NEealt to transfer a filer cormectly: between| peers

="\Vethod: break up file Inte messages, transiier
IMESSAUES

= [lhreats: networks may: dreps reerder; duplicate; oy
COrruUpt MESSages

= What iiff we have hop-ByEhoeprelizity?

= \Where must correct deliveriylerchecked?

=\inch layer should encrypt data?

=Higher: data Is in the clear in fewer
placesy keys are nearest the USer, every
application must encriypi

= | oWer: more eppertunity ter INtercepr,
how! to provide Key material; applications
are simpler (don T WoerR/alhout C1i/pio)

= User vs Administrator locUs; e control




sconsider reliability... assume a link has
prelability prof lesing a packet; (1-p) of
not Iesing a packet

= [raversing n hopsigive (1-p)2n' prokb o
delivery and! 1-(1=p)72n’ prok ol drep

= Assume “typical’’Intemet pathieirn = 15

=05 a low loss rate (p = 107-5),
Prel(loss) = 1.5x107-5

= BUt fior a higher rate (pr= 107-2, say/, fior
wireless), Preb(less) = 0.14 11

= |nternet was designed withr < 1% paiij
loss in mind; unfortUnately, semerparts
today have much highe@i@ies (Jater)




==2ch layer uses its own frame fermat to
previde! its service

= Application needs; may not e
communicated easily across; layers

= |dea: allow applicationte decide he
frame size most convVenient te it ALF

=yApplication breaks up data intoe suitable
ageregates

= [hese Application; Data Uniis: (ADUS) may,
e processed by therapplicatentin any.
order

= | ower layers preserve ADUMBeURdares




=YEVelop an effective technigue fior
multiplexed utilization of existing

tErconnected networks.
= Otiier geals:
— llOhUStRess I the fiace oiifialure
— multiple types oifcommuURICAUGR SEVICES
— compatibility with: |argeVaien/ eif NELS

— distributed managements CesiENECIVE
attachment, simple attachMment accountable

=lViake minimum assumptions on
Underlying networks

— Capabler ol liansperting a message oi
reasenable size (say, 100 ytes minimun)

— some form ofi addressing| o) NoM PoINt-10=
point links

= Major issues: addressifg); Packet sizes




=endpoeints need not re-establish
communication during Intermediate
fallures

= [AUS, MUSt Pretect connection State

= [Fate Sharing: place state Ry in
endpoints. If they arellost tige
communication is lost anyavays:

spPAckets: “Chunks™of data

= Conseguences ofi fate shanng:

— [ntermediate NeCes MUst not ave: any,
essentiall connectien:state

— desire to use packet switching Witk
datagrams

—more trust Is placed in€ndIESsLS




= Desire to differentiate some! traffic and
ureainii specially’ (CoS or QoS)

= =Seit State "IN reuters/switches:
—not critical infenakling communications
— provides for enhanced Senvices
—times out if not refreshiediay end-points

— Issues: traffic overhead, Ume=eutvalues

=2 hetwork ofi netwerks, *compiising
AUt 50,000 networks

= all-hoests/routers run: ther IR protocolk

— datagram Interface; shest=eniort--ost-to-
host delivery

— routing based! on glelhzlraddrEessing

—common datagram formei




=) @5t packets; (usually: due te congestion)
= duplicated packets (retransmission)
= damaged packets (channel noise)

= re-ordered packets (routing changes)

Measurig

= Capacity

—inemate (bits/second) oif a communication
channel

— typically fixed oy oscillater rate; noise;
coding
= Utilization

—the fraction of capacityNnractuziftise
measured over some interalfeirtime




Measurig

=Nilroughput
=iferdata rate (bits/second) available to a
particular application over an internval ol time
= Delay/Latency (ene-way)

—the time reguiredite send a minimumE:sized
data unit from sendefterecever;

Measurig

=Nuter: variability in delay

= Roeund=Trip Time (RTT)

— tWoe-Way: delay iirem Sender to receiver: and
pack

= Bandwidth-Delay Rroduct

— product of bw and' delayindicaies sterage ™
capacity oft network




== Vlega "Is sometimes 1,000,000, and
spmetimes; 1,048,576 (similar for kilo-
UnIis)

= 1 MB'1s 8 times larger thamnrd Mi

= data rates are oftenrpewers oif LON100
Mb/s Ethernet), whereas messages are
often powers of 2 (a 1KBmessage’ s
1024 bytes)




