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=NEetwork layer provides end-to-end
delivery (routing))

= Provides consistent datagram
abstraction:
—best-effort deliveny
—no error detection onrdatal
—consistent max. datagramsize
—consistent global addressingtsehEme

='Address adaptation

=\apping fiom Internet standardiadaresses
(IPraddresses)) to) link-specificiaddresses

= Datagram size adaptation

— Internet datagramyhas universal common:
size (64KByte for IP)

—Mapping from common<sizertorlinksspecific
MTU requires fragmentation

=Datagram delivery between networks

= Routers touch twoior more networks,
forward network-layer datagrams
between them (routers use layer 3)

= Routers execute reuting protocols to
learn how to reach destinations

=ilihk layer networks provide delivery
Withini the same: network

= Typically includes;its owni addressing
format (e.g. Ethernet), and maximum
frame size (MTU)

= Internetworking requiles & consistent
view of the basic delivER/ZuURIt
(datagram)

=iBhaddresses are topologically sensitive
=[iterfaces on same network sharerprefix
—prefix s assignedivia ISP/net admin

—32-bit globally:unigue

= 802.x addresses arevendor-specific

—interfaces made by sameVendoiEshaie prefix

—48-bit globally unigue




=N types of delivery: =E0r [ocal delivery, need tormap network-
—Jocalidelivery (noi router involved) layerraddress to link-layer address:

—non-locall delivery (router needed) _‘i’iz’gsgdze'iézl%;’zila[gg Ziair?g network]

—encapsulate [Prdatagramiwithinilink=layer
= | ocal delivery: frame

—on multi-access LAN, reguires MAC address! —what destination MACIaddiess o uSe?

—determined by common prefix:

=Could just broadcast everything =\Dynamic approeach

— W=necessary, burdens; uninterested stations —eaehi station runs Address Resolution:
with' etherstraffic Protocol (ARP)

= [P to MAC address mapping —cllent/s_erver anchitecture, each station Is
both client and sever [routers too)

—configured by handHcumberseme N,
& J [ 1 —cache lookups withFtimesuts o each

—dynamic [learned byrsystemrautomatically| resolution

=Base protocol is address independent (at =Reguesting station A has IP address I,
bothrnetwork & link layer) wants, the associated MAC address M

= Protocol'is specialized! for each particular = A broadcasts guery: who has 12 tell A

network/link address pairin
; E = Machine assighed address | responds

= Common exampleis Ethernet/IRPv4 directly to A with'its MAC address M
= A adds the (I,M) entryitoritsiARP cache




=Afcannot communicate withs station using
IP*address Il until it knows M

= ARP enables direct local delivery,

= For indirect deliveny, willlneed MAC
address of router'(alse usesiARP)

= Isolates Internet layersiom linkayer

= ARP requires broadcast delivery

} Common Header

Sender3 HW Addr (1-4)

THA (1-2)

Target HW Addr (3-6)

Target IP Addr

IPv4/Ethernet
Specific

=Proxy ARP

=—0neNmachine responds tor ARP requests on:
benhalifefiothers [can e used tor“hide
routersy

= Gratuitous ARP

—send an ARP reguestifoiryourownilP
address (during bootstiap);

—tells if address is already Mpuse; also updates
other 3 tables for own address

='ARP Cache timeout
—similar issues to bridge station| caches:
—couldibe stale info iff MAC address changes
—REC recommends 20 minute timeout

n I Pad
I l (18 bytes)

dest ' Type = 0x806
(6 bytes) (2 bytes) ARP

Sl (28 bytes) CRC

(6 bytes) (4 bytes)

=P datagrams max 64KB, Ethernet frame
meax 1500 payload bytes...

= Fragmentation; & Reassembly,

—divide networkslayerdatagrampintormultiple
link-layer units, alll<=link: MU size

—reconstruct datagrami atfinallstation

—each fragment otherwiSEractsiasiascomplete,
routable datagram




=Datagrams are identified by the (src, dst, T
idents), triple : \_1 \_1 \_1
= [fifragmented; triple is copied intoleach

Orsat: 188

= Also contains (Gfiset, len; more?) thiple v

—more? - boolean indicates Is Iast firag

—offset - relative to original datagram

=Relating frags to original dgram provides:

=\PAfragments are re-assembled at final
—iolerance to re-orderingland duplication

destination before datagram is passed up
—ability to fragment fiiagments 10 transport leyer
= When to fragment? = Routers do not reassemble fragmented

datagrams
—Whenever big dgramientersismaller Ml : .
network —allows for independent routing off fragments

—can happen from originating Hest! —reduces complexity/memoeR/ARNouter

=1ess of 1 or more fragments implies loss =Hhe Path MTU is the MINI of MTUs along
offdatagram at the IP layer delivery: path
— [PhiSiyEst effort, provides nosretransmission

= |ifdgram size' < MU}, nol fiiagmentation!
—will time-outiiifiiao(S) appear to e lost: -
— [interestingl DoStattackiperaps. > - How o do ol

. . . — probe network for'largest sizerthat will it
= Would like to avoid fragmentation

—if possible, have networlk tellfuse this size
—really want to know the RathpMuNIater) —(revisit this once we see IGMP)




+«— 32 bits widle ——

. . . Total Len
=\Pwersion 4 is current, IPv6 forthcoming

. Fragment 1D I Frag Offset
= Protocoel header includes:

1) 5 protocol Header
—version, src and dst addresses, lengths P checksum
(header; eptions; daia); headerchecksiimy

fragmentation control; TRk, and oS info Source Address

—today, TOS info oftenignered Destination Address

(options)

N A

Version: 4 here .-- IHL: # 32 bit words
5 was for ST 11 in IP header. Min
6 is for IPv6 is 5 (20 bytes),

s Lol
checksum checksum
bytes). Thus,
Source Address Source Address at most 40 bytes
Destination Address Destination Address of options.

(options) (options)

N A

TOS: type of service. .-- Len: # bytes in this
Abstract notion of datagram (fragment).
type of service, Min value is 20.
including precedence. Max value is 65535.
Most routers ignore. Limits max. dgram

Source Address Will be used by diff- Source AddNQ size.

Destination Address serv. Destination Address

(options) (options)




N

32 bits wide ———

Total Len ID: fragment ID, set
by original sender of
Fragment 1D :
datagram. Copied
checksum

during fragmentation
Source Address

Destination Address

(options)

N

TTL: “time to live™
each router must
decrement by 1
and discard if zero.
Also decremented
if router holds for
longer than 1 sec.
Prevents immortal

(options) datagrams.

N

Total Len ksum: Internet
checksum computed
over full IP header.

checksum
Must change as dgram
Source Address is routed due to TTL
Destination Address decrement (can be
done incrementally).

(options)

32 bits wide ———

Total Len

camaial] - -
i sl
checksum
Source Address

Destination Address

(options)

Header
Source Address
Destination Address

(options)

e
checksum
Source Address
Destination Address

(options)

N

Offset: offset of this

frag into original
datagram. If no
frag used, is zero.

: more frags
to come, zero if
last

: don T fragment
me!

N

proto: protocol number

identifies type of
protocol contained
within this datagram.
See assigned #s
RFC. [note: could
indicate IP!]

N

Source: sender3 IP

address. Never
changes during
ordinary routing.
(Not authenticated).




N

32 bits wide ———

ver{lHL| TOS | Total Len ination: i
..- Destinations rEceivers =iSpecial handling for particular datagrams,

-Ill- I address. _Never sometimes don T take router s “fast path™
changes during
- ordinary routing. = Rarely used, but the more common are:

—— Changes when — Loose Source Routing
source routing is — String Source Routing;

T used.
Destination Address —Record Route

) — Timestam
(options) B
Maost conied on franmentatian

Indireet Dellvery af IP Datagrams

Direct Dallvary af IF Datagrams
A sends to B via gateways G1 and G2

A candsta B

=iSender acquires receiver 3 IR address =iSame as direct, except sender
(erg: through DNS or other' mechanism) determines receiver is on different net

= Sender determines receiver is on same = Sender queries routing| table to
network (by comparing network prefixes) determine correct next hep router

= Sender performs ARP qUER/ torebtain = Encapsulates IP packet in/locallfiiame
receiver 3 MAC address destined for router SVAC address

= Sender encapsulates IP packetin local = Routers repeat this procedure
frame destined for receiverSiVAC addr




=\pte that fragmentation may occur at
any place packet is tool large for next-hop
MU size (even local delivery?!)

= Standards requirements

—REC 1812 : RegUirements o IPVA routers

—RFC 1122,3 : Requirementsifor Internet
hosts




