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Indireet Dellvery af IP Datagrams

A sends to B via gateways G1 and G2

=iSame as direct, except sender
@etermines receiver is on different net

= Sender gueries routing table to
determine correct next hep! router

= Encapsulates IP packet in/locallfiiame
destined for router SVAC address

= Routers repeat this procedure

=ISEnder acquires receiver 3 P address
(€29, through DNS or other mechanism)

= Sender determines receiver Is on same
network (by: comparing network prefixes)

= Sender performs ARP qUErR/ torebtain
receiver 3 MAC address

= Sender encapsulates IPipacketiinflocal
frame destined for receivefSIMAC addr

=@ption space limited to 40 bytes due to
2=itIHL and 20 byte min [P header

= ZEr0 0 mere options per datagram

= Different option encoding formats:
—single byte (optiontiy/pe);

—variable, starting with\(E&ypesIEnoth)




=iContains 3 sub-fields
—Ccopied on fragmentation bit
—option’class number (2 bits);
—option number (5 bits)

= Option Classes

—control, reserved, debugging

= Simple options: EOL, nopYpadding)

=isender specifies size off IP. header and
Sets “pointer’’tos indicate first (empty) 4-
byte entry/ in option space

= each forwarder fills inits own| [outgeingl
IP address and increments pointer

= if full, just forwards

= issue: only 40 bytes for Bethieption and
its storage space, so 9 hopsymax!

='E3cility to record routers *notions of time,

androptionally their IR addresses

= Options contains “pointer’; overflow
counter [4 bits], and flag [4 bits]

—overflow: # of IPimoedules that could not fit
their addresses intoithe header

—flag: times only, times 2 RRIGIFSEIECtEd
times (list of address/zeroNgails)

=ieader contains “pointer*’and list of IP.
addresses indicating routers to be used
for transit

= destination P address Is replaced by the
IP address in the seurce routing list

= pointer is updated tornext address

= |P header size remains copstant

runn L.)) ing -R wwy.cs. belk2124 edy
.Berkeley EDU (169.229.60.105): 56 data hytes
54 hutes flnn 163, LLS 60 105; icnp sea =0 tt1=249 tine=9.013 ns
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9,60,
45 on. 03 Berkeley EDU (169.229.60.105)
1283240202 . ) )
64 hytes from 169.229.60.105: icmp_seq=: 1 t11=249 time=9.541 ns (same route)

64 hytes from 169.229 60.105: icmp_seq=2 tt1=249 tine=133.611 ns (sane route?

prompt (271 traceroute ww.cs herkeley
traceroute to hunerlun o, BEIkElEU EDU (169 ”9 BD 105) 30 hops nax, 40 hyte packets
irdbgu. lbl. guv 131,243 1.1) " 0.758 ns
1.g 131 583128 11) 0,945 ns i 104 ns 1 199
s net (199.128.16.11) 30,218 ms’ 197.045 ns 1. 555
B-eva . helkele? edu (198 128 13 ’1) 4.343
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="S\Options use the number of
milliseconds; since midnight Uit

= Thisiis a loose time reguirement, so not
very useful for precise measurement:

= Also: setting high=erder bitiinftime allews
for non-standard timevalues




=/[[6pse Source & Record Route (LSRR):

—0Ese "source routing: list of IP addresses
neednoet be exact; multi-nop reutes may: e
used between  eachrentry

= Strict Source & Record Route (SSRR):

— “Strict’’source routingk list off IR addresses
need to be 1-hop awayiiemieachrother

=Ployides IP'module to IP module
message delivery

= Error and information reporting only

— gueries: client/severiniorreguest/resp
—Errors: reports offeer conditions

= Restrictions are placedion the gemneration
of ICMP messages to avejd cascades

=Niepbe a valid IP header:
=linkelayer must indicate fiiame is [ong enough
— IP’checksum) must: be' correct:
— IP'version number must e 2
— IP'IHL field mustihe ateast s
— IP total len must be atleast (IFLE*2);

=iBaprovides no direct way of discovering
the fate of an IP’ packet

=\\/ant a mechanism fox error reporting
and information exchamnge
= [CMP Protocol (REC732)

—logically part of IP module; BUut isractually
encapsulated within IP

=C\P messages are not allowed to be
Sentiin response to (RFC1812):

—an ICVIR error message (ok for quEeries)
— datagrams failing header validation tests
—broadcast or multicast: P datagrams
—link-layer broadcast e multicast frames
—invalid'src address or zEererEHreix

—any fragment other than theNirst

=Historically, ICMP errors returned the
ofiending| IP header andl 1st 8/ data bytes

= No/longer adeguate with more
complicated headers like 1P in [P

= New rules say should contain asimuch as
original datagram astpessible; without
the length of ICMP datagram 9eing >
576 bytes (standard Interagtimih size)




l:l:l:| } e T =18l= Destination Unreachable

=/ =ISource Quench

= Encapsulatedias IR payload

= 5 = Redirect
= Type field is 1 ofi 15 message types
P Sl = 11 = Time Exceeded

= Code indicates special sub=types
P P = 12 = Parameter Problem

= Checksum covers entirel ICVR message

U= Echo Reply (“ping| response’)
BISECH0 Request (*ping query”)
9= ROULER Advertisement (REC 1256)

o = Unreacthable things:
10/ = Router Solicitation (REC 1256)
13 = Time Stamp Request —O:network, 1:host, 2:pretecel, 3:port

14 = Time Stamp Reply —4: frag needed; but:DE set [Imay ncl Vno)
17 = Address Mask Request —5: source route failed
18 = Address Mask Reply — (there are others defined infRECHI12?)

SANEIMork Unreachable
B enerated by router: lacking any: route to destination =iCode 4 indicates the datagram required

Ly R fragmentation but the DF bit was set

— last hopirouter cannot contact destination = Newer implementations, replace (unused)

= Protocol Unredeane 2ndword off ICMP header with next MTU

— host lacks a layer-2iprotecol implementation < MTU info returned! to host, where it can
= Port Unreachable subsequently alter'1tsipacket sizertoravoid
— no process bound to port (UsUElyAWith UBR - Iater) fragmentation (path MUUISCOVELRY)




=Hhitial idea was that routers could
generate “Slow down’’messages

= Problem is generating more traffic during
periods of highi traffic is net attractive

= Currently, routersishouldinot generate
source guench ICMPimESsages

= H3 routing table indicates R4 IS proper
first-hop router for its packet

= Indicates wiong reuter on netwerk is
being used asifirst hop. Redirect
indicates whichirouter to) userinstead.
= Code field values:
—0:network, 1:host
—2:TOS & Network, 3: TOS &Host

7

Data Packét

= R1 3 routing table indicates R2 (attached
to same network prefix)iisithercorrect
router for the data packet




= |ndicates IP packet 5 delivery time has
been exceeded

= Code field values:
—0: TTL exceeded in tansit

—1: fragment reassembly*timerexceeded

data ...

= Typically used tor quickly indicate
connectivity (*ping program:). Alse can
indicate loss, duplication;, and: re-ordering
using the sequencernumber.

= |dentifier allows for matehing Up requests
with responses

= H'3 routing tableis now updated to
indicate R2 is the proper next-hop: router

= R2 will forward packet Wermalway

= General catch-all for'any delivery: error
not otherwise covered

= Pointer indicates the byte offset of the
error (relative to beginning ef IR header)

= Sent by hosts (during init) te find nearby,
routers. May e sent from address
0.0.0.0 or known| IP'address.  Sent: to
multicast 224.0.0.2 [all reutersy or local
broadcast IP address:




Additional address/preference levels

= Sent by routers quasi-periodically to
indicate default routesitorhests: Sent to
multicast 224.0.0.1 [allisystems] or local
broadcast.

= Originate: when senderlast touched data:
= Receive: when receiver fifst received data

= Transmit: when echoer last teuched data

=Paith MTU discovery.
=determine thersmallestMiUlalong a path

= Route tracing

—use ICMP’ error: messages to) “trace the
route’’ofi packets

==Num Addrs**field gives the number of
address blocks in advertisement message

= “Addr Entry: Size**field gives # ofi words
in each address block:

= “f [fetime”’is # of seconds to believe the
info

= One way to get a defaultfouter|but
today DHCP is more popular

= Used to obtains network: prefix (subnet:
mask) using ICMP

= Hosts may send during init (te breadcast
address using 0.0.0.0°3S SOUICE)

= Typically provided by DHCRIRewW

=REC 1191, common but not universal

= Startwith' packet size p <='local MTU

—send all' packets withiDE = 1

— [ frag required; router'sends ICNR Dest
Unreach, and may/send the next MU

—set p to be this MTU 6K seanchicommoen
sizes

— periodically try to increase (UpMOrOrig. p)




=HifEiCeroute” (“tracert™) tool:
Esend UDP' packet to) destination host:

—Stant with TTL = 1, send 3, bump TTL and
repeat

—each router generates ICMP time exceeded,
with its sourceraddress (provides route)

—host generates |GV port Unreachalleror
bad UDP port in prolespacket

= May be erroneous for changing and
asymmetric routes




