August 19, 1998

Evolving Operating Systems: the Kernel of the Futur e

Futur e operating systems will become dynamic evolving entities; their kernel code will change and adapt during runtime. We call such kernels evolving kernels because they adapt themselves to real-world usage patterns on-the-fly . We have developed a new technology , fine-grained dynamic kernel instr umentation, that can splice (insert) dynamically generated code almost anywher e in the kernel’s code space, thus turning a commodity kernel into an evolving one. We have implemented, and can demonstrate, a tool called KernInst that performs fine-grained dynamic instr umentation on Solaris 2.5.1/UltraSpar c platforms. KernInst’s major featur es are: • Dynamic instrumentation . At runtime, the kernel’s in-core machine code is modified by inserting dynamically generated instr umentation code. This occurs without the need to r ecompile, r elink, r eboot, or even pause the kernel at any time.

• Fine-grained . Instrumentation points (locations wher e dynamically generated code may be inserted) can be almost any machine code instr uction in the kernel.

• Runs on an unmodified commodity kernel . Any Solaris 2.5.1/UltraSpar c system can immediately use KernInst. Thus, we have made on-the-fly fine-grained code modifications a commodity featur e.

KernInst is an ideal lower layer for any tool that wishes to alter the kernel at runtime. Our first KernInst application was a performance monitoring tool that used dynamic instr umentation to insert timer and counter primitives to gather kernel profiles. Other uses of fine-grained dynamic instr umentation include: measuring code coverage, detecting reads and writes to undefined memory locations, inserting security audits, installing patches without rebooting, rearranging code blocks at runtime to optimize I-cache performance, partial evaluation, and allowing process-specific implementations of kernel policies (much like today’s extensible kernels). However , these applications only scratch the surface of dynamic instr umentation. We believe that the entir e kernel development process (compiling, linking, debugging, tracing, measuring, auditing, patching, extending, etc.) can become dynamic, without ever taking the kernel of f-line.

Dynamic instr umentation is a two-part process; first, a runtime code generator (or runtime compiler) creates code to be inserted, then it asks KernInst to splice it at a given machine code location. KernInst splices by overwriting the instr uction at the instr umentation point with a (non-annulled) branch to a codepatch it allocates in the kernel. The code patch contains the dynamically generated code (KernInst performs a full contr ol and data flow analysis of the kernel’s machine code, so it can ensur e that live registers are not overwritten), the overwritten instr uction, and a jump back to the instr uction following the instr umentation point. Instr umentation code is removed by returning the overwritten instr uction to its original location. Single-instr uction splicing is necessary; multiple-instr uction splices are susceptible to a race condition wher e a kernel thread is executing in the middle of the sequence when it is overwritten, resulting in execution of part of the pre-splice sequence and part of the post-splice sequence. However , a single branch instr uction may have insuf ficient displacement to reach the code patch from the instr umentation point. KernInst solves this problem by instead branching to a springboard, a nearby area of available scratch space that contains a (several-instr uction) long jump to the code patch. KernInst takes over the initialization and termination routines of kernel modules for springboar d space (they are not called if kernel modules are locked in memory), as well as _start and main (which ar e only needed during startup).

Fine-grained dynamic instr umentation is the key to evolving kernels because it is general: arbitrary dynamically generated code can be inserted at almost any kernel machine code location of a completely unmodified, commodity operating system, as it runs. It is also fast; our performance profiling tool built on top of KernInst generated measur ement code and spliced into the kernel in about 500 microseconds. We hope to make fine-grained dynamic kernel instr umentation a commodity feature; towar d that end, we ar e releasing the KernInst sour ce code fr ee of char ge for r esear ch use.

Ariel Tamches and Barton P. Miller Computer Sciences Department University of Wisconsin Madison, WI 53706-1685

{tamches,bart}@cs.wisc.edu