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ABSTRACT

In this paper, we describe PSE (P ostmortem Symbolic Eval-
uation), a static analysis algorithm that can be usedby pro-
grammers to diagnose software failures. The algorithm re-
quires minimal information about a failure, namely its kind
(e.g. NULL dereference),and its location in the program's
source code. It produces a set of execution traces along
which the program can be driven to the given failure.

PSE tracks the o w of a single value of interest from the
point in the program where the failure occurred back to the
points in the program where the value may have originated.
The algorithm combines a novel data o w analysis and mem-
ory alias analysis in a manner that allows for precise explo-
ration of the program's behavior in polynomial time.

We have applied PSE to the problem of diagnosing po-
tential NULL-dereference errors in a suite of C programs,
including seweral SPEC benchmarks and a large commer-
cial operating system. In most cases,the analysis is able
to either validate a pointer dereference,or nd preciseerror
traces demonstrating a NULL value for the pointer, in less
than a second.

Categoriesand Subject Descriptors

D.2.4 [Soft ware Engineering ]: Software/Program Veri-
cation; D.2.5 [Software Engineering ] Testing and De-

bugging

General Terms
Algorithms, Reliabilit y, Security, Veri cation

Keywords
Postmortem analysis, Value ow, Alias analysis, Typestate

1. INTRODUCTION

The advent of the internet has openedup a new opportu-
nity for software providers to nd and x failures exposed
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by the useof their software in the eld. It is now possiblefor
usersto send back crash reports, containing minimal infor-
mation about the failure including failure location and stack
dump, to the software provider. The Dr. Watson system [9]
used by Microsoft is a good example.

Unfortunately , the manual e ort involved in diagnosing
these failures is high enough that support teams are unable
to deal with a large fraction of the reported issues. A tool
that helps programmers quickly diagnose program failures,
given minimal information, could signi cantly increase the
number of failure reports that may be addressed.

Manual inspection of program failures is time consuming
for the following reasons:

Full execution traces are not available, becauseof the
overhead of recording and transmitting this informa-
tion. Also, the same failure may arise along multiple
execution paths, all of which must be xed in order to
eliminate the failure.

Execution traces may be very long, may require a lot of
book-keeping, and may contain many irrelevant com-
putations.

In this paper, we presert PSE, a static analysis algorithm
that addressesthe rst problem above. Given minimal in-
formation about a particular program failure, PSE automat-
ically reconstructs a set of failing execution traces.

PSE is able to handle a particular class of failures re-
ferred to as \t ypestate" errors [22]. Every object created
during the execution of a program has a type, which does
not change during execution, as well as a typestate, which
is changed by operations in the program. Many common
programming errors can be expressedas sequencesof oper-
ations that transition an object to a special error typestate.
For example, the dereferenceoperation on a NULL pointer
value transitions it to the error typestate; a write operation
using a closed le handle transitions the le handle to the
error typestate.

Our algorithm requires the following input: a typestate
speci cation of the failure, the program location | of the
failure, and the \witness" memory location that holds the
object of interest at | .

Example 1. Considerthe problem of diagnosinga NULL
dereferenceerror at program location 9 in the program shown
in Figure 1(a). The typestate speci cation of failure is given
in Figure 2(a); the failing program location is label 9; the
witness memory location isy. 2



(@) (b) error super-trace 1 non-error sup er-trace 2
[1] foo(rec * x, rec * z) { hx->f, f unsafegi |
[2] p = z->f; hx->f, f unsafegi he, fgi
[3] if (¢) { hx->f, f unsafegi he, f unsafegi
[4] d =0; hx->f, f unsafegi he, f unsafegi

} else { I I
[5] d=1; hx->f, f unsafegi he, f unsafegi

} I I
[6] if (b) { hx->f, f unsafegi e, f unsafegi
[7] y = z; [ he, f unsafegi

} else { [ [
[8] y = x->f; hx->f, f unsafegi |

} I I
[9] Yy o= hy, f unsafegi hy, f unsafegi

} initial value : hy, ferrorgi  initial value : hy, ferrorgi

Figure 1: Example program and traces. Figure (a) above shows an example C program with a NULL

dereference failure at label 9. All undeclared variables are global.
These traces are explained

discovered by our analysis.

PSE (Postmortem Symbolic Evaluation) is a backwards
value o w analysisthat is basedon the following insight: We
are given the initial witness, i.e. the memory location which
holds the value of interest at the point of failure. Starting
from this point, we can step back through the statements
in the program, using the e ect of assignmers to recom-
pute the witness at every point. In this way, we transfer the
blame for the error along the execution trace until we reach
a point where the value was created, in which casewe have
found a failing execution trace, or we reach a contradiction,
in which casewe can rule out the particular trace. If no
traces are found, we have shown that the error cannot oc-
cur. Failing traces are decorated with witness information
from the data o w analysis, providing the programmer with
a history of how the value of interest was transferred along
the failure path.

PSE is path-sensitive, in the sensethat information from
di eren t traces along which the witness is di eren t is never
merged. However, at any given program point, there are at
most as many witnesses as the variables' in the program.
Therefore, we are able to obtain a path-sensitive algorithm
that runs in polynomial time.

In this paper we make the following contributions:

We describe a polynomial-time data o w analysis for
producing execution tracesthat show how a value o wed
through a program to reach a particular failure point.
Our analysis handles pointer-manipulating programs
and is demand-driven, only performing work relevant
to the identied failure point.

We describe an additional set of techniques that im-

prove the scalability, accuracy, and usefulnessof our
core data o w analysis. These techniques include the
use of typestate information to eagerly prune infea-
sible traces, incorporation of stack-trace information

when available, and methods for trading o soundness
to improve the analysis results.

We useour analysisto diagnosepotential NULL deref-
erence errors in sewral SPEC bendmarks and the

IMore precisely, there are as many witnessesas the number
of abstract memory locations used by the analysis.

Figure (b) above shows two sup er-traces

in Section 4.

Windows operating system. In most cases,the analy-
sis is able to either validate a pointer dereference,or
nd precise error traces demonstrating a NULL value
for the pointer, in lessthan a second.

An alternativ e approach to PSE is to apply forwards anal-
ysisand nd all failures matching a typestate speci cation.
There are many examples of such systems|[7, 8, 5, 11, 17].
The drawback of the forwards approach is that it is not
demand driven; in particular, it may explore many paths
through the program that do not lead to any failure.

Our algorithm does not explicitly focus attention on the
root causesof the failure within a trace. Rather, it can be
combined with atechnique for fault localization [1, 2, 13, 19,
16, 20, 6, 4] to provide a complete solution for postmortem
analysis.

The rest of the paper is organized as follows: In Section 2,
we compare our technique with related work. In Section 3,
we presert a running example of our analysis on a small C
program. In Section 4, we describe our analysis in detail.
In Section 5, we evaluate the precision and scalability of our
analysis. We conclude in Section 6.

2. RELATED WORK

PSE can be viewed as a backwards typestate cheder.
Typestate [22] extends the ordinary typesin the program,
which remain invariant through the lifetime of an object,
with a set of states betweenwhich valuesof a giventype can
transition. Many common failures, including memory leaks,
double frees,NULL dereferenceand uninitialized data usage
are simple instances of typestate errors.

2.1 Fault localization

There is a large body of previous work on fault localiza-
tion, the goal of which is to provide an explanation of a
fault in a given execution trace [1, 2, 13, 19, 16, 20, 6, 4].
Our work is complemertary to fault localization. We solve
the problem of producing execution traces in an environ-
ment where they are not available, e.g. a bug report from
the eld. Therefore, our technique can be combined with
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Figure 2: Example typ estate specication.
created during program execution.
typ estate.
automaton's

empt y set of states, indicating a non-failing

fault localization techniques to provide a complete solution
to diagnosis of program failures.

2.2 Backwardsanalysis

Our algorithm tracks abstract information about program
behavior backwards through the control o w of a program.
Therefore, it is derived from the rich body of work on back-
wards data o w analysis [3].

Liblit et. al. [18] rst identi ed the problem that our work
addresses.Their algorithm reconstructs, and compactly rep-
reserts, all CFL-realizable failure traces’ that lead to the
failure location. However, their trace exploration algorithm
ignores value o w, leading to a large number of super uous
failure traces.

Strom and Yellin [23]de ne apartially path-sensitive back-
wards data o w analysis for cheding typestate properties,
speci cally uninitialized variables. We are able to track a
value backwards through pointer-based data structures and
handle memory aliasing. Both of these advancesover their
work are necessaryfor dealing with real programs. We do
not detect infeasible paths through simulation of program
state.

Another method for backwards data o w analysis is pro-
gram slicing [25, 24]. Program slicing reduces the amount
of information a programmer has to consider by remov-
ing statements which cannot aect the failing statement.
However, traditional static slicing techniques are not precise
enough for postmortem analysis becausethey do not con-
sider the error condition itself. Our analysiscanbeviewedas
an instance of slicing that operates with respect to a given
predicate at the failure label (e.g., that the pointer being
dereferencedholds the NULL value).

Our analysis can also be viewed as an instance of weakest
preconditions [14]. We are able to handle pointer-based data
structures and aliasing.

2.3 Forwards analysis

An alternativ e approach to postmortem analysisis to sym-
bolically evaluate the program forwards, using strongest post-
conditions [14]. In recert years, a multitude of typestate
chedkers that use some degree of strongest postconditions
have been developed [7, 8, 5, 11, 17]. These algorithms are
not demand-driven; in particular, their exploration cannot
be tuned to a particular failure at a particular program lo-
cation.

2Traceswith matched calls and returns.

The arrow emanating from ' marks the
accepting states. Figure (b) above shows the reversed automaton.
trace. "* stands for any statemen t.

(b)

} create deref

{uninit {unsafe} {error}jj—-e

eref

{}

*

Figure (a) above shows the states associated with NULL values
Any dereference of a NULL value moves the NULL value to the error
initial  typ estate; the double-circled

states are the
The *fg' state represen ts an

The forwards analysis most similar to PSE is the prop-
erty simulation algorithm employed by ESP [11]. The value
o w computation in PSE can be viewed as the backwards
counterpart of the forwards value-alias computation in ESP
[15] (hence the name PSE).

3. EXAMPLE

Example 2. Figure 1 shows a C program and two super-
traces discovered by PSE. Each super-trace represerts a set
of traces. The input to PSE consists of the typestate au-
tomaton from Figure 2(a), failure location 9, and \witness"
memory location vy.

In the automaton of Figure 2(a), the create transition
occurs when NULL is assignedto an l-value (i.e., a mem-
ory location). This transition movesNULL into the unsafe
state. The deref transition occurs when an |-value contain-
ing NULL is dereferenced. Because PSE is a backwards
analysis, we reversethe automaton, asshown in Figure 2(b)
(see Section 4.1).

The rst super-trace discovered by PSE describes two
potentially crashing execution traces: [1, 2, 3, 4, 6, 8,
9] and [1, 2, 3, 5, 6, 8, 9]. Both executionsresult in
a NULL dereferenceof the program variable y. The error
arises becausethe program fails to ched that x->f is non-
NULL.

The super-trace supplies, for each program point, infor-
mation pertaining to the state of the program just before the
corresponding statement is executed. The information is in
the form of state tuples with the following componerts:

1. A witness I-value that holds the object that transi-
tioned to the error typestate at the failure location..

2. The typestate of the tracked object, taken from the
reversed automaton.

The information in the rst super-trace, along with the
source code of the statements along the trace, implies that
in order for the program to crash at program point 9 with
a NULL dereference, the following conditions must hold:
Upon entry to function foo, x->f should evaluate to NULL,
b should evaluate to 0 (point 8 is executed), and x should
evaluate to a non-NULL value (x is successfullydereferenced
at program point 8). This information can be usedto un-
derstand the source of the crash and also to create a test
casethat recreatesthe failure scenario.



The two traces mentioned above are grouped into a single
super-trace becausethey di er only in the way the condition
at label 3 is handled. This condition is consideredirrelevant,
since it a ects neither the I-value that holds the object of
interest nor its typestate. The analysis discovers this fact
and mergesboth traces into a single error super-trace.

Along with helping to emphasizeimportant statements in
potentially long traces, trace merging also helps the analysis
avoid an exponertial blow-up in the number of traces it ex-
plores. The sametechnique is used by the forwards analysis
in ESP [11, 15].

The second super-trace represerts the traces [1, 2, 3,
4, 6, 7, 9] and [1, 2, 3, 5, 6, 7, 9], which are non-
failing, as indicated by the state tuple hz, fgi at program
point 2. The state tuple hz, fgi results from a contradic-
tion discovered between the information in the state tuple
hz, funsafegi at label 3, which indicates that the variable
z evaluates to NULL, and the assignmen at program point
2, which must successfully dereferencez in order for later
program points to execute. This impossibletypestate tran-
sition is represerted by a transition to the fg state in the
reversedautomaton of Figure 2(b). PSE is successfulin de-
termining that all traces passing through program point 7
are non-failing. 2

Comparison with program slicing: Applying program
slicing to the example program with the variable y and pro-
gram point 9 would result in a slice containing the set of pro-
gram points f 1; 2; 6; 7; 8; 9g. Program point 7 is included in
the slice becauseit in uences the value of variable y at pro-
gram point 9 in some execution. However it is not relevant
becauseit doesnot aect the value of y in any executions
that lead to a NULL dereferenceerror.

Comparison with reachabilit y analysis: Applying the
analysis of Liblit et. al. [18] to the example would yield all
4 possible execution paths from label 1 to label 9, and no
additional information on how NULL was transferred to y.

Comparison with forw ards analysis: A path-sensitive
forwards analysis that tracks the typestate of x->f from the
beginning of the function would identify the correct set of
execution traces. However, the analysis would needto track
the typestate of every pointer that could evaluate to NULL
at the beginning of the function. This approach would be
unlik ely to scalein practice.

4. POSTMORTEM ANALYSIS

In this section, we describe our postmortem static analysis
algorithm in detail.

4.1 Reversingthe typestateautomaton

Since our analysis traversestraces backwards, we reverse
the typestate automaton in order to compute the set of
states before each statement executes. We rst describe our
forward automata in greater detail. A forwards automaton
A isatuple hT;C;Sg;l; i, dened asfollows:

T is a nite alphabet naming transitions.

C T is a set of distinguished creation transition
names.

Sk is the set of forward typestates, including error .
| is the set of initial typestate.
Sk T Sg is the transition relation.

The creation transition namesin C correspond to program
evernts that create an object whosetypestateis to betracked,
for example the initial assignmen of NULL to a variable for
the NULL dereferenceproperty. The transition relation
is required to be adequately and properly de ned, in the
following sense:

is deterministic: 8 s;s%s®2 Sg:t 2 Ti((s;t;s% 2
YA ((s;t;8992 )) sP=s%

Creation transitions must originate at the initial type-
state: \ (Sf I) C Sk =;.

There is no unspecied behavior: 8 s 2 Sg |
ferror g;t 2 T C:9s°2 Se:(s;t;sH 2 (s to-
tal for non-initial or error typestatesand non-creation
transitions)

The reversal algorithm is straightforward. Given the for-
ward automaton, we rst reverse , yielding a possibly non-
deterministic automaton since some typestates may have
multiple incoming edges with the same label in the for-
ward automaton. We then perform a standard NFA to DFA
transformation [3], which usesthe powerset construction,
to obtain the reversed automaton. We write Sg 25F
for the set of typestates in the reversed automaton, and
g :Sg T ! Sg forits transition relation, which is total
and deterministic and thus can be written as a function.

It is possible that the original automaton does not con-
tain incoming edgesfor certain combinations of states and
transitions. The reversed automaton, therefore, could have
transitions to the empty terminal typestate fg, indicating
that the forward transition is infeasible. These transitions
to fg in e ect refute super ous traces, thus improving the
precision of the analysis.

Example 3. In the automaton for the NULL dereference
property (Figure 2(a)) the unsafe typestate does not have
an incoming deref transition. In the reversed automaton
(Figure 2(b)), the deref transition from the funsafeg type-
state to fg indicates that the forward execution twice deref-
erencedNULL. This is impossible,sincethe rst dereference
would have crashedthe program. 2

4.2 A simple pointer language

Wede ne asimple languageof pointer assignmens, shovn
in Figure 3. A pointer expression (PointerExpr ) is either a
variable or a eld dereferenceof another pointer expression
(e.g., x->f->g ), with a dereferenceusing the C *' opera-
tor treated as a dereferenceof the ALL eld. The program
points at which objects with relevant typestate are created
are represerted by an assignmert of the scalar value CREATE
A transition statement (TransStmt) is a statement that po-
tentially changesthe typestate of the value referencedby its
pointer expression.

Transition statements are inserted at program points that
match certain source code patterns, by a separate prepass.
They are the only statements that can aect an object's
typestate. Figure 4 preserts some of the source code pat-
terns for the NULLdereferenceproperty. The full speci-
cation includes patterns for functions like malloc() that



Field = ALL+ FieldNames
PointerExpr ::= Var j PointerExpr ! Field

LhsExpr = PointerExpr

RhsExpr = PointerExpr j CREATE
Assignment = LhsExpr  RhsExpr
TransStmt = Transition  PointerExpr
Statement = Assignment j TransStmt

Witness = PointerExpr j AbstractLoc

Figure 3: A simple language of pointer assignmen ts
and typ estate transitions.

[ C code pattern | Transition ||

*('lval) deref
(Ival)->f deref
(Ivah)[i] deref
lval = NULL create

Figure 4: Some source code patterns for the NULL
dereference prop erty. The patterns corresp ond to
the follo wing cases, resp ectiv ely: dereferencing via
the C * operator, dereferencing via any structure
eld, dereferencing via accessto an array index, and
an initial assignmen t of NULL.

may return NULL For creation patterns, we insert both a
TransStmt and an Assignment of CREATE

4.3 Representationof Program States

PSE operates on programs from the languagein Figure 3.
It computes an abstract state at every program point along
a path. The abstract state consists of two componerts:

Witness. A single memory location that currently
holds the object that eventually transitions to the error
typestate at the failure location. A witness is either a
pointer expressionor an abstract location (Figure 3).

A pointer expression is a precise represeration be-
cause at any execution point it refers to exactly one
memory location.

An abstract location is an identi er takenfrom a nite

partition of all memory locations obtained from a o w-
insensitive alias analysis (see Section 4.4). This repre-
sertation is lessprecise, sincea single abstract location
may represerts a set of memory locations. We use ab-
stract locations to ensure termination of the analysis
(e.g. on programs with recursive data structures).

Typ estate. A state b2 Sg from the reversedautoma-
ton. Its elemerts are the typestates from the forward
automaton that the witness could hold at the current
program point.

4.4 Employing an aliasing oracle

Our analysis includes a pre-processingstage, in which a
scalable o w-insensitive memory alias analysis[12] is applied
to the program. The alias analysis servestwo purp oses:

1. It provides an extremely e cien t may-aliasing oracle,
which is used to answer memory alias queries when

updating state tuples. More precise but potentially
lesse cien t alias analysescould be used instead.

2. It provides a partition of the heapinto a nite number
of abstract memory locations.

45 A backwards data ow solution

We phrase our analysis as a backwards data o w problem.
The problem is de ned on the supergraph [21] of a program,
which includes a standard CFG for every procedure, and
edgesrepreserting inter-pro cedural control o w. We assume
that all indirect calls have been replaced with direct calls,
that procedure calls have been simplied to parameterless
calls, and that assignmers from function return valueshave
beenreplaced by assignmeris from specialized variables that
store the function's return value. We use the following sets
and map to encade the CFG in this article.

\% CFG nodes
A CFG edges
st:V ! Statement Statement-at-the-CF G-node map

The analysis is very similar to the property simulation
algorithm of ESP [11, 15], except that the direction of in-
formation o w is reversed,and we do not have a simulation
state componert.

The unit of data o w facts [21] of our analysis is a state
tuple hw;h 2 S = Witness Sg, consisting of a wit-
nessl-value w and a typestate b in the reversedautomaton.
The backwards transfer functions for the two components
are updateWitness : Statement Witness | 2Winess  gng
updateTypestate : Statement Witness Sg ! 258, re-
spectively explained in Sections 4.6 and 4.7. The function
update : Statement S! 25 then de nes the overall back-
wards e ect of a statement on a state tuple:

update(st; hw; bi) =

f hw%bB% j w®2 updateWitness(st; w)
~ K02 updateTypestate(st; w; b) g

The initial state tuple for the backwards analysis is given
by init = Heror;ferror gi, where the I-value leror is speci-
ed in the input of the analysis.

We can now phrase our analysis problem as an ESP-style
interpro cedural data o w problem. Since we do not use a
simulation componert, the analysis is indeed an instance of
the IFDS problems [21]. Without going to the detail of the
meet-over-all-valid-path requirement of the IFDS solutions,
here we simply presert the intrapro cedural problem: We
look for the least solution to the following system of recursive
equations, one equation for every v2 V:

S, = update(st(v);s)

(V;u)2A s2Sy

such that update(st(ve);init)
error point.

The solution is obtained by applying the worklist algo-
rithm of ESP [11, 15], which, due to the absenceof a sim-
ulation componert, is simply the Tabulation Algorithm for
solving IFDS problems. Our analysis usesthe supergraph of
the program to propagate state tuples backwards (by follow-
ing the reversed direction of control edges)from the error
point, and simultaneously keepserror trace links that con-
nect these state tuples. In ead step, we apply update on a

Sv., Where ve denotes the



trace 1 trace 2
[1] u->f = CREATE; | he->f ;2
[2] p = &z hu->f ;20 he->f ;%
[8] *p =u; hu->f ;2 he->f ;2
4 vy =1z he->f ;20 he->f ;%
[5] x = y->f; hy->f ;2 hy->f ;2
[6] *x = ..; hx; i hx; 2i

Figure 5: An example of a backwards value ow
computation on a small program.

state tuple s, along a CFG edge (v;u) to obtain an over-
approximation of the program states before the statement.
The resulting state tuples S, are stored in the source ver-
tex and an error trace predecessorlink is created from eact
sy 2 Sy of the state tuples at the sourceto the state tuple
sy at the target.

Backwards propagation contin uesfor eac trace, until one
of the following casess encourtered: (a) the analysis reaches
a top-level function (a function with no incoming calls); (b)
the analysis reaches a creation point for the tracked value,
which implies that we have traced the value from the point
of the error back to its creation (see Section 4.7 for details);
or (c) the trace is found to be infeasible. In the rst two
cases,a trace is reconstructed from the error trace links and
shown to the user. In the nal case,the tracing is aborted.

The technique employed by our backwards data o w anal-
ysis is fully context-sensitive. Conceptually, every function
is re-analyzed separately for every di eren t state tuple with
which it is reached. Similarly, every program point is re-
processedseparately for every state tuple with which it is
reached.

4.6 Updating witnessinformation

In this subsectionwe describe a new data o w analysis that
computes, at every program point, a witness for the l-value
that holds the object of interest at the failure point.

Example 4. We rst usethe example program shown in
Figure 5 to demonstrate how the witness is computed. The
example usesthe address-of operator (&), which is not in-
cluded in the language of Figure 3 for simplicity, but our
implementation handles the operator correctly. The exam-
ple ignores typestates.

The idea of the analysisis asfollows: at the error point, we
know which witness I-value | holds the value of interest. As
we proceedbackwards, we re-trace the chain of assignmeris
that causedthe value of interest to be transferred to this |-
value. At every point, there is a single witness|-valuel' that
currently holds the value of interest, such that subsequen
statements will copy the value of interest from I' to |. We
refer to this obsenation as the single witness property.

To better understand the single witness property, consider
program point 5 in Figure 5. Notice that just before 5, the
value held by x at the point of the error is also held by
the l-valuesy->f , u->f , and z->f . However, only y->f is a
witness for the value, sinceit is the value held by y->f before
program point 5 that is copied to x. The single witness
property of the backwards analysis is the certral reasonwhy
our algorithm has polynomial complexity. At any program
point, the number of states is bounded by the number of
di eren t witnesses,which is linear in the sizeof the program.

updateWitness(st = (lhs ;rhs);w) =

fcheckAppend(rhs;fs)g w=lhs! fs

" rhs 6 CREATE
; w = |hs

~ rhs = CREATE
fwg[ mayUpdate(st; w) otherwise

mayUpdate(st = (lhs ;rhs);w) =

f checkAppend(rhs;fs) j w = pe! fs
N MayLocAlias (pe; lhs )
" rhs 6 CREATE
checkAppend(pe;fs) =

pe! fs
Abstr Loc(pe!

length (pe!
fs) otherwise

fs) < max

Figure 6: Denition of updateWitness.

Our algorithm can most easily be understood as sim-
ply performing substitutions going backwards (just aswhen
computing weakest preconditions [14]), with appropriate han-
dling of elds and other C language constructs. We start
with a witness x at program point 6 of Figure 5. At program
point 5, we seethat the value in x was copied from y->f , and
we substitute for our witness accordingly. Program point 4
updates a pre x of our witness, y, so we substitute z for y
in the witness, yielding z->f .

At program point 3, we do not have a syntactic match
with the witness, but a query to our aliasing oracle tells us
that *p and z may be aliased. To handle this casesoundly,
we split our trace into two traces, onein which *p and z are
aliased (leading to a witness u->f ), and one in which they
are not. Finally, at program point 1, we seethe value of
interest being created and assignedto u->f, so no witness
exists in trace 1. 2

The operation updateWitness accepts a statement st and
a witness l-value, w, and consenativ ely computes a superset
of the |-valuesthat are copied by st to w. The trace split-
ting seenin Example 4 (at program point 3 in Figure 5) is
performed by the update function from Section 4.5, as sep-
arate error trace links are created for ead of the possible
l-values. Figure 6 de nes the updateWitness function for as-
signmerts; the function is identit y for other statements. We
usee! €°to represert the pointer expressionobtained by
appending an accesspath €° of 0 or more dereferencesto a
pointer expressione.

In updateWitness, if the left-hand side of the assignmen
Ihs is some pre x of the witness accesspath w (with fs
naming the remaining sux of w), we ched if the right-
hand side rhs is the CREATEcalar. If not, our result is a
substitution of rhs for Ihs in the witness, yielding rhs!  fs.
We usecheckAppend to ensurethat the resulting accessath
doesnot exceedsomemaximum length; if it does, we switch
to the AbstractLoc represertation. If rhs is CREATRvhile
lhs matches the witness, we return ;, since the value does
not exist before this statement and hence no witness exists.

If we do not have a syntactic match betweenw and l|hs,
we use mayUpdate to nd other possible withess I-values
due to aliasing. For ead split of lhs into a pre x pointer



updateTypestate(st = (trans;Ival); w;b) =

f g (b;trans)g w = lIval

fb; s (bitrans)g w6 Ival
N MayValAlias (w; Ival)

fbg otherwise

Figure 7: Denition of updateTypestate.

expressionpe and sux fs, if pe and w can be aliased and
rhs is not CREATEve add checkAppend(rhs;fs) to the set
of possiblewitness I-values. We also keepw in the set, since
it is possiblethat w and pe are not aliased at the point.

Our implementation handles the full C language. The
address-ofoperator (& sometimesrequires removing a level
of indirection. For example, if our witness is *y, and we
encourter the statement y = &x, the new witness will just
be x. We elide a full discussionof this operator for spaceand
simplicity. For C constructs that are dicult to statically
reasonabout, such as pointer arithmetic, we fall back on an
AbstractLoc represeration, using information provided by
the aliasing oracle on which AbstractLocs are modied and
used by each statement.

4.7 Updating typestateinformation

The transfer function updateTypestate takes a statement
st, a witness |-value w, and a typestate b2 Sg and returns
the set of possibletypestatesfor w beforest. Figure 7 de nes
updateTypestate for transition statements st, with transition
trans and I-value Ival; the function is identit y for other state-
ments. The three casesare strong transitions, where the w
syntactically matches Ival, weak transitions, where w does
not match lval but they are possibly value-aliased(i.e., they
can hold the same value) according to the aliasing oracle,
and no transition, when w and Ival cannot be value-aliased.

Example 5. Forthe NULL dereferenceproperty, the sim-
plicity of the automaton|that it has only state that is not
uninit  or error |renders it unnecessaryto keep track of
the typestate: it could only be funsafeg. But typestate
tracking still helps by refuting infeasible path, asillustrated
in Example 3, when the witness matches the I-value being
dereferenced. 2

The data o w enginehandlescertain typ estatesresulted from
an application of updateTypestate specially. The typestate
fg can always be eliminated from the result set sinceit has
no outgoing transitions. If after this elimination the result
set is empty, the trace is infeasible and the analysis need
not explore further. If an reversedtypestate that contains
an initial typestatei 2 | of the forward automaton (e.g.,
funinit g) is presert in the result, then the engine constructs
and reports an error trace, just asa forward analysis engine
would do if an object reachesthe error state.

4.8 Improvements

We have three other techniques for improving the scala-
bilit y and usability of our postmortem analysis.

Exploiting  stack trace information: If, in addition
to the actual error point, we are given the stack trace at
the time of the error, we can useit to improve our analysis
as follows. The functions included in the stack trace indi-
cate all of the functions that were called and did not return

(incomplete calls due to the crash). We maintain a pointer
to the current stack trace function in the data o w engine.
The data o w analysis usesthis pointer when following call
arcs from calleesto callers on incomplete calls. In particu-
lar, only call arcsto a caller that matchesthe next position
on the call stack are followed, and the stack-trace pointer
is updated to point to the next position on the stack-trace.
This technique reducesthe number of error traces that the
data o w solver creates and the amount of code it analyzes,
thus improving both e ciency and precision.

Handling simple NULL checks: We detect simple
casesof NULL chedks of expressionsat conditional branches,
eg.if (p != NULL)andif (p). If we nd such ached for
the witness, and if we have reached the condition through its
true branch, we know the witness is non-NULL and the path
is infeasible. This simple technique managesto eliminate a
signi cant number of our false-positive traces.

Ignoring imprecise alias information: While quite
accurate for scalars, our o w-insensitive alias analysis be-
comesmore inaccurate aswe track expressionswith multiple
levels of dereferences,since the analysis is eld-insensitiv e
and it unies most locations at that level [10]. Even when
the alias analysis is accurate, reported traces that involved
may-aliasing are dicult to understand in our experience,
since the \reason" for the aliasing is not apparent from the
control o w displayed in the trace. We could of course im-
prove our alias analysis in seweral ways, but we have found
that making our analysis unsound with respect to aliasing
still provides good results while sometimes greatly improv-
ing scalability.

One method for working around the eld-insensitivit y of
the alias analysis is to assumethat the program is type-
safe; this allows us to at least distinguish elds of integer
type from elds of pointer types. Such an assumption is
unsound for C/C++ programs, since a program could cast
a pointer to an integer and then back, but such casesare rare
in the code baseswe have analyzed. A secondtechnique is
to ignore may-aliasing completely and only report traces in
which we precisely track the witness back from the error
point to a creation point.

Another sourceof inaccuracy stemsfrom our useof a nite
heap partition from the alias analysis for soundly bounding
the length of the expressionswe track. We almost always
reach this bound becauseof recursive data structures whose
size we cannot statically bound. As a compromise in this
situation, we havea ag which disablesusing the heap parti-
tion and instead simply doesnot track expressionsinvolving
recursive data structures beyond the maximum length we set
for them. Given a length limit k, this unsoundnesswould
only eliminate all traces for a given error point if they all re-
quired more than k dereferencesn somewitness expression.
This doesnot seemto occur in typical programs for reason-
able k (we set k = 3 in our experiments). Recursive data
structures are usually initialized in loops, with a statement
like x = x->next usedto move through the data structure;
in sudch cases,k = 1 would su ce for soundness.

4.9 Termination and complexity

Since the backwards analysis algorithm is essetially the
Tabulation Algorithm for solving IFDS problems, the com-
plexity is polynomial in the size of the following domains.

LVALs: the set of memory locations for the tracked object
componernt. This setconsistsof all pointer expressions



Bench Size (kloc) | Derefs
compress 2 22
li 10 778
go 20 104
m88ksim 20 1225
ijp eg 30 5416
perl 30 7894
vortex 70 8806
gce 140 21522

on the SPEC95 benchmarks.
The Derefs column gives the number of static
pointer dereferences in the program, as a rough
measure of how extensiv ely it mak es use of point-
ers.

Figure 8: Information

of some bounded size, which is roughly linear in the
number of variables (since the number of elds assai-
ated with ead variable is closeto a constant), and the
set of memory location identi ers, which is dependert
on the aliasing analysis (we use GOLF [12], which in
the worst-case can result in a linear number of parti-
tion of the heap, but usually gives smaller number of
partitions).

TStates: the set of typestates of the reversed automaton.
This set could be in the worst-case exponertial in the
number of states in the original automaton, due to the
determinization step. Sewral useful automatons, how-
ever, seemto be deterministic upon reversal and have
a set of states linear in the sizeof the input automaton.

The size of dataow facts is jLVALsj jTStatesj. In-
stantiating the complexity results of the Tabulation Algo-
rithm [21], we have that the worst-case space complexity
is O(jVj JjLVALsj? jTStatesj?), and the worst-casetime
complexity is O(jVj jLVALsj® |jTStatesj®) analysis steps.
Here, each analysis step usesthe transfer function and there-
fore possibly queriesthe alias oracle, which is always polyno-
mial in time. In fact, precomputing the results of all possible
queries using the GOLF alias engine would make the total
cost of alias queries be worst-case O(jLVALs j®) in time and
worst-case O(jLVALs j?) in space.

5. EXPERIMENTAL RESULTS

We have implemented PSE using a pre-existing generic
infrastructure for path-sensitive, context-sensitive data o w
analysis that was built for ESP. In this section, we summa-
rize the results of two experiments using this implementa-
tion. The rst experiment tests the hypothesisthat PSE is
scalable and precise on a set of real, complex benchmarks.
The second experiment tests the hypothesis that PSE can
be usedto diagnosereal program failures.

In both cases,werestricted our experiments to diagnosing
NULL dereferenceerrors. These errors occur commonly,
are well understood, and provide a challenging test for our
technique becausepointer dereferencesare common in most
C programs.

5.1 Scalability and precision: SPEC

In order to test the precision and scalability of PSE, we
applied it to postmortem analysis of pointer dereferences
in the integer benchmarks from Spec95. In particular, we

Bench Normal | No Ts | No May | No Ab | No May/Ab
compress | 0.001 0.001 0.001 0.001 0.001
li 0.524 0.773 0.288 0.571 0.111
go 0.002 0.007 0.002 0.002 0.002
m88ksim 0.003 0.012 0.002 0.003 0.002
ijpeg 0.017 0.039 0.002 0.017 0.002
perl 2.990 5.447 1.396 3.135 2.836
vortex 0.531 1.270 0.283 0.521 0.283
gce 0.400 0.927 0.319 0.388 0.330

Figure 9: Av erage trac king times for our dieren t
con gurations  on the SPEC benchmarks.

Bench Normal | No Ts | No May | No Ab | No May/Ab
compress 0 0 0 0 0
li 25 39 13 25 5
go 1 1 1 1 1
m88ksim 2 5 2 2 2
ijp eg 3 14 0 3 0
perl 44 76 35 44 29
vortex 17 47 12 17 12
gce 18 51 12 17 2

Figure 10: Num ber of dereferences for whic h a trace
was found on the SPEC benchmarks.

selected 100 dereferencepoints at random from ead of the
bendchmarks (except for compress,which only has22). These
programs are expected to be largely free of NULL derefer-
ence errors. Therefore, we can use the number of traces
generated by PSE as an indicator of its precision. Because
there are no stack dumps available in this experiment, we are
forced to run PSE without stack trace information. There-
fore, this experiment servesas a strong test of the scalability
of the approach.

Figure 8 givesinformation on the size and pointer use of
eath benchmark. For each benchmark, we ran our analy-
sisin sewral con gurations. The \Normal" con guration is
our standard analysis. The \No Ts" con guration disables
the use of typestate to prune false paths. The improvemert
of the Normal column over the No Ts column measuresthe
benet of false path pruning based on typestate. Both of
these con gurations are sound. We also tested three un-
sound con gurations in which we disabled cheding for may
aliasing \No May"), disabled switching to an abstract loca-
tion on long recursive paths (\No Ab"), and disabled both
(\No May/Ab").

Scalabilit y. Figure 9 givesthe average query time in sec-
onds (tracking time per dereference)for each SPEC bendc-
mark and con guration. The average query time is almost
always under a second. This result supports our hypothesis
that PSE is scalablein practice.

Although most queries are very fast, some benchmarks
contain a few outliers that can consume large amounts of
time. In our experience, PSE is not able to produce useful
traces in these cases. Therefore, we limited ead query to
at most 50000 analysis steps (approximately 15 secondsof
analysistime). It isimportant to note that almost all queries
nished within this bound. The experiments were performed
on a Pentium 4 3.2Ghz machine with 2GB RAM.

The apparently surprising increasein averagequery time
for perl and gcc in the \No May/Ab" con guration over
the \No May" con guration can be explained by our limit



on the analysis steps for each query. In the \No May/Ab"
con guration, more stepsof the analysis propagate syntactic
expressions, which is a more expensive computation that
propagating abstract locations.

Precision.  Figure 10 gives the total number of derefer-
encesfor which a trace was found for eadh SPEC bend-
mark and con guration. The results show that for most
benchmarks, PSE is able to validate most of the pointer
dereferenceson which it is applied. The exception is the
perl benchmark, which makesextensive useof recursive data
structures and heap-basedpointers, exposing weaknessesn
our o w-insensitive aliasing oracle; a more accurate aliasing
oracle may addressthis issue. Notice that the structure of
perl causesour analysis to su er in scalability as well.

In Figure 10, the traces from the \Normal" con guration
that are not reported in the \No May/Ab" con guration
are likely to be false positives, becauseof the inaccuracy of
our aliasing oracle. Note that backwards typestate checking
still signi cantly reducesthe number of false traces, seenby
comparing the \Normal" and \No Ts" con gurations.

We manually inspected sewral of the errors reported in
the \No May/Ab" conguration. Sewral traces are false
positivesresulting from caseswhere we still must usean ab-
stract location represenation becausethe witness expression
does not represert a single memory location (e.g. an array
dereferencea[i] ). For perl, most of the traces led back to a
safemalloc function that handles exhausted memory by ei-
ther returning NULL or exiting, depending on a global ag.
These traces could be avoided by tracking simple correla-
tions in a simulation state component that would be added
to the abstract state. PSE already incorporates this facility
but to this point we have only implemented a trivial back-
wards transfer function for the simulation state.

5.2 Diagnosingrealfailur es: Windows

In order to test the ability of our technique to diagnose
real program failures, we randomly chose5 NULL derefer-
enceerrors found by the whole program static analysis tool
PRE x [7] on a version of Windows that is currently un-
der developmernt. We rst manually veri ed that the traces
were not false positives, meaning that we could expect to
seeNULL dereferencereports for these program locations
if this version were given to users. We then applied our
analysis to eadc of these errors.

The \No May" con guration of PSE produced exactly
the trace reported by PRE x in eac case,with an analysis
time of well under 1 second and no false positives. The
sound \Normal" con guration had poor performance in one
casebecauseof inaccurate alias information, but otherwise
performed nearly as well as the \No May" con guration.
This result suggeststhat PSE may be useful asa crash dump
diagnosistool in areal setting, which is the ultimate goal of
our work.

We also experimented with using a forwards analysis to
exhaustively verify the NULL dereferenceproperty on sev-
eral Windows DLLs. We found that the analysis times
ranged from six minutes to almost two hours, much longer
than the time for a single query using our analysis. This
comparison shows the advantage of our demand-driven ap-
proach.

3These errors have since been xed.

We made use of the stack trace information available for
eadh error to prune our seard space. Without the stack
trace information, analysis performancewasnot signi can tly
impacted, but in two cases, the analysis produced extra
traces irrelevant to the error (although not necessarily false
positives). We believe that for failures that occur within
commonly used utilit y functions, stack trace information
will be crucial for good performance.

In summary, the experiments described above suggestthat
in most cases,PSE is both scalable and precise enough to
diagnose real failures in real programs. In particular, the
situations where PSE lacks precision appear to match those
where PSE consumesunusually large resources. Therefore,
by using timers appropriately, we can produce a practical
diagnosis tool that usually provides useful traces quickly,
but sometimesfails to provide any result.

6. CONCLUSIONS

In this paper, we have described PSE, a polynomial time
algorithm for producing execution traces that show how a
program is driven to a given failure. PSE requires mini-
mal information about the failure, making it suitable for
automated diagnosis of bug reports produced by deployed
software.

We haveimplemented PSE and evaluated its precision and
scalability on a set of benchmarks including all of the integer
benchmarks from Spec95, and the Windows operating sys-
tem. Our experience shows that PSE is both scalable and
precise enough to be of practical use.

In particular, the situations where PSE is imprecise match
those where it is unusually expensive, meaning that we can
automatically limit its output to those situations whereit is
e ectiv e for diagnosing failures.
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