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Abstract

We present a system for dynamically updating the structure of a running program in a type-safe
manner. This capability allows bug xes and software upgradesto be applied to critical serviceswith
minimal interruption. Unlik e previous dynamic update systems,arbitrary changesto the program's
sourcecode are permitted and an update can be successfullyapplied at any point during execution.
At the sametime, we supply the programmer with a powerful model for enforcing the semartic

consistencyof updates.
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Chapter 1

Intro duction

1.1 Motiv ation

The main challengein constructing a system for dynamically altering a program is designing one
that is °exible while also guararteeing that program modi cations presene type safety and desired
semariic properties. We presert an update methodology for object-oriented programs that o®ers
signi cant advantagesin these areasover previous work. At the sametime, we provide a simple,
powerful programming model for writing updateable code.

In order to demonstrate the feasibility of this methodology, we extended the Caltech Mojave
compiler project [7] to support updateable Java programs. Grafting the static analysisand dynamic
runtime facilities of the update system onto a complete Java compiler produced a systemthat can

be usedin creating practical updateable software.

1.2 Applications

A number of software applications must function corntinuously in order to provide critical services.
Banks, corporate web sites, and air tratc cortrol systemsall require software solutions with high
availabilit y. Software downtime hasthe potential to cost money or even lives. However, any critical
software systemwill eventually require maintenance,in the form of bug "xes and possibly feature en-
hancemerts. The ability to perform this maintenancewith minimal serviceinterruption is extremely
important.

Dynamic update systemsprovide a way of maintaining and enhancingrunning programswithout
lossof state information. Rather than terminating an executingprogram and starting a newer version

of the program, our dynamic update system momertarily pausesthe program, coercesits state into
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Figure 1.1: Overview of a genericdynamic update system.

one compatible with the new version, and resumesexecution with the new program. The amount of
coercion necessaryroughly re°ects the sizeof the di®erencebetweenthe two program versions. The
coercion of the program state allows upgradesto be performed without, for example, disconnecting
clients or discarding unsaved data. This cantranslate into a signi cant reduction in downtime when

maintaining critical systems.

1.3 Previous Work

Signi cant e®ort has beenplaced into deweloping systemsfor dynamically updating computer pro-
grams|3, 4,5, 8,9, 10, 11, 12, 13, 14]. Gupta [4] givesan overview of many of these systemsas well
as preserting a mathematical framework for describing online program modi cation. It is useful to
review part of this theoretical badkground before discussionindividual update systems.

A running program, or process,consistsof two componerts, the code being executed,}, and the
current state, s. The state includes all of the process'slive data as well as a position de ning the
next commandto be executed. Dynamically updating a processrunning program; to onerunning a
newer program version, ! ° necessitategeplacing code! with | °and transitioning state s of | to a
state sof ! °[4]. A dynamic update systemmust provide meansof specifying a state transformer, S,
which mapsstatess of ! to statess®of | %in a mannerthat producesdesirablebehavior. E®ectively
designingthis state transformer is the primary challengein building an update system. Figure 1.1
outlines the update procedurefor a genericstate transformer.

Practical update systemsmust placerestrictions on the allowable state transformations, however
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the appropriate set of restrictions is not clear. Gupta suggeststhat state mapping S is valid if, for
all statess of !, program ! © starting from state s° = S(s) enters a reachable state s®of ! © after
a nite number of steps[4]. A state s®0of ! O is reachable if and only if there is someinput which
causes °to enter state s%in a nite number of steps, starting from its initial state. Intuitiv ely, this
restriction requiresthat the systemevertually reach a state that is asif the new program had been
running all along, albeit on possibly di®erert inputs.

Unfortunately, this characterization of valid statesis overly restrictive. The states reachable by
running ! °might not correspond to the meaningful states on which | ° can be executing. Somesuch
reachable states may be meaningless,perhaps becausethe input usedto reach them would never
occur. More importantly, it may be meaningful and useful to run | © on states not reachable from
its initial state. The programmer, rather than the update methodology, should make this semaric
judgment.

Furthermore, usingthe de nition given above, the questionof whether ! ©erters a reachable state
when started from s®is in generalundecidable. A possiblesolution to this decidability problem is
to restrict the set of allowed changesto the program. It is sucient to require ! °to be a functional
enhanementof| with respectto S, suc that thereisatrivial corresppndencebetweenthe execution
path of | takento reac s and the executionpath of | 9that canbetakento reac S(s) [4]. However,
this signi cantly restricts the kinds of changesone can make to the program, potentially ruling out
simple bug "xes.

While the above proposalsare too restrictiv e, any e®ortto weakenthem should at leastguarantee
that the state transformer producesnew statesthat are valid from the programmer's point of view.

In order to simplify the processof specifying the state transformation, it often makes senseto
limit its domain. By guaranteeing certain properties about the state s in which the old program
is halted, it may be easierto specify a state transformer S that always producesa valid new state
S(s). This approad is taken by virtually all dynamic update systemsin existence.

The simplest solution for restricting the program state at the time of change is to designate
speci ¢ recon guration points within the program. Hicks [8, 9] makesthis choice, allowing an update
to be performed only when execution reachesa recon guration point. An updateable program must
be designedfrom the start to requestits own updates.

A more °exible, but more complex, solution is to de ne conditions the state must satisfy before
an update is applied. This is typically done by specifying a set of functions or methods that cannot

be executing at the time of the change. This strategy attempts to make two guararntees. First, all
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data that could be accessedluring the state transformation is in a consistent state. For example,the
program is not in the middle of rearranging the pointers of a linked list that the state transformer
will needto use. Second,execution can be resumedexactly whereit was stopped. There is a trivial
way to map the instruction pointer from the old program to the new program.

As Malabarba et. al. [12] point out, this set of functions or methods should minimally be those
that have been altered in the new program version. This is necessaryfor ensuring the second
condition above. There is no automatic way to determine what other methods should not be running
at the time of update asthis is a semartic question. Sunil [13], for example, expectsthe programmer
to manually specify theserequiremerts. Unfortunately, when an update is requested, it is ertirely
possiblefor the program to be executing functions in this forbidden set.

Frieder and Segal[3] solve this issueby allowing the program to contin ue running, while replacing
the old version of a function's code with the new version at the earliest possibletime. The system
updatesa function assoon asthe program returns from all callsto that function. As aresult, at any
time, the program may consistof a mix of the old and new versionsof the code. In addition, there
is no guarantee the update processwill ever complete. For example, an old function that should
be updated might never return. Applying multiple updatesin this manner could result in a mix of
program versionsabout which reasoningis ditcult.

An analogousapproad for object-oriented systemsis to de ne conditions for ead classunder
which it is acceptableto update instancesof that class. For example, an object instance's data is
restructured and its methods are upgraded to new versions once none of the class'sold methods
are executing on that instance. This scenariois similar to that used by Tang [14] to ewlve the
implemertation of componerts while leaving their interface unchanged. Hjalmtyssonand Gray [10]
also permit multiple versionsof the sameclassto coexist, although they rely on the program to
request updating of older instances, rather than automatically transitioning when possible. These
schemesstill su®erthe drawbadk that code from old program versionsmay remain active even after
many updates.

A certral theme of the work discussedabove is the e®ortto de ne an appropriate state transition
processfor dynamic update systems. Proposedsolutions simpli ed this processby restricting the
changesthat could be madeto the original program, by restricting the states from which a process

could be updated, or by abandoningthe guarantee on complete application of the update.



1.4 Outline

The remainder of this thesis is structured as follows. Chapter 2 presers the main challengescon-
sidered in designing our dynamic update methodology. This includes important requiremerts for
any update system, such astype safety and easeof use,aswell asareasin which improvemerts over
previous systemsare desired.

Chapter 3 draws the framework for an update systemwhich answersthesechallenges. We presert
a methodology signi cantly more powerful and more °exible than its predecessorsOur framework
makestwo guaranteesthat setit apart from other dynamic update systems. First, an update can be
successfullyapplied on demand, without waiting for the program to erter a special state. Second,
any program, even one designedwithout update capability in mind, can be updated to any other
program, even one that is completely di®erer.

Theseguaranteescomeat a minimum costin the form of runtime overhead. In addition, there is
a chancethat someamount of computation will be lost and restarted as a result of an update. This
penalty is roughly proportional to the degreeof change made to the program source code and is
usually insigni cant. Chapter 3 discusseshis runtime systemand also describesthe tools available
to the programmer for cortrolling and customizing the update process.

Chapter 4 details the implementation of the update systemon top of an existing Java compiler.
We outline the changesrequired in the intermediate program represenations, the badkend, and the
runtime.

Finally, Chapter 5 givesa summary of the work and discusseduture researd possibilities, sud as

increasedprogrammer cortrol over the update mechanism and support for multithreaded programs.



Chapter 2

Design Challenges

2.1 Type Safety

A type systemis a form of annotation usedto specify properties of a program. For example, a
programmer may annotate a particular variable with the \int" keyword to indicate that variable
represens an integer value, rather than a pointer to an object. Type systemsare useful because
they help prevent common programming errors, such asattempting to usean integer asa pointer. A
type-safelanguageis onein which the type systemis usedto make two important guaranteesabout
program behavior. First, the types of program elemens do not change as the program executes.
Second,a value of one type will never be used where a value of an incompatible type is required.
This property ensuresthat a program can cortinue to be evaluated until it has beenreducedto a
single value. The program will not get stuck or causea segmetation fault.

Type safety is an integral componert of modern programming languagessuch as Java. An
unsafeupdate systembuilt for a type-safelanguagewould negatethe language'skey bene ts. The
assuranceson program behavior provided by type safety are likely to be especially important in
applications where dynamic update capability is desired. The designof long running critical systems
usually placesgreater value on stability and correctnessthan on any marginal speedimprovemerts
which might be gained from sacri cing type safety.

Using the abstract model of state transition introducedin Chapter 1, the following conditions

are suztcient to guarartee the type safety of a dynamic update:
1. The old program, |, is type-safe.
2. The new program, ! © is type-safe.

3. The state transformer, S, is type-safe.
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4. Transforming a state s of ! resultsin a state s°= S(s) of | ?sud that running ! © from state

sis type-safe.

The old program is either an original program written in the type-safesourcelanguage, or a
dynamically updated version of someoriginal program. In the ‘rst case,the compiler enforcestype
safety. In the secondcase,the old program is type-safeprovided the update system respects type
safety. Hence,by induction, condition (1) above is satis ed provided conditions (2)-(4) are satis ed.

Condition (2) can be simplied by requiring | °to be the result of compiling a program written
in the type-safesourcelanguage. In Figure 1.1,} ®would depend only on the sourcecode of the new
program and not on the patch or old program sourcecode. Thus, (2) is satis ed as the compiler
enforcestype safety.

By making this designchoice,we rule out mixing code from multiple versionsasallowed by other
update systems[10, 14]. After an update, only code from the most recert version will be running.
This simpli es future updates asthe programmer neednot be concernedabout compatibility with
ancient versionsof the program. However, this also rules out the best-e®ortupdate strategy used
by theseother systems. To justify this trade o®, we will later provide a reasonableupdate strategy
which guaranteescomplete transition into the new program version.

Conditions (3) and (4) are linked to this update strategy. The state transformer depends both
on the patch code and the runtime utilities for applying the patch. Like most update systemsfor
object-oriented languages[10, 12, 13, 14], we take classeso be the basic unit of change. The patch
code de nes, for each changed class,a function to coerce an instance of the old classversionto an
instance of the new classversion. The compiler cantype ched this code, guaranteeing the coercions
are type-safeand satisfying condition (3).

However, type-safepatch codeis not sutcient to guarantee condition (4). The patch code de nes
the ertire state transformation with the exception of the point at which the old program is stopped
and the point at which the new program is resumed. For example, stopping the old program at a call
to a method that expects an integer argumert and resuming the new program, with this argumen,
at a method that expects an object, is clearly unsafe.

Our system guarantees (4) by ensuring compatibility betweenthe transition points in the two
program versions. In order to accomplish this, we corvert all programs to cortinuation passing
style (CPS) as part of the compilation process[2]. CPS wraps the code inside branches and loops
into separatefunctions. Every function receivesan extra argumert, the cortinuation, indicating the

function to be called after its own completion. Thus, ead branch point in the program is reduced



8
to a function call, referred to as a tailcall. Moreover, the ertire program state is captured by the
argumerts to a tailcall becausethe tailcall does not return but rather calls one of its argumerts
upon completion.

Tailcalls thus provide a natural transition point at which an update can be performed. By
halting the old program at a tailcall, all objects that needto be updated are accessiblethrough its
argumerts. Furthermore, we can guarartee type safety by resuming the new program on a tailcall
which takes the same argumerts as the old tailcall, with the di®erencethat their types are the
updated typesof the old argumerts.

Note that choosinga correct state in which to perform an update is also a semariic concern. In
our system, the compiler 'nds the type-safecorrespondencesbetweentailcalls in the two program
versions. However, we also allow the programmer to specify additional restrictions on the statesin
which an update can be applied. The timing and semartics sectionswhich follow outline the rational

for such restrictions.

2.2 Timing

As discussedin Chapter 1, placing restrictions on when an update is permissible can simplify the
processof writing correct patch code. In our object-oriented update model, we can use such restric-
tions to guararntee that ead object instance to be updated is in a consistent state. For example,
when updating a List class,a desirableguarartee is that the program is not in the middle of adding
or deleting elemens from any List instance. Without this assurance,the patch code for updating
a List instance could be enormously complicated. Moreover, ead List instance would have to store
additional information, allowing accessto a consistert view of the list regardlessof the program
state.

Recon guration points [8, 9] provide only a cumbersomemethod of specifying theserestrictions.
While specifying global points at which a program requeststo be updated may work for a simple
web sener, it is unlikely to scalewell for larger or more complex applications. For such programs,
designing recon guration points to accourt for all future update needsis more ditcult. In addi-
tion, guaranteeing that a complex program periodically encourters a recon guration point may be
dizcult. The delay between between such encourters may aggravate e®ortsto apply an urgent
patch.

The above ditculties arisepartly becauseaecon guration points are overly restrictive. They force

updatesto occur only when it is acceptableto changeany classthe programmer could conceiably
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want to update. Howewer, any particular update is likely to change only a small portion of the
program. Thus, the set of acceptablepoints at which to update is usually much larger than the set
of speci ed recon guration points.

Specifying timing restrictions as part of the update process,in the form of methods that cannot
be on the stad, is lessrestrictive than using recon guration points [13]. Howeer, this strategy is
still too restrictive. For example, an entire method might be excluded when in fact only a small
block of the code within the method violates a timing requiremert. Even if only one of possibly
many execution paths within the method violates a requiremert, the entire method is restricted.
Furthermore, the task of manually specifying restricted methods for a particular update is more
involved and hencemore error prone than specifying recon guration points.

The goal in specifying timing restrictions is to permit the update systemto determine, at any
point during the program's execution, which object instancesare in aninconsistert state. Our update
system provides an exact answer to this question by modifying the runtime to mark instancesin
inconsistert states. We provide the programmer with the ability to cortrol this procedurein the
sourcecode. Our system can also integrate additional consistencyrequiremerts speci ed at update

time but left out of the original version of the code.

2.3 Semantics

Coupled to the problem of determining the time at which an update should occur is the task of
ensuring the update producesa meaningful state transition. Timing requiremerts guarartee the
consistencyof the state s in which the old program is halted. However, we still require a guarartee
on the consistencyof the transformed state S(s) on which the new program is resumed.

Gupta showed the ideal guarartee, that resumption on state S(s) leads the new program to
behave asif it had beenrunning all along, is uncomputable [4]. Acar et. al. demonstrate that for
purely functional programs, a generalmethod exists for propagating a changein the program's input
to the corresponding changein the output [1]. Howewer, an update is usually not expressibleas only
a changeto an algorithm's input. In general, updates alter the algorithm itself. Furthermore, the
programs for which dynamic updates are valuable are unlikely to be purely functional algorithms.

By ruling out the use of recon guration points, we rule out the simplest model for enforcing
meaningful updates. We choosenot to place the burden on the programmer to designthe update
medanism from the start. As outlined in the type safely section above, automatically identifying

tailcalls with the sameargumen typesbetweenthe two program versionsgivesthe set of possible
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points at which to transition betweenprogram versions. By adopting the corvention that methods
with the samename and type have the samepurposein eath program, we can automatically restrict
this set to the set of semarically correct update points. This cornvention does not restrict the
programmer, as methods can be renamedin the new program version if they do not uphold this
semariic correspondence.

Using this de nition of semariic consistency the update processmust stop and resume pro-
grams at a method or function call de ned by the programmer in both versionsof the sourcecode.
By transforming programs to cortinuation passingform as part of the compilation process,it is
guaranteed that a running program will evertually reac a tailcall. Loop bodies are wrapped into
functions, to which atailcall is made every loop iteration. By cheding for an update requestat the
beginning of ead tailcall, we guarantee that even programs inside an in nite loop will respond to
the update system. Unfortunately, there is no guarartee the tailcall at which a program is stopped
will correspond a call to a programmer de ned method in the sourcecode.

Even if an update requesttriggers a program to stop at a method call, the new program version
might not corntain a corresponding method call. Since our update methodology supports arbitrary
changes, one can update a program with an ertirely di®erert program. In this case,the only
semariically consistert update point found by the compiler would be the call to the main function
starting ead program. Once the old program had begun execution, it could never be stopped in a
state deemedvalid for update application.

In order to solve the update point correspondenceproblem, we provide a medanismto roll back
the state of a stopped program to the last semartically acceptablemethod or function call. With
this mechanism, we simultaneously solve the problem of enforcingthe consistencyof object instances
at update time. The systemrolls badk the program state to one for which no objects scheduled for

update by the state transformer are marked as inconsistert.

2.4 Ease of Use

The "nal designchallengeis to packagethe complex solutions to the problems of type safety, timing,
and semariics into a simple, intuitiv e system for the programmer. Crafting updateable programs
should not be signi cantly harder than normal programming tasks. Understanding the application
of updates and the behavior of updated programs should be a straightforward process.

We simplify the task of writing updateable programsin seweral ways. Our methodology separates

dewvelopmert of patch code from dewvelopmert of the new program version. This permits the new
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version to be executedin a standalone manner, independert of previous versions. The patch is
only neededto update older systemsthat have already beendeployed. We also provide an intuitiv e
model for specifying consistencyrequiremerts which possesseadvantagesover recon guration points
in terms of both °exibilit y and scalability.
Through enhancemets to the compiler and runtime system, we automate the task of ensur-
ing the programmer-speci ed consistencyrequiremerts are satis ed. Rollback capability allows us

to guarantee successfulapplication of an update, without the drawbads of manually specifying

recon guration points.
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Chapter 3

Framew ork

3.1 Object Based Up date Mo del

Our update system is object-oriented in the sensethat object instancesare the basic units upon

which a dynamic update acts. We restrict the state transformation S to be composedof a seriesof

S; is a function which coercesan instance of the old version of classi into an instance of the new
version of classi. Applying the state transformation S to a state s of a program is equivalent to
applying transformation S; to ead instance of classi contained in s.

We make no guarantee concerningthe order in which instancesin state s are updated. A valid
state transformation should produce the sameresult regardlessof the order in which the S;'s are
applied to object instances. In addition, we guarantee the update processcompletes successfully
on the condition that eat S; terminates. The programmer is responsible for writing patch code
within theselimitations. Howewer, neither of theserestrictions is sewere as the state transformation
typically senesonly to update an object's internal represertation.

No restrictions are placed on the kind of changesa programmer may make to a classde nition.
Our system supports addition and removal of both "elds and methods. The programmer may also
remove ertire classesor add new classes.The compiler automatically determinesthe correspondence
betweenthe classesn two di®erert programsbasedon classname. Giventwo versionsof a particular
class,the compiler determinescorrespondencedor “elds and methods basedon both nameand type.

In order to match, theseprogram elemens must have exactly the samenamesand types.
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3.2 Semantic Preserv ation

3.2.1 Synchronization

To assistthe programmer in writing a correct patch, we guarantee an instance of classi will be
in a consistert state when passedas an argumert to S;. As previously discussed,the de nition of
\consistent" is left to the programmer asit is a semarnic property. We support arbitrary de nitions

of consistencyby requiring the program to inform the runtime wheneer an instance's consistency
status changes.

The programmer corveysthis information to the runtime by encapsulatingany code within which
an object enters an inconsistert state inside a synchronization block on that object. For example,
if ®, an instance of classA, could be placed in an inconsistert state by code segmen ¥4 then the
sourcecode should declarethis code segmem as: syndhronized(®) f %g.

We borrow the syntax of syndironization locks for multithreaded programs precisely because
locking an object from the update systemin a single threaded program is analogousto locking an
object from other threads in a multithreaded program. Synchronization can be usedto prevent
two threads from simultaneously attempting to rearrange the internal structure of an object. If
one views the dynamic update system as a special program thread, executing in parallel with the
original program, then this form of accesscontrol is exactly that required to enforce consistency
The dynamic update thread must be prevented from updating object internals in use by the main

program thread.

3.2.2 State Rollbac k

As outlined in Chapter 2, when an update is requested,a program is rolled back to the most recert
state for which the update can be successfullyapplied. The runtime modi cations neededto allow
retrieval of appropriate previous program states are discussedin Chapter 4. We can complete the
description of the system framework without referring to the details of this process.

State rollback is usedto provide two guarantees prior to update application. First, it ensures
that the state transformer can be successfullyapplied. This translates into two conditions rollback

is usedto enforce:

1. All instancesof a classi for which a state transformer S; is de'ned are in a consistert state.
The program is not executing code contained within a synchronization block on any of these

instances. Howewer, it may be executing code within a synchronization block on objects for
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running program

! s
code state
>
! 0 (new code) Il :
—_— dynamic update
S (state transformer) M
>
new running program
1 0 S0
|
code state

S =S

while(inside modi ed method)
sy = rollback(s;)

while(live pointer to removed function)
sy = rollback(s;)

while(liv e objects of removed classes)
sy = rollback(s;)

while(locked updateable objects)
sy = rollback(s;)

s= S(s)

Figure 3.1: Applying an update.

which the programmer has not de ned a coercion function.

2. All existing objects have a corresponding version in the new program. There are no live

instancesof classeswvhich have beenremaoved from the new program.

Second,rollback ensuresthere is a consistert transition point into the code of the new program.

In other words, there is a semariically meaningful point at which to resumeexecution of the new

program. This translates into an additional two conditions rollback enforces:

1. Only functions or methodsthat havethe exact samede nition in both the old and new program

versionsmay be in the processof executing.

2. All live function pointers can be translated to corresponding referencesto functions in the

new program version. This ensuresthe new program will not attempt to call a function that

existed only in the old program.

Note that condition (1) above will trigger the rollback of any method the programmer modi es

for the purposeof adding a synchronization block. This hasthe benet of allowing the programmer
to add consistency requiremerts after the initial program version was written. All consistency

conditions in both the newand old program versionsare respectedby the dynamic update procedure.

3.3 Update

Figure 3.1illustrates the stepsinvolvedin dynamically updating a running program. Oncea running

program receives an update request, its execution is halted. The runtime incremertally rolls back
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the program's state until the conditions outlined in the previous section are satis ed. At this point,
the programmer de ned patch code is applied. The new program version resumeswith the resulting

State.
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Chapter 4

Implemen tation

4.1 FJava Compiler

The Caltech Mojave compiler was a cornveniert architecture on which to implement our dynamic
update system. It supported compilation of a type-safe,object-oriented language, FJava, which
is an extension of the standard Java programming languageto include higher order functions. In
addition, the runtime system already featured a rollback mecanism similar to the onerequired for
supporting dynamic updates [6].

The FJava compiler transforms a program through a number of intermediate represenations in
the processof producing executablemachine code. The following sectionsoutline the changesmade

to the compiler in order to support updateable programs.

4.2 Patch Speci cation

Patch code for transitioning between versionsis deweloped alongside, but isolated from, the new
program version. In this manner, we avoid cluttering the new program with patch code and produce
a new versionthat canberun asa stand aloneapplication. The patch itself is limited to (optionally)
de ning a state transformer S; for eac classi presert in the new program version.

If the programmer does not specify a coercion routine for a classwhosede nition has changed
betweenprogram versions,the update systemappliesa default state transformer to instancesof that
class. Namely, it presenesvaluesin “elds existing in both classversionsand initializes new “elds
to a default null or zero value.

By default, only instancesof classesvhosede nition haschangedbetweenversionsare modi ed

during the state transition process. However, the programmer may specify a coercion routine for
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a classwhosede nition has not changed between versionsin order to force the systemto update
instances of that class. This may be necessaryif the functionality of a class changesewen if its
internal represenation doesnot.

Note that in the state transformation processan object is only consideredto be an instance of its
true class. For example, if classB is a descendan of classA, instancesof classB are a®ectedonly
by the state transformer Sg eventhough they are alsoinstancesof classA. Hence,Sg is responsible
for updating all of B's inherited "elds. Another reasonablechoiceis to call the most speci ¢ coercion
function de ned. Hence,if the programmer de nes Sy but not Sg, then S, is called on instances
of both classesA and B. Much like calling a parent classconstructor, Sg should have the option of
calling Sa before executing itself. We do not implemert these sensiblealternativ es simply because
they intro duce additional complexity without being certral to the update system.

Another "ne point left out of our implementation is the state transformation for static, class-leel
variables. In principal this is no di®erent from coercing object instances. The programmer could
de ne a special state transformer for eac classin order to handle this aspect of an update.

Even though the new program version is independert of the patch code, they must both be
available in order to update older programs. Hence,the compiler producesan executablecortaining
both program and patch code, but enforcesseparation betweenthe code basesuntil this last step.

In particular, the compiler forbids the new program from making any calls to the patch code.

4.3 Intermediate Representation

4.3.1 Tailcalls for Speculation

As part of the compilation process,the FJava compiler transforms all programs into cortinuation
passingform [2]. As all nonlocal jumps in cortrol are madethrough the useof tailcalls, the runtime
does not keep an explicit call stadk. Howewer, in order to facilitate rollback, the runtime needs
accesgo this information. Thus, it was necessaryto modify the compilation processto mark eat
tailcall with a tag specifying its equivalent e®ectin a stack-based system. For example, a tailcall
corresponding to the dispatch of a method is marked di®ererily from a tailcall corresponding to a
method return. The program is still converted into contin uation passingform, but the structure of

the call stad is recoverable.
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4.3.2 Name Environmen t

The secondmajor modi cation made to the intermediate represertation usedby the compiler con-
cernsthe generation of symbol names. As part of the compilation process,ead symbol appearing
in the program or de ned by the compiler is given a unique numeric name. As the program's struc-
ture doesnot depend on the particular choice of variable or function names,the compiler does not
presene the original namesde ned in the sourcecode. Howeer, this original name information is
requiredin order to automatically nd the correspondenceshetweenthe intermediate represerations
of two program versions.

A signi cant portion of the changesto the intermediate represenation focusedon building an
ernvironment to keeptrack of all renamings made by the compiler. We created a module that could
reconstruct the complete, original name for any program elemer, suc as a function or variable
de nition. This original name included the type of the elemen, the name given by the programmer
in the sourcecode, and the scope of declaration within the sourcecode. With this module, solving
for the corresppndencesbetweentwo programsis reducedto nding all program elemerts with the

sameoriginal hamesand types.

4.4 Backend and Runtime

4.4.1 Synchronization

Our useof the syndronized keyword did not require the complete implemenrtation of Java syncro-
nization locks as our system was restricted to single threaded programs. Only the main program
thread could lock or unlock an object, with the imaginary updater thread only cheding the status
of locks. Thus, it was suzcient to add a special integer valued \lo ck" “eld to ead object instance.
Entering a speculation block on the object incremerted this lock "eld, while leaving a speculation

block decremerted it. An object was unlocked if and only if its lock "eld cortained a zero value.

4.4.2 Speculation and Rollbac k

In order to facilitate rollback, it is necessaryto have the capability of restoring previous program
states. Our runtime accomplishesthis by speculatively executing methods. The runtime allocatesa
separatememory area on eat method call. During a method's execution, a write to any program
variable causesa copy of that variable, with the new value, to be createdin the method's memory

area. The variable's previous value is presened in the memory areafor the method from which the
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current method was called. There is a stack of speculation areaswith a level for eadh method that
would appear on a traditional call stack.

Upon returning from a method, its memory areais mergedinto that of its caller. This doesnot
limit rollback possibilities becauseany speculation blocks openedwithin the method would have to
be closedbeforeit exited. Hence,one a method has completed, there is never any needto rollback
to a state beforeit has completed. Unless, of course,we needto rollback to a state beforeit was
called. This type of rollback is still possibleas the speculation level for the method's caller is still
active.

Rolling back a program is the simple operation of restoring its state using a particular level of the
speculation stack. By traversing the live data at a given speculation level, the speci ¢ consistency
requiremernts stated in Chapter 3 can be cheded for that level. The speculation stadk alsoindicates
the correct position at which to resumethe new program - the method call that started the last

valid speculation level.
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Chapter 5

Conclusion

5.1 Summary

Through the use of a unique runtime system for enforcing semariic requiremerts, our dynamic
update methodology o®erssigni cant advantages over previous work. We provide the programmer
with a powerful, yet easyto use, model for designing updateable software. Our system guaranees
that a dynamic update can be successfullyapplied to transform the state of one running program
into the state of any new program in a type-safeand semarically consisten manner. The cost
of this guarantee is that the running program may be rolled bad to a previous state before being
updated. The degreeof rollback roughly re°ects the amount of di®erencebetweenthe two program
versionsand should be insigni cant in most practical situations.

We assurethat rollback occurs only when necessaryby allowing the programmer to specify
exact consistency requiremerts. The programmer may model the dynamic update procedure as
an extra thread running in parallel with the executing process. This thread is idle except when
an update is requested, in which caseit halts the program thread, obtains a lock on all objects
scheduled for update, and calls programmer-speci ed patch code. Rollback of the program thread's
state occurs when the updater thread is not able to obtain all of the desired locks. From the
programmer's perspective, consistencyof an object's internal data is enforcedjust asit would be
in a multithreaded program. The programmer takes a syncironization lock on an object when
beginning critical manipulations of that object's internal data and releaseshe lock when "nished.

A secondcondition necessitating rollback guarartees a correct transition point into the new
program's code oncean update has completed. In particular, the systemrolls back the old program
so that no method modi ed in the new program version is live at the time of the state change.

This ensuresthat only code presert in the new program version will be executed after an update
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completes. It alsoensuresthat the update processrespectsany consistencyrequiremerts intro duced
in the new version, but not presen in the old version. Using this feature, the programmer can build
a semartically consistert update for a program not originally designedto be updateable.

In order to support state rollback, the runtime system speculatively executesmethods. The
runtime maintains a copy of the program state at the beginning of each method on the execution
stack. During the execution of a particular method, both the spaceand time overhead assaiated
with the speculation mecdanism are proportional to the amount of data modi ed by that method.
With this minimal cost, our system provides robust guararteeson updateablity not o®eredby any

previous dynamic update medcanism.

5.2 Future Work

In our current implementation, ead call to or return from a method incurs overheadas a result of
the needto managethe speculation stack. In rare casesthis overheadmay be unacceptablefor the
desired performanceof the program. As the sole purposeof speculating on ead method dispatch is
to reduceto a minimum the rollback assaiated with any future update, much of this speculation
may be unnecessary In particular, the programmer may have an idea of how future updates will
work, restricting the methods for which speculation is appropriate. Alternativ ely, the programmer
may opt to pay a larger rollback cost at update time for the exciency gained by not speculating
on somemethod calls. This could be a sensiblechoice for algorithms which would otherwise incur
signi cant overheadon the speculation stack.

A simple extensionto the current implementation could provide the programmer with the power
to appropriately balance speculation overheadwith update rollback costs. We could add a keyword
to the programming language which, when placed before a method, designatesthat speculation
should not occur on calls to that method. Finer cortrol over the runtime costs of updateable code
could extend the desirability of our systemto critical applications in which performanceis also a
key factor.

A similarly important task is to extend our current framework to support updateable multi-
threaded applications. For such applications, an update system facesthe additional challenge of
guararteeing the global consistency of the states of eah thread at the time of the update. For
example, if thread A waits and is evertually releasedby thread B, then wheneer thread B is rolled
badk to a point before the release,thread A should be rolled badk to the point at which the wait

began. Similarly, if thread A spawvnsthread B, then wheneer thread A is rolled badk to a state prior
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to this action, thread B must be rolled bad to the state of nonexistence.The challenge of support-
ing multithreaded applications certers on creating a speculation mecanism capableof tracking suc
dependencieswith minimal runtime overhead. A framework for handling multithreaded programs

could signi cantly enhancethe applicability of our dynamic update systemto real world problems.
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