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Abstract.  In this paper, we present a formal description of data slicing,
which is a type-directed program transformation technique that sepa-
rates a program's heap into several independent regions. Panters within
each region mirror the structure of pointers in the original heap; however,
each eld whose type is a base type (e.g., the integer type) appears in
only one of these regions. In addition, we discuss several aplications of
data slicing. First, data slicing can be used to add extra el ds to exist-
ing data structures without compromising backward compati bility; the
CCured project uses data slicing to preserve library compatibility in in-
strumented programs at a reasonable performance cost. Dataslicing can
also be used to improve locality by separating \hot" and \col d" elds in
an array of data structures, and it can be used to protect sensitive data
by separating \public" and \private" elds. Finally, datas licing can serve
as a refactoring tool, allowing the programmer to split data structures
while automatically updating the code that manipulates the m.

1 Introduction

When maintaining a large software project, a seemingly trivial change to a data
structure can be largely intractable due to the amount of cod that depends
upon that data structure's layout. When programmers wish to modify a data
structure, they must weigh the bene ts of these modi cations against the time
required to modify the program and the risk of introducing new bugs. Compil-
ers face a similar challenge; for example, a compiler may wisto alter one of
the data structures in the program it is compiling without vi olating data lay-
out assumptions made by precompiled code. Such changes ratpia principled
approach that can achieve the desired goal automatically ad without changing
the program's semantics.

This paper introduces data slicing, a program transformation technique that
addresses this problem. Given an existing program, data gting produces a new
program that computes the same result while splitting its data structures among
several memory regions. This transformation allows the prgrammer or the com-
piler to factor out portions of a data structure that must reside in a di erent
place in memory.

Data slicing can be used to preserve backward compatibilityafter a program
transformation. For example, a transformation that adds new elds to existing



data structures may make the program incompatible with precompiled libraries;
data slicing can be used to separate these new elds from theld ones, allowing
the original program's data structures to retain their original layout. As the
prototypical example of this application, we show how to ingantiate data slicing
in the context of the CCured project [4] to enable extensive un-time checking
of C programs while maintaining compatibility with precomp iled libraries.

Data slicing can also be applied to performance optimizatios. For example,
data slicing can be used to produce an improved implementatin of the instance
interleaving optimization [13], which interleaves the elds of several objects in
order to place frequently-accessed elds in the same cachaeé.

Finally, data slicing can be applied to security problems. For example, data
slicing can move function pointers to a separate memory regin to make it more
di cult for an attacker to overwrite them. In general, data s licing acts as a refac-
toring tool that simpli es the task of making global changes to data structures.

This paper o ers two main contributions. First, it presents a formal descrip-
tion of the type-directed data slicing transformation on a simple imperative
language. Second, it discusses several applications of shtechnique, including
CCured, instance interleaving, and security-related trarsformations.

2 Data Slicing

Data slicing is a program transformation that separates a pogram's heap into
independent regions. The input to this transformation is a program whose base
types (e.g., integer types) have been annotated with regiommames. The goal
of data slicing is to produce a new program that computes the ame result as
the original program while splitting the data structures in the program's heap
into independent regions. Each region must contain only thedata that has been
annotated for that region, as well as any pointers that are neessary for keeping
track of that data. We focus on the case when the regions must ®independent
in the sense that there are no pointers that cross region bouttaries; however, we
will show how to relax this requirement in Sections 2.5 and 3.

To achieve these goals, data slicing ensures that each regién the program
mirrors the structure of the original program's heap. For example, if the original
program's heap contains a linked list with data whose elds ae annotated with
multiple regions, then each region of the transformed progam's heap will contain
a linked list of the same length containing the list data for that region. More
precisely, there is an injective mappingm; from objects in region R; to objects
in the original program's heap at a given point in execution. An object A in
region R; contains the elds of object m;(A) whose type is labelled with region
R;. Furthermore, if object A points to object B in region R;, then object m;(A)
points to object m;(B) in the original program's heap. Note that base elds (i.e.,
elds whose type is a base type) will be stored in exactly one egion according to
the relevant type annotation, whereas each pointer eld maybe split into several
pointer elds, one in each region where it is necessary. Esagally, data slicing
separatesbase elds andreplicates some pointer elds.
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Fig. 1. llustration of data slicing's e ects. The dashed lines del imit the regions within
the transformed program's heap
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Fig.2. A C-like language used as the basis for discussing data sliaig

Figure 1 illustrates the e ects of data slicing. This gure shows a program's
heap at a specic point in time before and after data slicing. The base elds
in the original heap are annotated with region namesR1, R», and R3. In the
transformed heap, each region contains a data structure wh the same shape as
the original, except that it contains only the base elds for that region as well as
any pointers needed to access those elds. Note that we havdiminated entire
objects from regionR;; thus, the mapping m; is injective but not surjective.

The remainder of this section presents the data slicing trasformation for-
mally. First, we introduce a C-like language (Section 2.1),and then we de ne
data slicing on types and programs (Sections 2.2 and 2.3). Tén, we discuss
rst-class functions and partial data slicing (Sections 24 and 2.5).

2.1 Language

Figure 2 shows an imperative language that will be the basisdr our discussion
of data slicing. The types in this language include integer ypes, pointer types,
structure types, and named types (). We usevoid as a shorthand forstruct fg.
Base types (here, the integer type) have a region quali er ttat indicates the
region where this data should be placed. Region names am@; through Rp;
throughout this paper, n will refer to the number of available regions.
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The syntax for l-expressions () and expressions €) is based loosely on that of
C. Binary operations (\ op" in the grammar) include arithmetic and comparison,
and they may only be applied to integers in the same region. Wepermit casts
between integers in di erent regions as well as casts from paters to integers.

Commands (¢) include standard imperative constructs. We will usely; :::; Iy :=
e;; ;€ as syntactic sugar for simultaneous assignment where all ght-hand
sides are evaluated before any assignments occur. Functiaralls have no explicit
return value; instead, the programmer must pass a pointer tothe result variable
as an argument. At the top level, a program () is a list of de nitions ( d) of func-
tions and types. Type de nitions allow recursive types to bede ned. To simplify
the presentation, we defer the discussion of function poirgrs to Section 2.4. The
complete static semantics for this language can be found in ppendix A.

Using this language, we can write down the types of the objea in Figure 1.
In the original program's heap, there are two types of objecs, t and t° as follows:

type t = struct f py:tptr; p:tOptr; f1:int Ry; fo:int Ry g
type tO= struct f f1:int Ry; fz:int Rs; g

To translate a C program to this language, the programmer mus add region
annotations to each eld or variable whose type is a base typeThe programmer
must either eliminate unsafe pointer casts or limit the use @ data slicing to the
safe portions of the program using a technique discussed ineStion 2.5.

2.2 Transformation of Types

We now de ne the data slicing transformation on types, which will guide the rest
of the transformation. In the previous section, we de ned two types, t and t°,
for the objects on the left-hand side of Figure 1. Data sliciry splits each object
of type t or tinto three objects, one in each region. The resulting types i:

type t; = struct f py:ty ptr; p2:tptr; fi:int Ry g
type tp = struct f py:ty ptr; fo:int Ry; g

type t3 = struct f py itz ptr; p2:tdptr; g
type t = struct f f1:int Ry; g

type t9 = void

type t = struct f f3:int Rs; g

Note that the pointers of type t ptr in the original heap have been split into
pointers of type t; ptr , to ptr, and tz ptr in their respective regions. Similarly,
the pointers of type t°ptr have been split into pointers of typet? ptr andt§ ptr
in regionsR; and Rg. It is unnecessary to have a pointer of typet? ptr in region
R, becauset® contains no data labelled with regionR; (i.e., t is void ). Note
that integer elds only appear in the region to which they have been assigned.

Formally, we de ne a mapping TSlicg from types in the original program to
the corresponding types in regionR; of the transformed program (see Figure 3).
The rst rule in this de nition says that the sliced type for r egion R; contains
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TSlice (int R;)= M R ihi= ]

void otherwise
. _ TSlice( ) ptr if TSlice;( ) 6 void
TSlice ( pr) ="\ 5q otherwise
TSlice (struct f ::: fj @ j; i1 g)= struct f ::: fj : TSlice(j); ::: g
TSlice (1) = t;

VSlice( )= struct f ::: ri : TSlice( ); ::: g

Fig. 3. Data slicing transformation for types. Note that we omit void elds from the
resulting structure types

only those base types that are annotated with regionR; . The rules for structures
and pointers recursively apply TSlicg, and the rule for named types transforms a
named typet into its corresponding named typet; in region R;. (In Section 2.3,
we will de ne t; to be TSlicg( ), where is the original de nition of t.)

Two optimizations occur during this transformation. First , when the result
is a structure type, we omit elds of type void . Second, we omit pointers that
cannot be used to reach any data in regionR;, as shown in the \otherwise"
case for pointer types. For example, TSlice (int Ry ptr ptr ) = void rather
than void ptr ptr , since this type contains no information from regionR;. Of
course,TSlice, yields int Ry ptr ptr , as desired.

TSlicg gives the transformation for a specic region; however, at ertain
points in the program (variables and formal parameters), wemust gather the
sliced data into one structure containing the data from all regions. In Figure 3,
VSlicegives the type of this merged structure. For example, a variale or formal
parameter whose type is a pointer type would be transformednto a structure
containing one pointer for each region where the pointer'sigced type is not void .

2.3 Transformation of Programs

In Figure 4, we show the transformation for the remaining syractic constructs.

PSlice and DSlice transform programs and de nitions. Formal parameters
are transformed with VSlice so they include data from all regions. For type
de nitions, we create one named type for each region.

CSlicede nes data slicing for commands. Function calls are unchaged, since
the argument variable's type will have been transformed wih VSlice For condi-
tionals and loops, we transform the guard expression withESliceg, which slices
an expression with typeint Rj. (The guard expression must have this type.)

The assignment command is the key part of this transformatian: essentially,
the transformed program performs the corresponding assignent in each region
where the type being assigned is novoid . Since each region's assignment op-
eration is performed separately, the rules for expressionand I-expressions are
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PSlicg(d p) = DSlice(d) PSlice(p)
PSlicg(d) = DSlice(d)

DSliceg(f (x : ) feg) = f(x : VSlicg( )) fCSlicgc)g
DSlice(type t = ) = type t; = TSlicei( ) ::: type t, = TSlicen( )

CSlicf (x)) = f(x)
CSlicgif ethen c; else ¢;) = if ESlica(e) then CSlicgc;) else CSlicgc,)
CSlicgwhile e do c) = while ESlice (e) do CSlicgc)
CSlicglet x: in c)= let x:VSlicg ) in CSlicdc)
CSlicgcy; c;) = CSlicdci); CSlicec,)
CSlicql := e) = LSlica(l);::; LSlica,(l):= ESlice,(e);::; ESlica,(e)
where fig;:ii kg= fi2f 1;:;;n gj TSlice; (TypeOf(e)) 6 void g

ESlice(n)
ESlice (null )
ESlice(e1 op e;) = ESlice(e1) op ESlice(e2)
ESlicg(casthnt R;j ! int Rjie)= casthint R; ! int R;i ESlicg(e)
ESlice(casth ptr ! int Rjie) = casthTSlice( ptr) ! int R;i ESlice(e)
ESlice (new ) = newTSlice ( )
ESlice (&) = & LSlica(l)
ESlice () = LSlica(l)
LSlica (x) = x:rj
LSlice (I:f ) = LSlice(l):f
LSlica( e) = ESlica(e)

n
null

Fig. 4. Data slicing transformation for programs, de nitions, com mands, expressions,
and l-expressions, usingn regions

de ned with respect to a single region, and they assume that e sliced type of
the expression in the given region is nowoid .

For example, suppose we want to transform the command (x):pz = v,
where x has type t ptr and y has type t° ptr . (We use the typest and t°
de ned in Section 2.1.) The rule for assignment yieldsCSlicé( x):pz = y) =
LSlica (( x):p2);LSlicg(( x):p2) := ESlica(y); ESlicg(y). Thus, we will perform
the corresponding assignment in region®; and R3, sinceTSlice, (t°ptr ) 6 void
and TSlices(t° ptr ) 6 void , but not in region R, since TSlice(t° ptr ) = void .

Now considerESlice and LSlice, the slicing operations for expressions and
I-expressions, respectively. Here, we slice with respecbta speci c region; for
example, when transforming a variable reference, we sele¢che component of
that variable corresponding to the region in question. Coninuing the example
above, we havelSlicg (( x):p2) = ( xir1):p2 and LSlice(( x):p2) = ( xir3):ps.
Note that this slicing operation could not have been perforned in regionR, since
TSlice(t) does not have a eld calledp,. However, the assignment rule prevents
us from calling ESlice in this case, sinceTSlice(t° ptr ) = void . The nal result
for the example isCSlicé( x):p2 := y) =( Xir1):p2;( Xirz):p2 == yira;y:rs.
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The integer cast expression computes a single integer value region R; using
ESlicg, casts this integer to regionR;, and completes the computation in region
Ri. Since we only move a single integer value between regiondhi$ operation
preserves the invariant that there are no inter-region poirers.

Finally, note that the pointer cast expression targets a spei ¢ region, and
this choice a ects the result of the transformation. For example, the expression
casth ptr ! int R;i x would be transformed tocast it ptr | int Rii xiry,
whereascast it ptr | int Rsi x would becomecasth ptr ! int Rsi Xirs.
After data slicing, these expressions will yield di erent integers; thus, when com-
paring two pointers, the programmer must ensure that they wee obtained by
casting to the same region. In this example, we cannot cast toegion R, because
our typing rules require that we cast to a region whereTSlicg( ptr ) 6 void .

2.4 Handling First-Class Functions

Since data slicing splits data but not code, we cannot split afunction among n
di erent regions in the same way that we can split a pointer. Rather, function
types are handled in the same manner as integer types: by adaf a region
quali er. To implement this scheme, we add a function type, a function name
expression, a function cast expression, and a new functiomvocation command.

s=) IR
ex=:::jf jcasth fn R | fn Rii e
ci= i e(x)

In the function type fn R;, the type refers to the type of the argument to
the function. Next, we add new rules to our type and program transformations:

. y_ VSlicd ) fn R; ifi=]j

TSlica( 1 Ry) = 5iq otherwise
ESlice(f) = f

CSlicée(x)) = ESlica(e)(x)

Function argument types are transformed with VSlice Function names are
unchanged, and function invocation retrieves the functionfrom region R; as
required by our type system. Function casts (hot shown) resmble integer casts.

Unfortunately, this approach does not su ce for applicatio ns where data
slicing is used to preserve backward compatibility. In theg applications, we start
with a program whose elds are all labelled with regionR;. When we add new
elds, we label them with region R, so that data slicing will separate these elds
from the original data structures, thus preserving the original layout of region
Ri. However, the original layout of region R; may contain function types. We
cannot label these types with regionR,, because data slicing would remove them
from region R1, breaking backward compatibility. However, we cannot keepthem
in region Ry, because the sliced type inrR; may di er from the original type.

To solve this problem, we allow the programmer to introduce wapper func-
tions. These functions have the appropriate type for the orginal data layout,
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and they are responsible for calling the transformed functbn with arguments
from all regions. In the above example, we can annotate the foction type with
region R, and then data slicing will place a wrapper function of the agpropriate
type in region R1. The wrapper's implementation is application-speci c.

For example, function types and expressions may be transfoned as follows:

, y_ VSlicg ) fn R ifi=]
TSlice( fn Rj) = TSlica( ) fn R; otherwise
. _f if TypeOf(f)= fn R;
ESlice(f) = ¢ otherwise

The function f; is a wrapper for function f in region R;. This wrapper func-
tion takes an argument of type TSlicg( ), which it uses to call f. Since this
data corresponds to only one of the elds that make upVSlicq ), the wrapper
function must Il in the rest of the elds in an application-s peci ¢ manner. We
will see an example of this approach in the CCured case studySection 3.1).

2.5 Partial Data Slicing

The variant of data slicing presented so far splits the base elds of a data struc-
ture as well as all objects that directly or indirectly point to these base elds.
In many cases, this additional slicing is wasteful; for examle, when using data
slicing to preserve library compatibility, we need not split objects that will not
be shared with a library.

To solve this problem, we introduce an extension that allowspointer and
structure types to be given region annotations. A pointer of type ptr R;
would be split into as many asn pointers using the original rules, but all of
these pointers would be stored in regionR;, despite the fact that they point
to other regions. Because all components of this pointer apgar in one region,
types that contain this pointer do not necessarily need to besplit. In a sense,
we introduce a limited form of inter-region pointer in exchange for the ability
to restrict data slicing to a small portion of the program. In fact, this extension
can be used to derive CCured's technique for restricting itscompatible metadata
representation [4]. Due to space constraints, we omit the nmaining detalils.

3 Case Studies

3.1 CCured

CCured [4,10] is a program transformation system designeda guarantee mem-
ory safety in C programs through a combination of static anal/sis and run-time
checks. To perform its run-time checks, CCured adds metada to pointers, alter-
ing the layout of the program's data structures. Unfortunately, this new layout
is incompatible with precompiled libraries, which proved to be a major obstacle
when applying CCured to large software systems such abind and OpenSSH
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To solve this problem, CCured can separate its metadata fronthe original pro-
gram's data, placing this metadata in a parallel structure [4]. Data slicing gen-
eralizes this technique, as discussed in Section 4. In thisestion, we show how
data slicing can be instantiated for CCured, demonstrating how one can solve
data structure backward compatibility problems with data s licing.

CCured classi es pointers into one of several pointer kindswhich determine
the metadata required by a given pointer. We will consider three CCured pointer
kinds: SAFBpointers, which carry no metadata, SEQ\sequence") pointers, which
carry array bound information, and RTTI(\run-time type information") pointers,
which carry an integer identifying the dynamic type of the pointer.

CCured infers these pointer kinds based on pointer usage, anthen it imple-
ments them by transforming them into C structures, as follows:

Refint ) int Rp

Refd ptr SAFE) = struct f p: Re ) ptr; g

Ref ptr SEQ struct f p:Ref ) ptr; b:int Ry; e:int Ry; g
Red ptr RTTI) = struct f p:Rep ) ptr; t:int Ry; g

Re fn) Ref ) fn Ry

Given a type annotated with CCured pointer kinds, the Rep function gives
the representation of that type as a C type. For example,SAFEointers are rep-
resented by a single pointer, whereaSE@ointers also carry bounds information.
Repadds region quali ers as appropriate:Rp for data, Ry for metadata.

To make these data structures compatible with existing libraries, we can ap-
ply the data slicing transformation after the CCured transformation. In previous
work [4], we introduced functions calledC and Meta to describe the types of the
separated data and metadata structures; the interested reder can verify that
C= TSlics Repand that Meta= TSlicey Rep (Note that in this paper, we
use integer types instead of pointer types for theb and e elds.)

For function types, we use the wrapper function scheme from &ction 2.4.
SinceRepuses regiorRy, for all function types, the transformed functions (which
take both data and metadata as arguments) are always storedni and retrieved
from Ry . In region Rp, we place a wrapper whose type matches the original
type of the function. This wrapper is responsible for lookirg up (or generating)
appropriate metadata for its arguments before calling the ransformed function.

Example of Data Slicing in CCured The C library functions sendmsgand
recvmsg take as a parameter a pointer to amsghdr, which in turn contains an
array of iovec s. A simpli ed declaration for these structures is as follows:

type iovec= struct f iov_base: data ptr RTTI ; iov_en:int ;g
type msghdr = struct f msg_iov : iovec ptr SEQ,
msg_iovlen :int ; msg_flags :int ;g

The type data is some unspeci ed type; for simplicity, we assume it contais
no metadata. Figure 5 shows how data slicing separates the Qed metadata
from this data structures. Once separated, the data portioncan be passed di-
rectly to C library functions.
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cured program's heap cured program's heap after slicing

msgiovlen . msgiovien Rp
msgiov msg_flags ' msgiov msg_flags

p ~ ~ data : iov _b/asg —
. v _len>~ __ slicing | , _ iov _len

~ —> . = ..

Fig.5. lllustration of data slicing in CCured. CCured's metadata, shown in gray, is
separated into the metadata region, Ry . The base and end elds are integers, not
pointers, which is why they are allowed to \point" across reg ion boundaries. These
\pointers," which are drawn with dashed lines, are compared but never dereferenced

Performance CCured has been applied to several large systems programs e
OpenSShbind , ftpd , sendmail , Apachemodules) for which the ability to main-
tain compatibility with precompiled libraries was essential. In order to determine
the impact of data slicing, we also applied CCured to simple enchmarks @lden
[2] and ptrdist  [1]) that can be cured without using data slicing.

These experiments were conducted on a 2.4 GHz Pentium 4 with GB of
memory running Linux 2.6.6. The results are reported in Table 1. The second
and third columns show the average execution time (in secors) of ve runs
of the cured program, with and without data slicing. Standard deviations were
negligible in all cases. The third column shows the ratio of he sliced version to
the unsliced version. The fourth column shows the percentag of pointers in the
program text that required CCured metadata (i.e., were not SAFE The nal
column indicates the percentage of pointers in the programéxt that were split
into two pointers (i.e., one in each region). These percentges include all pointer
types and all variables, since each variable's address is emtially a pointer.

The impact of data slicing on execution time was minimal for most of these
benchmarks. The only three cases that had more than a 1% slovadvn were
anagram em3d and mst. The worst performance by far was shown byem3d
which had a 63% slowdown. For such cases, it is possible to iteist data slicing
to only those portions of the program where it is necessary @ Section 2.5),
thus minimizing the overall performance impact.

There is a rough correspondence between the number of pointe needing
metadata and the number of pointers that need to be split into two pointers.
Recall that a pointer will be split into two pointers if there is CCured metadata
reachable from that pointer; thus, these two numbers will becorrelated. While
these static counts give a rough estimate of the performancémpact of data
slicing, they are not always reliable (compareanagramand bh); naturally, data
slicing's performance depends signi cantly on how pointes are used at run time.
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Table 1. Results for ptrdist and olden. We show execution time (in seconds) and
the static percentage of pointers needing metadata and of painters that were split.

We omit ptrdist 's bh benchmark, since it uses CCured's WILDpointer, whose current
implementation is not amenable to data slicing

|Test |[Cured [Sliced |Ratio [Meta [Split |
anagram|| 3.001 | 3.329| 1.10 | 12% | 11%

ft 2.164 | 2.140| 099 | 2% | 1%
ks 2.617 | 2.597| 0.99 | 12% | 6%
yacr2 0.197 | 0.199| 1.01 | 11% | 12%
bh 3.592 | 3.572| 0.99 | 20% | 13%

bisort 1.906 | 1.915| 1.00 | 3% | 2%
em3d 0.275| 0.449| 1.63 | 6% |18%
health 1.305 | 1.303| 1.00 | 3% | 2%
mst 0.651 | 0.677| 1.04 | 3% |14%
perim 2.106 | 2.106| 1.00 | 0% | 0%
power 3.584 | 3.583| 1.00 | 2% | 4%
treeadd || 0.417 | 0.420| 1.01 | 3% | 3%
tsp 2.162 | 2.160| 1.00 | 0% | 0%

3.2 Instance Interleaving

Data slicing can also be used to implement compiler optimizéions. To illustrate

this application, we consider the instance interleaving opimization described by
Truong et al. [13]. Instance interleaving is a data layout technique that clusters
frequently-accessed (\hot") elds from a number of instances of a data struc-
ture, improving cache performance. Unfortunately, the original implementation
required programmer intervention and had signi cant restrictions on the use
of these structures. Data slicing provides an alternative mplementation that

addresses these problems.

Truong et al. presented instance interleaving using the fdbwing structure:

type t = struct f a:int; b:int; c:int; d:int; g

Assume that elds a and c are accessed far more frequently than eld and
d. To apply instance interleaving using the original approad, we would separate
the \hot" elds and add padding (represented by an ellipsis):

type t = struct f a:int ; c:int; ::: b:int ; d:int ; g

Now, we allocate these objects from an array that is sized aceding to the
amount of padding. \Hot" elds are stored in the rst half of t he array, and
\cold" elds are stored in the second half. The padding represents the portions
of the array that do not belong to this particular instance. T he top half of
Figure 6 shows how a pointer of typet ptr points to an instance of the structure
t that is part of an interleaved array. The padding in the structure corresponds

182



array of structures using instance interleaving

elds of one |nstance
instance Rﬁ% |b|d[ ]b|d[ ]b|d|

original array of structures inter-
leaving structure paddlng \skips"
> elds of other instances

array of structures using data slicing

data
slicing

3 alc afc la[c‘ ‘ |b|d[]b|d[]b|d|

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Fig.6. Two implementations of instance interleaving. \Hot" elds are white, and
\cold" elds are gray

to the elds of the other interleaved instances. The progranmer allocates from
this array by calling ialloc, a library function that manages the array.

This implementation requires that the programmer modify only the struc-
ture declaration and the allocation sites. However, pointe arithmetic, structure
assignment, and static allocation are either prohibited orextremely wasteful.

Data slicing o ers an alternative implementation that solv es these problems.
To use data slicing, we would assign \hot" and \cold" elds to di erent regions:

type t = struct f a:int Ry; b:int R¢; c:int Ry; d:int R¢; g

After data slicing, the \hot" and \cold" elds will appear in  di erent regions.
If we allocate objects from an array, the \hot" elds of several instances will be
allocated adjacent to one another, as shown in the bottom hdlof Figure 6.

The data slicing approach has many advantages. First, therés minimal pro-
grammer intervention required, which eliminates an opporunity for introduc-
ing bugs. Second, it is possible to use pointer arithmetic, tsucture assignment,
static allocation, and dynamically-sized arrays. Finally, we can have more than
two classes of elds; for example, we could group elds that &nd to be accessed
at the same time and then assign one region to each group.

The primary disadvantage of the data slicing implementation is that in some
cases, data slicing introduces an additional pointer. In Fgure 6, the pointer
into the array has been split into two pointers, one for the \hot" region and
one for the \cold" region. This splitting arises because daa slicing makes no
assumptions about the size of the array. However, if we resict data slicing
using the technique from Section 2.5, then the pointers to tke \hot" and \cold"
parts of a data structure can be stored in the same region, whout splitting the
data structure that contains them. Truong et al. report speedups of 1.08 to 2.52
when using instance interleaving and reordering some eldsthe overhead of the
extra pointer required by data slicing should be comparatiely small.
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3.3 Security Applications

In this section, we present three examples that demonstraténow data slicing can
be applied to security problems.

First, data slicing can be used to isolate function pointersin a program's
heap. Function pointers can be a security vulnerability be@use an errant write
that changes a function pointer could allow an attacker can @in control of the
processor [15]. To solve this problem, it is not su cient to add an extra level of
indirection to function pointers: we could replace pointers of type fn ptr with
pointers of type fn ptr ptr , but overwriting this new pointer is still a security
vulnerability. Instead, we can label all function pointers with a special region
name and apply data slicing. As a result, all function pointers and all pointers
that indirectly point to them will be placed in this region, r educing the chances
that an attacker can overwrite them.

Second, data slicing can protect sensitive data (such as a gaword) that
is stored in virtual memory. Normally, the programmer must ensure that this
data is not paged to disk; otherwise, an attacker who has acas to the page
le could recover the secret data [8]. If the user annotates ensitive data with a
speci ¢ region name, then data slicing will separate this dda into a region that
can be marked as non-pageable. Here, data slicing automatestask that would
otherwise be a tedious refactoring exercise.

Finally, suppose the programmer wishes to share portions an application's
data structures with an untrusted party. If the programmer | abels public and
private elds appropriately, data slicing will separate th ese elds into indepen-
dent data structures. Since data slicing disallows inter-egion pointers, the user
is guaranteed that private data is not accessible from share public data. Indeed,
because the private data is stored in a completely separate emory region, it
could be protected by the virtual memory system as well.

In general, data slicing provides the programmer with a refatoring tool. The
programmer can label elds that need to be removed from a datastructure, and
data slicing will automatically make the desired change thioughout the program.

4 Related Work

This work originated in the design of CCured's compatible meadata representa-
tion [4]. Unfortunately, the design of this compatible representation was largely
ad-hoc and would be di cult to adapt for other purposes; in ad dition, the origi-
nal presentation only showed how to transform types. Data sting, as presented
in this paper, provides a framework for applying this transformation in a much
more general setting. In addition, we improve over previouly published work by
showing how to handle rst-class functions, by allowing the transformation to
split the heap into more than two regions, and by providing a detailed discussion
of the program transformation itself. Finally, we show how this technique can
be applied to other problems.

Structure splitting [3] separates infrequently-accessedelds by adding an ex-
tra level of indirection to a data structure. Data slicing pr ovides an alternative
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approach, as shown in the instance interleaving example. Unrtunately, struc-
ture splitting is inappropriate for solving backward compatibility problems, since
it adds an extra pointer to the original structure after removing elds.

Intensional polymorphism [5{7] is an approach to compiling polymorphism
that allows type information to be used at run time. This technique allows
a compiler to use e cient data representations while presewing type safety.
Data slicing solves a similar problem, since it allows the cmpiler to refactor
data structures automatically. Also, many of these approates to intensional
polymorphism represent types as terms in parallel with expessions; data slicing
provides such parallel structures for arbitrary data.

One alternative approach to preserving backward compatibiity is to use a
global splay tree to store metadata [9]. However, this stragégy was prohibitively
expensive in CCured, since it altered the asymptotic complgity of some sim-
ple test cases. Data slicing allows constant-time metadatdookup in most cases;
global lookups are only needed by wrapper functions at libray boundaries. An-
other alternative is to factor runtime checks into a \shadow process" that ex-
ecutes on another processor [11]. Data slicing has severalhantages over this
approach: it is type-directed, handles rst-class functions, requires less overhead,
and requires only one processor.

Program slicing, which was introduced by Weiser [14] and la¢r surveyed by
Tip [12], extracts only those portions of a program that are relevant to computing
the value of a particular variable at a particular program point. Data slicing does
not discard any code; rather, it separates data in the heap ito independent
regions. However, there is some similarity: program slicig preserves statements
that indirectly a ect the value of the speci ed variable, an d data slicing preserves
pointers from which data in a given region is reachable.

5 Conclusions

In this paper, we have introduced data slicing, a program transformation that
separates the heap into several independent regions. Usirlgis technique, we can
add new elds to a data structure without interfering with ba ckward compatibil-
ity, and we can also implement compiler optimizations in a ptincipled manner.
In addition, we can implement security-related program transformations. Future
work includes investigating ways to make data slicing work h the presence of
unsafe pointer casts and automating the task of constructig wrapper functions
for function pointers.

We believe that the data slicing technique is a promising appoach to a
number of common software engineering problems. It is partiularly useful in
combination with other automated program transformations, since it simpli es
the task of improving these programs while preserving backard compatibility.
As automated program transformations become more popularn practice, we
believe that this technique will nd a wide range of addition al applications.
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A Static Semantics

This section gives the static semantics for the language psented in this paper,
including rst-class functions. The environment  maps variables to types. A
program is well-typed if the body of every function f type-checks with initial

environment ¢, which mapsf 's argument to its type. FieldType( ;f ) gives the
type of eld f inthe structure type . ArgType(f) gives the type off 's argument.

The predicate HasComponent(;i) indicates whether there is a base type in
region R; that is reachable from , and it holds if and only if TSlicg( ) 6 void .

This latter fact is required by the translation of the pointe r-to-integer cast.

Expressions

T nrint R; “null ;o ptr new : ptr
Tl = ArgType( ) e int Ry Teint Ry
&I ptr fo fn R e opeint R;
Telint R; “e: ptr HasComponent( ;i)
T casthnt Rj ! int Rji e:int R; “casth ptr | int Rji e:int R;
L-Expressions
x 2 Dom( ) Sl 1 2 =FieldType( 1;f) Te: ptr
T x: (X) EEE R
Commands
B Te: “e: fnRp = (x) T elint Ry o )
“li=e *oe(x) " if ethen c; else ¢
Terint Ry T c x7' 1" ¢ g )
" while edoc “let x: inc ok
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