1.

Oracle® Streams for Near Real Time Asynchronous
Replication

Nimar S. Arora

Oracle USA
M/S 40p10, 500 Oracle Pkwy
Redwood Shores, CA
U.S.A.
nimar.arora@oracle.com

Abstract

Replication users typically have two very
conflicting needs. They require the online
transaction workload to proceed seamlessly, as if
there was no replication. At the same time, they
need the latency of the replica to be extremely
small, or, in other words, near real time. Now,
synchronous replication guarantees no latency,
but it does so at tremendous cost to the
transaction throughput and system availability.
Thus, it is not surprising that asynchronous
replication is the more popular choice. The
challenge is to design an asynchronous
replication system that can guarantee a small,
fixed latency while at the same time keeping up
with the full transaction throughput supported by
the database. This paper discusses the design of
Oracle® Streams (as configured for replication)
to provide near real-time asynchronous
replication at throughputs close to the maximum.

Introduction

Replication has traditionally been associated wiigh
availability and disaster recovery applicationscétdly,

however, replication is being used for data warshou

loading and online upgrade or migration of appiars.
These new uses are placing stringent demands
replication performance.

For data warehouse loading, a customer might veant t

run a data mining application concurrently with inel
transaction processing, without affecting the teation
throughput. The solution typically is to perfornethata
mining on a replica. It is often acceptable in ttese that
the data mining application is running on a rephdth
slightly older data than the data in the sourcaltde, but
strict limits are placed on the maximum latencypwakd.

For online upgrade, an application often must b

upgraded with essentially no downtime. In this cdbe

upgrade is performed on a point-in-time replicajlevthe
older version of the application is running. Aftdre
upgrade, the replica database is synchronized thigh
source database by replaying all the changes niade s
the point-in-time and mapping them to conform te th
new version of the application. When the replica ha
almost caught up, the old version is taken offlmifly,
while the new version completely catches up. Findhe
workload is redirected to the replica. Online migna is
similar, whereby the customer is migrating a datalta a
different operating system or platform with essahtino
downtime.

Because synchronous replication requires that the
replica must be available while the changes aragoei
made to the source, it does not work for onlineragg.
Also, synchronous replication forces each transacto
wait for at least one network round trip before
committing. This required round trip not only inases
the delay seen by an individual transaction, butabse
locks are held longer, it affects overall transacti
throughput as well. In other words, synchronous
replication is unusable for these cases.

Asynchronous replication, on the other hand, has
problems of its own. Although potential inconsisties
are a common concern, inconsistencies are less istae
in practice. Experienced users can easily configure
replication to virtually eliminate the possibilityof
divergence. The more critical problem is for thplie to

ep up with the workload at the source.

The maximum transaction throughputs, as reported by
popular benchmarks, have been skyrocketing over the
years (Figure 1, [4]). Although much of the improvent
has been fueled by faster hardware, database thlgsri
have also been getting better at extracting higher
concurrency from multi-processor computer systems.
Thus, the challenge for replication is not onlyrige the
hardware technology curve, but also for the reptica
emirror the source’s concurrency.



2.2 Rules and Transformations
3500000 The user can specify which LCRs to replicate bygis
] set of rules with rule conditions that are similarSQL
3000000 i WHERE clauses. These rules are evaluated agalrtbeal
changes made to the database to filter out théevaiat
2500000 B ones. For example, the following rule specifies taly
DML changes to table SCOTT.EMP are of interest.
2000000 - :dmI.get_objeqt_owner()=’§COTT’ and
o :dml.get_object__n_ame(): EMP N
P Similarly, rules can be specified for non-DML adtyy
1500000 I such as ADD CONSTRAINT and DROP USER.
Moreover, rules can have transformations associated
1000000 i with them. A transformation uses a user-specifieduilt-
in stored procedure, and it automatically changeg a
500000 L LCR that satisfies the rule condition of the asated
H rule. A transformation typically is used to delstmsitive
0 :.‘D‘ L attributes (for example, social security numbems),to
rename a table or a column before replication.
00 01 02 03 04 05
2.3 Queue

A queue is a temporary staging area that storessL&R
they move between different Streams modules anasacr
Figure 1. OLTP Performance Trends databases. The user configures Streams by firsticge
the queues and then attaching various Streams e®dsl
producers or consumers for the queues. Along watthe

. . dule, t of rul t f ti leeifipd
This paper discusses how these problems are handl%f) U'e, 8 S Of LSS of fransiorma’tions can Beisp

) filter information flowing into or out of that adule.
by (_)ragle® Streams' Wh'Ch. can be used fpr asyncusn The queue supports three operations, enqueue, ®rows
replication. Section 2 provides an overview of 8tng

) ) . ) . and remove. Here, the standard dequeue operatisn ha
and some terminology. Section 3 is a brief overvigw g P

o . ) been broken up into separate browse and remove
some of the alternate replication designs providgd o :
X ) perations.
Oracle®. Section 4 discusses overall performance
characteristics. Finally, section 5 deals with thez 4 Capture, Propagation, and Apply
concurrency issues at the replica.

The three modules of Streams are capture, projagati
and apply. The behavior of each module is contuolig
rules.

Oracle® Streams is a unified information sharing Capture reads CRs contained in the redo genergted b
infrastructure, which provides generalized modfibleshe  the database. It converts these CRs into LCRs and
capture, propagation, and consumption of infornmatiéd  enqueues them.

full overview of the many features of Streams asdises Propagation consumes LCRs from one queue and
is beyond the scope of this paper; the interestadar is enqueues them into another queue on the same, ar on
referred to [1]. This document limits this discussio the different, database.

2. Overview of Oracle® Streams

replication of changes made to relational databases Apply consumes LCRs from a queue and changes the
database as specified in the LCR. Because all ds¢ab
2.1 LCRandCR changes are recorded in the redo, apply can bethai

as writing CRs into the redo. In that sense, afplthe

In the context of replication, the information repenting ¢
inverse of capture.

a change to a relational database is known as iaalog _ ; . .
change record (LCR). An LCR is a generalized F9ure 2 gives a high-level overview of Streams
representation of all possible changes to a dagalamsl is  'ePlication. It shows capture, propagation, and happ
independent of the database vendor. A change recofgodules for replicating changes from one database t
(CR), on the other hand, is a term used to denote gpother.  This  configuration is an example of

database-specific representation of a change. unidirectional replication, but it's not the only
P P g configuration that is possible. We could add anogiet of

capture, propagation, and apply modules in therseve
direction to get bi-directional replication, for ample.
Similarly, by connecting appropriate modules, it's
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Figure 2. Overview of Streams Replication

possible to configure any conceivable replicationapply. Also, users can supplementally log additiona
topology. unmodified columns from the source to strengthes th
check. In addition, the database identifies coirtra
2.5. Supplemental Logging and Replication Basedo violations, such as unique key, foreign key, andrso
Primary Keys For resolution, Streams provides built-in conflict

The CR from which an LCR is constructed typicalgsh handlers for common strategies such as maximumevalu
minimal information in it. Usually, it is only poide to and overwrite. Alternatively, users can write theivn
extract the modified attributes and the rowid. Heereto ~ Stored procedures for resolving inconsistencies.

apply a DML LCR, the primary key of the modifiedwo In practice, a combination of conflict resolutionda
must be available in the LCR. For parallel apphd an conflict avoidance strategies works well for moseu
inconsistency detection and resolution, other colm 'éduirements.

might also be needed. Thus, the CR must include ext

columns. The addition of these extra columns inrduo 2.8.Online Instantiation

log is known as supplemental logging. Customers frequently add new sites to their repiina
configuration or add new tables to an existing
2.6. Apply Handlers configuration. It is imperative that such reconfigions

In some replication scenarios, it is helpful to cfiea 90 not involve any downtime. The fpllpwi'ng steposh
user-created stored procedure, called an applylémrid ~ hOW Streams supports online instantiation:

apply LCRs. For example, when schemas change during Suspend apply activity, and start capturing changes
online application upgrades, the LCRs from the old the new table and propagating these changes to the
version of the application schema cannot be appl®. new site.

An apply handler is needed to convert a chang@ Briefly hold a shared lock on the source table to
(represented by an LCR) so that it is relevantt new ensure thaf[ th_ere_ are no long running transactions.
version of the schema. This conversion often reguir 3 Make a point-in-time copy of the table.

querying the current application state. In this ecas 4 Instantiate the table at the replica. _ _
transformations are not suitable. 5 Resume apply activity, but ignore transactions Wwhic

committed before the instantiation point-in-time
2.7. Inconsistencies (from step 3) for this table.

One of the drawbacks of asynchronous replicatiensus
synchronous, is the possibility of inconsistencids.
general, inconsistencies arise when users makdiatonf
changes on the source and the replica. Inconsistenc 3.1. Propagating CRs vs LCRs
lead to two problems: detection and resolution.

For detection, all the columns in the LCR pertagnin
to “old” data on the source (that is, before tharde
corresponding to this LCR) are compared with theent
values in the corresponding row in the replica riyri

3. Alternate Repliation Configurations

In Figure 2, a modification makes it possible topagate

the CRs directly to the replica. This change has th
advantage that the conversion of CRs to LCRs can be
shifted to the replica and offloaded from the seurc
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Figure 3. Synchronous Redo Replication

However, for the replica database to be able todiethe

4. Replication Performance

4.1. Latency and Throughput Definition

In standard 1/O terminology, latency and throughpre
defined with respect to bits or bytes, becauseetlans the
atomic units at which data is processed. In reptoa
however, the atomic unit is a change record, and so
replication latency is measured in terms of CR&E©Rs.
The immediate problem with such a definition istt6&s
can vary widely in size, and consequently latennd a
throughput are not fixed measures. To addressdbige,
one standard CR is used, and latency and througrput
defined in terms of this fixed CR. Also, variation
latency can be measured with variation in CR size.

If the latency of the capture, propagation, andhapp
modules is, respectivelYcapure Lpropagations @NALagpiy, then
the overall latency for the simple replication dguofation
of Figure 2 iSLeapture * Lpropagation * Lappy- This method
assumes that the throughput of each of the modsilas
least as high as the throughput of redo generation.
Otherwise, replication could steadily fall behinddathe

CRs, it must be running the same version of Ora@de® |atency would grow unbounded.
the source on the same platform as the source. This

restriction disqualifies for
migration scenarios.

An interesting option that
propagating CRs is to obtain a weak form of synobts
replication by synchronously writing out the redo the
replica. This option is similar to synchronous region
in the sense that a user issuing a transaction domuost
wait for at least one network round-trip. Howevthis

option is different than synchronous replication tivat

this approach

locks on modified data items can be released befor
network acknowledgement. Some of the concurremisste

performed during transaction commit are shown guFe
3.

This form of synchronousedo replication works well
when the average transaction size is large enchaghthe
network round-trip time is not significant. It alseorks
well when the redo generation for concurrent tratisa

commits can be batched, so that the transactiomibm

rate is not limited by the network round-trip latgn

3.2. Applying CRs vs LCRs

If CRs are propagated to the replica, they canpdmdied
directly, as if the replica is being “recoveredbiin the
redo of the source. The obvious advantage is thecton
of the number of steps involved and avoidance
supplemental logging. The disadvantage, howevehas
the replica must be an exact copy of the sourcas;Tthe
replica cannot be open for updates.

See [2] for more on these alternate configurations.

is available when

platform 4.2. Capture Performance

The capture module has to perform three distinct
activities: read the CRs from the redo; convert @ies
into LCRs; and enqueue the LCRs. This document
denotes the time taken by each of these activatsdSeq,
Leonvert; @N0Lenquener re€SpPECtively.

All the activities of the capture module cannot be
performed in a single process (or thread of contrbhe
groblem is that the rate of reading redo is abbetdame

s the rate of writing redo (disk /O rates areidsly
symmetrical). If the capture process has to perfother
activities in addition to reading redo, then it wbunot
keep up with the maximum redo generation rate. Heac
separate process is used for the reading actiitigough
CRs can be read from the redo log buffer, whichmigh
faster, the design of capture must handle situatignere
capture is so far behind the redo generation thas i
forced to read the CRs from disk. For example,ha t
online upgrade scenario, as described in the intitoh,
replication might be started after some delay.

It follows that the maximum capture throughput is:

min(lll—reada 1/(Lconvert + Lenqueue))
and latency is:

Lread + I-convert + Lenqueue
oHere Leaq IS either(LCR size)/(disk bandwidth) or (LCR
size)/(memory bandwidth) depending on whether capture
is reading from disk or memory. The cost of the
conversion and enqueue operations, however, is
somewhere in between these two values. In genthal,
time taken to convert an LCR depends on the LCR siz
and the number of columns. LCR conversion is a more
complex operation than simply copying memory. The



enqueue operation operates on a pointer to thedritRs  corresponding to the contents of the LCRs), andokem
independent of the actual size. Therefore, LCR emsign  the LCRs from the queue. As in propagation, theoneah
cost primarily determines capture process latency. activity does not contribute to the latency.

It follows that when capture is reading redo from  The main problem when applying an LCR is that the
memory, its latency is primarillycowet and it's maximum act of manipulating the database is slower than the
possible throughput i&/Lc,wet, Which is more than the generation of the redo that represents the chadgeif

maximum CR generation rate. apply were to execute the LCRs serially, it coubd keep
up with the redo generation rate. For this reagmapply
4.3. Queue Performance module executes LCRs in parallel. Foeue is the

Although all queue operations are performed in mgmo execution time andl,, . is the time taken to Wr_ite the red_o
and are independent of the LCR size, some queu®@’ the same LCR, the apply module requires efiecti
performance issues warrant consideration. In scases;  2PPly parallelism ot eeape / Luire t0 keep up.
concurrency issues with queue operations can biycos [N order to support parallel apply, the apply medul
For example, if a process goes to sleep waiting fiatch, must compute dependencies between the transac®mns
it could be rescheduled as much as 10 millisecdaues
(assuming that there are other processes avaitable
scheduled). Execute LCH
In general, when there are fewer processes
concurrently accessing a data structure, theresisaller

likelihood of concurrency related delays. In thengie Browse LCRs Execute LCH
topology of Figure 2 and in many commonly used and compute ]
topologies, the maximum concurrency is just twoe(on dependenci .
producer and one consumer per queue). At this level .
concurrency is not a significant issue.

Execute LCI

4.4. Propagation Performance

Similar to capture, propagation performs three dask
browse LCRs, transmit LCRs over the network, and Figure 4. Apply Processes
remove LCRs. However, because the removal of an LCR
is done after the LCR is sent, the cost of remowang
LCR does not contribute to the latency. In facte th
removal of the LCR is done in a separate processd¢a@  that it can identify the LCRs that can be executed
any impact on the transmission throughput. The beow concurrently. As shown in Figure 4, there is on@lap
activity is extremely lightweight and is done iretkame process for browsing and computing dependencies, an
process as the transmission. LCRs are browsed anghe for each active transaction. It is importamtt thCRs
transmitted continuously to ensure that networkriay are executed as soon as they are received, everelibé

cannot affect the throughput. corresponding transaction on the source has coeunitt
Therefore, the maximum throughput is: Otherwise, the latency could grow unbounded. Algiou
MiN(1/( Lorowse + Liransmit)s 1/Lremove) the apply process executes an LCR immediatelytilit s
and the latency is: replicates transactionally. For example, if thensaction
Lorowse * Liransmit + Network latency on the source is rolled back, the apply modulesrblick
WhereLy ansmit iS (LCR size)/(network bandwidth). the corresponding replica transaction.
The propagation throughput is dominated2ifly; anemit From this description, it follows that the maximum
or, in other words, theetwork bandwidth. Also, because throughput of apply is:
network latency is bound by speed of light consitiens mMin( 1/ (Lorowset Ldependency)s P/ Lexecute)
while network bandwidth is tripling every year [3f,is  wherep is the effective parallelism. The latency is:
reasonable to assume that the propagation latesicy i Lirowse™ L dependency™ Lexecute
bound bynetwork latency. The dependency computation, which will be described

The size of an LCR propagated can be comparable g detail in the next section, is a relatively slepin-
the redo generated for the corresponding changaes,Th memory operation, while writing redo is limited bye
for propagation throughput to keep up, networkmuch slower disk bandwidth, that is:

bandwidth must be comparable to disk bandwidth. Lrowse™ Ldependency << Lurite
Combined with the observation thafee > Luiter it
4.5. Apply Performance follows that apply throughput is/Leecses @nd the latency

The apply module also has three broad activitieswse IS dominated bY eece-
LCRs, execute LCRs (that is, manipulate the dawbas



4.6.Overall Performance

Remember thdt . is the most important latency factor Transa_cnon Tl’
for the capture module, but the conversion timenisch LCR1: insert into » K- T1,L1
smaller than the execution time because convefisian A (A1) values x;
simple, in-memory operation. Thus, if apply canract
sufficient parallelism to keep up with the redo geation,
and if capture is reading redo from memory, the
replication latency is essentially (network _
|latency)+ Leare: 'II_'(r:aSiaE:)'uc?ntTZ, ..
from Awi:rg > Kﬂ\l"\‘l T2, L1
5. Parallel Apply Al='x’

5.1. SCN Ordering

All changes in the Oracle® database are ordered by —
number, called the system change number (SCN). K'= Hash(A, A1,X)
Normally, this is a monotonically increasing numbaut
concurrent changes might be assigned the same. \alue
is a Lamport Clock as in [3] because a change >chwhi
depends on a change y has to have a higher SCN than y’s
Here the notion oflepends says that change x acquires a
lock which conflicts something locked by change y.

In addition to changes, the act of committing a Figure 5 shows an example of dependency
transaction also has an SCN associated with itwkna@s  computation. The insert LCR of transaction T1 cause
the CSCN (or commit SCN). Because locks on modifiecentry to be written in the hash table at the |aoati
data items are released only at the commit of &etermined by hash(A, Al, ‘x). Later, when theeatelof
transaction, a stronger statement is needed fogrdimt  transaction T2 is processed, the same entry inhésh
changes: If change x depends on a change vy, timeuask  table is referenced. The delete LCR of T2 must wait
have a higher SCN than y's CSCN unless x and yare the insert LCR of T1, and the hash entry is updatid
of the same transaction. the information on the delete LCR of T2.

Figure 5. Transaction Dependency Computation

5.2. Dependency Computation 5.3.In-Order Apply

For each LCR, apply must determine the set of Ildb&s  Another dependency between transactions is the d@mm
would be acquired during execution. If these locksld  SCN order. In general, it is safest to commit teations
conflict with any lock needed by concurrently exty  in the same order as on the source. Although degreyd
LCRs, then apply must suspend execution. Otherwisgomputation ensures that dependent transactions are
apply might, as a result of a race condition, agtie  always correctly ordered, the CSCN order of tratisas
locks in the wrong order. is also important. Reordering seemingly independent
For DML LCRs only, locks taken on individual rows transactions might transiently violate application
are of interest. In general, DDL LCRs are not exedun  constraints that are not expressed as databaseaiots
parallel. Because Oracle® only takes write locKs, i For example, an application might enforce a coimdtra
becomes easy to compute dependencies for them. Thigat at most ten people are in the sales department
LCRs are processed in SCN order, and, for each LCRConsider a situation where the sales department has
multiple entries are made into a fixed size depaoge exactly ten employees. Now, assume that an emplisyee
hash table, as follows. For each row of a tabléndex moved out of the sales department, and anotherogagl
that an LCR execution would involve, apply hashes anoved into the department in two consecutive
unique identifier for that row to locate a buckdttbe transactions. From the dependency computation mdint
dependency hash table. If there is an entry inlthaket, view, these transactions are independent. Buteif thre
then this LCR depends on it. Finally, the contesftshe  not committed in CSCN order, it is possible to reac
bucket are overwritten with the current LCR so fiaétire  state where the sales department has eleven eragloye
LCRs that involve this row depend on the currenRLC
Of course, false dependencies are possible duegh h 5.4.Dependency DAG
collisions. However, with large enough hash tabtés,
probability of a false dependency between conctlgren
executing LCRs is extremely low.

A dependency directed acyclic graph (DAG) is create
with individual LCRs as nodes and edges between any
two LCRs that depend on each other. Figure 6 staows



T1: T2: T3:
Insert into A(A1) Insert .... Update ....
values (‘x’)
\4 \ 4 A\ 4
T1: T2: T3:
commit Delete from A commit ....
where A1=X’

T2:
commit

Figure 6. Example of a Dependency DAG

example of such a DAG. Note that the dependenciegrovided valuable comments, which helped improwe th
created by in-order apply requirements are exptesse layout of the presentation, and Marybeth Pierantoni
edges between the commit LCRs of the transactiondielped with the performance data.

Also, the requirement that the changes within a This work wouldn't have been possible without the
transaction be made in serial order is expressestiges support of my wife, Geeta, and the encouragementyof

between consecutive changes of a transaction. managers: Lik Wong and Alan Downing
The apply module can therefore be thought of as an
online DAG scheduling algorithm. 8. References
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