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ABSTRACT load routers. While current average-case updates do not
incur significant CPU utilization [2], there is concern that
a burst of updates from multiple neighbors [10] or future
update loads resulting from rapidly increasing routing ta-

Route instability incurs significant load core routers asd i
widely recognized as a major contributor to data plane unre-
liability on the Internet. Route flap damping provides some

protection against instability, but introduces pathoésgind ~ Pl€ size [18] could lead to processing and convergence de-
reduces availability. lays [10, 23] or further instability [10], or could necesdé

Concerns about the scalability of the routing system and MOre expensive routers [23]. These problems led the Inter-
the increasing prevalence of real-time applications have Net Architecture Board Workshop on Routing and Address-

prompted a renewed interest in stability. We believe it is In9 to recently identify update churn as one of the challenge

time for a principled approach to stabilizing Internet rout fOr future scalability of the routing system [26]. _
ing. This paper takes a step towards that goal by character- 1€ Main mechanism for improving stability in BGP is
izing the tradeoff between stability and availability, amet route flap damping [37], which filters routes that have a
tween stability and deviation from preferred routes. We pro  Snort-term update rate above some threshold. Unfortynatel
pose a new approacBable Route Selection (SRS), which this seemingly simple strategy is fraught with proplems. In
uses flexibility in route selection to improve stability hawt 2002, Mao etal. [24] demonstrated that flap damping creates
sacrificing availability. Our extensive simulation and exp ~ Pathological conditions that slow convergence. Flap damp-
imental results show that SRS improves stability and data N9 @lso worsensvailability—the fraction of time that a

plane reliability while deviating only a small amount from "OUter has a route to a destination—by occasionally stgittin
preferred routes. off all available routes. The operator community has become

aware of these problems, with the RIPE Route Working
Group advising in 2006 that “the application of flap damp-
1. INTRODUCTION ing ianSP netvsorks is NOT recomrﬁgnded. Witrl13 currerr)wt
A number of studies point to stability as a key prob- yendor implementations, BGP flap damping is harmful to
lem for the Border Gateway Protocol (BGP), the interdo- the reachability of prefixes across the Internet.” [32] ®the
main routing protocol which knits the fabric of today’s In- approaches to improving stability require protocol modific
ternet [11,22,38]. Network failures, policy changes, drelt  tjgns [7,24] or address narrow cases [3,13, 16].
BGP convergence process itself can generate huge numbers Thys, despite the fact that the problem was recognized
of routing updates, causing problems in both the data andmore than a decade ago, there is still no compelling mech-
control planes. . anism for stabilizing BGP routes, and key questions remain
In the data plane, it is well known that end-to-end path ynanswered. For example, notwithstanding the fact that it
quality is degraded by BGP route updates (see [40] and ref-can delay convergence, does flap damping provide an over-
erences therein). According to a recent study, the majofity a1 improvement in stability or not? Within the framework
packet loss bursts are caused by inter-domain route converyf the BGP route selection process, how much is it possible
gence problems such as transient forwarding loops, ratherig improve stability, and at what cost?
than by congestion [38]. These problems are increasingly wjth concerns about the scalability and reliability of the
important as the Internetis becoming an ubiquitous platfor  royting system prompting a renewed interest in stabiliy, w
for voice and video applications. Roughly 50% of problems pelieve it is time for a more principled method to stabilgin

in VoIP calls are highly correlated with BGP updates, and |nternet routing. Our high-level method is as follows:
BGP events have been estimated to cause 90% of VoIP call

drops [20]. Internet games such as Counter-Strike have sim-

ilar demands for interactivity, commonly sending periodic 1. We identify general approaches to stabilizing path-

delay-sensitive bursts of packets [12]. vector routing protocols such as BGP, and theter-
In the control plane, a storm of route updates can over- ent tradeoffswith other objectives.



2. We characterize how well each approach can perform, with some downtime, but bigger improvements are not
by sandwiching the set of feasible points in the tradeoff possible without substantial downtime.

spaces between upper and lower bounds.
In addition to these lower bounds, we evaluate the perfor-

This evaluation makes possible a more informed choice of mance of implementable strategies, with the following main
a method to combat instability. conclusions:

Characterizing the tradeoff spaces e Flap damping does improve stability, but at the signifi-
This paper studies three general approaches to stabilizing cant cost of about two “nines” of lost availability with
routing: (1) reducing route convergence overhead; (2)hvoi Cisco default parameters.

ing churn by preferring stable routes; and (3) avoiding ohur
by occasionally shutting off all routes between a particu-
lar source and destination. The latter two approaches im-
ply tradeoffs withavailability anddeviation from preferred
routes, respectively.

Our characterization of what can be accomplished with
each of these approaches proceeds in two parts. First, we
give algorithms which lower-bound the performancetef
oretically optimal strategies, which allow us to constrain
which points in the tradeoff spaces are achievable, for any
given network topology and pattern of failures. To obtain
numerical results, we apply these algorithms to a measured
topology of around 20,000 autonomous systems with in-
ferred customer/provider/peer relationships and one gkar
link failure data from Route Views [31].

Second, we evaluate the performanceroplementable
strategies including flap damping and ne@able Route Se-
lection (SRS) strategies that we develop. SRS has the goa
of safely stabilizing routing. Unlike flap damping, SRS does
not reduce availability; unlike BGP’s MRAI timer and Path
Exploration Damping [19], SRS does not cause inconsis-
tency by delaying updates. Instead, SRS uses flexibility in
route selection to prefer more stable paths. Our evaluation
of these strategies uses simulations of the BGP protocol in2' PRELIMINARIES
the same environment as our lower bounds, and experiments This section introduces a simple model of BGP (Sec. 2.1)

e Our SRS strategies preserve the high availability of
BGP without flap damping, while obtaining up %o
better stability—slightly better than BGRith flap
damping, and coming within.6x of the theoretical
optimum. Alternately, SRS can provid€a improve-
ment over standard BGP while deviating from pre-
ferred routes for less thahminutes per day, on aver-
age. Experiments with a software router deployment
show that SRS’s benefits translate to improved data
plane reliability.

We believe these results indicate that SRS is a promising
approach to safely stabilizing BGP.

The rest of this paper proceeds as follows. In Section 2,
we define our model of BGP, metrics, and classification of
approaches to stabilizing BGP. Section 3 describes our al-
gorithms for obtaining lower bounds in the tradeoff spaces,
Iand Section 4 describes the upper bounds: in particular, our
proposed SRS strategies. Our simulation and experimental
results appear in Sections 5 and 6. We discuss related work
in Section 7 and conclude in Section 8.

using a cluster-based deployment of software routers. and the main metrics that we study (Sec. 2.2). We then set
the stage for the rest of the paper by classifying approaches
Results to stabilizing BGP and their inherent tradeoffs (Sec. 2.3).

Our lower bound techniques provide the following key im-
possibility results within our evaluation environment: 2.1 Model of BGP

In this section we describe a simple model of BGP which
e Reducing convergence overhead can only decrease in-  forms the basis of our analytical results.

stability by 5-20% in our environment of realistic pat- At a high level, the operation of a BGP router is simple:
terns of link failures. This conclusion is robust to the for each destination (an 1P preﬁx), it learns advertisedesu
presence or absence of flap damping and the degreerom its neighbors; it selects one neighbor’s route to use,
of heterogeneity of message propagation delay. How- according to some route selection policy; and according to
ever, convergence overhead can be higher due to with-some export policy, it may subsequently advertise this se-
drawals by the origin AS and if AS policies do notcon-  |ected route, as well as its own local destinations, to other
form to standard customer-provider-peer relationships. neighbors.

Our model adopts those general rules: We are given some
fixed destinationD. A route is specified as a sequence of
nodes along a path tB. Each routerR at any given time
hasselected either one route td, or no route; and may be

e By allowing deviation from the operator's desired
paths but preserving optimal availability, standard
BGP’s stability cannot be improved by more than a fac-

tor of 8.1x. L . :
advertising a route to its neighbors.
e By alsotrading off availability, stability might be im- Additionally, our model includes two important con-
proved by an additional — 3x to a total of~ 20x straints. First, we assume that message propagation and



routing decisions take a negligible amount of time. This-con sure how much various strategies differ from the status quo.
dition, which we refer to abatching, effectively partitions As with availability, we study the mean deviation over all
time into epochs during which all routes are fixed, punctu- source-destination pairs.
ated by instantaneous “batches” of convergence events. Typ o
ically, these events are triggered by link state changesan t 2.3 Approaches to stabilizing BGP
underlying topology, but they may also occur if routers de- ~ Within our model, it is possible to give a complete classi-
cide to change their selected paths after some non-nelgligib fication of approaches to reducing interruption rate redati
period of time, as in flap damping and some versions of our to standard BGP.
SRS strategy. Batching enables us to obtain bounds on the At a high level, we have a simple choice: pick the same
optimal policies. Although batching does affect the system sequence of paths as standard BGP—except during the in-
we will observe similar performance with and without batch- stantaneous convergence events—or pick paths which dif-
ing in our simulations of Section 5. fer. These two cases respectively imply that we must ei-
The second condition we imposeaath consistency We ther (1) mitigate the impact of topology or policy changes
say paths are consistent at a given moment if for each routerby improving the reconvergence process, orf@id recon-

vy that has currently selected some path. .., v, the fol- vergence events altogether. Within the avoidance approach
lowing are true: (1) all linkgv;, v;11) are up, (2p- selected there are two pure approaches: (2a) select paths thatdail le
the pathus, . .., v, and is advertising this path ig, and (3) often, and (2b) selecio path, disconnecting the source from

the ultimate nodey;, is the destinatiorD. We require that the destination.
path consistency holds at any time, except during instanta-

neous convergence batches. Modulo timing differences, any Improving stability
classic path vector routing protocol, BGP included [37], at / \
tempts to satisfy path consistency. However, in Section 2.3

(1) Mitigation: (2) Avoidance

we discuss several strategies which result in inconsigtenc improve convergence

Subject to the conditions of path consistency and batch-
ing, routers may follow any route selection and export poli- / \
cies. Our numerical results will use a range of route salacti (2a) Prefer stable routes  (2b) Disconnect nodes

strategies and export policies based on inferred realeworl

business relationships. These three approaches require qualitatively differesit sa

rifices ranging from free to severe. Approach (1) is the most

2.2 Metrics attractive because it improves stability without compremi
In this section we define our three main metrics: interrup- ing other objectives. The two remaining approaches directl
tion rate, availability, and deviation. imply tradeoffs: (2a) results in nonzero deviation, and)(2b

An interruption is the event that the path selected by IS an extreme approach which sacrifices availability. In the
some AS changes or is withdrawn entirely (i.e., a transition limit, a network where all nodes are disconnected has no in-
to the disconnected state). We do not count recovery eventgerruptions, but also has zero availability!
as an interruption. We use interruption rate, which measure  Note that (2b) is not equivalent to RFD’s strategy of shut-
stability, as a proxy for data plane performance and control ting off (damping) unstable routes. Damping a route causes
plane CPU utilization due to its computational and analyt- BGP to select another route, as long as an alternate un-
ical tractability. Our experimental results in Section 8lwi ~ damped route is available. Thus, RFD mixes approaches
correlate interruption rate with packet loss. (2a) and (2b).

We defineavailability for a particular source-destination ~ Our characterization of the tradeoff spaces places limits
pair as the fraction of time that the source has a route to theon what can and can't be accomplished with these three
destination. We will typically study the mean availability approaches. We begin the characterization in Sec. 3 with
over all source-destination pairs. our lower bounds algorithms. Our upper bounds, i.e., im-

Finally, deviation compares a sequenc® of selected plementable strategies, include our new SRS strategies de-
paths against bBenchmark sequence of pathss’*, and is de- scribed in Sec. 4 in addition to Standard BGP and RFD. The
fined as the fraction of time that the route $h“matches”  numerical results of these lower and upper bounds appear in
the route inS*. Deviation is intended to capture how closely Sec. 5.

a particular route selection stratedy) follows the network Outside this classification: Note that policies which allow
operators’ preferred paths{). Since measurements show path inconsistency (defined in Sec. 2.1) are implementable i
that ASes’ routing preferences are based on next-hops fortoday’s BGP but fall outside our model. Such strategies are
98% of IP prefixes [39], we say that two routes from a par- beyond the scope of this work, and may be useful; however,
ticular source “match” when their next-hops are equal. Our we note that as a result of their path inconsistency, they mus
simulations will takeS* as the paths selected by the stan- be handled with care, since there is the possibility that-rou
dard BGP decision process; thus, our numerical results mea-ing loops or disconnectivity can persist for non-negligibl



periods of time. 3.1 Convergence

To the extent that time periods on the order3of sec Batching, described in Section 2.1, allows us to easily
are considered “non-negligible”, an example of a path- |5\ver-bound the minimum number of interruptions needed
inconsistent strategy is the commonly-used Minimum RoUte o match the preferred routes almost always, i.e., with no

Advertisement Interval (MRAI) timer. The MRAI rate- o ergence overhead. Given a fixed setting of each router’s

limits update messages to each neighbor of a router to oneqyerged state before and after each batch, there must be at
per 30 sec. Recently, Huston [19] proposed delaying up-

X : leastl interruption for each batch in which the route changed
dates for just longer than an MRAI interval; sec, when 4 \yas withdrawn, and at leasif the path stayed the same.
they match a pattern likely to indicate BGP path exploration e simply sum these over all batches to produce the desired
Consecutive matches could delay updates for minutes or|qwer bound for each source-destination pair.

more.
3.2 Hardness of minimizing interruptions

3. LOWER BOUNDS Provably providing a good bound in the tradeoff spaces
is nontrivial in large part because dépendencies between
nodes when routing to some particular destination. We il-
lustrate this with an example for one particular point in the
tradeoff spaces: that of minimizing interruption rate unde
the constraint of maximum availability. Consider the fol-

In this section we describe how we numerically compute
bounds on the maximum possible improvement that can be
obtained from the above approaches to improving stability
in BGP. In Section 5, we will apply these lower-bounds pro-
cedures to the measured topologies and traces used in our '™
simulator, allowing us to compare how close our proposed OWing topology:

strategies are from the best possible policies. D
The procedures take as input an AS-level topology an- - @
notated with customer/provider/peer business relatipssh Corow?

between ISPs, which they honor; a trace of AS adjacency
(“link”) failures; and a sequence of preferred route selec- Groups 1 and 2 consist efandm ASes, respectively, which
tions over time for each source/destination pair. depend on routing throughS1 to the destination. Suppose

Given this input, we will find the following: the routesk1 and R3 are available during the time interval

[0, 10], while R2 and R4 are available duringp, 15]. Some-

e Approach (1): Convergence.We find the minimum  time during[5, 10], AS1 must switch fromR1 to R2. But
number of interruptions required to adhere to the given this affects Groups 1 and 2: #51 switches at timeb, it
preferred routesimost always, i.e., at all times ex-  triggers an interruption at each of thenodes in Group 1;
cept for negligible periods of time during convergence if it switches at timel0, it interrupts them nodes in Group

events (formally, a set of times of zero measure). 2. The optimal routes folS1, in terms of the cost to the
network as a whole, therefore hinge upon whether m.
e Approaches (1)+(2a): Stability-Deviation tradeoff. We thus have nonlocal dependencies between nodes’ route
We compute a set afndominated points (x;, y;) such selections.
that for eachi, in the given topology and traces, it is In fact, it is possible to show that the problem of mini-

impossible to select routes that achieve both a meanmizing the number of interruptions is NP-complete, using a
interruption rate of< z; and a mean deviation of gadget similar to the above in a reduction from 3SAT. We
< y;, while preserving the highest possible availabil- omit the proof.
ity. Means are over all sources for a given set of desti-
nations (which will be a random set when we generate 3.3 Tradeoff procedure
results in Section 5). To avoid the dependency problem we allow each node to
independently select its own route, thus possibly picking a
e Approaches (1)+(2a)+(2b): Stability-Availability route which was not chosen by the downstream AS along
tradeoff. Similarly, we compute a set of undominated the path. This relaxation of path consistency will allowais t
points(z;, y;) such that for each, it is impossible to compute optimal tradeoff values for each (source, destina-
select routes that achiebeth a mean interruptionrate  tion) pair separately; we then assemble these pieces tgeth
of < z; and a mean unavailability ok ;, with no to produce an undominated point in the tradeoff spaces.
constraint on deviation. We first describe two important subroutines which we
then use in our final procedure.
The firstitem, bounding convergence overhead, appearsin_ . .
Section 3.1 and is straigﬁtforwarg. In contrast, it is FE:igvlqtr Optimal Path Sequence (OPS) subroutine
ial to obtain good lower bounds in the tradeoff spaces. We This core “inner loop” used by our tradeoff calculations
explain why (Section 3.2) before describing the procedure computes the optimal sequence of path selections for a sin-
(Section 3.3) which is similar for the two tradeoff spaces.  gle node over time. Specifically, OPS is given a set of route



options. Each option is of the forrfr, ¢, t2,¢), meaning given \; we vary\ to produce multiple points.
router is available duringdtq, t2] and incurs cost per unit A straightforward application of the weighted sum
time that it is selected. The cost of causing an interruption method would then find the optimal feasible valldé of R
(see Sec. 2.2) is fixed &t OPS computes the minimum cost  which minimizedintr(R) + X - down(R). However, as we
sequence of route selections over time for the given options showed in Sec. 3.2, computirgj* is hard. We instead op-
This computation is equivalent to a shortest paths problemtimize each source-destination pair separately. Speltjfica
on an appropriately constructed abstract graph whose nodegor each source and destinatior we find (using a proce-
and edges represent route choices and legal transitions bedure to be described below) the valid route assignrignt
tween them, respectively. Our implementation uses a some-which minimizes
what more efficient dynamic programming algorithm which
iterates through time, storing the least-cost way to reach e
currently available path choice; we omit the details.

intr(Cig) + A - down(L,). 1)

We then construct the network-wide route assignnignt

. {¢:,;} and finally return the undominated (though poten-
Most Stable Paths subroutine tially infeasible) pointp — (intr(L*), down(L*)). We
This subroutine computes a set of potential routes that will must show thap is in fact not dominated by any feasi-
later be fed into the OPS subroutine. Specifically, it calcu- ple point. To see why this is true, assume for the sake of
lates, for each source destinationd, and timet, the avail- contradiction that there existed some feasible route mssig

able s — d path which will be available starting at ¢ and mentX = {x,4} for which bothintr(X) < intr(L*) and
continuing farthest into the future. Given knowledge of the down(X) < down(L*). This implies

future availability of any given route, this can be computed
en masse for all sources and a particular destination usinga  intr(X) + A - down(X) < intr(L") + A - down(L")
BGP-like algorithm whose path selection prefers routes tha
will be available longer.

Computing the future availability of any route involves intr(xeq) + X - down(zgq) < intr(£:,) + X - down(l%,).
examining future link failure times, which are easily ob-
tained from the trace provided to the lower bounds proce- But thenZ;, must not have minimized (1)—a contradiction.
dure. However, it also involves a complication: the future Hence, the point returned by the procedure is undominated.
failure time of a route is dependent on future changes in We have thus reduced the problem to that of minimizing
the business class of the route selected by each AS on thd1) for an individual source-destination p&ir, ). We note
path For examp|e' if a downstream AS switches from a that whenever a path is selected at timan Optlmal choice
customer route to a peer route, it will no |Onger export the is the path which will be available for |0ngeSt time into the
route to other peers or providers. We calculate business cla future beginning at time [14]. Thus, the Most Stable Paths
switch times by running the route selection simulation ayic ~ subroutine provides (a superset of) the set of routes which
recording the business class switch times on the first trial, Might be involved in the optimal sequendg,. We add to
and using them to compute paths’ future failure times in the this set a persistently available “null route” with cosper
second. It can be Shown, a|ong the lines of the proof of con- unit time, and feed all these choices to the OPS SUbrOUtine,

vergence in [13], that the business class switch times will b Whose output must be an optimal set of route selectigps,

and hence that for some source-destination @aif),

identical in both trials. That concludes our procedure for lower-bounding the
stability-availability tradeoff. Our bound in the stabjli
Putting it all together deviation space is quite similar. The main difference ig tha

g since route preferences are based on next-hops (see Sec. 2.2
the set of routes i?, might include the routéhrough any
neighbor which will be available longest into the future. We

p modified the Most Stable Paths subroutine to obtain these
routes. We label them with costs per unit time—zero while

¢they are preferred, ox otherwise—and then feed them into
OPS to producé;,,.

We now describe how we compute a set of undominate
points in the tradeoff spaces, utilizing the above subnmsti
We begin with the stability-availability tradeoff.

Let R = {rsq} be a sequence of route selections for eac
source-destination pais, d), and letintr(-) anddown(-)
represent the number of interruptions and the amount o
downtime, respectively, ilR. Our goal is to producé’s
for which the point

4. STABLE ROUTE SELECTION

We next describe our proposed class of Stable Route Se-
is undominated. To do this, we we begin with the well- lection strategies. SRS avoids instability by using fldkipi
known weighted sum method of multiobjective optimiza- in route selection to select more stable paths (approagh (2a
tion, as follows. We introduce a parametewhich intu- in the classification of Section 2.3). SRS offers a tunable
itively sets the cost of being disconnected per unit time. We tradeoff between stability and amount of deviation from-pre
next describe how to produce a single undominated point ferred paths. In this section, we describe where SRS fits in

(intr(R), doun(R))



the context of the BGP decision process (Section 4.1), andWe will write SR.S(4) to indicate the valueSRS with the

then how our SRS strategy selects paths (Section 4.2). parameter omitted refers 8RS (c0). SRS uses a proce-
o . dure,pref(r1,r2), that implements Steps 2-7 in Table 4.1.
4.1 Fitting SRS into BGP pref(r1,r2) returns “first” if 7, is more preferred according

BGP affords a high degree of flexibility through the use of to Steps 2-7, “second” if, is more preferred, or “equal” if
adecision process [34], which allows operators to customize they are equally preferred. SRS then decides which of two
route selection to conform to goals such as traffic engineer-routesry, 2 should be selected as follows:
ing or economic relationships. The BGP decision process _
consists of the sequence of steps shown in Table 1, which 1- If Tlnhas been up for time> § andpref(ri,r2) =
select a route based attributes contained in the BGP route first”, then selectr;.
announcements. The output of each step sstaf routes 2. Otherwise, ifr, has been up for time> & and
that areequally good according to that and every previous pref(r,rs) = “second”, then seleat,.
step. By adding, modifying, or filtering attributes in upelat

messages, operators can control the specific route setected 3. Otherwise, if one of, andr; is currently selected,
reach a particular destination. keep that route.
Table 1: BGP Decision Process 4. Otherwise, if one of-; andr, has lower AS path
Step | Action
1. Highest local preference length, select that route.
2. | LowestAS path length 5. Otherwise, select the route that has been up for the
3. Lowest origin type .
vy TowesiMED longest time.
5. eBGP over iBGP-learneg . o . . . . .
6. Lowest IGP cost The single winning route is selected by iterating this pair-
7. Lowest router ID wise comparison over all available routes.

The intuition behind this choice of steps is as follows.
eps 1 and 2 select preferred routes, as long as they are
not recent advertisements. This step assumes that recently
advertised routes are more likely to be withdrawn soon, and
rovides a tradeoff in the parameter SRS(0) is equiv-
lent to the decision procedupeef(-,-), while SRS(c0)
gives no consideration to preferred routes, reserving maxi
mum flexibility for stability.

The strategy of sticking with the current choice (Step 3)
and then using a “longest uptime” strategy if that choicksfai
(Step 5) has been used in many contexts from page replace-
ment to peer-to-peer systems, and is a good heuristic for sta
bility since past behavior is frequently correlated wittuiie
behavior (see [14] and references therein). In simulations
we found that inserting the shortest-path step (Step 4hofte
'somewhat improved stability, while simultaneously previd
ing a significant reduction in mean path length.

We insert the SRS heuristic as an additional step be- St
tween Steps 1 and 2 of the BGP decision process. (Alter-
nately, SRS could be implemented by appropriately modify-
ing route attributes using an import filter before routeshea
the decision process.) SRS selects the best route based o
a combination of Steps 2-7 and on an heuristic for predict-
ing route stability. We present the details of SRS in the next
section.

An alternate design would have placed SRS before the
first step, like flap damping. We chose to place SRS af-
ter the Local Preference step to ensure that the highest-lev
routing preferences, such as preferring customer routess ov
provider routes, are always maintained, even during SRS’s
delay period (see below). This has at least two benefits.
First, it provides a useful guarantee to operators. Second
we note that it is possible for a violation of the Local Pref-
erence step to reduce availability for other ASes. In par-
ticular, ASes typically have neighbors who gmeviders, 5. ANALYTICAL AND SIMULATION
customers, or peers; a route whose next-hop is a provider EVALUATION
or peer is exported only to customers [13]. If an AS were
to select a provider route over a customer route, it would  Inthis section we describe results from a simulation-based
block the export of the route to other providers and peers, evaluation, as well as the results of our lower bounds algo-
potentially disconnecting those neighbors from the dastin  rithms applied to the same environment as the simulator. We
tion. Although this case may be uncommon, itis our primary first describe the structure and setup of our simulator in Sec
concern to ensure high availability. tion 5.1 and present results in Section 5.2.

Despite the restrictions imposed on SRS by being subor-
dinate to Local Preferences, we will see that with Local Pref 5.1 Methodology
erences derived from common business relationships, suffi-Data sets: We infer the inter-domain AS-level topology by

cient flexibility remains to significantly improve stabylit culling AS adjacencies from Route Views [31] feeds. Since

_ policies on the Internet are not widely disclosed, we lever-

4.2 The SRS Heuristic age [35] to infer and assign local preferences associatid wi
The SRS heuristic has one main parametedelay o. business relationships as done in [22, 24, 36], charatigriz



links as either provider-customer or peer-peer. We assumecreasepp y by 500 after attribute changes and Hy00

ASes distribute routes according to the common-case import
and export policies as discussed in [35]: ASes prefer cus-
tomer over peer and peer over provider routes, and don’t ad-
vertise routes from peers/providers to other peers/pessid

To infer the pattern of failures, we record the appearances
and departures of links from the Route Views feeds. Specif-
ically, we consider a link to be available at timéf some
route which uses the link is currently advertised to a Route
Views peer at time. In this manner, we infer a trace of link
state changes from Route Views from January 1, 2006, to
December 30, 2006, which we replay against our simulator.

Simulator: To evaluate the performance of various route

selection strategies, we use an event-driven BGP simulator

extended from the simulator used in [9]. The simulator’s
events are at the level of link state changes and BGP up-

date messages. Each AS is represented by a single node run-

ning a BGP instance, as in some past studies [6, 36]. Inter-
AS packet propagation delay is selected randomly for each
packet, uniformly distributed betweérand15 ms.

The simulator runs a simplified version of the BGP proto-
col described in RFC 1771 [30]. Since our simulator models

each AS as a single router, Steps 3-6 of the decision process
(Table 1) are not executed. For Step 7, we assign each AS a

uniform random router ID.

We implement batching (see Sec. 2.1) in the simulator to
compare with our lower bounds. We do this in such a way
that the BGP update messages are procassbd same or-
der that they would have been with link delays and MRAI

timers turned on and with subsequent topology changes de-

layed until after the convergence process completed.

Each plotincorporates measurements of at [e@trials.
In each trial we select a single random destination to which
all nodes route over a random month of our year-long data.
We gather measurements only after the firshours of sim-
ulated time, to eliminate initial convergence effects. cgin
some data is missing from our topology causing a minority
of nodes to be always disconnected, when collecting mea-
surements we ignore source-destination pairs whose avail
ability in the Standard BGP strategy (without flap damping)
is < 0.99. Other than excluding ASes which were usually
disconnected, this did not substantially affect our result

Route selection strategies: Our simulations will compare
the basic BGP decision process, which we &dndard
BGP, with SRS and with Route Flap Damping (RFD) as in
RFC 2439 [37].

RFD maintains a numeric penalty valpe n associated
with every (prefix P, neighborN) pair. Upon receipt of
an advertisement or withdrawal, the router increases .
Whenpp n increases beyond eut-off threshold, the route
is excluded from consideration when selecting routes. The
penalty decays exponentially, and the route is recongidere
for use when its value falls below r@use threshold. In
our tests, unless otherwise stated, the strategy “RFDtgefe
to flap damping with Cisco’s default parameters, which in-

for withdrawals, and specify a reuse threshold76f), a
cut-off threshold 02000, and a decay half-life of5 min-

utes [24]. We also test with flap damping parameters used
by Juniper [24], SprintLink [33], and three sets of parame-
ters recommended by RIPE [28].

5.2 Results

This section presents the results of our simulation and our
lower-bounds analysis applied to the environment desdribe
above. Our main conclusions are as follows:

e Batching, which allows us to obtain bounds on the op-
timal policies, preserves the qualitative performance of
various strategies (Section 5.2.1).

e Improvements to convergence cannot obtain a large
improvement in our environment. This conclusion is
surprisingly robust under various message propagation
delay distributions, but convergence overhead can be
larger due to policy misconfiguration and withdrawals

by origin ASes (Section 5.2.2).

e SRS(c0) can obtain a dramatic improvementin stabil-
ity compared with Standard BGP and greater than that
of RFD, without sacrificing availability and closely ap-

proaching our lower bound (Section 5.2.3).

By adjusting the delay parameter appropriatéhz.S
can reduce interruption rate 8% while deviating
from preferred paths less thart% of the time (Sec-
tion 5.2.4).

SRS only slightly increases mean path length (Sec-
tion 5.2.5), and can obtain significant improvements
in stability under limited deployment scenarios (Sec-
tion 5.2.6).

5.2.1 Effect of batching

Figure 1 shows performance of various strategies both
without and with batching. Recall from Section 2.1 that
batching makes link delays and MRAI timers negligible, al-
lowing us to lower-bound the interruption rate of optimal
policies. We see a substantially similar relationship teet
the strategies with batching on and off, which suggests that
batching is a reasonable approximation under which to com-
pare strategies. The main difference is inflated interaupti
rates, which can be explained by the fact that in Fig. 1(a)
some link state changes may be effectively skipped as a re-
sult of link delays and MRAI timers, while in the batched en-
vironment the system finishes reconverging after every-topo
logical change.

5.2.2 Convergence overhead

Figure 1(b) shows the interruption rate of Standard BGP
and SRS along with their hypothetical counterparts with op-
timal convergence—which transition from the initial to the
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Figure 1: Performance of various strategies in the stabilig-availability space, with batching off (a) and on (b). SRS
delay parameter is fixed atoo. Unless otherwise specified RFD refers to flap damping with Gto standard parameters.

final path in each batch without any path exploration pro- a Pareto distribution with shape parametgwhich controls
cess. This shows that in our environment, convergence hashe variance of the distribution, and varying mean. Results
only a minor contribution to interruption rate. But on what are shown in Table 2. Like previous work, we found that in-
aspects of the environment does this conclusion depend? Wecreasing link delays increases convergetize. However,
investigated how origin events, policy misbehavior, and he varying the variance of links, and varying the mean delay

erogeneity of link delays affect convergence overhead.

of links, only changed convergenoegerhead slightly. Like

Origin events: ISPs may withdraw and announce prefixes Previous work [15], we also found that enabling MRAI in-

either intentionally or due to configuration error, trigiger
long sequences of path hunting which are relatively rare in
our Route Views traces of link state changes. Here, we con-
sider the effect of an origin AS announcing or withdrawing

Table 2: Effect of varying link delay.

Convergence overhead
a single prefix. To do this, we constructed a trace consist- . mealn1=34ms mearfllgg ms
ing of announcements/withdrawals separated by long peri- 50001 1166 1151
ods of time. This allowed us to measure the convergence 2.01 1.168 1.167
overhead for each change in isolation, and allowed us to - L Lo
compare against the BGP Beacons measurement study by Z 1.165 1.166
Mao et. al. [25]. Like [25], we found that prefix adver- 15 1.169 1.170
. . 2000 1.172 1.172
tisements generate roughdyb x fewer updates than with-

drawals. For example, with our default configuration, we
found routing advertisements incurred an overheatl. bf
while withdrawals incurred an overhead®60 on average.

In addition, we found that failing a single link adjacenthet

5.2.3 Sability-availability tradeoff
Figure 1 shows performance of various strategies in the

creases convergence time, but reduces control overhead.

stability-availability space. Comparing the points in Fig
ure 1(a), where batching is disabled, Standard BGP main-
pairing the single link incurred an average overheatl@3. tains a high availability 099.98%, but suffers from a high
Policy misconfiguration: Misconfigured ISPs may intro-  rate of20.8 interruptions per month. Route Flap Damping
duce oscillations and instability which can lengthen con- (RFD) with Cisco’s default parameters reduces the mean rate
vergence periods. We randomly selected a small frac- of interruptions by a factor d.9, but sacrifices two “nines”
tion of ASes to “misbehave” by selecting routes based on of availability, and the other parameter values used byBpri

a uniform-random preference ordering among next-hops, and Juniper and recommended by RIPE have substantially
rather than our default configuration based on the Gao- similar performance. One might expect the tradeoff between
Rexford policies [13]. We found that having a fraction of availability and stability to be fundamental. However, by
ASes misbehave in this manner can increase convergenc@referring more stable paths, SRS is able to achieve the high
overhead; for example, convergence overhealds with availability of standard BGP with even fewer interruptions
2% of ASes misbehaving, @70 with 5% misbehaving. than RFD. Although we do not advocate the use of RFD, we
Link delay: Increasing the delay of links, or the het- Note .that using RFD and SRS.in conju_nction results in an
erogeneity of delays across links, has been associated witridditional3.1-fold decrease in interruption rate over RFD
worsening of routing convergence times [21]. To measure and slightly improves ava|I§1b|_I|ty over RFD alone. This is
this, we varied the distribution of delays of inter-AS links 10 beé expected, since by picking more stable paths, RFD is

our simulator. We assigned each link a delay sampled from triggered less often. _ o
Figure 2 explores the pattern of interruptions in more de-

destination incurred an average overhead.66, while re-



assume SRS is permitted to use a large amount of flexibility

o Std EEB o in the choice of paths. In this section, we explore the tréfideo
i RED & SRS C between stability and the fraction of time that routes devia
S E from the next-hops chosen by Standard BGP.
£ —t 10x ] Figure 3(a) shows the stability-deviation tradeoff that re
é , \ 1 sults from varying SRS'’s delay parameter, in the batched en-
g "3‘.;\.' \ vironment. With a delay o = 100 sec, SRS cuts interrup-
2 R ] tion rate by abouB8% compared with Standard BGP and
5 \ ] has a mean deviation 6£021%, with 99.5% of ASes hav-
2 0.001 ing deviation< 1%. At the knee of the tradeoff curve, with
£ e \ ] 0 = 167 minutes, interruption rate 9% lower than Stan-
00000 Lol v i N dard BGP; mean deviation 654% and86% of ASes have
1 10 100 1000 10000 deviation< 1%. Figure 3(b) shows that even with batching
Interruptions per month off (MRAI and link delays on), SRS witlh = 167 min-
Figure 2: Complementary CDF of interruptions per utes still reduces interruption rate B§%. These results are
month over all measured source-destination pairs. SRS’s  promising: many ISPs base bandwidth utilization payments
delay parameter is fixed atco. on the95th percentile of the traffic load for each month [27],

so a deviation of less than one percent may be acceptable.
We also note there may be cases where it is useful to
move beyond the knee to obtain greater stability. For ex-
ample, if an ISP has the ability to route multiple classes of
traffic along different routes, it would be possible to send
the most stability-sensitive flow®.¢., real-time voice traf-
fic) along SRS paths, and other flows along whichever paths
minimize maximum link utilization. This would allow the
ISP to achieve critical traffic engineering objectives whil
still providing greater stability where it matters.

tail with a complementary CDF over all measured end-to-
end paths. Standard BGP'’s long tail shows what other stud-
ies [11] have observed: a small number of Internet routes
suffer from high instability. Both SRS and RFD drastically
reduce the size of this tail. SRS is able to achieve roughly
the same benefit in the tail as RFD without incurring RFD’s
reduction in availability. Interestingly, and unlike RFBRS
improves the stability for the upper part of the curve, far.,
route; that have_only moderate instability. I_:inaIIy_, _whem w Figure 3(a) also plots our lower bound to the optimal
combine SRS with RFD, we note that the instability of the e\ ape points in the stability-deviation space (with-

most unstable roqtes IS re_duped by about an order of magnt-out sacrificing availability). In contrast with the stabjli
tude compared with RFD in isolation.

Ei 1(b) al ; i availability lower bound, this is quite far from the upper
b |gcl;re (h) aso (lzomlpa.lres Spsrsorm?nce wi .‘?W€|r bound, SRS. We believe the true optimal is actually much
ounds on t_ e optimal po IcIes.. pertorms surprisingly: ¢|,ser to the upper bound. Our basic lower-bounds technique
close to optimal among strategies which achieve the high- in both tradeoff spaces relies on computing the optimal se-
est availability, with an |r!terrupt|on rate jus&% higher guence of paths for each node independently, allowing nodes
than our lower bound, which uses knowledge of the future.

Factori { SRS’ head it ldbe i tto take inconsistent paths. In particular, a node can adbere
276‘; oring Outh st(_:on\llerg_gre;]nce over Itea' 'é.w?u th ?Jtlﬁs its preferred next hop, while choosing the remainder of the

o worse than optimal. ese results indicate that the path to be maximally stable. But this has implications on the
SRS heuristic does a very effective job of predicting the rel

. o i ) . amount of deviation of the nodes along the path, which our
ative stability of paths in this environment. It also shows

that BGP’s stabilit thei db th bout algorithm does not take into account. Providing a substan-
at pLEs stability cannot be Improved by more than abou tially better lower bound appears to be a nontrivial problem
8.1x without sacrificing availability, given our assumptions

- : X . which we leave to future work.
such as the preservation of common business relationship-

based routing policies and path consistency (see Sec. 2.1).
Finally, the “Lower Bound” curve in Figure 1(b) demon- 9-2.5 Pathlength
strates limits on how much improvement can be gained by  The previous section dealt with adherence to general rout-
occasionally disconnecting nodes. This lower bound admits ing objectives, in the form of next-hop preferences. In this
the possibility that stability can be improved to abadin- section, we study one objective which is not reducible to
terruptions per month with small availability loss, but any next-hops: path length.
further improvements come at the cost of significantly more  Figure 4 shows the CDF of mean path length over source-
downtime. For example, reachirfginterruption per month  destination pairs. SRS has a mean path lengthlof AS-
requires reducing availability froi99.96% to below99.8%, level hops, or justl.2% greater than Standard BGRB97
i.e., overdx as much downtime. hops. We note that BGP itself empirically incurs an AS-
. . level path inflation ofl9.8% itself due to policies [5]. Hence
5.2.4 Sability-deviation tradeoff an additional inflation of 5% (resulting in a combined infla-
The above results, which set SRS’s delay parameter,to  tion of roughly 56.4%) may be tolerable to some ISPs, while
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others may tune SRS to reduce this inflation at the expense
of a somewhat lower stability.

This low inflation may be expected since part of the SRS
heuristic prefers shorter paths (Sec. 4). In addition, path Figure 5: Interruption rate under partial deployment of
lengths in this environment are constrained by the hierar- SRS, with delay parameterd = co and batching off.
chical nature of the AS graph when business relationships
are satisfied: we found that a hypothetical strategy whichal . . . .
ways preferredongest paths would have mean path length distributed nature of BGP path selection: each AS running

Fraction of ASs running SRS

just32% longer than Standard BGP SRS effectively stabilizes routes on behalf of other ASas th
' route through them.
5.2.6 Partial Deployment The factor of1.8x improvement, however, is for the av-

) o ) erage AS; certain ASes obtain a somewhat bigger improve-
Since Internet path selection is a collaborative process, ment. In particular, we found that individual Tier-1 ASes

SRS'’s benefit to one autonomous system would depend onas classified by [35]), which have more flexibility in path

unilaterally deploy SRS and achieve at least some improve-

ment.
Figure 5(a) shows the performance of SRS with delay 6. EXPERIMENTAL RESULTS
§ = oo under only partial deployment, at betwet¥ and Our experimental results use a network of software

100% of ASes. The set of ASes running SRS is selected routers. Although we have scaled it only to tens of nodes,
randomly in each trial. We measure the interruption rate this deployment allows us to (1) measure performance in a
separately at those nodes running and not running SRS. Theealistic implementation, and (2) validate our simulasiduy
leftmost points in the plot show that the first ASes deploying correlating them with observed data plane performance.
SRS would see a significant drop in their own interruption

rate of roughly1.8><.gAs more Ages deploy SRS, thepin— 6.1 Methodology

terruption rates decrease further, so that when all ASes im- Our experimental evaluation is based on the BGP imple-
plement SRS, we achieveix< reduction in the interrup-  mentation in the Quagga software router [29]. We modified
tion rates, as shown in previous plots. This is due to the Quagga in two main ways: we implemented new route selec-
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tion policies in the decision process, and we built a custom
forwarding plane to enable more flexible experimentation.
We then evaluated the resulting software router by deploy-
ing it on a cluster and emulating failures. These steps are
described in more detail below, and the overall arrangement
of components is depicted in Figure 6.

Route selection policies: We altered Quagga’s decision
process to, with the appropriate command-line argument,
run SRS with delay = oo or§ = 10 min. We also tested

Quagga
-
route

updates

Link state
emulator

[pabent 1]

Linux

Network

BGP session (TCP)
Data flow (UDP)

Link state
emulator

Linux

Machine 2

several strategies already implemented in Quagga: what we Machine 1
have referred to as Standard BGP; Quagga'’s default strategy
which employs a longest-uptime step directly before the fi-

nal router-ID step of the decision process; and Route Flap Figure 6: A diagram of our software router, showing two
Damping, again with Cisco-default parameters. nodes with a flow of data from Machine 1 to Machine 2.
Forwarding plane: We built a custom data plane to enable

more complete instrumentation and to conveniently run on reqyits from single trials, but we have found repeatedstrial
a shared cluster. In effect, this data plane allows us to Useproduce very similar results.

Quagga as a router for an overlay network. As depicted in

Fig. 6, we instrumented Quagga so that it sends route up-6.2 Results

dates, in the form of (destination, next hop) pairs, to our | Section 6.2.1 we show that SRS can substantially im-
forwarding plane, rather than to the kernel. The forwarding prove data plane performance over other strategies; inter-
plane generates, receives, and forwards UDP packets to rastingly, a delay of = 10 minutes performs better than
mote forwarding plane processes, as directed by Quagga's; — o, potentially due to faster convergence as a result
route updates. Data packet generation occurs eV&8C-  of glightly shorter paths. In Section 6.2.2 we correlate our
onds, with10% random jitter, for every (source, destination)  gimylator’s interruption rate metric with packet loss i th
pair. software router.
Emulating failures: We emulate link failures by leveraging
Linux’s iptables facility, with which we can block UDP and ~ 6-2.1  Software router performance
TCP traffic between pairs of software routers at appointed Table 3 classifies packets by their fate. The columns re-
times. This allows us to emulate a trace of link state fasure spectively indicate packets that were received, dropped be
over our chosen network topology. cause there was no route to the destination, sent along a
We configured our software routers using two small-scale virtual link which was down (i.e., dropped by iptables),
network topologies. First, we employ IS-IS link-state up- dropped after exceeding the maximum hopcount, or dropped
dates and topology traces from the Abilene backbone net-for unknown reasons (presumably, dropped by the underly-
work [1]. Although our primary target is interdomain rather ing physical network).
intradomain routing, this gives us a realistic environnmant Figure 7 depicts data-plane performance in the form of the
scale appropriate for our testbed. The topology contalns  distribution of “gap lengths”. We say that a generated packe
nodes and4 edges. We use a portion of this trace from 10 lies in a gap of length if it was received by the destination,
August 2004 to 13 Oct 2004. We “compressed” this trace by and it lies in a gap of lengthif it is one of a run oft dropped
reducing to2 minutes every interval of greater tharmin- packets. Gap lengths are significant since brief outages can
utes in which no events occurred. This reduced the length of often be masked by retransmission. Note that a gap length
the one-month trace th3 hours. The compression step pre- of k corresponds to an outageof5k seconds.
serves the ordering of events, while allowing us to run tests  In both environmentsS RS(oo) substantially decreases
in a shorter time period and to stress-test the route sefecti packet loss. In the Random Graph, it is able to avoid all
policies in a more challenging environment. unstable links within the50-second period before measure-
The second environment we use is a synthetic Erdos-ments begin, resulting in zero measured packet loss. Al-
Reényi G(n, m) random graph, i.en nodes withm edges  though this is an artificial environment, it demonstrates th
connected uniformly at random. We used= 25 and SRS successfully finds the stable paths. Flap damping, in
m = 50, so that the average node degre¢.i8Ve generated  contrast, fails to find them in a reasonable amount of time;
a bimodal pattern of failures among theedges: a random  this is somewhat surprising, given the simplicity of the bi-
set 0f40 are stable, never failing; the oth&d are unstable,  modal failure pattern.
with a heavy-tailed uptime distribution of me@minutes, Despite its lower overall drop rat§ RS (o) has a slightly
and constant-minute downtimes. The trace lag$ours. longer tail in the gap length distribution (see Fig. 8), and
We exclude results near the beginning and end of the tracemore of its dropped packets are due to lacking a route pro-
to avoid measuring startup and shutdown effects. We showvided by the control plane. This may represent increased
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Figure 7: Gap lengths in the software router experiments unér (a) the Abilene environment and (b) the synthetic
random graph environment. Packets are spaced at 5-second intervals.
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periments.
Gap length (in packets)

convergence time as a result of longer paths. Surprisingly, ) ) )

even though it is given less flexibility RS(10 min) is a Figure 8: Fig. 7(a), zoomed in.

win over SRS(co) in every type of dropped packet, as well

as in the tail of the gap length distributiors R.S(10 min)

still has a longer tail than Standard BGP, but only after the dom graph, using the Standard Quagga strategy. Figure 9(a)

99.98th percentile. Given its fact@.3 x reductionin packet  plots packet loss rate vs. number of interruptions for the

loss,SRS(10 min) presents a promising alternative. 600 source-destination pairs (note many overlagcab)).
Standard Quagga offers a marginal improvement over Although some variation is to be expected due to implemen-

Standard BGP in the Abilene environment. RFD also re- tation details or timing such as the random intervals betwee

duces the fraction of packets sent along dead links, which is packet generation, we see a strong correlation; the data has

the largest cause of packet loss in Standard BGP and Stana correlation coefficient 05.985896. A least-squares fit of

dard Quagga. However, RFD pays for this with a large num- f(z) = a - z yieldsa ~ 1.7067, which means that the aver-

ber of packets dropped due to having no route, and we canage interruption in this environment causes a loss df.7

see from Figure 7 that these cause exceedingly long periodgpackets ors 8.5 sec of availability.

of outage in both environments. But this is an average which does not describe every indi-

) . i vidual interruption event. Excluding drops due to the under

6.2.2 Correlation with simulation lying network, packets can be lost in our software router for
The goal of this section is to determine how well our sim- three reasons: having no route to the destination, forward-

ulator’s interruption rate metric predicts data plane perf  ing along a link that is down, or exceeding the maximum

mance. We match the interruption rate, measured in sim-hopcount (i.e., a loop). As long as a working path actually

ulation with batching on, with the packet loss rate of our exists, each of these conditions must result from transient

software router experiments, both run under the same envi-conditions involving an interruption. On the other hand, an

ronments. interruption need not imply packet loss: a router could sim-
We begin with the larger of the two environments, the ran- ply switch between two working routes.

12



1000 k SRS 4 #RFD +

350 T T T +HF ‘%
" , +| Std.Quagga  + 2 100 + 4 +%
2 300 | 4 Bestfit - 2 3 e ﬁ’
< + + 5] + + F¥
S + © + .
S 250 | e . S WpEx #73 + ’
8 + +-ﬁ~+§ * + o+ 8_ + # + + fo»
S 200 F " 2; e+ ] o 1 T T T T
g +$¢+ N * £1000 [ Std. Quaggay Std. BGP
S 150 O - 5 e
o ) g 100F +.3
T 100 [ + . 3 P ﬁ sy B
2 E 10 |4 # ¥
5 s0} g Z 1 ¥ os
z 1 + | | "i |

0 L L L 1 10 100 1000 1 10 100 1000

0 50 100 150 200
Number of interruptions

(@)

Number of interruptions

(b)

Figure 9: Correlation between number of interruptions in simulations, and packet loss in experiments, for (a) the
Random Graph environment and (b) the Abilene environment.

This intuition is borne out in the Abilene environment, what path selection policies lead to guaranteed conveegenc
depicted in Figure 9(b) along with the best-fit line imported Griffin et al [16] showed that a stable state exists if the
from the random graph environment. Abilene has anly ASes’ policies do not contain a dispute wheel, while [13]
source-destination pairs, rather thé®0; and the trace is  showed that by setting policies according to certain Igeall
more heterogeneous, with a single highly unstable link and checkable guidelines (e.g. preferring customer routes); ¢

several which occasionally fail, compared with persis- vergence to a stable state is guaranteed. These studies deal
tently unstable links. It is then not surprising that source only with bounding convergence overhead.
destination pairs’ performance is more highly variablenia t By selecting among multihomed connections with low

Abilene environment. In particular, in all four strategias loss, performance and resilience can be improved [3]. We
number of points lie near the best fit line; and many points have overlapping goals, but address the problem in the-Inter
also lie below this line, corresponding to the fact that an in net at large, rather than at multihomed edge sites only, and
terruption does not necessarily cause a packet loss. In theadditionally target control plane load.

SRS, Standard Quagga, and Standard BGP strategies, fewer Perhaps most similar to our work, flap damping [37] sup-
points lie far above the best fit line, corresponding to tlee fa  presses the use of routes which are repeatedly and quickly
that packet loss within the software router network require advertised and withdrawn. Flap damping is known to have
instability. Finally, in RFD, a large fraction of points teav ~ pathological behavior that can worsen convergence [24]], an
many more packet losses than the interruption rate aloneas we have seen, can severely impact availability. Duan et
would predict. This can be attributed to the fact the sim- al [8] improve flap damping’s performance by recognizing

ulator counts instability separately from unavailabijlitiye certain sequences of updates that are not indicative oé rout

latter being the likely cause of these losses. flaps, but requires an AS to advertise information about its
routing policy to neighboring ASes. Recently, Huston [19]

7. RELATED WORK proposed delaying updates for short intervals when they
Approaches for improving stability of Internet routing Match a patternlikely to indicate BGP path exploration sThi
typically fall into two classes:modifying the routing pro- introduces inconsistent state that can result in loops abd o

tocol, or modifying route selection. ages during the period of delay. All these proposals trade

i ; . T availability for stability, while SRS ensures that if a Al
Mod th t tocol: B d f - . . i . .
odifying the routing protoco Y appending informa path to the destination exists, one will remain advertised.

tion about the cause of a route update, the convergence pro*
cess can be shortened [7,24]. Loop-free convergence [4]
aims to ensure certain correctness properties hold white ro 8. CONCLUSION

ing updates are propagating. Instead of changing the net- This paper characterized the space of techniques for
work layer, data packets may be sent on overlay networksimproving stability in BGP. Our experimental and large-
which can route around failures [17]. In contrast to these scale simulation results indicate tiaiable Route Selection
studies, the present paper refrains from modifying BGP, and strategies—preferring stable paths, rather than shuttihg
our SRS strategies focus on avoiding convergence entirelyynstable paths—hold promise for mitigating Internet rout-
rather than reducing convergence overhead. ing instability without sacrificing availability and withoo-
Modifying route selection: Some work has studied trollable deviation from operators’ preferred paths. We ar

13



currently pursuing a wide-area deployment of SRS in Plan-

etLab.
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