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Abstract

Network service software (daemons) must perform
tasks that affect system security. Most existing Unix
systems address this by only allowing privileged pro-
cesses to do these tasks. Moreover, they often must
grant all system privileges to processes which per-
form any such tasks. The problem with granting all
privileges is that subversion of the daemon (e.g. by
buffer overflow) immediately leads to total compro-
mise of the system.

Our solution to this problem is to change the operat-
ing system primitives, to allow daemons to complete
their tasks while running with fewer (if any) spe-
cial privileges. We use three techniques: an atomic
primitive for authentication, direct support for sand-
boxing, and support for granting limited privileges
such as binding a privileged port. These techniques
are not entirely new; the main contribution of this
paper is their application to a legacy Unix environ-
ment.

We argue that by reducing the privileges granted
to network services, we lengthen the path to com-
plete compromise, and thereby provide substantial
security benefits.

1 Introduction

Network service software (daemons) perform tasks
that affect system security. Chief among these are
authenticating and acting on behalf of remote users.
These services may also choose to run in a self-
imposed limited-access environment, to reduce the
impact of compromise. Finally, network daemon
software may need to perform explicitly privileged

operations, such as binding low-numbered ports.

Most existing Unix systems only allow processes
with elevated privilege to perform security-relevant
activities. Further, there is often no way to grant
a process just the required privileges. This makes
network daemons an attractive target for attackers,
because their elevated privilege is then inherited by
an attacker if she can successfully gain control of
such a daemon.

Some new systems address these issues, but the large
installed base of Unix systems presents many attrac-
tive targets for attackers. The challenge is to retrofit
the entire Unix system, both kernel and network
daemon software, to incorporate ways to limit the
impact of daemon compromise. This is difficult be-
cause the software was not designed with these ideas
in mind, yet we want to keep the required changes to
an absolute minimum so that they will be accepted
by the users and maintainers of this software.

In this paper, we discuss ways to allow network dae-
mons to perform their intended tasks without giv-
ing them undue privilege. One technique we use is
to create new primitives which directly implement
the privileged tasks daemons need to perform. An
example is authenticating a user by checking her
password, and then gaining authority to access that
user’s files: we combine these two tasks into a single
atomic operation, which is then secure for unprivi-
leged, untrusted processes to use. We move the ac-
tivity previously done by the daemon software itself,
buried inside all of the other complex functionality,
to a small, separate, trusted subsystem.

We also identify those tasks which inherently require
some level of a priori authorization, and provide
mechanisms to let the system administrator grant
specific authority to do those tasks. We refine and
extend the traditional Unix group mechanism, so



that groups become the carriers of privilege. While
applying the Principle of Least Privilege [6] is not
new, it is particularly effective in combination with
the other techniques presented.

Throughout, the changes to the operating system
are intended to minimize changes to legacy code. In
most cases, no change to the daemon software itself
is required; instead, configuration files or file system
permissions are all that must be changed. For those
cases where changes have to be made, the changes
fortunately are small and easy to understand.

We argue that by reducing the special privileges pos-
sessed by network daemon processes, we make it
harder for an attacker to leverage a software weak-
ness into complete control of the system. While this
does not by itself provide absolute security, in com-
bination with other prudent measures, this is a pow-
erful element of a layered security system.

2 Tasks performed by daemons

In this section we identify several tasks network dae-
mons need to perform, but which in traditional Unix
systems require root (superuser) privileges to do.
For each task, we provide some alternative to run-
ning as root that still lets the daemon do its work.

2.1 Authentication

Many network services must perform authentica-
tion. Among these services are the popular FTP
(File Transfer Protocol) and SSH (Secure Shell).
FTP daemons in particular have been notorious for
buffer overflow vulnerabilities (e.g. [2]). Currently,
both ftpd(8)! and sshd(8) (the respective dae-
mons) must run as root in order to authenticate the
user who is trying to establish a connection.?

Authentication by username and password usually
requires access to database files such as /etc/passwd
and /etc/shadow. To access the latter file requires
root privileges in modern installations. Following a

1 Using standard Unix manual page notation: (1) means
user command, (2) means system call, (8) means administra-
tor command.

2 Another security problem with FTP is that it sends pass-
words over the network in the clear. This concern is orthog-
onal to those addressed in this paper.

successful check of the username and password, the
daemon then changes the user id of the process to
that of the user requesting the service. To change
the user id, a process calls setuid(2), again an op-
eration that must be done by a process running as
root.

To provide a mechanism by which a service can au-
thenticate a username and password without run-
ning as root, we build a trusted subsystem through
which the daemon can request authentication. The
subsystem is accessed via an ioct1(2) call to a vir-
tual device, which forwards the request to a trusted
process.

The trusted activity, formerly handled by ftpd it-
self, is now handled by a small trusted program,
called asp(8) (Authentication Server Process). asp,
running as root, waits to receive a request for au-
thentication. Upon receipt of a request, it accesses
the files required to check the username and pass-
word, namely, /etc/passwd and /etc/shadow. If
the username and password match, asp simply an-
swers “yes”; the virtual device then will make setuid
calls to change the user and group id of the service
to that of the authenticated user, and return. If
the username and password do not match, then asp
simply returns “no”.

More precisely, the effective user and group id are
changed to that of the authenticated user, while
the real user and group id remain unchanged. At
that point the process has both credentials, so ex-
isting software (which assumes it has root privileges)
is likely to still work. Additionally, because the
software has elevated credentials, it is not possi-
ble for an ordinary user process to send it signals,
ptrace(2) it, etc., so it can safely destroy security
tokens such as passwords before dropping its origi-
nal credentials.

We provide two measures to protect the interface
from brute-force abuse. First, on every reply, asp
can specify a delay time in microseconds; the kernel
will hold the reply for this period of time (before
switching credentials, if the answer is “yes”). Sec-
ond, asp has the option to reply “too many tries”,
which it will use if it receives too many attempts
to authenticate a given user in some time period
(this defeats an attacker attempting to circumvent
the delay time by forking many processes).

A key feature of this design is that, while the ker-
nel is involved in mediating the authentication ex-



change, it does not need to know what the exact
authentication method is. For example, asp could
check credentials either in a local password database
or in a distributed system such as NIS (Network
Information Service). Preventing the kernel from
knowing the authentication method means that sys-
tem administrators are free to use whichever meth-
ods are appropriate to their sites.

More abstractly, we can think of the login process as
an authentication step followed by an authorization
step. Checking that the username and password
match is authentication: it establishes the identity
of the principal supplying this information. Chang-
ing the process’ user id establishes the limits of what
it is authorized to do. Traditionally, these are sep-
arate, independent tasks as far the operating sys-
tem kernel is concerned, which is exactly why root
must do them: we expect successful authentication
to precede authorization, but nothing in the kernel
enforces this. However, when we combine these op-
erations by putting both into a trusted subsystem,
the atomic combination is secure for unprivileged,
untrusted processes to use directly.

To take advantage of the new mechanism, a daemon
must be changed so that it no longer does its own au-
thentication but instead requests it from the trusted
subsystem. For example, in the case of ftpd, we re-
placed the code that directly accessed /etc/shadow
with our own code, which calls ioctl.

However, many daemons have been augmented to
use the PAM (Pluggable Authentication Modules)
[7] interface for authentication. We have imple-
mented a PAM module which does the necessary
ioctl call internally; thus, a PAM-aware daemon
need not be changed at all.

2.2 Sandboxing

Prudent network daemons put themselves into sand-
bozes. A sandbox is an environment in which a pro-
cess has fewer privileges than it would ordinarily.
This is done to limit the impact of compromising
the daemon, which is in general consistent with the
theme of this paper.

Two types of (crude) sandboxing mechanisms are
typically available in Unix systems: unprivileged
users, and chroot. We treat each in turn.

2.2.1 Sandboxing with users

When an FTP connection is requested by an anony-
mous user, ftpd wants to run as an unprivileged
user, ft , for the duration of the anonymous session.
This is a form of sandboxing; if ftpd is subverted
during an anonymous session, it will be unable to
interfere with named (as opposed to anonymous)
FTP sessions.

We generalize this to the notion of a user hierar-
chy, which we illustrate in Figure . Users ottand
ro are ordinary unprivileged users.  tft can be-
come ft at will, and ott can become o ott.
ro and cannot become anyone else. root can
become anyone. In the case of ftpd, we let it run
initially as  tft ; ftpd can then make the switch
whenever an anonymous user requests service.

To implement this, we augment the authentication
interface: we add to asp the alternative of autho-
rization via the user hierarchy, specified in a system
configuration file, /etc/sa d o _users. The sys-
tem administrator creates and maintains this file.

ntries in this file are of the form ”?  which
means can become

2.2.2 Sandboxing with chroot

The chroot (2) mechanism, available in most Unix
systems, redefines the meaning of / , the root di-
rectory of the file system. For example, if a process
calls chroot( /t p/foo ),thenope ( / ar/ a ),
the file actually opened is /t p/foo/ ar/ a . Net-
work services can use this to limit the potential
damage of a compromise: upon compromise, the
attacker is effectively trapped in the chroot “jail”,
unable to access files outside the subtree rooted at
the new / .

Naturally, the mechanism has basic escape counter-
measures, such as disallowing chdir ( ) to move
above / . However, if a process can become root
while inside the jail, there are many ways to escape;
for example, it can use 0d(2) to create device
entry points, such as /de / e (kernel memory).

Presently, chroot is privileged (only root can do
it). Na vely, this might seem unnecessary after all,
chroot simply reduces the set of files a process can
access, right Wrong In addition to limiting 4

files a process can access, it also changes the na es



Figure
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of files. .g., consider that after chroot( /t p ),
the name /etc/shadow actually refers to the file
/t p/etc/shadow. The former is a trusted name
with trusted contents; the latter is not. If ordinary
users were allowed to use chroot arbitrarily, they
could subvert programs that trust filenames, such
as su( ) (“become superuser”).

Furthermore, it turns out that chroot itself could
be used to escape the jail if it were unprivileged.
On most Unix systems, the code in Figure 2 can be
used to escape if run as root.

Figure 2: Using chroot to escape a chroot jail.

itfd i

fd ope ( / )
dir( t pdir )

chroot( t pdir )

fchdir (£d4)

for (i i i)
chdir( )

chroot ( )
e ecl( / i /sh / i /sh )
/ u ailed shell /

Since chroot jails are a useful confinement mecha-
nism for daemons, we choose to allow non-root users
to call chroot. However, to ensure that this is safe,
we place two restrictions on what a process can do
once it’s inside the jail.

First, under the new system, jailed processes can
not execute setuid binaries. This means processes
can never elevate their privileges once inside the jail,
except by using the new authentication interface de-
scribed above. This defeats the renaming attack,
and generally provides greater assurance that jailed

For example, an attacker could install a known pass-
word in , which  would then trust.

xample of a User Hierarchy.

/etc/sa d o wusers file
i itftp ftp
scott sa d o scott

processes cannot escape.

We choose to allow jailed processes to access the au-
thentication mechanism because it is safe to do so.
asp, which checks the password, is not vulnerable to
the chroot renaming attack the way su is, because
it is not a child process of any (untrusted) user pro-
cess. Since our interface cannot be abused, there is
no reason to deny access to a jailed process. More-
over, an administrator can choose to deny access to
the authentication interface simply by not including
its virtual device file in the jail.

Second, jailed processes cannot call chroot recur-
sively. This defeats the chroot escape. It is some-
what unfortunate that recursive chroots cannot be
allowed, since there is a certain conceptual elegance
to it, but fixing this would require substantial kernel
changes.

There is a practical problem with disallowing recur-
sive chroot, namely that it breaks certain uses of
chroot in software testing and root-disk creation.
These uses are different from ones discussed already,
in that they use chroot no for its sandboxing ef-
fect, but p rel for its renaming effect (there is no
trust boundary). The problem arises because in-
side these chroot environments, the software being
tested needs to use chroot (recursively). We ad-
dress this problem by creating a new system call,
re a e_chroot, which has the same semantics as
traditional chroot (specifically: it can only be called
by root, and recursive calls are allowed). This is a
fail-safe approach: software that expects sandbox-
ing semantics will get it automatically, while soft-
ware that wants renaming semantics and the ability
to make recursive calls must be modified to use the
new name. Note that it is possible to escape from
re a e_chroot by using (our) chroot; do not use
it for sandboxing



2. i ieged o e ation

Certain daemon tasks simply require privilege. For
these tasks, we create a mechanism through which
we can designate certain processes as possessing the
privilege necessary to perform that task.

We chose to use the existing Unix “group” mecha-
nism as a way to name privileges, and to identify
processes which have those privileges. roups have
many attractive qualities: groups are ubiquitous;
they are easy (for the administrator) to create; ex-
ecutables can be marked to grant group privilege
(set-group-id); and a process can be a member of
several groups at once (so-called “supplementary”

groups).

inding a ri ieged ort

To listen for incoming connections, a network dae-
mon must use i d(2) to bind a socket to a well-
known port, so that clients can know where to make
contact. S introduced the notion of pri ile ed
ports, which could only be bound by processes run-
ning as root: a privileged port is any with numerical
value between and 2 ,inclusive. The intent was
to provide a form of authentication: if you connect
to a privileged port, only an authorized process can
receive that connection.

To allow a non-root daemon to bind such ports, we
define a privilege (a group) with the right to bind
those ports. We call this group “Can bind
privileged ports”. When the daemon is spawned by
root, it will be granted membership in this group,
and hence the i 4 privilege.

To implement the semantics of the group, we
modified the kernel to recognize membership in this
special group as constituting authorization to bind
any port. ather than defining a particular group
id number as special, we let the administrator de-
fine the id of the group at run time, via the
Linux s sctl(2) interface (which is also accessible
in /proc/s s).

2. .2 ogin audit databases

Most Unix systems have databases to track user lo-
gins. / ar/ru /ut p has one record for each user
currently logged in, and / ar/lo /wt pis a log of
every login and logout.

Naturally, these files need to be protected from mod-
ification by arbitrary users. Thus, they are typically
installed such that only root can modify them. How-
ever, this means that any program wishing to add
entries to the databases must run as root. An ex-
treme example is ter ( ), which modifies ut p.
ter istherefore usually setuid-root , which should
make anyone familiar with its source code cringe.

The solution is again to grant a privilege at a finer
grain. We create two new user groups, t and

t , and mark the login databases as writable by
the respective groups. Then, network services (and
local programs such as ter ) that need to access
the databases are run with membership in whichever
group they need. We separated t and t be-
cause most programs that access either do not ac-
cess both, and in keeping with the Principle of Least
Privilege, we wanted to grant only what was needed.

Since the wt p login audit database is rather sen-
sitive, an attractive alternative approach would be
to define a trusted subsystem for interaction with
wt p. Clients of this service could add records for lo-
gin and logout, but not remove anything (due to its
internal format, it’s usually not possible to simply
make wt p append-only). However, this would ex-
pand the need for making changes to legacy source,
so we did not do this.

2. ene ai ing the g ou echani

There are two obstacles to the use of groups as a
general privilege mechanism. First, it is not possible
to mark an executable as set-group-id for multiple
groups. Second, there is no way for an unprivileged
user to manipulate group membership (e.g. drop a
supplementary group).

File names in this paper are taken rom a speci ¢ inux
distribution they vary rom system to system.

An executable marked setuid runs with the credentials
o the executable les owner, rather than those o the user
who runs the program. Thus, a setuid- program will run
with ull privileges.



To illustrate the first problem, consider a terminal
emulator that wants to update both ut p and wt p.
As a first attempt, we could create a user, t ,
who is a member of both groups. Then the exe-
cutable can be marked set-user-id to t

Unfortunately, this only yields the effective ser id;
the group membership is ignored by the kernel. So,
the first thing the executable must do is call asp,
to authenticate itself as t . This succeeds, as
a degenerate case of the sandbox_users mechanism.

ut in addition to simply saying “yes”, asp makes
the process a member of all of the supplementary
groups that t  is. The effective user id t
can (and should) then be dropped.

The terminal emulator now has the permissions nec-
essary to update ut p and wt p. ut it usually
does not want to give these permissions to the pro-
gram that will run “inside” the terminal (typically
a shell) So, within the for ed child process, the
extra group memberships are dropped, and then it
is safe to e ec (say) the shell.

However, one of the nice features of set-group-id is
that an administrator can change the privilege sta-
tus of an executable without modifying its source.
We can achieve something similar for set-multiple-
group-id by using a wrapper program. The wrapper
makes the call to to acquire the group privileges,
and drops the effective user id. It then e ecs the
real (unprivileged) binary using its enhanced cre-
dentials.

A subtle point to using is that we must de-
cide whether the new group memberships repla e,
or simply a en , whatever supplementary group
memberships the process may already have. For
the purpose outlined above, we need augmentation.

ut in most authentication scenarios (such as what
happens inside ftpd or sshd), the daemon expects
replacement. We reconcile this with an extra flag
passed to asp, indicating which semantics are de-
sired.

As indicated above, for all of this to work, it is es-
sential that a process be able to manipulate group
membership. Most Unix systems implement the
set roups(2) system call to change the supplemen-
tary groups, but it usually can only be called by
root. Further, some systems support setres id(2)
to move group ids between real, effective, and saved,
but do not let the process save any of the supple-
mentary groups in this way.

To allow these rudimentary privilege manipulations,
we extend the set roups and setres id calls to
permit arbitrary permutation of the group mem-
berships among real, effective, saved, and supple-
mentary groups. We also let set roups be used to
drop privileges (by requesting a subset of the cur-
rent groups).

With these extensions in place, the Unix group mech-
anism comes closer to a reasonable privilege system.
Privileges can be passed or not passed from par-
ent to child, at the parent’s discretion, and can be
granted to binaries (albeit with a somewhat convo-
luted mechanism for granting multiple privileges).
Further, unlike Posix privilege bits (see Section . ),
it’s easy to add new groups for new privileges. It
would be reasonable to have one group for each of
the Posix privilege bits, to emulate that system; but
one can go further, dividing root’s privileges differ-
ently (with kernel changes), and by using groups to
protect files in the usual way.

Aut ori ation spectrum

In this section we attempt to put our work into
a more abstract framework, to better understand
what we have done and what more could be done.

1 ee o0 e uledautho i ation

The techniques presented in this paper can be seen
as the application of one general principle, namely,
to reduce the level of authorization needed to use
a primitive (a primitive is a system call, basically).

ach primitive lies at one of four possible positions
on the spectrum of required authorization: root-
only, privileged, mediated access, or benign. Ta-
ble lays the primitives discussed above along var-
ious points of this spectrum.

A primitive lying at the leftmost of these positions
requires privileges: only processes running as
root can use it. xisting Unix systems tend to re-
quire this level of authorization for every security-
related primitive.

If a primitive allows authorization to be granted as
a pri ile e, it is possible to do so on a per-process
basis. The Unix group is an example of this



Table

: Tasks, and the authorization spectrum.

eq’d authorization spectrum

aemon task root

Privileged Mediated

enign

Authenticate (check user pass)
ecome authenticated user
ecome sandbox user
ind privileged port

Update login databases

Create a chroot jail

Start network daemons (i etd)

()

1
2

in existing systems: any game that has a high-score
file is marked set-group-id, and owned by the group

. The game can then write to the high-score
file, while ordinary users cannot.

If a primitive requires edia ed authorization, then
in order to use it, a process must provide proof that
it is authorized to do the operation at the sa e i e
it requests the operation. In other words, it does the
two atomically. The atomicity is important; among
other things, it avoids time-of-check to time-of-use
errors. An example of a mediated primitive in exist-
ing systems is the read (2) system call, in which the
process supplies a file descriptor as proof of autho-
rization. In capability systems, this is the primary
authorization mechanism.

A beni n primitive does operations that don’t need
to be restricted because they can’t be used to violate
the security policy. A trivial example is etpid(2)
which retrieves the current process id.

enerally, addin requirements (moving the dot to
the left) is always possible, while remaining consis-
tent with the system’s security policies , though it
reduces the availability of the primitive. ut, since
it increases the burden of proof on a process wishing
to use the primitive, if a process can meet that bur-
den of proof, so can an attacker who gains control
of that process.

ed in requirements (moving the dot to the right)
decreases the need for a process to be special, thereby
reducing the impact of compromise. However, it
isn’t always possible; for example, if we allow any
process to bind a privileged port, those ports are no
longer “privileged”.

e do not here speci y what those policies are but gen-
erally, we assume the usual provisions or privacy, integrity,
isolation where appropriate, etc.

Most Unix systems have all of the security-relevant
primitives at the left edge (root-only) of the autho-
rization spectrum. We therefore observe that the
objective of the work presented here is to relax the
requirements for each system call, without violating
the security policy.

.2 echni ue to a e 1 iti e oe

a aiabe

The simplest way to make a primitive available to
non-root processes is to define a privilege for that
primitive. This is effective when the primitive in
question can’t be readily leveraged to gain further
access. y granting only limited, self-contained priv-
ileges to daemons, the impact of a compromise is
reduced.

However, granting access to privilege has its lim-
its. First, it’s not a complete solution: depending
on operating system details, it may be possible to
leverage such a privilege to gain unauthorized access
(consider, for example, running a trojan FTP dae-
mon and collecting passwords). Second, for some
primitives (such as setuid), unrestricted access to
the primitive is tantamount to full root access, so
it doesn’t make any sense to grant such access as a
privilege.

Instead of merely controlling access to dangerous
primitives, one way to improve the situation is to
combine multiple existing primitives into a single
atomic call, which can be made safe for ordinary
users to use. This is the essence of the new authen-
tication interface described above: a process simul-
taneously checks a submitted password and, upon
success, gains the authenticated user’s credentials.



Another approach to providing primitives for non-
root processes is to redefine the semantics of a prim-
itive such that it cannot be abused. xisting imple-
mentations of chroot have the property that they
allow trusted files to be renamed. While we do not
change this behavior, we prevent it from being ex-
ploited, by disallowing the execution of setuid bina-
ries (in general, we prevent the gaining of privilege).

Finally, in some cases we can create completely new
operations to allow daemons to accomplish their
tasks. The sa d o _users mechanism, above, is an
example. In general, it is safe to allow a process to
sandbox itself in an unprivileged user. However, the
only mechanism traditionally available was setuid
itself, which of course is not safe to be used arbi-
trarily. Our solution relies on understanding what
the end objective is, and to provide a primitive that
accomplishes exactly that, and no more.

ecurity ana ysis

In this section we attempt to justify the proposed
changes in light of the effort of making them.

In this paper, we assume our primary threat is an
anonymous attacker somewhere on the network, wish-
ing to gain root access to our machine. We further
assume it is likely that the network daemons on this
machine contain exploitable vulnerabilities that al-
low an attacker to gain control of the daemon pro-
cess.

iven that we do not consider the network daemon
software entirely trustworthy, our approach is to fall
back on local host security. We assume (and hope )
that our system’s host security is such that non-root
access has less potential to be destructive than root
access.

At the very least, by taking root privileges away
from network daemons, we raise the bar for a suc-
cessful remote root exploit. xisting attack scripts
will fail if they assume they have root once the dae-
mon is subverted. Future attacks will require a two-
stage approach, where the second stage involves a
search for a local exploit. Such attacks, especially if
the second stage is not automated, may be signifi-
cantly easier to detect.

In some cases our techniques reduce the possibility

of finding a local exploit. For example, if a process
calls chroot ( / ), this has the effect of preventing
all future setuid e ecs. This is useful if a process
has no need to use setuid executables; an example
might be a web server. If it is subverted by an at-
tacker, the inability to use setuid executables will
make it much more difficult to find a local exploit
(though not impossible since, e.g., the kernel could
have vulnerabilities).

Further, by introducing some delay (again, espe-
cially in the case of an interactive attacker) between
the initial subversion and the final root compro-
mise, we have introduced the possibility of an early-
warning system. A properly designed auditing ser-
vice could record the initial attack and alert the sys-
tem administrator. For example, in current systems,
an effective attack technique is to kill s slo d4(8)
(which sends system log reports to the disk, and op-
tionally to dedicated logging hosts) as soon as root
is obtained. y doing so, there is a good chance
s slo 4 will die before the log reports make it to
durable storage. With our changes, the log of the
initial attack is more likely to survive.

One possible objection to our scheme is that some
attackers don’t need root to make the attack worth
their while. These attackers may simply want to
launder network connections, run I C relays, etc.
The key observation here, however, is that a non-
root compromise is much easier to detect (since au-
diting is intact), much easier to lean p after, less
able to compromise user data, etc.

Finally, we note that taking root privileges away
from daemons means that local host security can
play a larger role. However, many systems’ host se-
curity is very poor, and we can ask whether this
renders our approach ineffective. First, host secu-
rity can be improved independently; prior to this
work, improving local host security did not improve
network application security, so the former received
relatively less attention.  ut, once daemons are
less privileged, enhancements to host security effec-
tively improve network security as well. Second, our
techniques can be applied to improve host security
directly, by reducing the need for setuid-root pro-
grams. A good example is loc ( ), which locks a
workstation, displaying some random graphics, un-
til a password is provided (which requires root privi-
leges to check, if shadow passwords are used). With
our scheme in place, this large and complex package
need not be trusted.



e ated ork

N | anting o iiege

The ebian Linux distribution implemented a t
group some time ago. One difference, however,
is that ebian’s t  can write to wt p as well,
whereas we separate these privileges (in accordance
with the Principle of Least Privilege).

The Linux kernel has an implementation of Posix

. € “capabilities” [ ] . Posix capabilities are
per-process privilege bits, where each bit corresponds
to some subset of root’s traditional privileges. This
mechanism is intended as a way to allow services
to run with only the minimum required privileges.
We attempted to use Linux capabilities to imple-
ment some of our system changes. The first prob-
lem is expressiveness: the existing bits do not let us
a e a a privileges from ordinary users, but that
is precisely what is required to implement the safe
chroot. This can be addressed simply by adding
more bits and giving them appropriate semantics.
Worse, the Linux implementation unfortunately ties
capabilities and user ids in a way that renders both
systems hopelessly tangled. We are currently at-
tempting to convince the Linux developers to repair
this.

MS and Windows NT define a variety of privilege
bits, similar to the Posix capability bits. However,
like Posix capabilities, they happen not to have the
privilege bits for some of the services we need to
restrict or grant. An NT or MS implementation
would therefore require kernel changes, too.

.2 S 1 itie

The S  ail(2) mechanism is designed to be a
more sophisticated sandbox than chroot. In par-
ticular, in addition to limiting file access, it lim-
its network access. However, like chroot, ail can
only be used by root. We do not see any reason why
similar techniques could not be applied to ail, but
we have not attempted to do so.

One of the classic difficulties with writing terminal
emulators under Unix is the need to allocate a pseu-

ee

Posix 1 .le is not a standard it has been withdrawn.

doterminal and then use chow (2) to prevent other
local users from eavesdropping on it. Older Unix
systems required that a process have root privileges
to chow the pseudoterminal, so terminal emulators
would have to be setuid-root. Unix [ ] standard-
izes the (now common) solution, which is to define a
new system call, ra tpt(2)! , which is essentially
chow specialized to this situation. This is another
example of changing the system primitives to allow
non-root processes to securely manipulate security
state.

NT provides a kernel system call, o o ser, to do
authentication. We feel it is better to perform au-
thentication in user-space, rather than in the kernel,
for reasons outlined in section 2. ; however, this is
a detail.

An alternative approach to designing primitives is
to attempt to limit what root, itself, can do [ ].
The problem with this is that it is very difficult to
confine root in a Unix-like system. Throughout its
history, Unix has regarded root as all-powerful; re-
versing this fundamental design decision is nearly
as hard as rewriting the system from scratch, since
it requires understanding every assumption made
about root and its privileges. In general, it better
to enumerate the allo ed actions, rather than the
disallo ed actions. Hence, our approach is to make
non-root users potentially more capable, instead of
making root less powerful.

. Sandboxing

anus [ ] is a general-purpose sandboxing system,
originally designed for use with web browser “plug-
ins”, and implemented by intercepting system calls
via ptrace. anus is clearly a much more gen-
eral and expressive sandboxing environment than
chroot and unprivileged users. However, few (if
any) existing applications have been written with
the expectation of using anus as their sandbox-
ing mechanism. Further, it is not clear how to use

anus to achieve some of our goals; e.g., should ev-
ery xterm run in anus, just so it can safely access
ut p We do not use a separate sandboxing system
because our goal is to minimize changes to legacy

A pseudoterminal is a virtual device with two sides. ne
side, the slave, looks like a serial line connected to a physi-
cal terminal. The other side, the master, is an inter ace to
simulate a terminal.

1 ts permitted to implement this as a library call and a
setuid- helper.



code and performance degradation, while preserv-
ing whatever sandboxing the application currently
employs.

mail [ ] is a Mail Transport Agent developed by

an ernstein, intended to replace Sendmail. Fun-
damental to its design is the use of six unprivileged,
mutually untrusting Unix users, plus a small piece
that runs as root. This approach is based on the
idea that code running as one (unprivileged) user
cannot interfere with code running as another user.
Our work similarly pursues security through the use
of unprivileged users wherever possible.

S a dening

Industry marketing literature has recently been us-
ing the term “operating system hardening”. This
term refers to the process of modifying a system’s
configuration files, typically to disable services that
are not needed and therefore present an unneces-
sary risk of attack. Our efforts are orthogonal: if a
service is not needed, it should be disabled; but if it
is, then our techniques apply.

Imp ementation status

All of the changes described above have been imple-
mented, including kernel modifications, under Linux
2.2. 7. We modified ftpd 2 ;all FTP
functions work as expected, including anonymous
logins. Similarly, we modified sshd 2 to sup-
port password authentication. The SSH protocol
also allows for authentication by SA private key;
this requires expanding our ioctl interface to sup-
port interactive challenge-response, which we plan
to do.

We added about 2 lines in the kernel, and wrote

a line virtual device driver. In user-space, we
added or changed  lines of daemon code and wrote
the line asp. We found the implementation sur-

prisingly easy. The only significant difficulties arose
from our failed attempt to use the Linux implemen-
tation of Posix capabilities.

Overall, the kinds of changes we made all tend to
be small, easy to understand, and (conceptually)
portable. We see no reason why someone couldn’t

implement analogous changes for other Unix-like op-
erating systems besides Linux.

Patches to daemons and kernel, and the asp dae-
mon, are publicly available on the authors’ website:
http //www cs er ele

onc usion

We have demonstrated that important network dae-
mons can be made to accomplish their tasks, on a
legacy Unix system, without ever running as root.
We identify a spectrum of required authorization
for security primitives, which can be used to eval-
uate the access policy tradeoffs, and point the way
towards better primitive design. Finally, we argue
that by reducing the privileges that must be granted
to a network daemon, we limit the damage an at-
tacker can do if such a daemon is compromised by an
attack, thereby significantly improving overall sys-
tem security.
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