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Chapter 5

Satellite Transport Protocol

In the previous chapter we illustratedthe performanceadwantagegainedby splitting a
TCP connectionat a gatevay within an accesssatellitenetwork. Given sucha split connection,
however, thereis no requiremento actuallyuse TCP within the satellitenetwork. Moreover, for
connectiongompletelyinternalto a satellitenetwork, transporprotocolsotherthanTCP arepossi-
ble. In this chapterwe describea new transportprotocoloptimizedfor asymmetricsatelliteaccess
networks. The maindifferencebetweerthis protocolandTCPis in the way datais acknavledged.
Thedesigner®f TCPchosdo useasteadystreannf dataacknaviedgmentssapacingmechanism
to clock out new data;the implicit designtradeof wasto simplify the protocolimplementatiorat
the costof extra traffic in the network. For broadbandjeostationarngatellitesystemspandwidth
is at a premium-therefore our choiceis to reducethetraffic load on the backchannedsmuchas
possible at the possibleexpenseof morecomplicatedmplementationsFortunately we canavoid
significantincreasesn compleity by changingthe basicdatatransfermechanisnof the proto-
col. Our protocol,which we dubbedthe “Satellite TransportProtocol” (STP),outperformsTCPin
satelliteervironmentscharacterizedby high bit error ratios,asymmetryor widely varying round
trip times. STPcanbe usedin two ways: i) asthe satelliteportion of a split TCP connectionand
i) asatransportprotocolfor controlandnetwork managemertraffic within a satellitecommuni-
cationsnetwork. This chapterdescribeghe overall protocoldesign,followed by simulationand
experimentaresults.

5.1 DesignGoals

In Section2.1.3,we introducedthe backgroundmnaterialrelatingto the developmentof
STPR In summary STPis anoutgravth of the ATM-basedink layerknowvn asSSCOPWhile SS-
COPwasmainly intendedfor networks with large bandwidth-delayproductssuchas broadband
wide-areaATM networks, mary of the samedesignprinciplesof that protocolhelp greatlyin the
satelliteervironment.In this sectionwe describeour designrequirement$or anoptimizedsatellite
transporprotocolanddiscusshov we modifiedthe coreprotocolmechanisnof SSCORo develop
STR
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5.1.1 BasicDesign

To understan&TR it is perhapsasiesto contrastits operationwith thatof TCP Like
TCPR, STPprovidesa reliable, byte-orientedstreamingdataserviceto applications.We designed
STPto offer the sameAPI asdoesTCP, andto operateover an IP-basechetwork. The transmit-
ter sendsvariable-lengthpaclets to the recever, storingthe paclets for potentialretransmission
until therecever hasacknavledgedthem.However, STPs automatiaepeateques{ARQ) mech-
anismusesselectve negative acknavledgmentsratherthanthe positive acknaviedgmentmethod
of TCPR. Paclets, not bytes,are numberedsequentiallyand the STP transmitterretransmitsonly
thosespecificpacletsthathave beenexplicitly requestedby therecever. Unlike TCP thereareno
retransmissiotimersassociatedvith paclets.

Oneof the maindifferencesetweenSTPand TCR, andonethat offers an advantagefor
asymmetrimetworks, is theway in which the two protocolsacknavledgedata. TCP acknavledg-
mentsare data-diven; the TCP recever typically sendsan ACK for every otherpaclet receved.
While thisis beneficialfor acceleratingvindown growth uponconnectiorstartup it resultsin alarge
amountof acknavledgmenttraffic whenwindows arelarge. In STR the transmitterperiodically
requestgherecever to acknavledgeall datathatit hassuccessfullyreceived. Lossesdetectedy
therecever areexplicitly negatively acknavledged.The combinationof thesetwo stratgiesleads
to low reversechannebandwidthusagenvhenlossesarerareandto speedyrecovery in theeventof
aloss.

Packet Types

STP hasfour basic paclet typesfor datatransfer(we ignore, for now, the additional
paclet typesneededor connectiorsetupandrelease).The Sequenced Data (SD) pacletis simply
a variablelength sgmentof userdata,togetherwith a 24 bit sequenceiumberanda checksum.
SD pacletsthat have not yet beenacknavledgedare storedin a buffer, alongwith a timestamp
indicatingthe lasttime thatthey were sentto the recever. No control datais includedin the SD
paclets;insteadthetransmittetandrecever exchangePOLL andSTAT(us) messageseriodically
thetransmittersendsa POLL paclet to therecever. This POLL paclet containsa timestampand
the sequence&umberof the next in-sequenceéD paclet to be sent. The recever respondgo the
POLL by issuinga STAT messageavhich echoeghe timestampjncludesthe highestin-sequence
paclet to have beensuccessfullyrecevved, and containsa list of all gapsin the sequencewumber
space.The STAT messageés similarin conceptto a TCP selectve acknavledgment,exceptthat
the STAT messageeportsthe entirestateof the recever buffer (ratherthanthe threemostrecent
gapsin a SACK). SinceeachSTAT messagés a completereportof the stateof therecever, STPis
robustto thelossof POLLsor STATSs.

The fourth basicpaclet typeis calleda USTAT (unsolicited STAT) paclet. USTATs are
data-dnven explicit negative acknavledgmentsandareusedby the recever to immediatelyreport
gapsin therecevedsequencef pacletswithoutwaitingfor aPOLL messagéo arrive. Thisallows
thePOLL andSTAT exchangeo berunatalow frequeng (typically two or threeperRTT whenthe
RTT is large). In anetwork in which sequencéntegrity is guaranteedr highly likely, aUSTAT can
be sentuponary receptionof a paclet numberedeyondthe next expected If resequencingy the
network is possible USTATs canbedelayeduntil thereis a high probabilitythatthe missingpaclet
wasnotreorderedy the network. However, if the USTAT is senttoo earlythereis only the small
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Figure5.1: lllustrationof the mainpaclet formatsin STRP

penaltyof aredundantetransmissionUSTATs arethe primaryform of negative acknavledgment,
andSTATsrecover all second-ordelosses.

Figureb.lillustratesthekey paclettypesusedby STP Thefieldsarebyte-alignedandthe
dataportionof pacletsis 32-bitaligned.Above, we discussedhe useof the SD, POLL, STAT, and
USTAT PDUs. The BGN andBGNAK areusedto opena connectionandthe END and ENDAK
areusedto closea connection.Eachpaclet containsa 12-bytecommonheaderthatincludesthe
sourceanddestinationport numbergasin TCP),a typefield, a 24-bit sequenc&umbey a 16-bit
checksumandaninstancenumber(to distinguishbetweerdifferentconnectionghat may happen
to usethe sameport numbers).Certainpaclets are permittedto be concatenateébr the purpose
of conservinghe numberof pacletstransmittedfor example,an SD anda POLL paclet may be
concatenatedn which casethetypefield is thelogical “OR” of the SD andPOLL values,andthe
POLL timestampprecedeshedata.

Bulk Data Transfer Operation

The basicoperationof STPcanbestbeillustratedby anexample. For simplicity, Figure
5.2 only illustratesonedirectionof datatransferandassumeshat sequencentegrity of transmis-
sionsis presered. In theexample thetransmitteisendsaserieof consecutiely numberegaclets.
After paclet (SD)#4is sent,a POLL pacletis sent(dueto eitherthe expirationof a POLL timeror
athresholdon the numberof new pacletssent). The POLL tellstherecever thatthe next message
to be sentis #5, so the recever knows that it shouldhave receved paclets O through4. In this
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Figure5.2: BasicSTPoperatiorfor bulk datatransfer

case sincethey have all beenreceved, therecever returnsa STAT paclet acknavledgingall data
up to andincluding paclet #4. After sendingthe POLL, the transmittercontinueswith paclets5
through9. However, paclet#7 is lost. Therecever detectghis lossuponreceiptof paclet #8 and
immediatelyrequestgetransmissiomof #7 with a USTAT paclet. Beforethis USTAT is receved
atthe transmitterthe transmitteragainssendsa POLL paclet. Uponreceptionof the USTAT, the
transmitterimmediatelyresends#7, continueson with new datatransmissionandthenrecevesa
STAT paclet againreporting#7 asmissing.However, thetimestampn the STAT paclet allows the
transmitterto determinghattheretransmissiohasnotyethadanopportunityto reachtherecever,
therebyavoiding anunnecessargetransmissionlf #7 hadagainbeenlost,thenext STAT message
would have stimulateda secondetransmission.

The key to the performanceof the protocolis the frequeng with which the transmitter
polistherecever. If thebit errorrateis high or the sendeiand/orrecever areusingsmallwindows
(eitherdueto small soclet buffer sizesor a congestiorwindow that hasnot yet openedup to a
large value),it is advantageouso poll frequently perhapghreeor moretimesperroundtrip time
(to mostquickly recover from lossesand openup the window). However, if the abore conditions
arenotmet, thenit is safeto poll onceperroundtrip time or less. Thisis becauseynderlow loss
conditions the USTAT messag@rovidesthefirst-orderrecorery mechanisnior losses By polling
infrequently the bestsavings on the bandwidthusageon thereturnchannekanberealized.
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Figure5.3: BasicSTPoperatiorfor shorttransactions.

Short Data Transactions

Figure5.3illustratesa hypotheticaldatatransactiorin which the client (the initiator of
the connection)writes 400 bytesof datato a sener andrecevesan 8000byte response.The ex-
ampleillustratestypical systemcalls that would be usedby the application. The connectioruses
TCP-like window control, sothatthe congestiorwindow builds by onepaclet for eachpaclet ac-
knowledged. The sener is listeningon a particularport, and the client connectgo that port by
issuingaconnect () systemcall, which causesSTPto senda BGN paclet. This exchangeof
BGN andBGNAK coordinateshe sequenceumberdgo be usedby both sidesandestablisheshe
window sizesin eachdirection. The clientthenwrites 400 bytesto the soclet, which stimulatesan
SD to be sentto the otherside. In this case the client is configuredto POLL with the first burst
of data,so the actualpaclet sentis a concatenatiorf an SD with a POLL. The sener responds
to the POLL by issuinga STAT, reportingthe next sequenceumber(#2) that the sener expects
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Figure5.4: Overvien of STPstatetransitions.

to receve. The sener thenwrites 8000 bytesof datato the soclet, andit requiressix pacletsto
completethe transfer Upon successfutompletionof the datatransfer both sidesexchangeEND
messagew closedown their respectie halvesof theconnection.

StateMachine

Figure5.4 illustratesthe statemachineassociatedvith typical STPconnectionsaswell
asthecommonstimuli andresponsethateffectthetransitiongpacletsarelabeledn capitalletters,
while soclet callsarelistedin smallcase).This diagramillustratesa numberof additionalpaclet
types(BGN, BGNAK, END, ENDAK) usedfor connectioncontrol. In muchthe sameway that
a TCP sggmentcan be overloadedto performmore than one function (for example,a TCP SYN
flag may be combinedwith a TCP ACK flag), theseSTP connectioncontrol paclets canbe com-
binedwith data(e.g.,BGN_SD pacletfor fastconnectioropening)or with otherconnectiorcontrol
paclets (e.g.,BGNAK _ENDAK). Usingthe basicclient-serer modelof datacommunicationsa
connectioris instantiatedy oneside(sener) puttinga socletinto the LISTEN state andthe other
side(client)initiating theconnectiorby sendinga BGN paclet. In STR sincewe allow the protocol
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to skip the initial handshad waiting for a BGNAK, we definea numberof states( BGN_SENT,
BGN_DATA_SENT, andBGN_DATA_END_SENT) that capturethe stateof the client beforeit re-
ceivesaBGNAK. Thenormaldatatransferstateis the ESTABLISHED state. Applicationscaneither
closebothdirectionsof communicationdy issuingacl ose() systemcall, or canshutdevn the
write side of the connectiornby issuinga shut down() systemcall. The remainderof the states
illustratedinvolve the closingof theconnectiorby bothsides.

Also listedin Figure5.4arethetimersactive in eachstate. STPhasfour maintimers:the
BGN andEND timersusedto guaranteeeceiptof therespectie paclet typesof thathame andthe
POLL andKEEPALIVE timers,active during datatransfer If datais outstandingthe POLL timer
will be running;otherwise the KEEPALIVE timer will (very infrequently)poll the peerto ensure
thatthe connectioris still up.

5.1.2 Our Protocol Modifications

In Section5.1.1above, we describedhe core datatransfermechanisnof STR which
follows closelythe basicoperationof the SSCOPprotocol. However, SSCOPcannotoperateover
connectionlesaetworksfor anumberof reasonslin [59], we have describedhow STPhbuilds onthe
basicSSCOPdesignthroughseveral protocoladditions. In this section,we highlight threeof the
mostimportantdifferencebetweerSTPandSSCOPnamely theadditionof ahybridwindow/rate
congestiortontrolmechanismafastconnectiorstartthatavoidsunnecessarigandshakingandthe
piggybackingof aPOLL messagen adatasegment.

CongestionControl

The SSCOPspecificationincludedno flow or congestiorcontrol mechanism.For data
transferin a distributed paclet-switchedhetwork, somemechanisms neededo adaptto changing
network conditions. The TCP congestioncontrol mechanismjn which eachconnectionadjusts
its sendingrate baseduponimplicit feedbackirom the network (the droppingof paclets), hastwo
main problemswhenappliedto STR First, TCPrelieson a propertyknovn asACK-clocking: the
arrival of an ACK triggersdeparture®f new paclets, which helpsto smoothout the transmission
of pacletsto a degreeof burstinesghatthe network canaccept.In STR sinceACKs (STATs) are
only sentperiodically anothertechniqueto smoothlysenddatais required. Secondit is unlikely
thatcongestiorcontrolin a satellitenetwork will operatein a completelydistributed mannemwith
no bandwidthconstraints.The solutionthat we adopteds basedon modificationsto TCP's flow
control. In particular we designech mechanisnthatadaptgo theamountof ratecontroldesiredn
the network.

We startwith the basicTCP algorithmanddescribeoperationwhenthereis no network
rate control. The protocol maintainsa congestiorwindow, which is setto an initial numberof
segmentsandwhichis guaranteedeverto exceedthewindow offeredby therecever. The protocol
then undegoesslow startby increasingits congestionwindow by one paclet for eachACKed
paclet;i.e., it follows rulesfor TCPslow start. The congestioravoidancealgorithmis alsosimilar.
However, slow startis neverreenteredincetherearenotimeouts.Theprotocolincreasegts window
or enablesew retransmissionsnly uponreceiptof aSTAT or USTAT messageThereforeatevery
receptionof a STAT or USTAT, the transmittercountshonv mary transmissiongre enabled and
scheduleshemto be sentuniformly over theestimatedRTT of the connectionTheestimatedRTT
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is computedrom the timestampof a receved STAT andthe currenttime, andwe performa low
pasdfiltering acrossseveralsampledo obtainthe delayed send timer.

Next, consideithe casewherea minimumandmaximumsendingateareimposedoy the
network. Thetechniqualescribedbove easilygeneralize$o thiscaseby constrainingheallowable
valuesof the timeoutintenal for the delayed send timer. If a hard upperbound exists on the
sendingrate,retransmissionsanbe countedamongthe pacletsscheduledo be sent. Therequired
granularityof thedelayed send timer depend®nthegranularityof theratesenforcedby thenetwork
andontheaccesspeedf thenetwork.! Additionally, thegranularityof thetimermayberelaxedto
reducethe overheadf interruptsin the protocolprocessingln ourimplementationye usedtimers
with a granularityof 10 ms, which correspondso a timer “tick” in BSD-derved systems.There
existsatradeof betweerthe granularityof the delayedsendtimer andthe smoothnesgvith which
datais submittedo the network; asthedatatransferrategrons, moreandmorepacketsareemitted
atoncewhenthis timer expires. In our experimentsthe speedof our network interfacecardswas
moreof alimiting factorthanthistimer granularity

Handshake Avoidance

SSCOPuoriginally had hooksplacedin the protocolspecificationto allow the standard-
izationof a“fastconnectiorstart, but the mechanisnwasnever completed We addedhis feature
to STPasfollows. Datais allowedto be sentwith a BGN paclet, in anticipationof a connection
acceptancéy the peerhost. In addition,dependingn the initial valueof the window (if window
controlis beingusedn anetwork), SDandPOLL sggmentanayalsobesentbeforeanacknavledg-
mentof the BGN pacletis receved. Therefore pboththe T/TCPreducechandshakingndpolicies
suchasthe 4KSSmay easily be implemented.Connectionsequenc&umbershelpto distinguish
differentconnectionsn muchthe sameway asin T/TCPR Althoughthe useof T/TCP connection
handshakingn thewide-arednternetis deprecatedueto denial-of-service&oncernsin a network
wherethe satelliteserviceprovider controlsboth of the endpointssuchconcernsaremitigated.

Piggybacled POLL

Finally, afundamentatesignprinciple of SSCOPRwvasthe separatiorof dataandcontrol
flow. SSCOPwasdesignedor an ATM ervironment,in which a POLL messagéits into a single
cell and occupiesa small amountof switch buffering. For this reason,POLL messagesr ACK
informationis not piggybaclked on SD segments althoughthe mechanisnwasseriouslyconsidered
during SSCOPdevelopment. In the Internet,however, mostIP routersplacebuffer limits on the
numberof pacletsreceved, not on the sizeof suchpaclets,soa POLL segmentactuallytakesup
asmuchbuffer spaceasfull datasegment.Becausef this, we noticedin ourinitial experimentsan
effective reductionof usablebuffer spacealongthe forward datapath. Therefore we experimented
with piggybackingPOLL message®n outgoingdatasegmentsif both typesof segmentswere
scheduledo be sentaroundthe sametime. This modificationhelpedgreatly reducingthe number
of standalond?OLL sggmentsbhy aboutanorderof magnitudeleadingto substantialmprovement
atthe smallcostof defininganadditionalpaclet type. Moreover, piggybackPOLLscanbeusedto
efficiently andquickly trigger STAT responsesvhenthe windows aretoo smallto justify periodic
POLLing, suchastheinitial periodof datatransferon a congestion-contited connection.

11t maybe possibleto relaxthe requiredgranularityof this timer if the MAC layeralsoperformstraffic smoothing.
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Figure5.5: Simulationconfiguratiorfor GEOtopology Simulationsnvolved measuringheperfor
manceof file transfersbetweertforeground” hostsagainstbackgroundieb-like traffic generated
by “background’hosts.

5.2 Simulation Results

We implementedhe datatransferproceduresf STPin the UCB/LBNL network simula-
tor ns, describedn Chapter3. We wereinterestedn comparingthe performanceof STPandTCP
by examining the performanceof persistentconnectiongi.e., long file transfers)over simulated
satellitenetwork topologies. In this section,we describeour simulations presenthe resultsof a
comparisorof STPand TCP performancewith respecto bulk datatransfersandpresentperfor
manceresultsfor STPconnectionsn ahigh BER ervironment.

5.2.1 Simulation Configuration
Topologies

Figuresb.5and5.6illustratesthetwo simulatedtopologieswith which we experimented.
Thefirst topologyis configuredo emulatea 1.5Mb/s channebver a geosynchronou&GEQO) satel-
lite channelwith a oneway delayof 260 ms. Countingthe propagatiordelaysof the feederlinks,
thetotal RTT experiencedy a useris 532 ms, excluding queueingandtransmissiordelays. The
gueuesizesweresetto approximatelyl 0 percentof the outgoingline rate(a commonlyusedrule-
of-thumbfor queuesizesin practice).Thesecondopologyillustratesa hypotheticalow-earth-orbit
(LEO) configuration.Theaccesdinks to thesatellitehave a one-vay propagatiordelayof 5 msand
a bit rateof 2 Mb/s, andtheintersatellitelinks have a propagatiordelayof 10 msanda bit rateof
100Mb/s.Thetopologyis similar to transcontinentadonnectiongicrosproposedroadband EO
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systems.

TCP Configuration

We testedtwo TCP variants: TCP with selectve acknavledgmentgTCP SACK) and
TCPReno,which correspondso a currentreferencel CPimplementationFor the TCP simulation
configuration,we usedns defaults for all parametergxceptfor the offeredwindow size, which
we openedup to a large valueto avoid artificially constraininghe senderandthe coarsetimeout
intenal of 500ms, whichis setby defaultin nsto thenon-standardalueof 100ms. Sincedelayed
acknavledgmentsarestandardoracticein currentimplementationg to reducethe reversechannel
bandwidth) we configuredthe TCP sinksto senddelayedacknaviedgmentdqtypically, an ACK is
sentfor every two sggments).For STR we setthe thresholdon duplicateacknavledgmentdefore
aUSTAT is sentto three(asin TCP),andwe configuredhe STPsendeto sendroughlythreepolls
perRTT, sincesucha polling internval hasbeenfoundto offer high performancdéor SSCOH58].

CongestionControl

To permitafair comparisorof thebasicprotocolperformanceweimplementedwindow-
basedcongestiorcontrolpolicy in STPidenticalto thatof TCP;namely additive window increases
of onepaclet per RTT anda multiplicative decreasdy one half during the congestioravoidance
phaseandslow start. For boththe GEO andthe LEO topologieswe addedbackgroundVeb-like
traffic which occupied,on average,about10% of the bottlenecklinks. This traffic emulatedac-
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tual WWW usagebasedon empiricaldistributions of actualtraffic traces.The purposewasnotto
heavily congesthe network (the greedybehaior of the congestioravoidancemechanismef the
foregroundconnectionguaranteethatcongestiorwould frequentlyoccur)but to addvariability to
thesimulationrunsto breakup ary phaseeffects. In the GEOtopology the backgroundraffic was
sentin thesamedirectionastheforegroundtransfer creatingan occasionabottleneckat the queue
at the ingressof the satellitenetwork. In the LEO topology the backgroundraffic wassourced
from multiple groundstationsin differentspotbeams creatingan occasionabottleneckat either
theingressor the egressof the satellitenetwork. In somesituationsdiscussedbelov, we balanced
thetraffic loadin eachdirectionby creatinga persistenlT CP SACK connectionin the reversedi-
rectionalongwith the sameamountof simulatedWWW traffic, soasto causeperiodiccongestion
lossedn thereversepathaswell.

5.2.2 Bulk Transfer Performanceof STP

Tables5.1 and5.2 presenthe resultsof an averageof 200 simulationruns,each60 sec-
ondslong, over the GEO andLEOQ topologies respectiely. We chose200runsof eachconfigura-
tionin orderto getthesmallconfidencentenalslistedin thetables.We comparedheperformance
of STR TCP SACK, and TCP Reno,first with foregroundtraffic only andthenwith bidirectional
traffic. Sinceno bit errorswereintroducedon the links, all losseswere dueto congestie losses
inducedby the congestioravoidancemechanismsWe useda fixed paclet size of 1000bytes(in-
cludingTCP/IPor STP/IPoverhead)correspondingo thens default. Theperformancés compared
in termsof forwardthroughputachiered (“goodput”), forward bandwidthefficiengy (ratio of good-
putto total TCP/IPdatatransferredn theforwarddirection)andreversechannebandwidthusage.
We obseredthefollowing:

e TCP SACK and STPboth significantly outperformTCP Renoin the forward direction, es-
pecially over along delaypath. This is becausdasdescribedn Section4.2.3abore) both
TCPSACK andSTPareableto recorer multiple lossesn awindow’s worth of datawithin a
singleRTT.

e Both TCPSACK andTCP RenousemuchmorebandwidththanSTPon thereversechannel
for returning ACKs. For all of the simulationsaveragedtogether STP requiredroughly 5
Kb/s,while TCPRenoneededl7 Kb/sandTCP SACK used21 Kb/s.

¢ For oneway traffic, STPoutperformsTCP SACK in the GEO case,in termsof throughput
in the forward direction. Thisis largely becaus®f TCP SACK’s delayedacknavledgments,
which causethe congestiorwindow to openup more slowly thanif every segmentwere
acknavledged.If the TCPreceverwereto acknavledgeevery sgment, TCP would slightly
outperformSTP since STP acknavledgmentsare slightly delayedrelative to the timesthat
pacletsarrive. Doing so,however, would doublethe usageof thereversechannebandwidth,
which is alreadyhigh with delayedacknavledgments. Another benefitto STPin a high
bandwidth-delayroductervironment? with high lossess thatit reportsthe completestate
of thereceverwith every STAT.

2«Bandwidth-delayproduct”refersto the total numberof bits thatcanbe‘in the pipe” duringoneroundtrip time of
theconnection.
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Throughput| 95%conf. Fwd. 95%conf. || Reversebw. | 95%conf.
(Kbf/s) int. (+/-) || efficiengyy | int. (+/-) (Kbf/s) int. (+/-)
Oneway traffic, GEO
STP 672.3 20.8 0.938 0.001 2.2 0.03
TCP SACK 594.9 20.5 0.945 0.001 13.2 0.3
TCP Reno 296.5 15.2 0.928 0.003 6.7 0.3
Two way traffic, GEO
STP 595.7 20.2 0.933 0.008 2.0 0.03
TCP SACK 388.4 13.9 0.939 0.001 8.9 0.3
TCP Reno 259.2 12.0 0.922 0.003 6.0 0.2

Table5.1: Performanceomparisorof STR TCP SACK, and TCP Renoover the simulatedGEO
topology

e In the LEO case,TCP SACK slightly outperformsSTPin the forward direction. We believe
that this is dueto STP slowing down its sendingrate in responseo a queueingbacklog
(which increasedts RTT). This is actuallya nice self-regulating propertyof the congestion
controlalgorithm,sincethe sendingateis inverselyproportionato themeasuredRTT of the
connection.

e STPoutperformsICP SACK to agreaterextentwhenthereis two way traffic in the system.
We believe that this is dueto the effect of ACK compressionwhich disruptsTCP’s self
clocking behaior. STPis relatively insensitve to theseeffects, andin factit seemsthat
muchof the reductionin its performanceés dueto the presencef the reverse(TCP SACK)
connectiors acknavledgmentdn its forward path buffers, effectively decreasingts usable
buffer space.

e TCPSACK andSTPhave comparablg@erformancén termsof forwardbandwidthefficiengy.
Although STP haslessperpaclet overheadthe overheadof the threePOLL messageper
RTT mustbe amortizedacrossdata; therefore,the efficiengy improves as the throughput
improves.

e Thedifferencein performanceéetweerthe protocolswasreducedn the LEO caseascom-
paredto the GEO case. Thereis lessof an adwantagein using TCP SACK insteadof TCP
RenowhentheRTT is smaller

In summary whenusing the standardT CP flow control policiesin identical simulated
satelliteervironments STPgenerallyoutperformed CP SACK andTCP Renoin termsof through-
putwhile usingmuchlessbandwidthin the reversechannel.We did not explore possiblemprove-
mentsvia furtherfine-tuningof the protocaols.

5.2.3 STPPerformancein a High BER Environment

We next examinedthe performancef STPin arate-controllecervironmentin whichthe
transmitterwas only constrainedoy a maximumsendingrate, but in which the BER wasvaried
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Throughput| 95%conf. Fwd. 95%conf. || Reversebw. | 95%conf.
(Kbf/s) int. (+/-) || efficiengyy | int. (+/-) (Kbf/s) int. (+/-)
Oneway traffic, LEO
STP 1668.2 13.8 0.961 0.001 8.5 0.05
TCP SACK 1715.1 14.5 0.957 0.001 374 0.3
TCP Reno 1552.9 11.6 0.957 0.002 335 0.2
Two way traffic, LEO
STP 1440.5 13.8 0.960 0.001 8.0 0.04
TCP SACK 1154.2 12.6 0.958 0.001 255 0.3
TCP Reno 975.4 15.5 0.957 0.001 21.3 0.3

Table5.2: Performanceomparisorof STR TCP SACK, and TCP Renoover the simulatedLEO
topology

from 10~ to 10~ 7. Themodificationto STPs flow controlto permitthis operatioris simple. The

delayedsendtimer canbe regularly scheduledo expire at the rate at which paclets are allowed

into thenetwork. If retransmissionarequeuedthey aresentwith highestpriority in the scheduled
slot; otherwise,a newv datapaclet is sent. We did not imposerate control on the traffic in the

reversechannel.Figure5.7 illustratesresultsfor a 1 Mb/s connection1 Mb/s availabletransport
bandwidth),again using the GEO topology shavn in Figure 5.5, but for which bit errorswere

randomlyinsertedon the link. Again, we configuredthe IP paclet sizesto be 1000bytesfor data
traffic. Sincethe STP/IPoverheadperpacletis 32 bytes theusablethroughpuis constrainedo be

968 Kb/s at best. Figure5.7 illustratesthatthe selectve retransmissiomechanisnprovideshigh

efficieng/ evenasthe BER degradessubstantiallyandthatthereversechannebandwidthalsorises
asthe BER increaseqgdueto the increasediseof the USTAT message)asshavn in Figure5.8.

As the BER dggradedurther goodperformanceanbe maintainedoy usingsmallerpaclets(since
with aBER of 10~*, the paclet lossrateis 55%with 1000byte paclets). We did not compareSTP

with TCPin this casesinceTCP hasno facility for explicit ratecontrol.
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Figure5.7: Simulationresultsof the forward throughputperformancesf STPon a 1 Mb/s channel
with avariableBER.
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Figure5.8: Reversechannelbandwidthrequredfor a large STPfile transferasa function of BER
(simulationresultscorrespondingo Figure5.7).
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Figure5.9: Futuresatellitenetworking topologyin which a satellite-basetdostcommunicatesvith
asenerin thelnternetthrougha satelliteprotocolgatavay.

5.3 Experimental Results

In the previous chapter(Sections4.2 and4.3), we describeda seriesof network experi-
mentsaimedatcharacterizingheperformancef end-to-endndsplit TCPconnectionén asatellite
ervironment.In this sectionwe continuethatseriesof experimentswith alook atthe performance
of STPundersimilarconditions.Thereadeliis referredbackto thosesectiondor adescriptiorof the
methodologyusedin thoseandthe following experiments.This overall progressiorirom analysis
to simulationto experimentis partof our basicresearchmethodologyintroducedn Chapter3.

Figure5.10plotsthe differencein file-transferperformancebetweensplit STPandsplit
TCP (SACK plusNewReno)whenthereis competingshort-delaytraffic in the wide-arednternet.
For referencewe reproducdrigure5.9above, previously illustratedasFigure4.22in Chapter4, as
adescriptiorof thenetworkingtopologyusedn thesesxperiments.To permitafair comparisorbe-
tweenthetwo protocolsweimplementedn STPtheidenticalslow start,congestioravoidanceand
exponentialbacloff algorithmsfoundin TCP (the main differenceis that STPusesbyte counting,
ratherthanACK counting to build its congestiorwindow). In practice dependingnthebandwidth
managemengmplgedin the satellitenetwork, othercongestiorcontrolmechanismsay perform
better The TCP datais reproducedrom Figure4.23,discussegreviously in Section4.3. Figure
5.10illustratesthat STPachievesapproximatelythe sameforward throughputas TCR, becausé¢he
forwardthroughpuis primarily governedby the congestioravoidancepolicy. Againwe foundthat
for longRTTs, STPsthroughpuis slightly smallerthanTCP’s becaus¢he STPcongestiorcontrol
mechanismin smoothingthe transmissiorof new dataover the estimatedRTT of the connection,
effectively makesthe controlloop longer We foundthe bandwidthoverheadn the forward direc-
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Figure5.10: Comparisorof forward throughputperformanceof split TCP andsplit STR. For fair
comparisonboth TCPandSTPusedidenticalcongestiorcontrolpolicies.

tion to be slightly lower for STPthanfor TCR, sincethe persegmentoverheadreductionin STP
datapacletsmorethancompensatefr the POLL traffic. In thereversedirection,illustratedin Fig-
ure5.11,STPusesmuchlessbandwidththanTCRP. STPs reversechannelusagdinearly decreases
with the RTT, sincewe configureahe polling frequeng to bethreetimesthe estimatedRTT of the
connectionUnderthis configurationthereforetheamountof returnbandwidthrequiredis roughly
independenof theforwardthroughputIn bothFigures5.10and5.11,95%confidencentenalsare
plottedaserrorbarson the data,althoughthe errorbarsaredifficult to noticebecausehey arevery
small.

We alsoexaminedthe performancef STPversughatof TCPandT/TCPfor shorttrans-
fers. Thereis aninherenttradeof betweenthe userperceved lateny of the connectionandthe
amountof bandwidthusedto return ACKs. To completethe connectionasfastas possible data
mustbe ACKedregularly and quickly, but this leadsto more paclets senton the reversechannel.
For long file transfersvhenthe window andbuffers arelarge, datacanbe ACKed lessfrequently
In our STPdesignwhenthe congestiorwindow waslow (belov somethresholdvalue),we config-
uredthe STPtransmitterto sendthe lastpaclet of every databurstwith a piggybacked POLL, and
to suppressimerdriven POLL transmissionsWhenthewindow grew above the threshold POLL
transmissionsvereregularly scheduledThis led to frequentSTAT messagefneperarrived data
burst) at the beginning of connectionsbut alsoreducedhe relative amountof POLL traffic in the
forwarddirectionandkeptthelateng low. Theoverall STPbehaior is similarto thatof T/TCPfor
shorttransferswhile for long transferasvhenthe window is large, thereversechanneltilizationis
greatlyreduced.In our experimentswe foundthata window thresholdvalue of approximatelylO
timesthe sggmentsizeworked well.

Table5.3 illustratesthe relative performanceof TCR, T/TCRE, andSTPin termsof both
theaveragdateny andaveragenumberof paclets,whendrivenby atraffic generatobasecnthe
HTTP tracedistributionsof [79]. The datawerecollectedfrom experimentson a local network in
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Figure5.11: Comparisonof reversechannelusageof split TCP and split STR for the forward
transferdllustratedin Figure5.10.

whichthedevice driversof thehostswereconfiguredo producea RTT of 600ms,andSTR T/TCPR,
and TCPimplementedstandardl CP congestioravoidancewith aninitial congestiorwindow size
of one. Eachtableentryis the averagelateny of 1000independentunswith the given protocol.
We obseredthat STP's performancavasbetterthan TCP’s but slightly worsethanT/TCP’s, both
in termsof averagelateny and averagenumberof paclets per connection. The reasonthat the
numberof pacletsrequiredfor anSTPconnections higherthanfor T/TCPis becauseasdiscussed
aborve, for smallvaluesof the congestiorwindow, the protocol“ACKSs” (i.e., sendsa STAT) more
frequentlythan every other paclet, to reducelateny. However, the reasonthat STP' latengy is
not consequentlyower than T/TCP’s is dueto its traffic smoothingmechanism:pacletseligible
for transmissiorare not sentimmediatelybut ratherpacedout over the estimatedRTT. In short,
this dataillustratesyetanothettradeof in protocoldesign thistime betweersmoothingoursty data
andreducinglateng. For small transfers,STP behaior could be further tunedto more closely
approximatel /TCP operation,althoughwe did not experimentwith this approach. Empirically,
we have obsered that Web browvsersusing STP over GEO-like emulatedchannelscontinueto
operatewith goodperformancéor reversechannelsith bandwidthaslow as1 Kb/s, while sucha
constrainedackchannelenderscorventionalTCPunusable.

In additionto laboratorytesting, we experimentedwith the performanceof both TCP
SACK-NewRenoandSTPin commerciahetworks. Fortheseexperimentsywewe usedheDirecPC
satellitesystemandRicochetpaclet radio networks (introducedin Section3.3), bothof which are
high lateng networkswith asymmetrigaths. The RTT overthe DirecPCsystemandbackthrough
thelnternetwasroughly375msover 12 hops.ThebaseRTTsin the Ricochetsystemwereroughly
350ms, but becaus®f the deeppaclet queuesn the radio network, latenciescouldrangeashigh
as15 seconds.n addition,15 network hopswererequiredbetweenhe wirelessgatevay andthe
machineat Berkeley. Table5.4 providesexperimentakesultsfrom severalfile transfersover these
systems.Both networks rely on the wide-arednternetfor at leasta portion of the traversedpath.
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| STP(Kb/s) | TCP (Kbrs) |

\ | Avg. latency (s) | Avg. packets | |

TCP 50 123 DI.I’ECPCde. 480 370
DirecPCrev. 2.8 7.6

TITCP 1.4 7.3 :
STP 15 91 Ricochetfwd. 28.1 27.1
: : Ricochetrev. 0.6 0.9

Table5.3: Comparisonof TCR, T/TCP, and
STP performancedor HTTP traffic. The re-
sults are averagesof 1000 HTTP transfers,
wherethe traffic generatedvas dravn from
an empiricaldistribution basedon tracesde-
scribedin [27].

Table5.4: Resultof file transferexperiments
over the DirecPCDBS systemand Ricochet
paclet radionetwork. Thethroughputdisted
arethe averagesf 25 file transfers. Thefile
sizeswerel MB for DirecPCand100KB for
Ricochet.

For the DirecPCnetwork, the averageforward throughputperformancdor STPis betterthanthat
of TCR andSTPalsousedessthanhalf of thereversebandwidthrequiredfor TCR Similarly, STP
doesbetteron averagein the paclet radio network. The paclet buffersin this casearevery deep,
andSTPs sendingbehaior wassosmooththatwe oftenobsered extremelylong queueingielays
(15 secondspuilt up in the network beforeSTPtook alossdueto buffer overflow. This behaior
suggestshatSTR whenusedin low bandwidthnetworks, shouldbackoff its window growth upon
detectionof lengtheningRTTs. In addition,the factthat sometransportprotocolscaninducethis
much queueingdelay arguesfor the deplayment of routerbasedcongestioncontrol mechanisms
suchasRandomEarly Detection(RED) [44] in paclet radionetworks[85].

5.4 Summary

In thischaptemwe have describedhedesignandperformancef STR asatellite-optimized
transportprotocolthat comparegavorably with satellite-optimizedr CP for certainenvironments.
STPinherentlyincorporatesnary of thefeatureshathave beenproposedar adoptecasTCPoptions
forimprovedsatelliteperformanceSTPalsoallows for theuseof rate-basedongestiorcontrol,and
becaus¢hereversebandwidthusages roughlyconstantSTPis well matchedo satellitenetworks
which allocatefixed amountsof uplink bandwidthto users(suchasthoseusing TDMA multiple
access)Onedravbackof usingSTPwith a heterogeneoudient populationis therequirementhat
eithertheendhostimplementSTPor the satellitenetwork interface(suchasa set-topbox) convert
theprotocolbackto TCP. However, mary of thechangeproposedssatellite-friendlyTCPoptions
alsorequireclient-sidechangesparticularlythosedealingwith TCPasymmetryFinally, sinceSTP
providesthe samereliable byte-streanserviceasdoesTCP, STP canbe usedinternally within a
satellitenetwork by applicationghatarewrittento useTCP.

We experimentedvith simulationmodelsand UNIX kernelimplementation®f STP A
key requiremenbf our testswas that the protocol performancebe measuredn an ervironment
containingother competingconnectionssharingportions of the samenetwork path. Underthe
samewindow-basedcongestiorcontrol policy asusedin TCR, we found that STP datatransfers
could obtainroughly the sameforward throughputas similar TCP transferswhile usingup to an
orderof magnitudefewer bytesin the reversedirection; the differencewas mostpronouncedor
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long file transfers.For shortWeb-like transferswe found that STP could achieve a performance
betterthancorventionalTCP andapproachinghatof TCPfor TransactionsOur simulationresults
alsohighlightedthat STPis lesssensitve to congestioron the reversepath, andillustratedgood
throughputperformancen ervironmentscharacterizethy BERsaslow as10*.

This chapterconcludesour investigationof transportprotocolissuesin a GEO satellite
ervironment. In the next chapterwe turn our attentionto the problemof designingpaclet routing
protocolsfor LEO satellitenetworks.



