


Abstract

The Dyad project at Carnegie Mellon University is using physically secure
coprocessors to achieve new protocols and systems addressing a number of
perplexing security problems. These coprocessors can be produced as boards
or integrated circuit chips and can be directly inserted in standard worksta-
tions or PC-style computers. This paper presents a set of security problems
and easily implementable solutions that exploit the power of physically secure
coprocessors: (1) protecting the integrity of publicly accessible workstations,
(2) tamper-proof accounting/audit trails, (3) copy protection, and (4) elec-
tronic currency without centralized servers. We outline the architectural
requirements for the use of secure coprocessors.



1 Introduction and Motivation

The Dyad project at Carnegie Mellon University is using physically secure
coprocessors to achieve new protocols and systems addressing a number of
perplexing security problems. These coprocessors can be produced as boards
or integrated circuit chips and can be directly inserted in standard worksta-
tions or PC-style computers. This paper presents a set of security problems
and easily implementable solutions that exploit the power of physically secure
COPTOCESSOTS.

Standard textbook treatments of computer security assert that physi-
cal security is a necessary precondition to achieving overall system security.
While meeting this condition may seem reasonable for yesterday’s computer
centers with their large mainframes, it is no longer so easy today. Many of to-
day’s computer facilities consist of workstations within offices or of personal
computers arranged in “public access” clusters, all of which are networked to
file-servers. In situations like these where computation is distributed, phys-
ical security is very difficult if not impossible to realize. Neither computer
clusters, nor offices, nor networks are secure against intruders. An even more
difficult problem is posed by a user who may wish to subvert his own ma-
chine; for example, a user who wishes to gain read access to an executable
program which is nominally copy protected by being denoted “execute only.”
By making the processing power of workstations widely and easily available,
we’ve also made the system hardware accessible to casual interlopers. How
do we remedy this?

Researchers have realized the vulnerability of network wires and have
brought the tools from cryptography to bear on the problem of non-secure
communication networks, and this has led to a variety of key exchange and
authentication protocols [36, 54, 48, 20,47, 39, 15, 16, 55] for use with end-to-
end encryption to provide privacy on network communications. Others have
noted the vulnerability of workstations and their disk storage to physical
attacks in the office workstation environments, and this has led to a variety of
secret sharing algorithms for protecting data from isolated attacks [24, 44, 50].
Also, tools from the field of consensus protocols can be applied as well[24].
These techniques, while powerful, still depend on some measure of physical
security.

Cryptography allows us to slightly relax our assumptions about physical
security; with cryptography we no longer need to assume that our network



is physically shielded. However, we still need to make strong assumptions
about the physical protection of hosts. We can not entirely eliminate the
need for physical security.

All security algorithms and protocols depend on physical security. Cryp-
tographic systems depend on the secrecy of keys, and authorization and
access control mechanisms crucially depend on the integrity of the access
control database. The use of physical security to provide privacy and in-
tegrity is the foundation upon which security mechanisms are built. With
the proliferation of workstations to the office and to open computation clus-
ters, the physical security assumption is no longer valid. The recent advent of
powerful lap-top machines only exacerbates this problem, since the machines
may be easily physically removed.

The gap between the reality of physically unprotected systems and this
assumption of physical security must be closed. With traditional mainframe
systems, the security firewall was between the users’ terminals and the com-
puter itself — the mainframe was the physically secure component in the
system.? With loosely administered, physically accessible workstations, the
security partition can no longer encompass the entire machine. Indeed, with
most commercially available workstations, the best that could be found is
a simple lock in the front panel which can be easily picked or bypassed —
there really is no physically secure component in these systems.

This paper discusses the use of physically secure processors to achieve
new, powerful solutions to system security problems. (Physically secure co-
processors were first introduced in [5].) A secure coprocessor embodies a
physically secure hardware module; it achieves this security by advanced
packaging technology[56]. We focus on systems and protocols that can ex-
ploit the physical shielding to achieve novel solutions to challenging problems.
There are many applications that need to use secure coprocessors:

1. Consider the problem of protecting the integrity of publicly accessible
workstations. For normal workstations or PCs, it is very easy to steal
or modify data and programs on the hard disks. Operating system
software could be modified to log keystrokes to extract encryption keys

!Even greater security would be achieved if the terminals were also secure, since oth-
erwise the users would have no assurances that their every keystroke aren’t being spied
upon.



that you may have used to protect data. There is no privacy nor in-
tegrity when the attacker may have had physical access to the machine,
even if we don’t allow the attacker to add Trojan horse hardware (e.g.,
a modified keyboard which logs keystrokes or a network interface board
which sends the system memory contents to the attacker).

. The problem of providing tamper-proof audit trails and accounting
logs is similar to that of workstation integrity, except that instead of
protecting largely static data (operating system kernels and system
programs) the goal is to make the generated logs unforgeable. For
normal workstations or PCs, nothing prevents attackers from modifying
system logs to erase evidence of intrusion. Similarly, secure system
accounting is impossible because nothing protects the integrity of the
accounting logs.

3. The problem of providing copy protection for proprietary programs is

also insoluble. Distributing software in encrypted form does not help,
since to run it the user’s machine must have the software decrypted
in its memory. Because we can not guarantee the integrity of the ma-
chine’s operating system, we have no assurances as to the privacy of
this in-memory copy of the software.

. Another difficult problem is that of providing electronic currency with-
out centralized control. Any electronic representation of currency is
subject to duplication — data stored in computers can always be
copied, regardless of how our software may chose to interpret them.
When electronic currency no longer remain on trusted, centralized
server machines, there is no way to guarantee against tampering.

Given that we can not trust the system software on our publicly ac-
cessible computers, any electronic currency on our machines might be
arbitrarily created, destroyed, or sent over a network to the attacker.
Alternatively, an untrustworthy user can record the state of his com-
puter prior to “spending” his electronic currency, after which he simply
resets the state of his computer to the saved state. Without a way to
securely manage currency, attackers may “print” money at will. Fur-
thermore, the attacker may take advantage of a partitioned network in
order to use the same electronic currency in transactions with machines



in different partitions. Since no communication is possible between
these machines, users (or computers acting as service-providers) have
no way to check for duplicity.

All of these problems are vulnerable to the same sort of physical attacks
which result in a loss of privacy and integrity. Any software protection system
crucially rely on the physical security of the underlying hardware and are
completely useless when the physical security assumption is violated.

We can, however, close the assumption /reality gap in computer security.
By adding physically secure coprocessors to computer systems, real, practi-
cal security systems can be built. Not only are secure coprocessors necessary
and sufficient for security systems to be built, placing the security partition
around a coprocessor is the natural model for providing security for worksta-
tions. Moreover, they are cost effective and can be made largely transparent
to the end user.

The rest of this paper presents an outline of the theory of secure copro-
cessors. Section 2 presents a model for physically secure coprocessors and
gives a number of platforms that use secure coprocessor technology. Section
3 discusses applications of secure coprocessors. Section 4 presents a hierarchy
of traditional and new approaches of physical security. Section 5 presents a
system architecture that allows secure coprocessors to be integrated in exist-
ing operating systems. Section 6 tackles the problem of authenticating the
presence of a secure coprocessor to users. Section 7 discusses previous work.

2 Secure Coprocessors

What do we mean by the term secure coprocessor? A secure coprocessor
is a hardware module containing (1) a CPU, (2) ROM, and (3) NVM (non-
volatile memory). This hardware module is physically shielded from penetra-
tion, and the I/0O interface to this module is the only means by which access
to the internal state of the module can be achieved. (Examples of packaging
technology are discussed later in this section.) Such a hardware module can
be used to store cryptographic keys without risk of release of those keys.
More generally, the CPU can perform arbitrary computations and thus the
hardware module, when added to a computer, becomes a true coprocessor.
Often, the secure coprocessor will contain special purpose hardware in addi-



tion to the CPU and memory; for example, high speed encryption/decryption
hardware may be used.

The packaging technology protects the secure coprocessor — we assume
that the coprocessor is packaged in such a way that physical attempts to
gain access to the internal state of the coprocessor will result in resetting the
state of the secure coprocessor (i.e., erasure of the NVM contents and CPU
registers). An intruder may break into a secure coprocessor and look inside
to see how it’s constructed; the intruder can not, however, affect or learn the
internal state of the secure coprocessor except through normal 1/O channels
or by forcibly resetting the entire secure coprocessor. The guarantees about
the privacy and integrity of non-volatile memory provide the foundations
needed to build security systems.

2.1 Physical Assumptions for Security

Our basic assumption is private and tamper-proof processing in a coproces-
sor. Just as attackers can exhaustively search cryptographic key spaces, it
may be possible to falsify the physical security hypothesis by expending enor-
mous resources (possibly feasible for very large corporations or government
agencies), but we will assume the physical security of the system as an axiom.
This is a physical work-factor argument, similar in spirit to intractability as-
sumptions of cryptography. Our secure coprocessor model does not depend
on the particular technology used to satisfy the work-factor assumption. Just
as cryptographic schemes may be scaled to increase the resources required to
penetrate a cryptographic system, current security packaging techniques may
be scaled or different packaging techniques may be employed to increase the
work-factor necessary to successfully bypass the physical security measures.

In Section 3, we will see examples of how we can build secure subsys-
tems running partially on a secure coprocessor by leveraging off the physical
security of the coprocessor.

2.2 Limitations of Model

Even though confining all computation within secure coprocessors would ide-
ally suit our security needs, in reality we can not — and should not — convert
all of our processors into secure coprocessors. There are two main reasons:



the first is the inherent limitations of the physical security techniques in pack-
aging circuits, and the second is the need to keep the system maintainable.
Fortunately, as we shall see in Section 3, we do not need the entire computer
to be physically shielded. It suffices to have only a portion of the computer
be physically protected.

Current packaging technology limits us to approximately one printed cir-
cuit board in size due to heat dissipation and other concerns. Future develop-
ments may eventually relax this and allow us to make more of the solid-state
components of a multiprocessor workstation physically secure, perhaps an en-
tire card cage; the security problems of external mass storage and networks,
however, will in all likelihood remain a constant.

While it may be possible to securely package an entire multiprocessor in
a physically secure manner, it is likely to be impractical and is unnecessary
besides. If we can obtain similar functionalities by placing the security con-
cerns within a single coprocessor, we can avoid the cost of making all the
processors (in multiprocessors) secure.

Making a system easy to maintain means using a modular design. Once
a hardware module is encapsulated in a physically secure package, disassem-
bling the module to fix or replace some component will probably be very
difficult if not impossible. Moreover, packaging considerations as well as
the extra hardware development time required implies that the technology
used within a secure coprocessor may lag slightly behind the technology used
within the host system — perhaps by one generation. The right balance be-
tween physically shielded and unshielded components will depend on the class
of applications for which the system is intended. For many applications, only
a small portion of the system must be protected.

2.3 Potential Platforms

Several real instances of physically secure processing exist. This subsection
describes some of these platforms, giving the types of attacks which these
systems are prepared against, and the limitations placed on the system due
to the approaches taken to protect against physical intrusion.

The pABYSS [56] and Citadel [58] systems provide physically security
by employing board-level protection. The systems include an off-the-shelf
microprocessor, some non-volatile (battery backed) memory, as well as special
sensing circuitry which detects intrusion into a protective casing around the



circuit board. The security circuitry erases the non-volatile memory before
attackers can penetrate far enough to disable the sensors or to read the
memory contents from the memory chips. The Citadel system expands on
pABYSS, incorporating substantially greater processing power; the physical
security mechanisms remain identical.

Physical security mechanisms must protect against many types of physical
attacks. In the pABYSS and Citadel systems, it is assumed that in order
for intruders to penetrate the system, they must be able to probe through
a hole of one millimeter in diameter (probe pin voltages, destroy sensing
circuitry, etc). To prevent direct intrusion, these systems incorporate sensors
consisting of fine (40 gauge) nichrome wire, very low power sensing circuits,
and a long life-time battery. The wires are loosely wrapped in many layers
about the circuit board and the entire assembly is then dipped in a potting
material. By loosely wrapping the wires before embedding in epoxy, the
wire positions are dense and yet randomized, and the sensing electronics can
detect open circuits or short circuits in the wires and erase the non-volatile
memory. It is assumed that physical intrusion by mechanical means (e.g.,
drilling) can not penetrate the epoxy without breaking one of these wires.

Another physical attack is the use of solvents to dissolve the potting
material to expose the sensor wires. To block this attack, the potting material
is designed to be chemically “stronger” than the sensor wires. This implies
that solvents will destroy at least one of the wires — and thus create an open-
circuit condition — before the intruder can bypass the potting material and
access the circuit board.

The next physical attack is the low temperature attack. Semiconductor
memories retain state at very low temperatures even without power, so an
attacker could freeze the secure coprocessor to disable the battery and then
extract the memory contents at leisure. This attack is quite simply blocked,
however, by the addition of a temperature sensor which permits the physical
protection circuitry to erase secrets before the low temperature can disable
it. The system must have enough thermal mass to prevent quick freezing —
by being dipped into liquid nitrogen or helium, for example — so this places
some limitations on the minimum size of the system.

The next step in sophistication is the high powered laser attack. Here,
the idea is that by employing a high powered (UV) laser it may be possible
to cut through the protective potting material and selectively cut a run on
the circuit board or destroy the battery before the sensing circuitry has time



to react. To protect against this attack, alumina or silica is added to the
epoxy potting material which causes it to absorb UV — the generated heat
will cause mechanical stress, which will cause one or more of the sensing wires
to break.

Instead of the board level approach, physical security can be provided for
smaller, chip level packages. The NSA’s proposed DES replacement (Black
boxes [38]) is a special purpose encryption chip. The IC is designed in such a
way that key information (and perhaps other important encryption parame-
ters — the encryption algorithm is supposed to be secret as well) are destroyed
when attempts are made to open the IC chip packaging. The types of attacks
which this can withstand is unknown.

Another approach to physically secure processing can be seen in the
idea of using smart-cards.[31] A smart-card essentially consists of credit-size
micro-computer which can be carried in a wallet. While the processor is lim-
ited by size constraints and thus is not as powerful as that found in board-
level systems, no special sensing circuitry is necessary since physical security
is maintained by the virtue of its portability. Users may carry their smart-
cards with them at all times and can provide the necessary physical security.
Authentication techniques for smart-cards have been widely studied [31, 1].

These platforms and their implementation parameters together provide
the technology envelope within which secure coprocessor hardware will likely
reside and this envelope will provide constraints on what class of algorithms
are reasonable. As more computation power move into lap-top computers
and smart-cards and better physical protection mechanisms are devised, this
envelope will grow larger with time.

3 Applications

Because secure coprocessors can process secrets as well as store them, they
can do much more than just keep secrets secret. We can use the ability to
compute privately to perform many security related tasks, including (1) host
integrity verification, (2) tamper proof audit trails, (3) copy protection, and
(4) electronic currency. None of these are realistically possible on physically
exposed machines.



3.1 Host Integrity Check

The problem of Trojan horse programs date back to the 1960s if not earlier.
Fake login programs are the most common, though games and fake utili-
ties are popular for setting up back-doors as well. Worse, computer viruses
exacerbates the problem of host integrity — the system may easily be inad-
vertently corrupted during normal use.

The host integrity problem can be ameliorated partially by guaranteeing
that all programs have been inspected and approved by a trusted authority,
but this is at best an incomplete solution. With computers getting smaller
and workstations often physically accessible in public computer clusters, at-
tackers can easily bypass any logical safeguards to modify the disks. How
can you tell if even the operating system kernel is correct? The integrity
of the computer needs to be verified. The integrity of the kernel image and
system utilities stored on disk must be verified to be unaltered since the last
system release.?

There are two main cases to examine. The first is that of stand-alone
workstations that are not connected to any networks, and the second is that of
a networked workstations with access to distributed services such as AFS[53]
or Athena[3]. While publicly accessible stand-alone workstations have fewer
avenues of attack, there are also fewer options for countering attacks as well.
We will examine both cases concurrently in the following discussion.

One model which solves the host integrity problem is that of using a secure
coprocessor to perform the necessary integrity checks. Because of the privacy
and integrity guarantees on secure coprocessor memory and processing, we
can use a secure coprocessor to check the integrity of the host’s state at boot-
up and have confidence in the results. At boot time, the secure coprocessor
is the first to gain control of the system and can decide whether to allow the

ZSufficiently sophisticated hardware emulation can fool both users and any integrity
checks. If an attacker replaced a disk controller with one which would provide the expected
data during system integrity verification but would return Trojan horse data (system pro-
grams) for execution, there would be no completely reliable way to detect this. Similarly,
it would be very difficult to detect if the CPU were substituted with one which fails to cor-
rectly run specific pieces of code in the OS protection system. One limited defense against
hardware modifications is to have the secure coprocessor do behavior and timing checks
at random intervals. There is no absolute defense against this form of attack, however,
and the best that we can do is to make such emulation difficult and force the hardware
hackers to more perfectly build Trojan horse hardware.



host CPU to continue by first checking the disk-resident bootstrap program,
operating system kernel, and all system utilities for evidence of tampering.

The cryptographic checksums of system images must be stored in the se-
cure coprocessor’s NVM and protected against modification, and, depending
on the cryptographic checksum algorithm chosen, exposure. Of course, tables
of cryptographic checksums can be paged out to host memory or disk after
first checksumming and encrypting them within the secure coprocessor; this
can be handled as an extension to normal virtual memory paging. Since the
integrity of the cryptographic checksums is guaranteed by the secure copro-
cessor, we can detect any modifications to the system objects and thus are
protected against attacks on the external storage.

One alternative model that some people have proposed is to just eliminate
external storage for networked workstations — use trusted file-servers and
access a remote, distributed file-system for all external storage. Any paging
needed to implement virtual memory also goes across the network to a trusted
server with disk storage.

What are the difficulties with this model? First, note that non-publicly
readable files and virtual memory pages must be encrypted before being
transferred over the network and so some hardware support is probably re-
quired anyway for performance reasons. Furthermore, the model suffers from
the problem that the workstation must be able to authenticate the identity
of these trusted file-servers (the host-to-host authentication problem). Since
the workstation can not keep secrets, we can not use shared secrets to encrypt
and authenticate data between the workstation and the file-servers. The best
that we can do is to have the file-servers use public key cryptography to cryp-
tographically sign the kernel image when we boot over the network, but we
must be able to store the public keys of the trusted file-servers somewhere.
With exposed workstations, there’s no safe place to store them. Attackers
can always modify the public keys (and network addresses) of the file-servers
so that the workstation would contact a false server. Obtaining public keys
from some external key server only pushes the problem one level deeper —
the workstation would need to authenticate the identity of the key server,
and attackers need only to modify the stored public key of the key server.

If we page virtual memory over the network (which we assume is not
secure), the problem becomes only worse. Nothing guarantees the privacy or
integrity of the virtual memory as it is transferred over the network. If the
data is transferred in the clear, an attacker can simply record network packets
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