


Abstract. CAPTCHAS are tests that distinguish humans from software
robots in an online environment [4,18,8]. We propose and implement
three CAPTCHAS based on naming images, distinguishing images, and
identifying an anomalous image out of a set. Novel contributions include
proposals for two new CAPTCHAS, the first user study on image recog-
nition CAPTCHASs, and a new metric for evaluating CAPTCHAs.

1 Introduction

We want to distinguish Internet communications originating from humans from
those originating from software robots. Alan Turing’s celebrated “Turing Test”
paper [17] discussed the special case of a human tester who attempts to dis-
tinguish humans and artificial intelligence computer programs. However, the
situation is far harder when the tester is a computer. Recent interest in this
subject has spurred a number of proposals for CAPTCHAs: Completely Auto-
mated Public Tests to tell Computers and Humans Apart [18,4]. This interest
is motivated in large part by a variety of undesirable behavior associated with
software robots, such as sending bulk unsolicited commercial e-mail (spam), or
inflating ratings on a recommender system by rating the same product many
times. Paypal and Yahoo already require CAPTCHASs in order to provide ser-
vices. However, sufficiently advanced computer programs can break a number of
CAPTCHAS that have been proposed to date.

Integrating a CAPTCHA into a software system raises a question which
straddles the fields of human computer interactions (HCI) and computer security:
how do we develop an effective CAPTCHA that humans are willing to take?
This paper examines three proposals for image recognition CAPTCHAs and
finds merits and weaknesses associated with each of them. Since CAPTCHAs
straddle HCI and computer security, we need to apply techniques drawn from
both fields to analyze them. This paper concentrates not only on the underlying
security issues raised by these CAPTCHA proposals, but also on their usability.
We validate our results with serious user tests.

CAPTCHASs must satisfy three basic properties. The tests must be

— Easy for humans to pass.

— Easy for a tester machine to generate and grade.

— Hard for a software robot to pass. The only automaton that should be able
to pass a CAPTCHA is the one generating the CAPTCHA.

The first requirement implies that user studies are necessary to evaluate the
effectiveness of CAPTCHAs. The second and third requirements push us in a
different direction. We must find a test with a new property: the test must be
easy to generate but intractable to pass without special knowledge available
to humans and not computers. Image recognition seems to be such a problem.
Humans can easily identify images, but to date, image recognition appears to be
a hard problem for computers.

Generating tests is also a challenge. Unless the number of potential tests is
huge or the material being tested is highly dynamic, one runs the risk of an
adversary generating all possible tests and using a hash function to look up the
answer in a precomputed database.



Note that CAPTCHAs need not be 100% effective at rejecting software
robots. As long as the CAPTCHA raises the cost of using a software robot
above the cost of using a human, the CAPTCHA can still be effective.

1.1 Contributions of this work

A number of researchers [4] have proposed the image recognition-based naming
CAPTCHA, where the test subject is asked to identify a word associated with
a set of images. We propose two variations on this approach:

— Asking the test subject to determine if two subsets of images are associated
with the same word or not (the distinguishing CAPTCHA);

— Showing the test subject a set of images where all but one image is associated
with a word and asking the test subject to identify the anomalous image (the
anomaly CAPTCHA).

In this paper, we propose a new metric for evaluating CAPTCHAs, imple-
ment all three approaches, evaluate them both theoretically and in user studies,
and find that anomaly identification appears to be the most promising approach.
Preliminary results indicate that 100% of users can pass the anomaly CAPTCHA
at least 90% of the time. We also help expand the literature on the intersection
between HCI and computer security by discussing a number of unique HCI issues
that arise in the evaluation of CAPTCHAs.

2 Survey of existing CAPTCHASs and attacks

Several types of CAPTCHA already exist. The types of tasks they require in-
clude: image recognition, text recognition, and speech recognition. All of the
CAPTCHAS in use are either broken or insufficiently studied. The idea of us-
ing image recognition for CAPTCHASs is not new. However, no previous formal
study of such CAPTCHASs exists. There are two prototypes of image recognition
CMU’s CAPTCHA website.[4] Both these prototypes use a small, fixed set of
images and responses. Text-based CAPTCHAS require the user to transcribe
an image of a word. For example, Yahoo relies on the EZ-Gimpy CAPTCHA,
developed at CMU, to protect a against automatic registration of free email ac-
counts[4]. EZ-Gimpy renders common English words in various FreeType fonts
and degrades them (e.g., blurring, adding background grids or gradients) us-
ing the Gimp, an image-processing tool. Greg Mori and Jitendra Malik attack
on EZ-Gimpy with a success rate of 83% [12], with full knowledge of font and
dictionary.

2.1 TImage-based CAPTCHAs

Pix presents the user with six images of the same subject and requires the user
to identify the subject of the image. The number of query terms is small (less
than twenty), and the image set for a particular query term is fixed. The Pix
scheme is identical to the naming images presented here, but the Pix database



of images and words is much smaller. Animal Pix is also a prototype, where the
user must identify each of three animals, selecting the answers from a list of ten
animals. Both of these prototypes were developed at CMU, and use a small fixed
set of images and responses.

2.2 Text-based CAPTCHAs

Text-based CAPTCHAS require the user to transcribe an image of a word. All
CAPTCHASs below are broken.

The EZ-GIMPY CAPTCHA Yahoo relies on a CAPTCHA called EZ-Gimpy,
developed at CMU, to protect a against automatic registration of free email
accounts[4] . EZ-GIMPY renders the words in various FreeType fonts and de-
grades them using the Gimp, an image processing tool[10]. EZ-Gimpy’s image
degradations include background grids and gradients, non-linear deformations,
blurring, and additive pixel noise.

Greg Mori and Jitendra Malik attack on EZ-Gimpy with a success rate of
83% [12]. They use generalized shape contexts to find candidates similar to the
target shape and prune the tree of candidate words using a lexicon.

The PessimalPrint CAPTCHA Another example of a reading-based CAPTCHA
is PessimalPrint [5]. The words are between 5 and 8 characters long, with no
ascenders (except for 4) or descenders, to defend against character shape-coding
OCRJ16]. The motive for the length restriction is that short words are more
subject to brute-force template matching attacks, and long words are more vul-
nerable to word-shape recognition (and more burdensome for humans). This
approach yields a small, fixed lexicon. There are over a thousand words in the
standard Unix dictionary that meet the length and ascender-descender restric-
tions, but many of them are uncommon: in the end, PessimalPrint used only 70
words.

PessimalPrint degrades word images according to the Baird degradation model,
simulating physical defects caused by copying and scanning of printed text[1].

Mori and Malik used their EZ-Gimpy attack on PessimalPrint, with the same
parameters as in the EZ-Gimpy attack and with a known font and dictionary.
The attack correctly deciphered 40% of the images.

The Altavista CAPTCHA Altavista, which no longer provides email services,
also relied on CAPTCHAS to prevent automated account registrations. The Al-
tavista CAPTCHA, like the Paypal CAPTCHA, also uses a random string of
letters and digits. The Altavista CAPTCHA rendered each character in a dif-
ferent font with a skewed baseline. Ari Juels can break this CAPTCHA with
probability 1/500. [15]

3 Image Recognition CAPTCHASs

We use the following three tasks to construct our CAPTCHAs.






