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Table 1

Characteristics of prototype SmartDust nodes.

CPU 8-bit, 4 MHz

Storage 8 Kbytes instruction �ash

512 bytes RAM

512 bytes EEPROM

Communication 916 MHz radio

Bandwidth 10 Kbps

Operating system TinyOS

OS code space 3500 bytes

Available code space 4500 bytes

our EECS buildings, Cory Hall. We are currently using these

for a very simple application � heating and air-conditioning

control in the building. However, the same mechanisms that

we describe in this paper can be modi�ed to support sensor

that handle emergency system such as �re, earthquake, and

hazardous material response.

By design, these sensors are inexpensive, low-power de-

vices. As a result, they have limited computational and com-

munication resources. The sensors form a self-organizing

wireless network and form a multihop routing topology. Typi-

cal applications may periodically transmit sensor readings for

processing.

Our current prototype consists of nodes, small battery

powered devices, that communicate with a more powerful

base station, which in turn is connected to an outside net-

work. Table 1 summarizes the performance characteristics of

these devices. At 4 MHz, they are slow and underpowered

(the CPU has good support for bit and byte level I/O opera-

tions, but lacks support for many arithmetic and some logic

operations). They are only 8-bit processors (note that accord-

ing to [53], 80% of all microprocessors shipped in 2000 were

4 bit or 8 bit devices). Communication is slow at 10 Kbps.

The operating system is particularly interesting for these

devices. We use TinyOS [23]. This small, event-driven oper-

ating system consumes almost half of 8 Kbytes of instruction

�ash memory, leaving just 4500 bytes for security and the ap-

plication.

It is hard to imagine how signi�cantly more powerful de-

vices could be used without consuming large amounts of

power. The energy source on our devices is a small battery,

so we are stuck with relatively limited computational devices.

Wireless communication is the most energy-consuming func-

tion performed by these devices, so we need to minimize com-

munications overhead. The limited energy supplies create

tensions for security: on the one hand, security needs to limit

its consumption of processor power; on the other hand, lim-

ited power supply limits the lifetime of keys (battery replace-

ment is designed to reinitialize devices and zero out keys).1

1.2. Is security on sensors possible?

These constraints make it impractical to use most current

secure algorithms, since they were designed for powerful

processors. For example, the working memory of a sensor

1 Base stations differ from nodes in having longer-lived energy supplies and

additional communications connections to outside networks.

node is not suf�cient to even hold the variables for asymmet-

ric cryptographic algorithms (e.g., RSA [48] with 1024 bits),

let alone perform operations with them.

A particular challenge is broadcasting authenticated data

to the entire sensor network. Current proposals for au-

thenticated broadcast are impractical for sensor networks.

Most proposals rely on asymmetric digital signatures for the

authentication, which are impractical for multiple reasons

(e.g., long signatures with high communication overhead of

50�1000 bytes per packet, very high overhead to create

and verify the signature). Furthermore, previously proposed

purely symmetric solutions for broadcast authentication are

impractical: Gennaro and Rohatgi�s initial work required over

1 Kbyte of authentication information per packet [17], and

Rohatgi�s improved �-time signature scheme requires over

300 bytes per packet [49]. Some of the authors of this arti-

cle have also proposed the authenticated streaming broadcast

TESLA protocol [43]. TESLA works well on regular desktop

workstations, but uses too much communication and memory

on our resource-starved sensor nodes. This article extends and

adapts TESLA to make it practical for broadcast authentica-

tion for sensor networks. We call our new protocol �TESLA.

We have implemented all of these primitives. Our mea-

surements show that adding security to a highly resource-

constrained sensor network is feasible.

Given the severe hardware and energy constraints, we must

be careful in the choice of cryptographic primitives and the

security protocols in the sensor networks.

2. System assumptions

Before we outline the security requirements and present our

security infrastructure, we need to de�ne the system architec-

ture and the trust requirements. The goal of this work is to

propose a general security infrastructure that is applicable to

a variety of sensor networks.

2.1. Communication architecture

Generally, the sensor nodes communicate over a wireless net-

work, so broadcast is the fundamental communication primi-

tive. The baseline protocols account for this property: on one

hand they affect the trust assumptions, and on the other they

minimize energy usage.

A typical SmartDust sensor network forms around one or

more base stations, which interface the sensor network to the

outside network. The sensor nodes establish a routing forest,

with a base station at the root of every tree. Periodic trans-

mission of beacons allows nodes to create a routing topol-

ogy. Each node can forward a message towards a base sta-

tion, recognize packets addressed to it, and handle message

broadcasts. The base station accesses individual nodes using

source routing. We assume that the base station has capabili-

ties similar to the network nodes, except that it has suf�cient

battery power to surpass the lifetime of all sensor nodes, suf-

�cient memory to store cryptographic keys, and means for

communicating with outside networks.
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We do have an advantage with sensor networks, because

most communication involves the base station and is not be-

tween two local nodes. The communication patterns within

our network fall into three categories:

� Node to base station communication, e.g., sensor readings.

� Base station to node communication, e.g., speci�c re-

quests.

� Base station to all nodes, e.g., routing beacons, queries or

reprogramming of the entire network.

Our security goal is to address these communication pat-

terns, though we also show how to adapt our baseline pro-

tocols to other communication patterns, i.e. node to node or

node broadcast.

2.2. Trust requirements

Generally, the sensor networks may be deployed in untrusted

locations. While it may be possible to guarantee the integrity

of the each node through dedicated secure microcontrollers

(e.g., [1] or [13]), we feel that such an architecture is too

restrictive and does not generalize to the majority of sensor

networks. Instead, we assume that individual sensors are un-

trusted. Our goal is to design the SPINS key setup so a com-

promise of a node does not spread to other nodes.

Basic wireless communication is not secure. Because it

is broadcast, any adversary can eavesdrop on traf�c, inject

new messages, and replay old messages. Hence, our proto-

cols do not place any trust assumptions on the communica-

tion infrastructure, except that messages are delivered to the

destination with non-zero probability.

Since the base station is the gateway for the nodes to com-

municate with the outside world, compromising the base sta-

tion can render the entire sensor network useless. Thus the

base stations are a necessary part of our trusted computing

base. Our trust setup re�ects this and so all sensor nodes inti-

mately trust the base station: at creation time, each node gets

a master secret key � which it shares with the base station.

All other keys are derived from this key, as we show in sec-

tion 6.

Finally, each node trusts itself. This assumption seems

necessary to make any forward progress. In particular, we

trust the local clock to be accurate, i.e. to have small drift.

This is necessary for the authenticated broadcast protocol we

describe in section 5.

2.3. Design guidelines

With the limited computation resources available on our plat-

form, we cannot afford to use asymmetric cryptography and

so we use symmetric cryptographic primitives to construct the

SPINS protocols. Due to the limited program store, we con-

struct all cryptographic primitives (i.e. encryption, message

authentication code (MAC), hash, random number generator)

out of a single block cipher for code reuse. To reduce com-

munication overhead we exploit common state between the

communicating parties.

3. Requirements for sensor network security

This section formalizes the security properties required by

sensor networks, and shows how they are directly applicable

in a typical sensor network.

3.1. Data conÞdentiality

A sensor network should not leak sensor readings to neigh-

boring networks. In many applications (e.g., key distribution)

nodes communicate highly sensitive data. The standard ap-

proach for keeping sensitive data secret is to encrypt the data

with a secret key that only intended receivers possess, hence

achieving con�dentiality. Given the observed communication

patterns, we set up secure channels between nodes and base

stations and later bootstrap other secure channels as neces-

sary.

3.2. Data authentication

Message authentication is important for many applications in

sensor networks (including administrative tasks such as net-

work reprogramming or controlling sensor node duty cycle).

Since an adversary can easily inject messages, the receiver

needs to ensure that data used in any decision-making process

originates from a trusted source. Informally, data authentica-

tion allows a receiver to verify that the data really was sent by

the claimed sender. Informally, data authentication allows a

receiver to verify that the data really was sent by the claimed

sender.

In the two-party communication case, data authentication

can be achieved through a purely symmetric mechanism: The

sender and the receiver share a secret key to compute a mes-

sage authentication code (MAC) of all communicated data.

When a message with a correct MAC arrives, the receiver

knows that it must have been sent by the sender.

This style of authentication cannot be applied to a broad-

cast setting, without placing much stronger trust assumptions

on the network nodes. If one sender wants to send authentic

data to mutually untrusted receivers, using a symmetric MAC

is insecure: any one of the receivers knows the MAC key, and

hence, could impersonate the sender and forge messages to

other receivers. Hence, we need an asymmetric mechanism

to achieve authenticated broadcast. One of our contributions

is to construct authenticated broadcast from symmetric primi-

tives only, and introduce asymmetry with delayed key disclo-

sure and one-way function key chains.

3.3. Data integrity

In communication, data integrity ensures the receiver that the

received data is not altered in transit by an adversary. In

SPINS, we achieve data integrity through data authentication,

which is a stronger property.

3.4. Data freshness

Sensor networks send measurements over time, so it is not

enough to guarantee con�dentiality and authentication; we
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also must ensure each message is fresh. Informally, data fresh-

ness implies that the data is recent, and it ensures that no

adversary replayed old messages. We identify two types of

freshness: weak freshness, which provides partial message

ordering, but carries no delay information, and strong fresh-

ness, which provides a total order on a request�response pair,

and allows for delay estimation. Weak freshness is useful

for sensor measurements, while strong freshness is useful for

time synchronization within the network.

4. Notation

We use the following notation to describe security protocols

and cryptographic operations in this article:

� ��� are principals, such as communicating nodes.

� �� is a nonce generated by � (a nonce is an unpredictable

bit string, usually used to achieve freshness).

� ��� denotes the master secret (symmetric) key which

is shared between � and �. No direction information is

stored in this key, so we have ��� � ���.

� ��� and ��� denote the secret encryption keys shared

between � and �. � and � derive the encryption key from

the master secret key ��� based on the direction of the

communication: ��� � ����
	1
 and ��� � ����

	3
,

where � is a Pseudo-Random Function (PRF) [18].2

We describe the details of key derivation in further detail

in section 6.

� � �
�� and � �

�� denote the secret MAC keys shared be-

tween � and �. � and � derive the encryption key from

the master secret key ��� based on the direction of the

communication: � �
�� � ����

	2
 and � �
�� � ����

	4
,

where � is a pseudo-random function.

� ������ is the encryption of message � with the encryp-

tion key ��� .

� ������� ��
 � denotes the encryption of message � , with

key ��� , and the initialization vector �
 which is used in

encryption modes such as cipher-block chaining (CBC),

output feedback mode (OFB), or counter mode (CTR) [3,

14,29].

� MAC	� �
����
 denotes the computation of the message

authentication code (MAC) of message � , with MAC

key � �
�� .

By a secure channel, we mean a channel that offers con�-

dentiality, data authentication, integrity, and freshness.

5. SPINS security building blocks

To achieve the security requirements we established in sec-

tion 3 we design two security building blocks: SNEP and

�TESLA. SNEP provides data con�dentiality, two-party data

2 To uniquely de�ne ��� and ���, the identi�ers � and � of ��� are

lexicographically sorted.

authentication, integrity, and freshness. �TESLA provides

authentication for data broadcast. We bootstrap the security

for both mechanisms with a shared secret key between each

node and the base station (see section 2). We demonstrate in

section 8 how we can extend the trust to node-to-node inter-

actions from the node-to-base-station trust.

5.1. SNEP: Data conÞdentiality, authentication, integrity,

and freshness

SNEP provides a number of unique advantages. First, it has

low communication overhead; it only adds 8 bytes per mes-

sage. Second, like many cryptographic protocols it uses a

counter, but we avoid transmitting the counter value by keep-

ing state at both end points. Third, SNEP achieves semantic

security, a strong security property which prevents eavesdrop-

pers from inferring the message content from the encrypted

message (see discussion below). Finally, the same simple and

ef�cient protocol also gives us data authentication, replay pro-

tection, and weak message freshness.

Data con�dentiality is one of the most basic security prim-

itives and it is used in almost every security protocol. A sim-

ple form of con�dentiality can be achieved through encryp-

tion, but pure encryption is not suf�cient. Another important

security property is semantic security, which ensures that an

eavesdropper has no information about the plaintext, even if

it sees multiple encryptions of the same plaintext [19]. For

example, even if an attacker has an encryption of a 0 bit and

an encryption of a 1 bit, it will not help it distinguish whether

a new encryption is an encryption of 0 or 1. A basic tech-

nique to achieve this is randomization: Before encrypting the

message with a chaining encryption function (i.e. DES-CBC),

the sender precedes the message with a random bit string.

This prevents the attacker from inferring the plaintext of en-

crypted messages if it knows plaintext�ciphertext pairs en-

crypted with the same key.

Sending the randomized data over a wireless channel,

however, requires more energy. So we construct another cryp-

tographic mechanism that achieves semantic security with no

additional transmission overhead. We use two counters shared

by the parties (one for each direction of communication) for

the block cipher in counter mode (CTR) (as we discuss in

section 6). A traditional approach to manage the counters

is to send the counter along with each message. But since

we are using sensors and the communicating parties share the

counter and increment it after each block, the sender can save

energy by sending the message without the counter. At the

end of this section we describe a counter exchange protocol,

which the communicating parties use to synchronize (or re-

synchronize) their counter values. To achieve two-party au-

thentication and data integrity, we use a message authentica-

tion code (MAC).

A good security design practice is not to reuse the same

cryptographic key for different cryptographic primitives; this

prevents any potential interaction between the primitives that

might introduce a weakness. Therefore we derive indepen-

dent keys for our encryption and MAC operations. The two
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communicating parties � and � share a master secret key

��� , and they derive independent keys using the pseudo-

random function � : encryption keys ��� � �� 	1
 and

��� � �� 	3
 for each direction of communication, and

MAC keys � �
�� � �� 	2
 and � �

�� � �� 	4
 for each di-

rection of communication. Section 6 gives more details on

key derivation.

The combination of these mechanisms form our Sensor

Network Encryption Protocol SNEP. The encrypted data has

the following format: � � ��������, where � is the data,

the encryption key is � , and the counter is �. The MAC is

� � MAC	� �� ����
. The complete message that � sends to

� is

� 	 �: ������� ����� MAC
�

� �
���� �� ������� ����

�

� (1)

SNEP offers the following nice properties:

� Semantic security. Since the counter value is incremented

after each message, the same message is encrypted dif-

ferently each time. The counter value is suf�ciently long

enough to never repeat within the lifetime of the node.

� Data authentication. If the MAC veri�es correctly, a re-

ceiver knows that the message originated from the claimed

sender.

� Replay protection. The counter value in the MAC prevents

replay of old messages. Note that if the counter were not

present in the MAC, an adversary could easily replay mes-

sages.

� Weak freshness. If the message veri�es correctly, a re-

ceiver knows that the message must have been sent af-

ter the previous message it received correctly (that had a

lower counter value). This enforces a message ordering

and yields weak freshness.

� Low communication overhead. The counter state is kept

at each end point and does not need to be sent in each

message.3

Plain SNEP provides weak data freshness only, because it

only enforces a sending order on the messages within node �,

but no absolute assurance to node � that a message was cre-

ated by � in response to an event in node �.

Node � achieves strong data freshness for a response from

node � through a nonce �� (which is a random number so

long that exhaustive search of all possible nonces is not fea-

sible). Node � generates �� randomly and sends it along

with a request message �� to node �. The simplest way to

achieve strong freshness is for � to return the nonce with the

response message �� in an authenticated protocol. However,

instead of returning the nonce to the sender, we can optimize

the process by using the nonce implicitly in the MAC compu-

tation. The entire SNEP protocol providing strong freshness

for ��s response is

3 If the MAC does not match, the receiver can try a �xed, small number of

counter increments to recover from message loss. If this still fails, the two

parties engage in the counter exchange protocol we describe below.

� 	 �: ��� ��� (2)

� 	 �:

����������� �� MAC
�

� �
��� �� �� �� �� ����������� �

�

�

If the MAC veri�es correctly, node � knows that node �

generated the response after it sent the request. The �rst mes-

sage can also use plain SNEP (as described in equation (1)) if

con�dentiality and data authentication are needed.

5.2. Counter exchange protocol

To achieve small SNEP messages, we assume that the com-

municating parties � and � know each other�s counter values

�� and �� and so the counter does not need to be added

to each encrypted message. In practice, however, messages

might get lost and the shared counter state can become incon-

sistent. We now present protocols to synchronize the counter

state. To bootstrap the counter values initially, we use the fol-

lowing protocol:

� 	 �: ���

� 	 �: ��� MAC
�

� �
���� �� ��

�

�

� 	 �: MAC
�

� �
�� � �� �� ��

�

�

Note that the counter values are not secret, so we do not

need encryption. However, this protocol needs strong fresh-

ness, so both parties use their counters as a nonce (assuming

that the protocol never runs twice with the same counter val-

ues, hence incrementing the counters if necessary). Also note

that the MAC does not need to include the names of � or �,

since the MAC keys � �
�� and � �

�� implicitly bind the mes-

sage to the parties, and ensure the direction of the message.

If party � realizes that the counter �� of party � is not

synchronized any more, � can request the current counter of

� using a nonce �� to ensure strong freshness of the reply:

� 	 �: ���

� 	 �: �� � MAC	� �
��� �� �� ��
�

To prevent a potential denial-of-service (DoS) attack,

where an attacker keeps sending bogus messages to lure the

nodes into performing counter synchronization, the nodes can

switch to sending the counter with each encrypted message

they send. Another approach to detect such a DoS attack is to

attach another short MAC to the message that does not depend

on the counter.

5.3. �TESLA: Authenticated broadcast

Previous proposals for authenticated broadcast are impracti-

cal for sensor networks. First, most proposals rely on asym-

metric digital signatures for authentication, which are imprac-

tical for multiple reasons, which we describe in section 1.

The recently proposed TESLA protocol provides ef�cient

authenticated broadcast [42,43]. However, TESLA is not de-

signed for the limited computing environments we encounter

in sensor networks for the following three reasons:




