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Abstract

This paper proposes a novel approach for managing IP-based services and applications,
reflecting the authors’ experience with the IBM Global Network. It describes how one can
extendthe existing network and systems management paradigms to address problems in
the management of application services hosted by Network Service Providers (NSP). We
introduce the concept of "service management domains” which are virtual domains built
from resources and dependency relationships pertaining to physically monitored domains
in the network management layer. They form the basis for managing fault, performance
and service level agreements related to application service offerings.
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1. Introduction

Throughout this decade, packaged connectivity services have mushroomed into a multi
billion dollar market. Network Service Providers (NSP), also referred to as Internet Ser-
vice Providers (ISP), sell network connectivity to corporations with geographically dis-
persed locations. An NSP, such as the IBM Global Network, defines a virtual private
network over its wide area network infrastructure for this customer so that the different
locations can exchange information. Customers are eager to have such a service since
their connectivity costs are considerably lower than leased lines and a great deal more
flexible in terms of bandwidth assignment. The NSP’s benefits stem from providing con-
nectivity services for many customers on their shared physical infrastructure. Since the
mid 90’s, however, as bandwidth has increasingly become a commodity, and — as more
and more NSPs have entered the market — the profit margin for such connectivity services
has gone down. NSPs have gradually moved beyond the network layer to deploy and offer
sharedapplication services[17]; consequently, they are considered Application Service
Providers (ASP). Examples are: content hosting for data with web-based access, shared
payroll applications, firewall-based security services, email and shared file services, etc.
To offer these value added services in a cost effective manner, NSPs set up and maintain
large server farms to host applications. The customer is offered — in addition to basic con-
nectivity — access to "end-to-end” managed application services, associated with service
level agreements (SLA) [20].



From the NSPs’ point of view, application service provisioning has brought a new
challenge, namely how to manage these services so that high availability is guaranteed. In
general, NSPs already have well-developed network management infrastructures to oper-
ate their physical networks consisting of servers, switches, routers, links, etc. Thus, a very
important objective is to leverage the existing network management infrastructure and en-
hance it to provide application service management [9, 18]. Research [8] has shown that
a critical aspect of problem determination in a complex environment is the identification
and representation afependencies.e., the relationships that exist between elements of
various layers of a distributed system. This paper describes an architecture that addresses
the above points by extending the existing management infrastructure with application
service management capabilities.

Section 2 gives an overview of a typical service provider network and its manage-
ment architecture. Section 3 introduces the notion of application services and defines the
concept of service management domains that comprise collections of resources that in-
teroperate to provide a service. Within these service management domains, dependencies
exist between the different kinds of resources. A repository-based methodology for de-
termining and analysing these dependencies is presented in section 4. The generated de-
pendencies are used as input for our application service management architecture whose
elements are described in section 5. Section 6 concludes the paper and presents issues for
further research.

2. NSPs: Moving from mere Bandwidth to value-added Services

The IBM Global Network has points of presence in over 800 cities and 100 countries;
it offers IP and SNA application and connectivity services defined over Frame Relay
and ATM. In this networked environment, a typical scenario for networked application
services consists of three distinct entities: the customer premises environment (CPE), the
wide area network and an application hosting farm.

In traditional network management, the general approach is to partition a physical
network environment into what is known anitored domains each of which is un-
der the supervision of a (typically SNMP-based) management system. They are defined
according to topological considerations. An application service, comprising instances of
distributed components, such as database servers, domain hame servers, various middle-
ware etc. across such a network, depends on the performance and status of resources that
belong to multiple such monitored domains. Therefore, monitoring the health and status
of an application service requires coordinated monitoring and collection of selected in-
formation across multiple physical domains. This paper introduces the concpviafe
management domainswvhich are virtual domains built from resources and relationships
pertaining to the monitored physical domains. They form the basis of information moni-
toring for managing fault, performance and service level agreements related to application
service offerings.

For a large network with many monitored domains, this generates a prohibitive amount
of polled data and asynchronous event traffic, a large portion of which is generally use-
less for operational (i.e., fault and performance) management. Therefore, it is common
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practice to implement hierarchical management with mid-level managers (MLM), each
in charge of a set of domains, as shown by the dotted boundaries in figure 1. Standard net-
work management platforms, such as Tivoli TME, HP OpenView and Cabletron Spectrum
provide for such a hierarchical, distributed architecture [7].

Mid-level managers can be thought of as dual-role entities (agent and manager) that
process raw data into meaningful management information. From an architectural view
point they appear as extended SNMP agents to the top-level Network Operations Center
(NOC) management station. The functions performed by a MLM are:

¢ polling the SNMP agents in its domain; variables being polled and the polling fre-
guency are determined by a policy that is periodically configured on the MLM, to
reflect changes in topology.

e reception of events/traps from the SNMP agents; event filtering based on rules that are
defined by the top-level manager and downloaded to the MLM.

e storage of polled data locally in a database. This stored data (or a summary of it) is
periodically sent up to the top-level manager(s) using some bulk data transfer protocol
such as FTP. This data is then analyzed by applications on the top-level manager to
compute SLA statistics, produce histograms, create trending reports, etc.

o filtering and forwarding of selected events/traps to the top-level manager and to its fault
management applications, respectively. In our scenario, such events are received (with
appropriate transformation done by adapters) by the Tivoli Enterprise Console (TEC)
which allows a network manager to specify rule-based, event-triggered automation
routines for efficient fault detection and resolution.

e run a backup protocol so that if one of the MLMs goes down, another can pick up
its responsibilities until the former is available again. In our environment, this high
availability solution has been implemented in a way where each MLM has a designated
backup.

Today, most large data networks have an operational management system which can be
represented by this model. As more and more network service providers offer managed
application services in addition to mere IP connectivity, it becomes important to under-
stand how such an existing network management infrastructure can be enhanced to pro-
vide management functions for application services. As we will analyse in the next sec-
tion, this transition brings forth important requirements.

3. Requirements for Application Service Management

In general, application services are provided by server farms either owned and operated
by the service provider itself or by a third party. Every customer of a managed applica-
tion service expects to receive prompt notification and corrective action from the service
provider when his applications are affected by faults or performance problems. The extent
and quality of this corrective action is specified in SLAs [4] between the customer and the
service provider. In order to provide end-to-end application service management for every
customer, the service provider has to deploy a service management system in addition to
the operational network management system in order to be able to provide the following
key functions:
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Figure 1: Architecture of Application Services over Networks

e Root Cause Analysis Depict a particular customers’ service status, much the same
way as one is used to seeing the status of a network resource. This graphical interface
should provide a “drill down” facility such that, when a problem is indicated, the op-
erator is able to traverse the layers down to the network-level resources on which the
service depends. Ideally, the NSPs’ management system should be able to pinpoint the
cause of the problem and fix it.

e Impact Analysis: When a resource goes down, determine (in realtime) which services
and customers are affected. The information obtained by this analysis is particularly
useful for scheduling maintenance tasks: Itis entered into a customer relationship man-
agement (CRM) system to issue proactive warnings to targeted customers.

These requirements are best illustrated by the example shown in Figure 1, depicting the
essential constituents of a service defined over a service provider network: Three customer
locations are connected to each other by means of frame relay permanent virtual circuits
(PVC). Two server farms, maintained and administered by the service provider, offer a
variety of application services to the customer. For example, customers may subscribe to
the web content hosting service, whereby their on-line product catalog is maintained by
the service provider. Such a service may provide a variety of functions: customer-initiated
content creation and storage, public and restricted access to the customers’ content over
the Internet, statistical reports on the usage of the data, etc. The data may be spread across
the different customer locations, thus introducing two distinct classes of dependencies:
Intra-System Dependencieoccurwithin a single system.e., these dependencies
denote whether a specific service requires another service that is installed on the same
system. An example for this kind of dependency is a relationship indicating that a WWW
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service depends on the availability of the Domain Name System (DNS) which, in turn,

requires a functioning IP service.

Inter-System Dependenciesire dependencies between services locatedifterent
systemsand have key importance for end-to-end problem determination. Typical Inter-
system dependencies exist between the client and server parts of a given service, e.g., a
Network File System (NFS) client is only able to perform its work only if its peer NFS
servers are operational.

However, current management systems are unable to deal with service dependen-
cies because topological domains for network management differ largely from service
management domains w.r.t the number and dynamics of managed objects. A common
workaround used by NSPs is to define a view éverycustomer containing all the re-
sources the subscribed services depend on (PVCs, network components, servers, appli-
cations). Although this yields a customer-focused view on applications, services and net-
works, it has significant drawbacks:

e Resources are assigned to views manually by the operators and not automatically by
the management system. This implies that these views do not reflect the dynamic be-
haviour of networks and services.

e The manual placement of icons in views is unscalable, error-prone and tends to yield
inconsistent data.

¢ As motivated in section 1, the main benefit for NSPs stems from the fact that resources
(such as routers, servers, firewalls etc.) are shared between different customers, thus
maximizing the resource usage. Introducing customer-focused views on the manage-
ment system implies that an icon representing a shared resource appears multiple times
in different views, thus yielding redundancy.

In order to avoid these drawbacks while being able to provide the above listed service

management functions, we need a methodology that allows us to determine:

e a dependency model that represents the relationships these resources have on each
other, e.g., the DNS and NFS availability is dependent on the IP service being avail-
able from the customer environment, which in turn is dependent on the proper working
of the CAR, SAR and the PVC. Such a dependency model will allow a fault manage-
ment application to perform root cause analysis of a problem perceived by an appli-
cation service user. In general, constructing such a dependency model is very difficult
(see e.g., [8]). Our approach, presented in section 4, is based on a static dependency
analysis.

e a set of all resources in the environment that affect the service either directly or indi-
rectly. In our example, these would be the customer and service access routers (CAR
and SAR) and the PVCs that provide the IP connectivity between a customer loca-
tion and the server farms, the NFS and DNS and the database systems in the server
farm. Our architecture, discussed in section 5, defines a vegralce management
domain on these resources under the control of a service management agent.

Resources contributing to the functioning of an application service belong to different

physical domains, each under the monitoring scope of a MLM. In figure 1, MLM1, MLM2

and MLM3 monitor the resources that need to be operable for the content hosting service
to be functional. A key requirement for our service management architecture is to be
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able to logically relate a service management agent to the relevant MLMs, so that critical
status information can be delivered to it. As discussed in section 5, our architecture uses
the concept of aesource broker in conjunction with aresource directory to address

this issue.

4. Dependency Analysis: A pragmatic Repository-based Approach

The analysis in the previous section has pointed out that a major requirement for the
automated management of distributed application services is to have a record of their
dependencies on lower layer services and resources. Abstract service models have been
used to address this issue [14], but this approach requires the collection and mining of
large amounts of data. In the following sections, we will describe a pragmatic approach for
dependency enumeration that can be realized on a variety of widely deployed operating
systemswithout requiring detailed management instrumentation of the applications and
networked services.

Furthermore, despite early work [19] and several research [5] and standardization ef-
forts [15, 12, 6] no satisfactory application management solutions are available on the
marketplace. The main problem is that comprehensive application management demands
a large amount of management information, thus posing an additional development effort
on the application developers [16, 13]. A good example for this isAgglication Man-
agement Specification (AMB) that provides an open, CIM-based standard for defining
the management information needed for distributed applications. While AMS identifies a
set of management information common to different kinds of applications and the means
of specifying it using application description files, the application developer needs to pro-
vide the appropriate instrumentation.

4.1 System Information Repositories

Considering the fact that a majority of application services run on UNIX and Windows
NT-based systems, it is worth analyzing the degree to which information regarding appli-
cations and services is already contained in the operating systems. The underlying idea
is as follows: if it is possible to obtain a reasonable amount of information from these
sources, the need for application-specific instrumentation can be greatly reduced. Our
approach recognizes the fact that system administrators successfully deploy applications
and services without having access to detailed, application-specific management instru-
mentation.

WindowsNT/95/98 systems and UNIX implementations such as IBM AIX and Linux
have built-in repositories that keep track of the installed software packages, filesets and
their versions. AlXObject Data Manager (ODMMWindowsRegistry and LinuxRed Hat
Package Manager (RPMjre examples for these system-wide configuration repositories.

In this paper, we will concentrate on ODM. However, our approach is applicable to other
repositories as well.

Usually, these repositories serve as the basis for software installation tools such as
InstallShield (for Windows systems) or the ADSystems Management Interface Tool
(SMIT). Moreover, they can be regarded as knowledge bases that contain important in-
formation with respect to the compatibility of services and applications. The fact that a
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specific software package must already be present on a system so that another package

can be installed successfully, implies that the service implemented by the latter package

depends on the service implemented by the former. In other words, if a specific software
package has other software packages listed as installation prerequisites, we can deduce
that this dependency relationship is also valid for their instantiated counterparts, i.e., ser-
vices and applications.

A simple example will serve to illustrate this: if the system repository indicates that a
specific Web server has a distinct TCP/IP implementation as a prerequisite, this essentially
means that:

1. Afunctional, i.e., generic and implementation-independent relationship model for the
service categories “WWW” and “TCP/IP” can be established. The model describes
services in terms of the functionality they provide and on which other services they de-
pend. The fact that the WWW service depends (among others) on the availability of the
TCP/IP service implies that a functional dependency relationship between the services
"WWW" and "TCP/IP" is defined (by means of the description in the prerequisites
list) and enforced by the installation routine.

2. Structural, i.e., specific and implementation-dependent management information is
available. An appropriate algorithm for automated problem determination for a mal-
functioning WWW service would have to check whether the operational states of a
specific web server and of its underlying TCP/IP stack are "up”. This is possible be-
cause the dependency relationships of a specific service are explicitly listed in the
system repository. Section 4.2 will give an example of such a data structure.

Discovering and enumerating the dependency relationships that applications have on

lower layer services in a networked environment is a difficult problem. It has both a static

and dynamic aspect, that is, dependencies identified at application install time and those
discovered at runtime. The functional dependency model can be used to describe static
dependencies between application and service categories. The structural part captures dy-
namic information related to concrete service implementations. In the next sections, we
illustrate our approach by means of an example.

4.2 Intra-System Dependencies: The IBM AIX Object Data Manager

The Object Data Manager (ODM])s the repository of the AIX operating system and
contains information about the different components of the operating system such as de-
vice drivers, networking services and graphical user interfaces, middleware (like object
request brokers, message-queuing systems), development tools (compilers, debuggers,
CASE-Tools) and additional components such as database and web servers. Furthermore,
applications such as web browsers, database clients, management platforms, groupware
systems are also registered in the repository.

ODM obtains knowledge about new software components at their installation time
from theinstallp software installation routine that is invoked by SMIT. This routine
reads the software description template (an example of this simple template common to
all applications is depicted below) that comes with the new software package, verifies
the prerequisites and — upon successful completion of the prerequisite tests — installs
the software and enters the description template into ODM. Note that the information
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contained in the template can be added after the application has been compiled. Thus, it
does not necessarily have to be provided by the application developer (although this is
desirable) but can be added by the system administrator or a third party.

We will now take a look at how configuration information for software packages is
represented in ODM. The following entry for the successfullyatte = 5) installed
TCP/IP client componeht(bos.net.tcp.server) — being part of the operation sys-
tem networking softwarebps.net) of IBM AlX — indicates that this package (version
4.2.1.0) replaces and renames the previously installed packageet.tcpip.obj
version4.1.0.0.

lpp_name = 'bos.net.tcp.server" /* component name */
comp_id = "" /* component identifier */
update = 0 /* update (yes/no) */
name = "bos.net" /* package name */
state = 5 /* committed/applied/rejected*/
ver = 4 /* component version# */
rel = 2 /* component release# */
mod = 1 /* component modification#  */
fix = 0 /* fix (yes/no) */
ptf = "" /* fix id */
media = 3 /* install media type */
sceded_by = "" /* superseded by */
fixinfo = "" /* verbose fix description  */

prereq = '"*prereq bos.rte 4.2.0.0, *prereq bos.net.tcp.client 4.1.0.0"
description = "TCP/IP Server"
supersedes = "bosnet.tcpip.obj 4.1.0.0"

Additional information for applied fixes/patches and their descriptions is also found in
this template. One particularly important part of this data structure is the enteyéq”
(prerequisites) because it mandates which other software packages must already be
presentin the system so that this component can be successfully installed. In the following
sections, we will describe how we make use of this information for our purposes. Since
every software package installed on AlX is required to list its properties in this machine-
readable format, we can therefore assume that the dependencies cover a comprehensive

set of software packages. ODM can be accessed in three different ways:

1. The most common mechanism for system administrators to interact with ODM is
SMIT, a graphical user interface that provides menus for common system adminis-
tration tasks such as, installing and configuring system and application components.

2. In addition, a command line interface exists which is used for accessing ODM data
from shell or Perl scripts. ODM entries can be searched according to different criteria
and retrievedddmget command), modifiedodmchange), added ¢dmadd) or deleted
(odmdelete). The ODM data structures can be displayed usigshow.

3. The most elaborate way to issue various operations against ODM is through a C-API
containing 22 subroutines that cover a variety of query and administrative functions.
Details can be found in [10].

*The term “LPP” in the template stands for “licensed program product” and denotes a service component.
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Figure 2: Automatically generated functional service dependency model (extract)

By using the query operations of the ODM API, it is possible to obtain hatbtional

and structural service dependency modelat runtime. Figure 2 represents an extract of

the functional service dependency model (including applications such as DB2 database
clients, services such as NFS and DNS) of a running systenmainan abstract model

It is built by evaluating thelescription andprereq fields of the above template. The
structural dependency model is much more detailed and omitted for the sake of brevity; it
contains information on the different components that make up a service and is based on
thelpp_name, ver andrel entries in addition to the both fields cited above.

This analysis shows that system repositories such as ODM represent a rich source of
application management information, not only regarding the configuration of installed
applications but also for determining dependency relationships between applications and
services. Note that this large amount of information has been obtaitrexiit anyspecific
instrumentation of the components. The only requirement is that the application compo-
nents be described using the above template. However, it should be noted that:

1. system repositories refer itmdividual systems onlgnd thus yield, for the most part,
Intra-system dependencies. Since end-to-end management mainly deals with Inter-
system dependencies, we have to develop mechanisms that allow us to track the depen-
dencies between client and server components located, in general, on different systems.
This topic is addressed in the following section.

2. it is necessary to link thstatic information contained in the repository ttynamic
information obtained from the processes at runtime (e.g. their state and priority, the
percentage of used CPU cycles and memory, the userid of their owner etc.). A manda-
tory requirement for this is that the templates also contain the process names of their
components (which is not the case in the current ODM implementation). However, as
the process names are already known at installation time, they can easily be included
into ODM by adding an additional itenptocess name” to the data structures.
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4.3 Inter-System Dependencies

As mentioned in Section 3, it is particularly important for end-to-end problem determina-
tion that information about Inter-system dependencies be available, because itis necessary
to determine if the clienandthe server parts of a given service work properly. We will
first examine the possibilities of determining problems on the client side and then describe
what mechanisms are available for servers.

Very often, information about the servers to which a client connects is explicitly listed
in the client configuration files: A DNS resolver not only has information regarding its
domain name but also its name servers. NFS clients - in turn - know from which servers
they need to mount file systems. Some counterexamples of this are the WWW and FTP
services, where the server names are obviously not known in advance. However, this
problem is alleviated by the fact that usually a proxy server is known, thus allowing one
to determine if the problem is local to the client or lies beyond the proxy.

On the server side, we are able to make use of the dependencies listed in ODM also
for the determination of Inter-system dependencies for the following reasons:
¢ Client and servers usually share the same functional dependencies (e.g., both web

client and web server depend on the availability of the DNS service which - in turn

- depends on a working IP service). The dependency model in figure 2 is valid for

clients and servers.

e From an installation point of view reflecting the dependency structure stored in ODM,
clients of a given service are prerequisites for their server counterparts. This implies
that server software can only be installed if the client part is already present on the
system; the ODM template for a TCP/IP server described in section 4.2 clearly states
this in the second argument of theereq attribute. We can therefore assume that the
clients needed to test the servers are locally installed thus facilitating the testing of
servers because no network and intermediate systems are involved.

Although we have seen that system repositories provide a considerable amount of in-
formation useful for application management, we should point out that one specific kind
of dependency cannot be tracked by them: it is yet not possible to determine if a software
package is installed on a local or remote file system. The additional dependencies intro-
duced by networked file systems (and their underlying operating systems) do not appear in
the model. Appropriate problem determination algorithms have to verify whether the in-
stallation path (listed in the repository) refers to a local or a remote system (by examining
e.g., the NFS configuration) and update the model accordingly.

Another issue is that the information identified in this section is relevant for configura-
tion and fault management but not suitable for performance and accounting management:
Itis possible to verify whether a service and its prerequesites and peers are working but we
cannot ascertain whether the services perform their duties in an acceptable time period. In
order to satisfy performance-related SLAs, the applications need to be instrumented ap-
propriately. The TivoliApplication Response Management (ARM) fwith its recent
extensions [11] is a first step in this direction.
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5. An Architecture for Application Service Management

As mentioned in section 1, a major requirement is that an approach for managing ap-
plication services needs to address the fact that NSPs have made significant investments
in network management systems. Our overall architecture is depicted in figure 3: Off-
the-shelf network management platforms provide the basis of this architecture and offer
services such as event reception and forwarding, resource discovery functions or topology
services [3].

5.1 Application Dependency Analysis

As a result of the static analysis during application installation and provisioning, each
application service offering has associated with it a list of resources in the network man-
agement layer that provide the basis for that service. This data is kept in a database con-
structed and maintained by the application dependency analysis stage discussed in the
previous section and depicted in the upper right part of figure 3. In the case of the content
hosting scenario discussed in section 3 (and shown in figure 1), the resource list associated
with this application contains the resources that support the IP connectivity, the back-end
database, the NFS and the DNS.

5.2 Components of the Architecture

Application Service Agent

The application service agent is the focal point for managing an individual service of-
fering. From an implementation viewpoint, it is like an application operating on top of a
network management platform. If, for instance, the NSP has three different service offer-
ings (DNS, web-based content hosting and shared firewall) our design yields three service
management agents, each responsible for one offering. The agent receives event notifica-
tions from the MLMs through the platform APl and updates the view of the service that
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it maintains. This view can best be represented by a multi-level resource tree, where the
elements in one level are dependent on the availability and status of elements at the next
lower level. One way to use the service view is to represent it graphically in one of the ser-
vice management stations where a service manager can observe the status of the service
and do typical drill down operations for troubleshooting.

The functional dependencies yield a generic service model while the structural part
provides detailed information on the involved components. While the functional model is
stored at the MLMs and the management platform, the service management agent main-
tains a structural view for every individual customer. This leads to a high degree of dis-
tribution and is the main reason for the scalability of our approach; thus, an outage in any
resource can be rapidly correlated with complaints received from that customer. During
initialization, a service agent obtains the configuration file generated at the application
dependency analysis phase, which is used to establish the functional model.

Resource Broker

The function of the Resource Broker is to serve as the main access to the Resource Direc-
tory. The two entities which use the Resource Broker are the Application Service Agent
and the MLM. As part of its initialization procedure, the Application Service Agent sends
its list of resources contained within its service view. The Resource Broker searches the
Resource Directory and associates with this list a set of MLMs that are responsible for
monitoring the resources. It then communicates with the relevant MLMs in order to reg-
ister the service agents with the MLMs. The MLMs use this registration lists to direct
events pertaining to the resources under their monitoring control.

Resource Directory

The main function of the Resource Directory is to maintain a list of all resources that
are monitored by a particular MLM. It responds to queries from the resource broker and
maintains update lists from the MLMs. The following section describes the information

flow that takes place in order to produce status views of application service offerings.

5.3 Service Management Information Flow

Figure 4 depicts the information flow once a service agent initializes itself and becomes
ready to accept status updates related to the resources supporting the service monitored
by that agent. The general flow is a follows:

An Application Service Agent, in charge of a particular application service, contacts
the Resource Broker at initialization time with a li&/.«, providing the resource identi-
fiers of all the resources that this service is dependent on. This list is generated during the
application dependency analysis phase.

The Resource Broker queries the directory usitfe and obtains a list, ¥ LM,
RLmq)...(M LM;, RLm;) of all MLMs that are responsible for monitoring subsets of
the set of resources denoted BY.a. The pair (M LM;, RLm;) denotes the subset of
resourcesR Lm;, monitored by theé-th MLM.

Upon obtaining the above list the Resource Broker registers the service with each of
the relevant MLMs by sending the Service Management Agent id and the associated re-
source list,R Lm; to thei-th MLM. At this point, MLM i knows to forward events related
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to resources i Lm, to the Service Management Agent for the associated application
service.

The transport of events from the MLM to the proper Application Service Agent oc-
curs through the standard SNMP channel and uses the service of the management plat-
form. Event Services, being part of the platform, receives all events from the MLM and
— depending on the agent ids attached to the events — forwards them to the appropriate
Application Service Agent, which, in turn, uses the information in the event to update the
status information in the service view.

6. Conclusion and Outlook

In this paper we have described an application service management framework that relies
on off-the-shelf network management platforms. The work was motivated by solutions
delivered for the IBM Global Network, an example of a Network Service Provider which
has evolved to provide end-to-end managed application services as value-added function-
ality on top of basic IP connectivity services. A key requirement for application service
management, highlighted in this paper, is the identification, enumeration and representa-
tion of dependency information, i.e., the dependencies that an element in the application
layer has on the resources at lower layers such as middleware and network. The approach
presented in this paper is pragmatic and based on a static dependency analysis that yields
information on entities within a system (Intra-system) and between peer entities of a ser-
vice (Inter-system). We show that standard operating systems, such as WindowsNT, AlX
and Linux, contain a wealth of information in their repositories that can be exploited for
theautomated generation of dependenci@ar approach has an added advantage in that
it does not place any burden on the application developer to instrument their applications.
The identification of dependenciesis a prerequisite for the deployment of troubleshoot-
ing services that capture fault management knowledge contained in the NSPs’ fault docu-
mentation systems. Emerging technologies for building next-generation repositories such
as Jini and thé.ightweight Directory Access Protocol (LDARcilitate the access and
dynamic exchange of management information and are currently being investigated by
the authors.
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